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Change Password

The current login password uses the default password. Please change it
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Confirm New Password ‘ 2 ‘

Save Cancel
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Status Overview Cellular Network WLAN

Packet Foreiies | System Information

Model

Network Server

Region
Serial Number

Firmware Version

System Hardware Version
Local Time
Maintenance .
Uptime
CPU Load

RAM (Available/Capacity)

eMMC (Available/Capacity)

UG56-L00E-915M

usg15

6041C2232749

56.0.0.1-a2

V1.0

2022-08-10 13:22:14 Wednesday
00:01:10

10%

235MB/512MB (45.90%)

6.2GB/7.0GB (88.51%)

Host List

Manual Refresh v W

Help —

Model

Show the model name of
gateway.

Region

Show the Region of gateway.
Serial Number

Show the serial number of
gateway.

Firmware Version

Show the current firmware
version of gateway.
Hardware Version

Show the current hardware
version of gateway.

Local Time

Show the current local time
of system

Uptime

Show the information on how

long the gateway has been
running

TE 1 v56.0.0.6 LIRTDO/N— 5 o Cld, 7 — b U = A ITAEBERIC b XS L TVET,
I. PCZUGS56DETHAR — MZERE, £72I1IPoEA > ¥ = 7 X &/ L THERE L T 72 &0y,
2. BEWOa a2 —XIZFENTIPT RLAZE D KT T EVY, Windows
103 AT L&zt 5 &

[ Control Panel] — [Network and Internet] — [Network and Sharing Center | DJIE|Z

BIRL. [Ethernet] 2727 U v 7 LTL 723V (LR ELDGEN™"HY £9)

1d Sharing Cent
- v '§ > Control Panel > Network and Internet > Network and Sharing Center

View your basic network information and set up connections
Control Panel Home

View your active networks

Change adapter settings
Change advanced sharing Milesight 5G6 Access type: Internet
settings Public network Connections: [ Ethernet
Media streaming options

Change your networking settings @ Ethernet

ﬁ. Set up a new connection or network
-
Set up a broadband, dial-up, or VPN connection; or set up a router or access point.

='| Troubleshoot problems
{
o

Diagnose and repair network problems, or get ing inf

A. [Properties| — [lInternet Protocol Version 4(TCP/IPv4)] DJHIZEIR L, [Use
the following IP address] Z iR L7, F'—rU=A LR UCH Ty FNTFET
FEIIPT R LA 28D 4 TTIIZEN,
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Internet Protocol Version 4 (TCP/IPv4) Properties

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

(®) Use the following IP address:

P attes:
Subnet mask:
Default gateway:

192 . 168 . 23 .150|

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server:
serowerrssene: [ |
[Jvalidate settings upon exit ‘ e l

3. PCCWeb~” 7 7% (ChromeZ#tdt) ZPx. IP7 FL &
192.168.23.150 Z# A /J LT, Web GUI ICT7 7 &AL %7,
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% 3 2 Web R E
3.1 Status

3.1.1 B
IONR—=VTEH, =MV oA DVAT LEREHATEET,

| System Information

Model UG56-L04EU-868M

Region EUS68

Serial Number 6041E0305345

Firmware Version 56.0.0.4

Hardware Version V2.0

Local Time 2024-07-22 20:06:47 Monday

Uptime 3days,05:31:58

CPU Load 6%

RAM (Capacity/Available) 512MB/136MB (26.56%)

eMMC (Capacity/Available) 8.0GB/6.2GB (77.52%)
3-1-1-1

System Information

Model T U2 DETNSHERRLET,
Region 5 — b = A T STV % LoRaWAN® D i g5 4 67 L &
R
Serial Number =T DY TAEHESEFRRLET,
Firmware Version =" T2 A DBEED T 7 — LT 2T N— g 2R R LUET,
Hardware Version F—=h T oA DBEEDON— R T 2T N— g 2R R~ LUET,
Local Time AT ADOBAEO O — I NV EF R L E T,
Uptime T T A PBEH L TV AHIMICRET A E#RAE R LET,
CPU Load TF— U 2 A OBIEOCPUEHF AR RLET,
RAM (Capacity/Available) RAMDOFE: L EHAE7Z2RAMA T U 2K xR LE9,
eMMC (Capacity/Available) eMMC OFRE LA RIGE/ R eMMC X £V ZF R L ET,
% 3-1-1-1 > 2T LI
3.1.2 Cellular

ZON—=TTIE, = hFT=2ADELT—Fy hT—7 OIREZHR T 9,
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| Modem
Status Ready
Model EC25
Version EC25ECGAROBAOTM1G
Signal Level 26asu (-61dBm)
Register Status Registered (Home network)
IMEI 860425047368939
IMSI 460019425301842
ICCID 89860117838009934120
ISP CHN-UNICOM
Network Type LTE
PLMN ID
LAC 5922
Cell ID 340db80

% 3-1-2-1

Status EV 22— LBRUSIMI — FORET DMEAT —Z A& FK - LET,
Model YA TF—ED 2 — LDETF AL EFRLET,

Version BT a— L DNR—T g U EFRRFLUET,

Signal Level TALT—EE LUV EFRRLET,

Register Status SIMA — ROBERNEZR T LET,

IMEI TP a2 —/LDOIMEIZ R LET,

IMSI SIM#Z— FDIMSIZ R R LE T,

ICCID SIM7— RDICCIDAE R LET,

ISP SIMB — RBBERIN TV DHIBEFEE LR R LET,

Network Type HEish s xry N —2 OFfEfE (LTE, 3G E) 2R A-LET,
PLMN ID HAEDOPLMN ID (MCC, MNC, LAC, CellIDZ&Te) Z#FRLET,
LAC SMA—FRourr—varxz7a—ReERRLET,

Cell ID SIM 1 — FOFH{EHDEL ID 2Rz LET,

22 3-1-2-1 EF LEH
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| Network
Status Connected
IP Address 10.53.241.18
Netmask 255.255.255.252
Gateway 10.53.241.17
DNS 218.104.128.106
Connection Duration 0 days, 00:04:26

3-1-2-2

Status MBS v U — 7 ORI A TR LET,

IP Address ENRANF Y RT—T DIPT RLRAEFRRLET,

Netmask ENRANK Y RT—T DFy h~w AT BRRLET,

Gateway BEHFBRE R Y N — 2 D — T = A ZRRLET,

DNS PEHFEERE R v N U — 27 ODNSZEHE R LE T,

Connection Duration HEN Ry hU— 2 B ESN T EDL S VOIS LTV 5 h
BT o HRAER T LET,

#F 3-1-2-2 2 v b U— 27 OYREE

3.1.3 Network
ZOR—=TUTIE, = bF T2 A DA —Y Ry hAR— FDOIREEZ MR T E9,

Overview Cellular Network WLAN VPN Host List
| WAN
Port Status Type IP Address Netmask Gateway DNS Duration
10h 52m
eth 0 up Static 192.168.22.32 255.255.254.0 192.168.22.1 8888
03s
3-1-3-1

X

Port A=V Xy hAR—FDOAREZFR R LET,
A =P F oy bR— hOREEZFRLET, (Up) I, WANBAZIT, o —

Status PRy BT AREERES N TV HIREEIE L ET, Down) I1F, 1 —H
Iy N — T DM S LTV AR WD, WANBSEENHERNIZ /R > TWB Z &
EERLET,

Type A=V XY bR—=FDEAYNT v FHA T HFRLET,

IP Address A —H %y FAR—FDIPT RL2AEZFRLET,

Netmask A =P Ry hAR—bFDXy h~RT ERRLET,

Gateway A=V Ry hR— b DF =T = ZHRRLET,
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DNS A —HPF v hAR— FDODNSEHE R L ET,
Durac W= "BENRGE. A —V Ry b —T Ao —HP Ry bAR— MBS
uration NTH BRI L7 2 #0R LE T, H— PS>0 4 —H % v
Nr—T A3 E =035 L, BB OFRRIIEIELET,
% 3-1-3-1 WAN 25 —& %
3.1.4 WLAN
ZONR—=TTIE, TIZEBRARAS U FRI TAT 2 FOEREE D, Wi-Fi DA T —
5 AETERTE £,
Overview Cellufar Network WLAN VPN
| WLAN Status
Wireless Status Enabled

MAC Address 24:21:24:11:22:58
Interface Type AP

SSID Gateway_F12258
Channel Auto

Encryption Type No Encryption
Status Up

IP Address 192.168.1.1
Netmask 255.255.255.0

Connection Duration 0 days, 10:52:23

X 3-1-4-1

Wireless Status ALY LADAT —H AT R LET,
MAC Address MACT RL A%&F R LET,

Interface Type TAP] R [ 54T b REDA L H—T =—ADOFEEEF R LET,

SSID SSIDEFRRLET,
Channel MR TF v R ERRTLUE T,

Encryption Type A b FRXERRLET,

Status PR A T — X AR R LET,

IP Address F—=br T =ADIPT RLRAEFRLET,

Netmask F—=h Tz ADITAFYLAMACT FL AZHRRLET,
Gateway VALY LARYy NKU—TDF—F T xAT7 RLAEZRRLET,

Connection Duration

Wi-Fi %> U — 27 ~OEFGEREFN i Sy, FORFMRAER R LET,
% 3-1-4-1 WLAN X5 — & %
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| Associated Stations

IP Address MAC Address Connection Duration

3-1-4-2

EO

IP Address TIRARA L FERIZIZTAT U FDIPT FLAZERRLE
ﬁ—o

MAC Address TIORARAS NERIZZ TA T FOMACT FL A &EFRL
e S

Wi-Fi % v b U — 27 ~OEGRF A F R S ET,

Connection Duration

% 3-1-4-2 WLAN A7 — & A

3.1.5 VPN
Z DO—ClX, PPTP, L2TP, IPsec, OpenVPN, DMVPN 72 & @D VPN A7 — & A
RS TE £,
| PPTP Tunnel
Name Status Local IP Remote IP
pptp_1 Disconnected
pptp_2 Disconnected
pptp_3 Disconnected
| L2TP Tunnel
Name Status Local IP Remote IP
12tp_1 Disconnected
12tp_2 Disconnected
12tp_3 Disconnected

Manual Refresh v

[X] 3-1-5-1
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| IPsec Tunnel

Name
ipsec_1
ipsec_2

ipsec_3

| OpenVPN Client
Name
openvpn_1
openvpn_2

openvpn_3

| GRE Tunnel
Name
gre_1
gre_2

gre_3

| DMVPN Tunnel
Name

dmvpn

Status Local IP Remote IP

Disconnected - -

Disconnected - -

Disconnected - -

Status Local IP Remote IP

Disconnected - -

Disconnected - =

Disconnected - -

3-1-5-2

Status Local IP Remote IP

Disconnected - -

Disconnected - -

Status Local IP Remote IP

3-1-5-3

VPN Status

HH
Name
Status
Local IP

Remote IP

3.1.6 Routing

ZTOR—2CTE NV—T T T —T IR ARP v 2l Y L—T ¢ T OYRRE R

MRS CTE £95

VPN kU RLDARTERRFLET,

VPN R RIVDAT—H A TR LET,

VPN k> D a—VIPE R LET,

VPN b RV E—F IP 2#ERLET,
% 3-1-5-1 VPN AT — X A
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| Routing Table
Destination Netmask Gateway Interface Metric
0.0.0.0 0.0.0.0 192.168.40.1 eth 0
127.0.0.0 255.0.0.0 - Loopback
192.168.40.0 255.255.255.0 - eth 0
| ARP Cache
IP MAC Interface
192.168.40.1 b8:e3:b1:90:fd:0b eth 0
192.168.40.41 50:eb:f6:9f:aa:60 eth 0
192.168.40.11 24:4bfe:48:2a:e9 i'
‘ Manual Refresh v
3-1-6-1

2

Routing Table

Destination SESEAR A N ETIISELER Y YT DIPT RLRERRLET,
Netmask/Prefix FEHEARA P ETFSER Yy T =T DRy bR EFT LT 4w
Length I AR EFRTLET,

Gateway TF—hUzADIPT RLAEFRRTLET,

Interface N— NDOEFITEA X —T = — AR LET,

Metric NW— DA N v 7 EBRRFLET,

IP ARPZ"—/LDIPT R 2 &K R LET,

MAC IP7 RLRIZKIET D MACT RL2&R R LET,

Interface ARPDIRA VT 4 T A o H—T 2 — AR R LET,

% 3-1-6-1 V—F ¢ > T

3.1.7 Host List
D= TIE, AR MEREFTRTEET,

| DHCP Leases

IP MAC Lease Remaining Time

| MAC Binding

IP MAC

3-1-7-1
Host List

HE
DHCP Leases

gﬂl
5
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IP Address DHCPZ 54 7> FDIPT KL R %&FKR

MAC Address DHCPZ A4 7> F®OMACT KL R & KR

Lease Time Remaining DHCPZ ZA4 7 > DU —RFKR DA KR L E7,
MAC Binding

DHCPH—E 2D [§#IPU A ] IZERE SN TWDIPT KA

IP & MAC EMACT FL 2% 30 LES,
K 3-1-7-1 IR A U A FORA
3.2 LoRaWAN

3.2.1 Packet Forwarder

3.2.1.1 General

General Radios Advanced Custom Traffic

| General Setting

Gateway EUI 24E124FFFEF5A6A8
Gateway ID 24E124FFFEF5A6A8 ‘

Frequency-Sync ‘ Disabled v ‘

Data Retransmission

Multi-Destination

D Enable Type Server Address Connect Status Operation

0 Enabled Embedded NS localhost Connected

1 Disabled Remote Embedded NS 192.168.40.244 Disconnected
3-2-1-1

= U =2 OFHTERRLET, ZIUIRETETETEA,
B ETHAR— K ®OMACT K LA + HigeiZ [FFFE]

TINREDY T— bRy T =7 H—/"=TH— F 7 = A 2565 DB
Gateway ID L7, ®ET 5IDE AN LTSV, @HIES— b= A EUIE[F LT
T, EHEAHETT

Gateway EUI

SHETDIDEEINT 52 & T, Ry MU —27 % ——0 5 BB EGERE % [F ]
Frequency-Sync L
77— K 7 = A N HL— @ Chirpstack/Semtech/Basic Station/Remote Embedded
NSH A T DNy r =TT V== L T D58, Ry FU—
2 DU ST BRIZ R RI00 DT —Z Xt L, Fy U —27 38
HL7Z®ZIZT —F2HEELET,
TF—hU =A%, URAMNTIERS L. AbESn/cxry U —27H—
—D7 RLVRIZT =X &k LET,

Data Retransmission

Multi-Destination

Connection Status B} R - B
Ry =TT U= —DEHGAT — X AT LET,

# 3-2-1-1 —fKERE /T A — X
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| Packet Filters

Filters by NetlD default mode White List []

Proprietary Message Filter
Filters by NetiD ‘ White List v‘
|
Filters by JoinEUI | Black List v|
| o] |
Filters by DevEUI ‘ White List v‘
| o] |

3-2-1-2

Packet Filters

) STEEVY,
Filters by NetlD

Default Mode
LET,

I Y —N—ITHEELET,

TAUNEE—RELT, 7997 VA RNELIEFIATAL FY R REZEIRLT
WhiteList: 2DV X MZH D87 bDOBEF Y MU —F P — " —|THirik

BlackList: —O VU X MIEENDL X7y RUSNDART v FOBEFR Y N T —

Proprietary T B L. MEA v E—I% v b (Mype=I11) ZEE% L7 7220

e

Message Filter

Filters by NetlD EESNTENetIDIC—ET 57 vV o737y FNEEET L, EELRZWN

NeBRELET,

Filters by JoinEUI LA st LEd,

FEE N7 JoinEUIDFEFAIZ —E 3~ 2 MR o N ZHRIET D H>, HZE

Filters by DevEUI o,

FEE SN T-DevEUID I — T DB MER AT v F ZHRX T 5 Hak L7g

List SOD Y A MIRIETE £

BEDTZ 4 NZ U U TEEFITEAY 2 2R ELET, F5M4T, &K

#3212 R T 4 NHEDINT A—H

*

I. join EUI & dev EUI O 7 NEEE STV DS, MF O —8T 537 >

FDBIERE SN E T

2. X7y N7 U —H—DX A 7 )5Loriot £ 7= iLEverynet DG A |

Hoo

Z OFBREIT RS LT EYR

3. H— R —F (R NI — T P RN — N = (T 4 L Z SR
BCGEG, Y= b 3Ry NI =T P — R—DOFEEE L THEALET,
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B4 2R EH

Ty T U= X —DRRGE

3.2.1.2 Radios

| Radio Channel Setting
Supported Freq Us915 v ‘

Name Center Frequency/MHz
Radio 0 | 9043 ‘
Radio 1 ] 905.0 |

3-2-1-2

Radios-Radio Channel Setting
=

Ty FAR) —LBIOF T DR ET =2 L — MSEHT D

Region
LoRaWAN® #8575 o 23380 LT L 728V, I ATHEZR F v KL 7T o
T, Y= hrU=2ADETFT I L > THERARD 9,

Center

Frequency LoRaWAN® / — Rin i 88 o R 22 5T 572D D EM A ZEE L £,

e 3-2-1-2 T v ROV DR IE/NT A —H

| Multi Channels Setting

Enable Index Radio Frequency/MHz
0 [Reto ] I
“ i (heior ] O
: E— EO——
@ 3 [haor = 2
@ ’ [rador 7] O
5 [Redor ] s |
‘ (Redor ] O
@ , (Rt ] O
3-2-1-3

Radios-Multi Channel Setting

X s

77U LT, ZOF v RILT Ay &%

Enable ETx3 Lo LET, Enabled
Index U MNONEFZRLET, /

) UL E %R & LT TRadio 0] F721% Radio | )
Radio EIRR LT S0, Radio 0

® prssp 1
Frequency/MHz ZDF ¥ o RNDEREEAT L TLLIES LoRaWAN'™ Hiig3! I

U RGP R R £0.4625, Fa A bl

3 3-2-1-3 WILFF ¥ URIVRE/NT A—H



Milesight

| LoRa Channel Setting
Enable

7]

MAKE SENSING MATTER

Radio Frequency/MHz Bandwidth/KHz

Radio 0 v 9238 \ [ 250z

% 3-2-1-4

Radios-LoRa Channel Setting

Enable

Radio

Frequency/MHz

Bandwidth/MHz

Spread Factor

| FSK Channel Setting
Enable

@

Radios-FSK Channel

Radio 0 v

B
ZDOF ¥ L RNTRT v R EEET DI,
ZHEIZU 7 LTAHANZLTLIIEE N,

Ll ER % & LT, Radio 0 % 721 Radio | %13
WL T EE N,

ZDOF ¥ U RINVDOREEEEEATILTLIES
VN, HGPE - o B E+0.9,

ZDOF v RNV OHEHEEZ AT LT 7ZE 0,

SRR ATRE 7R YRR B 2 3R L T 72 &y, HEHK
RN RKENF ¥ o RUTE L — Mok L
INEWF o RVETE L — MRS LET,

% 3-2-1-4 LoRa T ¥ RV E/NT A — X

Radio Frequency/MHz Bandwidth/KHz

‘ 924.0 ‘ | 125KHZ v

3-2-1-5
Setting

Spread Factor

SF7 v

Enabled

Radio 0

St LT3 JE Uz
Hoxx4

500KHz

LoRaWAN® i < 5
A —HLEICHE S
TV DERAFEICHEES
xFEF

DataRate

50000

Enable

Radio

Frequency/MHz

Bandwidth/MHz

Data Rate

-
—

ZDOF ¥ RNTRT v B EEET DI
ZHEIZU I LTAHBNIZLTLIIEI N,

LN E S & LT, Radio 0 & 7-1% Radio | % &
RLTLLEEN,

ZDOF v RNVDEEEEANDN L TLIEZS
VN, #PE D EIE 0.9,

ZOF ¥ RO HEEIEE AL TLEE
VN, HESRAE : 125KHz. 250KHz. 500KHz

F—=Z L — b AN LT IZEW, #iPH: 500~
25000,

% 3-2-1-5 FSK F ¥ RAKE/NT A —H

3.2.1.3 Noise Analyzer

Disabled

Radio 0

SPhis LW 5 ARz
HoxFF

sthts LTuN %
JEREEUZ S
EET

500
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JARXTFIA P =%, BFEEBT ¥ 2D ) A X AFy L, 22— =0
BRIBO TR EZ 50T L TR EZBIRTE S5 L5 KIERERTTDH2D
WA S AL E T, RSSUEE T ¥ RV DREE AR L E T, RSSIOEIME T &
B OIRRBIZ R T, ZOWEEIZZX VU 7 OREEITEEBEE G X 5720,
Ry N7 3 U= —% AT DB EMNI LN 288D LET,

| Radio Channel Setting

Supported Freq ‘ Us915 V‘ Noise Analyzer

Noise Analyzer () Riinning
Settings Sweep Freq ‘ Genaral Freq &5
0.63: 902.3.914.9 MHz
6471: 903.914.2 MHz
Sweep Time Custom v
[24 |n
O- Current Value ~O- Weighted Average Value
RSSI/dBm
0 MH
204
10
60
-804 \ \
-100
1164
5023 2027 903.1 203, 9047 2055 06:3

3-2-1-6

Noise Analyzer

Enable 2V w7 LTIARTFIA4YP—Kie2 AL T /Z&  Disabled
W,
JABEEA A — 7 H{PAZ IR L TS 7SV, s
Sweep Freq — AR LoRaWAN® Hitie <5 £ — & S0z 45 5 ;;( )
< JEEER

H AR N JFREEERHAE A S~ A X

I ARXTF T A PR, £k —EMEEICLE

T, [HAF L] ZBIRLEGE., /A XTFT7 A4 PILE
Sweep Time AICREE S V- R 2SRRI 42 & B EhIciZIE L E 9,

W AT F 54 PRI @mE OF — 2 X Gl B L2 5
DT, e I A~ A XTH5Z 2B LET,

T3 A N2
435 ]

33216 /A AT F T AV DORE/RNT A —X
3.2.1.4 Advanced
DO a TR, BE—a O ER X OMEEICET DM R I OW T L E
ERS



IN([IEETs] ]88 MAKE SENSING MATTER

| Beacon Setting

Beacon Period ‘ 0 v’ s
Beacon Freq ‘ 869525000 ’ Hz
Beacon Datarate ‘ SF9 v ’
Beacon Channel Number ‘ 1 v’
Beacon Freq Step ‘ 200000 ’ Hz
Beacon Bandwidth ‘ 125000 V\ Hz
Beacon TX Power ‘ 27 ’ dBm
Beacon Time Offset ‘ 0 ’ s

B 3-2-1-7

Advanced-Beacon Setting

7 T ABT A ZADKRLAW DT DIZ S — h T =A B E
—arERETLHEBTY., 00EE, F—FU=A1F
E—aramixfE LEE AL

Beacon Period

R o XL TV
Beacon Freq v—a OEEE T, S
=FET
B . KIE LTS
eacon P S < . R
D ST AT T B S
atarate
ERENN
Beacon Channel (AL L] ZERTDE, | 0D 8 T TOHFPH T2—
Number P EENRETEET,
Beacon Freq Step -
B— o D JE IR, 200000
Beacon Bandwidth
B — o OHIRIE T, BAL : Hz 12500 Hz
_ s LT 5 JE
Beacon TX E—a DXREH T, W X
Power F3

Beacon Time Offset 77— h U = A X, VAT AL Z O 7Y M &
B L., ZOMERE 7 T ABT /XA A 2HIV B TE
T

#3217 HERE—a L F A —H
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| Intervals Setting

Keep Alive Interval ‘ 10 ‘ s
Stat Interval ‘ 30 ‘ s
Push Timeout [ 100 | ms

| Forward CRC Setting

Forward CRC Disabled 0O

Forward CRC Error O

Forward CRC Valid
3-2-1-8

n

WA ZESE, HF 272010, F— U4 MLDbRy

oep Flie RO Y S EE AN B F—T T IA TRy b D | g
nterval

I E A LT 72 a0,

i : 1~3600,

=T A OEHEREZ XY N — 7 = R—ITEHT
Stat Interval LA AN LTSS, GiPH 1 ~3600, 30

. S N {8 ) — ROF— 2 A E LT, e
Push Timeout | . phpemepibnsn f A7 MEERIAZ AN LCL 230, f6 100

: 1 ~1999,
Forward CRC CRCHOEZNIDIRRETZIF LTy FEaFxy N —7 ¥ — )
Disabled N CET D L S ICHC LET, Disabled
Forward CRC CRC =5 —DHEZEN Iy hE Ry N U — 7 e |2 3% ’
Error BT BiciE, HACLTLES, Disabled
Forward CRC Valid CRC NANRZZE 7 v F oty T —27 P —_R— | EET
BI2iE. 2hE2EIMC LT EEN, Enabled
#* 3-2-1-8 7l NT A —XH
| LBT Settings
Enable
RSSI Target ‘ 80 ‘ dBi

3-2-1-9

LBT F$REZ AN £ 7213 M3hIZ L £ 9, Listen before talk (LBT)

Enable I, XUV T TFRART A FARETHLS5E 57 Disabled
L., Fy 3T 7B AOBA EREGREY S -0 #EH
hEd,

A : AU9I5IS X NSO I5IELBTREREIZ b bis L TUVEH A,

RSSI Target T A FAAREED T v RV DFUEE AT LT &, FEE -80
PDRSSIH
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F X RV DOEBEORSSIN T/ HEME L 0 /NS WA, £+
DF ¥ o FIET A FVIRIEE HZe S vE 3, #iPH : -120
~0

% 3-2-1-9 Advanced-LBT /YT A —X
3.2.1.5 Custom

T AR LREET— RDBEDNIIR>TWDGE, RER Y 7 ATMEA DA v 7
F UV —H—FBET 7 ANEANIILT, XNy N7+ T =X —%RET HI LHNT
xFEJ, [Savel 27 Vv 7 LTCHAXLRETZ 7 ANVONELZHEEFEL.  [Apply)
7 Uo7 LTABILTLEEZY, [Clear)] 27V v 7 325E, WERYZ A
NOTRTONEPHESNET, REZ 7 A VOFEXFHFNDLILLROVEGEIL,

[Example] %7 U v 7 L TERR—IIZBEIL T2 &0,

H: DAX LAREIL. Web GUID Ty N7 4 U— X —ESY FEX LET,

General Radios Advanced Custom Traffic

| Custom Configuration

Enable

Example

{ FS
"SX1302_conf™: {

"spidev_path": "/dev/spidev0.0",
“"lorawan_public": true,

“clksrc™ 0,

“"antenna_gain": 0, /* antenna gain, in dBi */
"antenna_cfg": "ITXIRX",

“full_duplex™ false,

“precision_timestamp”: {

“enable”: false,

"max_ts_metrics": 255,

“nb_symbols™ 1

%

“"radio_0": {

“enable”: true,

"type": "SX1250",

Lot ONIONOOON

% 3-2-1-10

3.2.1.6 Traffic

Fo2 7 4w I R=VIIBENTDHE, Y= T2 ADRNZELEELDNT T 7
MERINET, VINAEALDNT T 4 v 7 ZERT 521X, [Refresh] %7
Uo7 LTLIEEN,
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| Traffic Setting

Rfch Direction Time Ticks Frequency Datarate Coderate RSSI SNR Data

‘QOpHBQeCAWADB1XIEdbpIt5PQkqlYGSAsDxstafeVL5

NNFO+oWwWHTVBALZUKNnhPAgivb5b7nLKJFNCBFSO

0 up 08:31:04 3553571894 9225 SF7BW125 4/5 -86 78
OVOPdrwSCUZIEUrpD/ Y8ZgXi Q0
2
QIby3gYAFQFVFYGgPBWvq1gbXPHIg i
[ up 08:30:11 3500460169 9225 SF10BW125 4/5 -22 140
0 up 08:29:11 3440449087 9221 SF10BW125 4/5 -22 125 QIby3gYAFAFVr8G3DF/Kd5UzyyDoFrzlsUSWBRcCh+c=
QOpHBQECAGADB1WVQ20uO0UkGSIyCEXzVZ9pagac
XxU550tCD7sNS7mhm4kiLIKgfhNca3SqDaHg8nWwX03
0 up 08:28:32 3400743559 9221 SF7BW125 415 -81 70
Ph65HV+nPpwxWWQK3rREqVzts0uSKEs+0jdZhEOGO
ZJAT
QOpPHBQEBAQANVCIQQUj73JXIRIYFg4GCRMA4Tp+
0 up 08:28:14 3383423515 9221 SF10BW125 4/5 -7 102

3-2-1-11
EHH FHEA
Refresh 7w rt5E, KEOTFT—FINEESNET,

Clear IV LTTRCOT—F%2 27 VT LTLIZEN,
Rfch DTy FOF ¥ R LET,

Direction oy NOFRERRFLET,

Time ZORTy FOZERAER R LET,

Ticks ZONRT Y FDOT 4 v I BEFRRTLET,
Frequency F ¥ XNV DEWEE AR R LUET,

Datarate F ¥ XN DTF—X L — hEFRRLET,

Coderate ZoTy hOFEF L — FERRLET,

RSsI ZEEEFMELRTLET,

SNR ZoTy FOE SRR L EFROR L ET,
DTy DXL 1 — R (Baseb4) HRRLET,
o 2T Actility N7y F T+ U —H —TIIBERE L EH AL

Data

F32-1-10 h T 7 4 o I RTF X—X
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3.2.2 Network Server

3.2.2.1 General

| General Setting

Enable

Platform Mode 0

NetiD | 010203 |

Join Delay ] 5 ] sec

RX1 Delay ] 1 ’sec
Lease Time | 8760-0-0 | hh-mm-ss
Log Level | info v|

| Global Channel Plan Setting

Channel Plan ] Us915 v]
Channel ‘ 8-15 ’
3-2-2-1

General Setting

Enable 7V w7 LTHRy NT—=7H—_"—F— FE2FLTL  Enabled
7230,
Milesight loT Cloud 1= %" — I 7 = A Z #5635 17 1%,
Platform Mode 5§E%EH§&06- VA BT ' Disabled
NetID Fy MU—Z BT E AT LT 7EE N, 010203

T RTFANAL A B Fy P =7 — "= LT
Join_request_message A iX{5 L CA>H, Xy hU— 5

7 H—r3 =725 1E(F 4 D Join_accept_message & 5215 T

B 72O IZRXI Z B < Yl 23 5 £ TOMRIFH 2 AT L
TLEEY,
T RTFANRAANRT v 7Y 78y F&EEEFE LT
RX| Delay ?\ﬁ?yuy&ﬂfyh%ﬁﬁféﬁ@mmu%%<

el a3 5 F TOMBRFRIZ A LT IZ3 0y,

BN KITHETORMEANLTLES
o UL THRERT-Z3-F0 ) T, ZIME A 725 OTAA | 876000-00-00
DOEE, V—AREEB LD &, =2 RT3 R Ex
v NI =7 = N—CHERINT LLERNH D 7,
Log level 07 L rL IR LTS 72 &0, Info
Channel Plan Setting

ToTARN)—=LBIXOE ) 7B ET

Join Delay

Lease Time

F—hro =D
Channel Plan — % L— M3 % LoRaWAN®F v 2L 75 o JER RO AR L
RN TLEE VW, FIHAFEEZR T v R T T £
. F— P2 A DEFNMIC L > TESRD £9,
Channel B EREIL, Fr R EBERALTCHIESNET  FrioxvAZIC
Ko THRY F5
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~ A7 ZEA L THIE S ET, F—rw
e E EICT 5 &, LoRaWAN® Hif <5 =4 DJF
A—HZUETHEESNTWD, 7/ D W

FEAEAE F ATRET v o RS _RTOME S E

T, FY o RNDA T v I RAEANIITDHZ

LR TEET,

] :

1,40: ¥ RV & F ¥ o RIL40% 201k

1-40 : F % RS T v R N40F THE AL
1-40, 60: F ¥ > KL 175408 L OF v > R I/L60%&H
Ik

Al : T _RTOF ¥ FILEZHEIMLET

Null : ¥ _XTCTOF v > FADBBYHTHDLZ L ERL
E3rR

3 3-2:2-1 — MR T A — X
. —#oHEANY =— g o TlE, BV D LoRaWAN® Hilili TR STV D
Ba. IROKIZRT X 512, [Additional Plan] Z 5 L T, EU868 <° KR920 73 &',
LoRaWAN® Hilik /X T 2 — X TEFK I I TWRWVIBIIOTF ¥ o RV ERET HZ &
MTEET,
Additional Channels

Frequency(MHz) Min Datarate Max Datarate Operation

% 3-2-2-2

Additional Channels
N k7 7 S

Frequency/MHz BINTZ o DJEEEE AT LT ES0, Null,
T KT ADRKRT —H L—h&EAJJLT

Max Datarate <EEV, ZORPIE. LoRaWAN® Hil /<5 DRO(SFI2,125kHz)
A—HLECTHEINTWVDLIAFICESHTW
iﬁ*o
T RTFNANA, ADFR/NT —Z L— &2 ATILT

Min Datarate <72 &V, #PIE. LoRaWAN® itk <5 2 — DR3(SF9,125kHz)
HLEBCHESN TOVWDIRNEFICE ST E
7

£ 3222 BT T 8F A —H
3.2.2.2 Application
77U —va i RUBABELIZERTC S A 7°0)%“/</1’X0);%.<A“C“ﬁ‘ s
— X, Y —N—CEETINERNH DL HDOT A RE, FLCT Y
r—a BT E T,

%37 Vo7 LT 7V r—yarraRELEZD, 7 Uy LTHLWT Y r—
TalEER LI TEET,



IN([IEETs] ]88 MAKE SENSING MATTER

| Applications

Name ‘ cloud ‘
Description ‘ cloud ‘
Metadata

Metadata Details devEUI deviceName applicationD (] gatewayTime (] cellularlP

| Data Transmission

Type Operation

< 3-2-2-3
Application
TV = a a7 s A NOAFTEATI LT IEIN,
151 : Smoker-sensor-app
ZOTFY =g rO@AE AT LT IEE N,
B R Y — AT Y r—a
Metadata TS APAA D—f(:l—fy 7 % BN 157‘:[‘%201\ T oYU TRy b
THBMICHME T SFMA IR TEL Lo LET,
T —2 X, MQTT, HTTP, /X HTTPS 7’1 b 2L &2 H L T, BEFHD
HAR L —R—ZEEENET, | DOT TV r—a VBT S
MQTT 515 & HTTP (HTTPS) 531X, =N Z4 | 72 T,

Name

Description

Data Transmission

322377V —v g RT A=

MQTT Integration

Type ’ MQTT v ‘

Configuration Mode ’ Manual Configuration v ‘

Status -

3-2-2-4

MQTT Settings

HA B

Type ZA 7L LT IMQTT) ZBIRL TSV,

BREE— FEZBIRL T 7230,

Manual Configuration : WebX— U585 2 — X 25 E L £7, Getvia
HTTP: 77 v F 7 4 —AICHTTPY 7 =X h & E{E L, MQTTEE/XNT A —H

Configuration Mode

EESELET,
Status MQTTOESGE AT — X A2 FKx L ET,
Platform URL HTTPY 7 =R F&EET D7 T v M7 4+ — LDOURLEZEIR L £7,
Custom Format TT o R T F =L ETHAIHTITP U VA NOHNEE DI AKX ~A A LE
R

# 3-2-2-4 MQTT B E/XT A —XH



| General

Broker Address
Broker Port

Client ID

Connection Timeout/s
Keep Alive Intervalls

Data Retransmission

| User Credentials

MAKE SENSING MATTER

Enable

| TLS

Enable

Mode CA signed server certificate v
SSL Secure

| wilt

Enable

s
Will Retain O

Will Message

3-2-2-6

| Topic

Data Type topic

Retain

Multicast downlink data

Join notification

ACK notification

Error notification

3-2-2-7

QoS0

QoS0

QoS0

QoS0

QoS0

QoS0

QoS0

II(II<II

QoS0
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MQTT Settings - Manual Configuration

Broker

Address F—=H EZETAMQTT I o — I —D7T RL A TY,

Broker Port F—REZETHMQTT I 2 —H — DR —  TT,
747 MDD, ==X T B T4 T O—E AT T,
B T4 T FRFEI LY —_R—IZ8H L CWDEEIT—ETHD
MERHY QoS | B2 TO X vi— B ARA[ KT,

Connection e 2 A L7 U MR T4 T 2 FDINEEZITIG WG S ullr
Timeout/s SNTbDEHIRSIVET, #HiPH : 1~65535

Client ID

Keep Alive I IAT 2 IRV =R LTk, 7 A4 7 v NIRRT 5720

Interval/s WCEMBAC Y — "=l =B — Xy b EEE L E T, #iPH : 1~65535
Data BT DE. Xy FU— 7 3G ST BRITH K 10,0001: D5 — 2 % %f )it

Restransmi L., *y hT—2REHE LIH%ICT — X 2 FEELET,

ssion

User Credentials
2 —P—FRIEERE AN L E T,
E:MQTT 7 e ——D X A 7 HiveMQ O, TLS 2 HIC L, A7 v a v
% TCA signed server certificate| (Z3%/E L T 72X,

Username MQTTV v — A —~OHI AT 5 = — % —4 T,

Password MQTT 7V a0 — b —~DOEHRIFEHT D /3A T — KT,

Enable

TLS
Enable MQTTih{= CTTLSH Z{LZ A L £

[Self-signed certificates| F72i% [CAsigned server certificate]| 7> 5 EEHR
Mode LTL 72XV, CA signed server certificate : 7 /31 2|27 r— KX

WTWDFEGER (CA) 233847 L7ofEE CRGEE L T 72 &0,
Self-signed certificates : fRFEAIC, 7 A ¥ ACAGEARE (certF 72id.pem) | 7
F4 7 v FEAE (ert) . BLURER (key) #7 v/ r—RLTLES
U,

SSL Secure | ML E. F— U = A ITFEHEOGIMEE RAEL £,

MQTTZ ZA T FREFHET LIEEE., A MU 4 VA o= URNHBIMIICE

Enable FEENET, B@F., TAA ADAT— X AFERERZ LIV, LOF A A
RLTOF LY = R—CTF R, ADF T T A REE B L2 D T 57202
HAahEd,

Will Topic TFARTANRAE—EZETDHEODO Ny VI AT~ X LE
—g_ﬁo

Will QoS QoS0. QoSl. F721ZQoS27 LR Tx £97,

WillRetain  HZHTTHE, TARTANAAvE—DE2VTA A vE—UL LTHRE
TXxFEJ,

Will Message

FANTANAvE—ONKE DA~ A X LET,

Topic
MQTTV r—h— L OBFIHEAT LT —F A .

Data Type . N 3 A o
UplinkData : 7 /514 2D7T v 7V 730y haZFELET,
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DownlinkData : 7 /XA A~DX T Vv 7 avry REXREFELET, H—0F
NRARZE TV 7 avy RERMET 50ERNGLIYLEIE. 2Oy
WU AN R — R [$deveui] #BIL, ZD MYy 7 ZWETET HERICEED
TN ZADEUNZE &2 T 7EE 0,

Multicast Downlink Data : ~/V % ¥ A hJL—Flz X o7 a<w R
EEELET,

Join Notification : 7 — h U = A BT A 2D F > N T — 7 BINEFFRT 57
OIZBINERAYT > N ERE LSS, FOBNEMEZELET,
ACKNotification : ¥V o7 a~ 2 FEREETIEE., T34 205

ACK Ty M EZIFELET,

Error Notification : 7 N1 ANDH =7 — X7y NEZELET,

Requestdata: 7' — F UV =/ ONSZHEB L ORET H72DD Y V= A b &

EELET,
Responsedata: U 7/ =2 MZxtT AInEE%ELET,
Topic RTV v alMERlT 57— vy 74,
Retain FNCT DL, ZORE Y I DRFDOR v — V5 FEHEA =L LT
AL ET,
QoS 0 — I[B] D F

TR LEERHFETHD, A v—1F | DT TEAET, 7277
L. BEMEER I 720 £9,

QoS | = A7 &b IHE

ZDOLLTIE, AvE—Un07a EHIENIEYE SID 2 & B RIES
AWETH, EHEEE SNDFIEELH D 7,

QoS 2 — IEHEIZI[H]

QoS 2iE, MQTTICB T /K@M L LDV —E A ME T, ZDOL LT
T, A=V RICE > TIRILETZEIND Z EMRGESNE T,

QoS 2i%., HLEAETIT N, LBV —ERAREL~L T,

QoS

# 3-2-2-5 MQTT &R & - FEIERE/ T A —&

HTTP/HTTPS #t 6

| HTTP Header
Header Name Header Value Operation
| URL
Data Type URL
Uplink data ‘

Join notification ‘ ‘
J

ACK notification ‘

Error notification ‘ ‘

3-2-2-8
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HTTP/HTTPS Settings

HTTP Header

Header Name HTTP~y #— DO E8/p 7 ¢ —)L REETT,
Header Value HTTP~ v % —D{E 1,

URL

HTTP/HTTPS Y — S —IZikE S o7 — 2 AL,
UplinkData : 7 /54 ADT vV 730y NeZFELET

Data Type Join Notification : 7 — F U = A BT NA ZAD Ry N T — 7 BINEFT 57
WICBMEGR S v B EEGE LIESAE, SdmE2E LET
ACK Notification : ¥ 7> U > 7 a~> REHET HE. T/54 A BACK S
Ty NEZELET
Error Notification : /XA ANDL DT — " v hEZFELET

Topic N7V AT LT =2 RD ey 74,
URL F—X & {535 HTTP/HTTPS $— 3— @ URL,

2 3-2-2-6 HTTP/HTTPS iR /3T A — &
BEsE 4 5 B

T r— g URE

3.2.2.3 Payload Codec

N m— Fz2—5 v 7 X, Milesight LORaAWAN® F /34 ZTHHAIA FE N T- A 11—
Na—F v 7273477 V%aREL, 7—FD07a— B0 a—FEREHIC
TA%£7, £z, =2—P =3RRI A 2O M n—Fa—FT v I E AL~
A XL, BHRCSCTCT vV I BIOF T 7 ONEFEEZTHELZY
THZEHABEETT,

Inbuilt Payload Codec Library

| Inbuilt Payload Codec Library

Library Version 131

- Co—

Note: Ensure that the Intemet access is available

=]

0000 OOCOCOS CE

@

Name Payload Decoder Function Payload Encoder Function Object Mapping Function
AM102
AM102L
AM103
AM103L

AM104

LR R R

AM107

AM307

AM307L

AM308

L S S| KIS € R K
<K C IS LS QIS

Gl < B X

AM308L

Showing 110 10 of 96 rows 10~  rows per page ¢ - ARG

3-2-2-9

Inbuilt Payload Codec Library

Library Version Milesight 7 /XA AD_XA B —Ra—F v 7 T34 T7Z3 VD= a 2R RILET,
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Milesight 7 /XA ZAD_A v —RKa—F v 7 5347 Z VEBHTHL A T &R

RLTL7ZEV, Online : 77— F U = A BEFRKLARHI A o Z—F v MTHE
Obtaining Type L, N—Ta VEHIRHDLZ LM LS. BERICES S E

I, Fio, =—¥—% TObtain] A& %27V v LT, FEITEIRNE

WRTDdZ b TEET,

LocalUpload : Browse] *#7 U v 7 L CZIPEXRDOXAn—RKa—F v 7

Roytr—2%7y7a—RL, Tmportl] 227V v 27 LTI9A47 5 U 2HH

LFEJ, Milesight XA/ Bm— Ra—F v 7y Fr—IZH50 T, 266056

Ao —RFLTLIEEN,

Name N m— Ra—F v 7T DMilesight LT F L2 FR LET,
Payload Decoder . N ) B
Function T a— L= FET DG EICR R INET,

Payload Encoder

Function T a—ENFEETEINE I EFERLET,

Object Mapping . CHE S s —
Function FT 2l b=y B TBEBBFIET A5 EICR T LET,

, Fa— A BLUmY a— S ORMAERT LET, A CHER IS0
Details BaiE, S~ a—Ra—F v s Eh AL v ALTLES,

#3227 HHBIAHBA O — Ra—FT v 7 T4 T T UDNRT A—H

Custom Payload Codec

| Custom Payload Codec
e uc1onv2 |

Description |

Template None i ‘

Test

Object Mapping Function

JSON Function  Page Configuration

[X]3-2-2-10

Custom Payload Codec

Name AR LR B—Ra—FT v I DO—EFDHRETEATI LT 7ZEN,

Description ZoONAf um—RNa—F v ZOFBHE AT LTI,

Template BEFDOMIHIAIF_A 1 — Fa—F v 7 &T 7L —hE L TEIRLT
<7TZE 0N,

TNAADNA w— R Fa—Fen A2~ XL, 16EHIEXDT —
X ZSONFEIC A L E9, B~y ¥ 1%, ZAMOB &R T TH
HLERH Y T DO TITEELTZE Y,

Payload Encoder TNRAADNA B — Rxva—F—%k h AX<A XL T, |SONFERICE S
DHEIICHELET

Payload Decoder
Function



N/[IEET81a18  MAKE SENSING MATTER

Function

Object Mapping
Function

Test

*

I. M= Fa—F—BlOxzra—F—"Cxtk L T DlavaScriptd 3 — 7 5 > [XES2020C

ERS

)‘/"Z CEl6EHERICEHBmT Do~ K, B, O~y X —
. ZAMOHEIERICTHLIVERNH Y £,

LoRaWAN® 2 o —<>% BACnet £ 7-13 Modbus 47 ¥ = 7 hMZZE#T 5%
~ o B TBHE AL <A X LET, BNFEZ2HEDHY £9

JSON Function : JSON JEXCTRIF A BN L £9,

Page Configuration : ~2— iR H CTHEEZ B L £9°,

N —RFa—F v I DOT A NEAENEITEHIC L ET,

A1 A EEERVIGERADEST — & | FRIFSONER D a~ 2 KEA
HLTLEE N,

fPort: LoRaWAN® 5,31 AP 7>y sr— o o L — F T, Milesight 7
SSA AT, F 7 AL T 85 T,

DecoderTest : |6 DAET — % ZJSONIERDOFERICEB L £9°,
Encoder Test : [SONIER D a2~ R&E 6RO I~ FIZERLET,

Decoder/Encoder TestResult : 5 = — FE /i o— RS R E#R
ZT_“ l/ i —gﬂo

Object Mapping TestResult : = = — % —F /2|35 a— & — (2B 54
TV OB EHER L ET,

#3228 W AX LA B —Ra—F v I /T A —H

2. 1 ODOXAf a—FRa—FT v I7DOT7Fa—ABILOR a—XTHEHINLDEEAL T,
FCHEEZHEITHE. F—CRidhuien £8iA,

FT Vs b=y FE% - JSSONEEE DA :

{
"object”: [
{

"value":

tll nn

"uni

", nmm

"id": "ipso_version”,

"name": "IPSO Version",

"access_mode " "R"

"data_type": "TEXT",

"value_type": "STRING",

'max_length": 6,

"bacnet_type": "character_string_value_object",
"bacnet_unit_type_id": 95,
"bacnet_unit_type": "UNITS_NO_UNITS"




Milesight ERYNESSNGY

ATTER

"id": "temperature_unit”,
"value": "

"unit": ",
”access_mode": "RW",
"data_type": "ENUM",
"value_type": "UINTS",
"values": [

n.on

{ "value": 0, "name":;

]

"name": "Temperature Unit",

celsius" },

{ "value”: 1, "name": "fahrenheit" }

"bacnet_type": "multistate_value_object”,
"bacnet_unit_type_id": 95,
"bacnet_unit_type": "UNITS_NO_UNITS",

'reference”: ["temperature_control_mode", "temperature_target"]

Object Mapping Function-JSON Configuration

ZOEIE, Ta— A BROTr a—XOEBEL LR THLIMLERHY £,

id
name ZEHDEFIZT B0, LEIGNEC THEE I AZ A AL TLEEN,
value FEHTT, ZHOEFICLTLEE,
unit ZEMOFE FIZT B, LBEIS U THEMEZAN LT ZEN,
DX T 2l NOT I EAE—REHRELET, ST DHModbus L VAKX F
A7
access_mode Modbus LR Z ¥ A 7
R P D B TA4AZV— AT, AWV TARK
H
w FHEIAHLFH A, RELITAX
RW G SAN RFFL YRS
ZOEBOMBOMEEFR LET, T4 T a
FFvay BB | Modbus 1 2 % % A 7
SFFNHOT— 2 ) R .
data_type TEXT U T LEE A2 RFFL A
B K OVRE MRS
R
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OF 721 I DIRRED 2,
BOOL B R DREE BT, A
ENUM WD ANV RE | RFFLURAH

E T —ZTH ENUM T, BT X —Z 322 TRWEAIE. Modbus L2
ABBA T ATV AK ] Fl20T REFL U A X | IZERET DI L2 BE)
»LET,

KIS LTWAF T2 32 UINTS, INT8, UINTI6, INTI6, UINT32, INT32.

value_type FLOAT. STRING,

values ZOEBOEOEHMERE LET,

EDHIISTRING DS, UTFF| DO KE F£721ZModbus L ¥ A Z O K E % 5%

max_length mLET,

b

b
d

b

L TWba AT = v

acnet_type analog_value_object . analog_input_object . analog_output_object |
binary_value_object | binary_input_object | binary_output_object .
multistate_value_object, multistate_input_object., multistate_output_object
acnet_unit_type_i

BACnet 2= F ID Z AN LTLK7ZSVW, ZH5 THEBTE £7°,

acnet_unit_type

BACnet ==y 2 A T2 AL TLZSW, ZHHTHERTEES (158
M =2ZW) .
Z DM DI L —FEICE S IR LB B DA, T JICAKELY &8

reference MLTL &,

#3229 47V bvy BB JSON B D XT X — &

Object Mapping Function

JSON Function  Page Configuration

Object Name Data Type Numeric Type Access Mode Unit Reference Operation
ipso_version TEXT 2 R 5 -
hardware_version TEXT = R - - 2
2
2
2
- - 2
% -
© : 2

firmware_version TEXT
tsl_version TEXT

sn TEXT
lorawan_class ENUM
reset_event BOOL
device_status BOOL

battery NUMBER UINT8

|0 @ D@ B B B

temperature NUMBER FLOAT

Showing 110 10 of 51 rows 10+  rows per page (z 3|4|5|%|>

3-2-2-11

Object Mapping Function-Page Configuration
5%

Add HLWATP=r hEBINLET,

Object Name FTV s MEERTILET,

Data Type DX T hOT—EFRAERRILET,

Numeric Type 7 —Z A1 NUMBER D84, HfER 2R <L ET,
Access Mode IDOF T2l DT I EARE—REXRRLET,


https://github.com/Milesight-IoT/codec/blob/release/bacnet_unit.md
https://github.com/Milesight-IoT/codec/blob/release/bacnet_unit.md

Milesight

Unit

Reference

Operation

MAKE SENSING MATTER

IOF TVl FOBANEFRINLET,

ZOF TVl VOEAT V2 FEFRRLET,

ATV MERELET,

CIOF TVl NethoF T Y ey MCEEMITE T, BEMIT bk
INHDOAT V7 MIE LD TEREINHILERH Y £9,

AT V=T FEHIBRLET,

BrO0

F 32210472V by BT - N— R T X — &

Add

Object Name
Object Description

Data Type

Access Mode

BACnet Forwarding

Object Type

a8

Register Type

Modbus Forwarding
Data Format ’

Register Quantity

[%]3-2-2-12

Object Mapping Function-Add an Object

Object Name

Object Description

Data Type
Value 0/1
Enumeration
Number
Numeric Type
Unit

Maximum Length

Access Mode

BACnet
Forwarding

Modbus
Forwarding

HENE, T a—FEREFr a—XOEBEL LR CTHLIUERDY £,

FT7 = FOBATT,

DX TVl bDOT— AT,
F—Z 3 BOOL DA, 0 BIN I ODATF—Z AfEEHRELET,

T —Z WU ENUM O6 ., stHic T 647 v a v oBERELET,

T2 RREER OE S, BEOT 2 E L E7,
F—ZFIBXNUMBERDE S, 7V =7 NOBMERELET,
F— S TEXT OBE. THRA FORRKEZHFRELET,

XTI FOT T ERE— KT,

HMNZTBHE, BACnetdE 7V = FONRT A= DOFFEMNFEREINET, =
NEDNRFGA—F L, FT—HRL T 72— NS U THBMICAD IR
gzﬁ‘o

Modbus 47 2= 7 FD/RT A —ZFEMAER T DT, Zhaahic LTl
TEV, TNHDNRNTRA—HT, THABIOT AT — RIZE->TH
BRI AT ENET,

#3221 ATVl b~ B ITHRE- AT V=7 bXT A= DB
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3.2.2.4 Profiles

7’17 7 A VX, LoRaWAN® MR T 7 Z A% — B R EZHET H7-DICRy U —

T —=N—NUELT DL, T, ZAOBEB LN T — TG A —FEERLET,
INOLDOFEBRERIT, = R 2A8ETIC L THRESNWDZVERH VY F

T, UG56 I21X 8 DDT/NA AT 7 A /VNFRIEESNTEY, =—F—F3H LW

TNA AT T 7 ANVEERTDHZ EHTEET,

| Device Profiles

Name Max TXPower Join Type Class Type Operation
ClassA-ABP 0 ABP Class A
ClassA-OTAA 0 OTAA Class A
ClassB-ABP 0 ABP Class AClass B
ClassB-OTAA 0 oTAA Class AClass B
ClassC-ABP 0 ABP Class AClass C
ClassC-OTAA 0 oTAA Class AClass C
ClassCB-ABP 0 ABP Class AClass B Class C
ClassCB-OTAA 0 OTAA Class AClass B Class C
test 0 OTAA Class AClass B Class C
test 0 OTAA Class A Class B Class C

3-2-2-13

| Device Profiles

Name ‘ ’
Max TXPower 0 |
Join Type ‘ OTAA 1 ‘
Class Type ClassA [JClassB []ClassC
Advanced 0

3-2-2-14

Device Profiles Settings

TNA AT T 7 A NVDERHTHEATILTLIEE 0,

Name
51 : Smoker-sensor-app
" BREEEIEZATILTLIEZ N,
" TXPowerld., T2 RTF /A ZDEKEIRPL LT H5E L ~ULERLE
TXPower

T, Ol KEIRPEZEMT D Z L 2B L E9, EIRPE X, MRS ZEAn
EIDOZ LTI,
Join Type TOTAA] F721% TABP) iR L T E S0,

FI7 3NN ETIE, TRARAEZATIZVTFTAA T, 22— —iL, 77 ABE
I TACDHDF 2w IRy I A A NI LT, VITAXA T HBINTEF
E

Class Type
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£ 7 7 ABEMHT 554612, [Packet Forwarder> Advance D fE )3
HFEBuTHLLILENRDHY £,

F322-2F XA AT T 7 A IVDRENRXNT A—H
ADR
MAC Version | 102 v,
Regional Parameters Revision ’ B v‘
RX1 Datarate Offset ' 0 v‘
RX2 Datarate ] DR8(SF12, 500kHz) v‘
RX2 Channel Frequency | 923300000 i Hz
Frequency List ’ ‘ Hz

Device Channel ' ‘

3-2-2-15
Device Profile Advanced Settings

RN

=2 BTN, ADT — SRR & AT B 1)
o N Lt PAVETE AR T RIS Mk
T LET,
T RFSA ADSEET 5 LoRaWAN®D A— 2 5 vz oo

MAC Version N
BRLET,
Regional N ) )
Paramotor T RFSA ADKRIET B HIG ST A — & LEOUET B
Revision e
RXI Datarate Ty TV F=F b= MZESNT, RXIZT =2 | pawaN® Hiik
Offset — hEHETLEOICER SN A 7Y P T,
NG A—HE
RX2ZET 1 > RUIHH SN DHRX2T =X L— & [cfES T
RX2 Datarate AP LTL S
- ° DLHRFICHSE
RX2 Channel RX2Z(E T 1 > RO SN HRX2TF v 1VEE R £ 7
Frequency <4,

THHHMED Y > REMEO Y R~ T, #H
I%. LoRaWAN® Hitlfi /¢S5 2 — & i cgE ST
HZNEICE SN TNET,

Frequency List Null

FX XN A T v I AEANTILT, TOTNA R
DFAWHET v AN EEBE LIS, RESNZE  u
G, V=" AFrrr Ly bEBREIRET,
DR EIL. CN470/US9I5/AU9I57 — k7 = A TD I

Device Channel

e
PingSlot Period PingSlot® BHF I <4, 17 =L
" . _ . s JE LT
PingSlot DataRate | 4y > J > 7 %59 % / — ROF—# L— b, s
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Milesight

e L TW5
JE T F D
WT

PingSlot Freq o) D EZAET D ) — FORERE

27 v EE OMERIZ DD REICF, oA
g N T ABRB I WY T ACIZDO A S
jz j‘O

F3-22-13 T XA AT T 7 A I)VOFEMRE/RNT A —H

7 AB: 107
ZAC:10

ACK Timeout

3.2.2.5 Device
TR A L1, LoRaWAN® R v U — 7 28k L., @

i

EAT 5 T RF /S ATT,

ol

| Device

[ i ] ki J oo I e ] Swa 0]
Device Name Device EUI Device-Profile Payload Codec Application Last Seen Status Operation
uc100 uc100 uc100v2 test 2 hours ago Online
Showing 1 to 1 of 1 rows
3-2-2-16
5
Add TR AEBINMLET,

T L—hEXUrar—RL, BEOT A REAL FR— N LET,

Bulk Import H: Ty — 77 A NLDESy X —THIBRL RN TLZE, H1T
WX T S ZADERNEENTWET,

Delete All URXFNOTRTOT A REHIBRLET,

Export All T _NTOF NSNS AFRECSV T 7 AL LT AR—FLET,

T ADA/RTERFTLET,

TR ADEUIE R R LET,

TR ADTINA AT T 7 AN ERRLET,
FRAZADFEHEN TS M o —RFa—F v 7 &2FRLET, 7

Device Name
Device EUI

Device-Profile

Payload Codec

Application

Last Seen

Status

Operation

Vo rdnL ZOXMun—Ra—7F vy 7 Ol cE £7,

FRAADT TV r—aBrERKnrLET,
BRIy e LTeRR 2R LET,

FRA ADAT —H AR RLET,

Never activated : /N1 ANy NT—ZZHM LT Z &2,
Ry FEERELLEZENRNZ EERLET,

Offline : % A &7 7 FHIBINIZT SA ARy 2R FELERATL
726

online : 7 /XA ANZ A LT U MEERINIZ N > P EEELE LT,
FORS R REETITHIR L E T,

R 3-2-2-14 T/NA AT XA —X
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Device Name | lora-sensor |
Description | a short description of your node ‘
Device EUI | 24e1641194784358 |
Device-Profile | ClassA-OTAA v|
Application | cloud v|
Payload Codec | v|
Port K |
Modbus RTU Data Transmission | Disable v‘

Frame-counter Validation 0

Application Key Default Value @ Custom Value

Device Address ‘
Network Session Key ’

|
|
|
Application Session Key ‘ ‘
|
|
|

Uplink Frame-counter ’ 0

Downlink Frame-counter ‘ 0

Timeout ’ 1440 min
3-2-2-17

Device Configuration
5

Device Name DT NA ZADARTEATI LT IEE 0N,

Description DT R ADHBAEAT LT TEE N,

Device EUI ZDOTFTNRAZADEUl Z AT LTLIZS 0,

Device-Profile TRA AT T 7 A VEZBIRL T EEN,

Application TV = ar7u7 s AR LTI ESN,

Payload Codec [Payload Codec| X—iZHiHr M r—Fa—F v 7 ZHERL T EX
Uy,

Port %“/\‘1;«03%7 YU I R— R EATILTL &V, Milesight 7 /34 AT
1. S 74/ T 85 T,

M%) . [Modbus RTU to TCP] . [Modbus RTU over TCP] 725
Modbus RTU Data  ER L T 723V, Z OEREIX. Milesight LoRaWAN® = o —35
Transmission — (UC501/UC300 72 &) (2D A S ivE 7,
Modbus RTUto TCP : TCP 77 7 7 > hiX, Modbus TCP =1~ K% %(5
LT, 2> b —F® Modbus & — % 28R CT& £7,

Modbus RTU over TCP : TCPZ < 1 7 > hiZ. Modbus RTUZI < R % (3
LT, 2> ha—FDModbusT —F ZERTX £4°,

Modbus RTU Fport | Mijjesight LoRaWAN® 1o b 11— 5 — & UGS6 0B 72 51% 21T 5 725
? LoRaWAN® 7 L — 18— h 2 A S LT E &0,

Milesight LoORaWAN® =1 > | o —5 — 1 UGS6,



Milesight

TCP Port

Frame-Counter
Validation

Application Key

Device Address

Network

Session Key

Application
Session Key

Uplink Frame-
counter

Downlink Frame-

MAKE SENSING MATTER

i : 2~84, 86~223,

P+ ZOffiE. Milesight LoRaWAN® =2 L 2 —5 —o Fport & [A L Td %
PR D F9,

TCP 7 747 > k& UG56 (TCP Y— 3—& LC) MOT —HiREIEMT
HTCPAR—FEATILTL LIV,

#iPH : 1~65535,

T —AL BT X ORGEE N T DL U LA EN RIS D7D,
X2 U T o3 ebhvET,

T RTNA AR DT 7T 4= a2 N L TRy hT—2 2
MT Bz, 77V r—rarx—>»NEHINn, 77V Fr—varktyv
g X —REHINET,

Default Value : Milesight =2 K5 /34 ZDF 7 /L Ml
5572404C696E6B4C6F52613230313823 % 7- 1% Device EUl+Device EUI T,
Custom Value : = RF A RZJELTT 7Y F—%2EHRL ET,

FRA AT R R, BIEOR Y NU—=ZNIZBIT BT RF/31 R &27%5]
LET,

Fy hU—=27 ey iar - F—ik, TURFALATLICEADOLDT
T, T RT AL RF, T —F OERMEERT D7D, T XTHOT
VT e F—H e A= DOMIC (A v —Veta—R) %
72IXZFO—#EFRET I, ZoF—FFHLET,

AppSKeylX, = RTNRA RAEFDOT SV r—rartyira s F—7T

T, 7TV =g P —R—=Lz RTNALZADORGFN, 77V r—
S EADTF—HZAvE—UDORA 2 — K7 —)L RERE(I L OYE
BT B DIIEH L ET,

Fy FT =T =R ~T v 7Y 7 TEFEENET =X 7 L — 20T
T, ZHUTZ U RTINS RZESTA L7 U A FEFL, =2 RT34 T
FoTEZEENET, 2—P—1F =V F T4 XEINEZY RTINS AET
BTV EY NTH2ZENTE, TOHE, =V RTFTAXAL A LOT L —AT Y
VEBIOEDOT Y RTFANAL RZKTTHRY U —T P —R— DT L— A
AT Yy FERET,

Py RT =T P —R=NOWMRDE T Y I CHE LT —H 7 L —LAD
¥, THIEFR Y hU— P —R—ZkoTA T U A PEaNET, =
— P =i, EROEKREFEH Ty ML ENTE, ZOHE, WAEM

counter
DTV —LA7 X —BIREFOWREIZXIET DRy T —27 P —_— D
TL—LA A —=F0c Yy hERET,
] TNRAADF L TFA L FT7 T A4 AREEYHEST DRI TY, i : 1~
Timeout 432045
77
F 3-2-2-15 T NA ARE/RNT A —X
BEE 3~ 5 3% EH

TN ARRGE

3.2.2.6 FUOTA

Firmware Update Over the Air (FUOTA) X, ==F% ¥ XA b E7ZZ~v LT F ¥ X M2
LTy RFARSL R T 77— T =7 DEHERAT D00 T, =0

BEZEHT DA, =2 RS N1 2 23ME#ED LoRaWAN® FUOTA 712 bk s LI %S
LTWBZ xR LTI EEN,
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| FUOTA

Add EE:)
O TeskName Ferimars sinis ) Pomaes Create Time Start Time End Time ey
@ task1 CTXXX0000.01000103bin  Pending  0/2  2025.04-14 10:00:52+08:00  2025-04-14 11:09:00+08:00 . oB
3-2-2-18
FUOTA
Add Uy LTHARAZZBIL TS IEEN,
Delete BRAITYVARNDF 2y IRy 7 AT oA, 77 LTINHD

HAZEHIBRLTLIZE N,

Task Name B ALY 4TI,

Firmware CDERITCT v T —R$T5757—L0xT TT,
BRI DAT—H AT,
Pending : ¥ X 7 &R 5 T ERZ Z L TWET,

Status Waiting : 7 v 727 L — K D& v 2 g U ERO U <9,
Executing : 272 &b | EDOTNAANRT v 77 L— FERIISE L TWET,
Finished : X TOT /A AN, I ELIXT = ANV EFLT v 77 L— MR
WIIELE LT,

Progress ;’O/D;i7 L—RIZKI L7z, E72E 7 v 77— KRB TESINTND T 3A

Create Time ZDH AT EAERL LT AHRF T,

Start Time Z D& AT ORMBEEZ T,
End Time DX R ESET T HEELITY,

B » ~ 2 o=x5—5 273 [Pending] DL EIT, DX A2 & LT
{7TZEW,

Opberati E:?“&TOD?‘/WX@Ejzrjjisct(ﬁ714/vx%»—5'x%‘a‘@\ AR
peration

DOREFM AR L E T,

a A7 DAT—H AN [Finished) (2725726, 7y 727 L—RT
Tz AN LTS RIH L TH A7 ZHFEATLET,

:ﬁx&a)x?»—&xﬁi‘ [Pending] F7=i1% [Finished] »& X2, =
DH AT ZHIRLET,

% 3-2-2-16 FUOTA /X5 X —%
FUOTA # 27 M
I. [Add] "% > %27 U v 27 LT, FUOTA ¥ A7 ZiBINL £,

2. HARAVREEATWVET,
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| Task Settings

Task Name
Start Time ‘ 2025-04-10 10:13 E‘
Description ‘ ‘

| Firmware Setting

Fragment Size ‘ 88 ‘ Bytes
Fragment Interval ‘ 5000 ‘ms
Redundancy percent ‘ 30 %

| Multicast Setting

Datarate | DR3 (SF9, 125kHz) vl
Frequency | 505300000 |
[ 3-2-2-19
Add Task Settings
=HAH B
Basic Information
Task Name BAL T AR~ A R LET,
Start Time DX AT ORI AR E L ET,
Description ZDHRAT DBBHEAN LTI ESV,

Firmware Settings

ToT L= RTBE Ty — b =2T A R— b LET,

Upload a new firmware file : = — V)67 7 — AU =T %A R—FLZFE
e

Selectan Official Firmwarefile : & #&E7 L 28N L, AKXV A b2
LA a—RTLET7 7 =AUy =T BT IEEN, ZOBREIZIE,
T=R Uz ANA L F—Ry MIEHRINLTODILENRH D £77,

Firmware

Select an official firmware file

Please select the product model first v
Search O

Firmware Name Product Model Firmware Version Support Hardware Version Support Firmware Version Description

No matching records found

T =BT =T 77 A MEZ DOV A RHGEI I, BTN RIZEID Y
THNET, BFIX. ZOEEZT 74l FOEFFIZLTBWNWTLEX

U,

Ty NU— U RN EME I II AL E G AL, T OEE64F I ENLL
TOMICTF2Z 28O LET, Ry N —ZEBRENRIZRIGEIX.

COEERELTDHI L CiIrsEAM LS5 LR TEET,

FRA AT 77— 2T 777 A b &2E) Y THRRTY, @E
X, ZOfEAFT 74NV FOEFIZLTBNTL XU,
T MU — 7 BRENEMEE I RZERG AL, ZOEET~I108, HDBHW
XEAL RIS T ot aBEIO LET, Xy NU—2

Fragment Size

Fragment
Interval
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BAFRGEE. ZOME/NSL< 352 & CRREHE AN LEED 2 &8 T

ET,

THRARE, 77 =TT 77 ANDRTy MEIEDTZ DI, 30%D T,
Redundancy BTy PERMELET, @I, ZOMET 740 FOEEICLTBW
Percent TLIES N,

Hy U — 7 BEEPEMEE I2ITE WIS 1T RMERIIEREED DD,

Z DfE % 40%~50% E 71X FNLL LIZERT 2 L aBEIOLET, *v b

U — 7 BN BFRGAX. ZOMEEROT I ENTEET,

Multicast Settings

Datarate TNRA AT 77— 02T D7T7 T A b aHEVKTEHT—HXL— KT
—j‘o

Frequency TNRARZ T 77— A0 =2T 777 A hEROVYTCHELX Y 7 B

iko
3 3-22-17 X AV )T XA —X

3. ZDH AT EFATTHTAA RAEBRINL TSV, FALETNADOT/NA A5 iR
LT 7ZE0N,

| Multicast Device List ( Selected Devices: 1)

The current list has filtered out devices that are currently executing OTA tasks and automatically matched devices that meet the upgrade conditions

Search Q.
- Device Name Device EUI Product Model Profile Name Current Firmware Version Current Hardware Version
m] em320-th 24e124 EM32X ClassA-OTAA vi3 vi2
m] 009569060000ef35 009569 - ClassA-OTAA
m] WS302 24e124 WS302 ClassA-OTAA
o TERRY-WT101 24e124 WT10X wt10X ClassA-OTAA
m] WS502 24e124 WS50X ClassC-OTAA
o cl 24e124 EM30X ClassA-OTAA
m] 300 24e124 UC300 ClassC-OTAA
terry-wt101 24e124 WT10X wt10X ClassA-OTAA vi3 vii
3-2-2-20

4. [save]l 7V v 7 LT, ZTNHLDOXRATREEHRIFLET,

3.2.2.7 Multicast Groups

Milesight 7 — F 7 = A 1X, = RT A RABEZHF D) 7 Ay —V%IXETD
TelZ, 7 T ABETNE Y T ACHOV/ILFF v A NI —T ZAERRT D HHE & %t
LTWET, wLvFFXF¥ A ST NA—TIIMRIEDOABPT XA X (DFED, BEyay
*—NIFEIND) Th, Ty ERMEET Y T BELUMAC
=y RiIRIse L TWEREA,

| Muiticast Groups

Add Search (@]

Multicast Address Group Name Number of Devices Operation

No matching records found

3-2-2-21
Add <N TF XY A RNTINL—TEBMLET,
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Group Name

Number of Devices

Operation

Group Name

Multicast Address
Multicast Network Session Key

Multicast Application Session Key

Class Type
Datarate
Frequency

Frame-counter

Selected Devices

Add Device

MAKE SENSING MATTER

TN—T R LET,

TN—T DT NA 2Rz R LET,

~ILF Xy A NI — T EREEITHIRLET,
F 32218 ILFF¥ AT NL—FDRF A —%

|
|
|
|

\ Class C v‘

| DR8(SF12,500KHz) v’

\ 923300000 ‘Hz

o |
w

3-2-2-22

Multicast Group Configuration

Group Name
Multicast
Address

Multicast
Network

Session Key

Multicast
Application
Session Key
Class Type
Datarate
Frequency

Frame-count er

Ping Slot
Periodicity

ZDOZNTFH Y XTI —T DA AT LT IZS0,

ZDITN—THNDFTXTCDOT /XA ZADT /XA AT KL A (Dev Addr) T
ﬁ_‘o

DT N—THNOTXTDTRA ADFRy hU—2T v 3% — (Netwks
Key) T9,

ZDITN—THNDTRXRCDTFNRAADT IV r—ar-kyirg -« F—
(AppSKey) T,

IS ABBINY TR ClEA TS arTH,

XY EET D) — ROT—X1L— |

DT N—THNOTXTDOT A ADZE T Y 7[5,

Py NI =T P —=R=DET L RTNRALADE T Y 7 TZIF LT —H 7
L—LDETT, ZHIETRY hT— P —R—ZLoTA 7 VA FENE
ﬁ—o

Ping2 2 > MBS AT, Z3UEZ T ABDOT L KT /31 R DIk
HEnE9.
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Selected . 3 . .
Devices ZDTN—THNOFTXTDOT A A ERRLET,

Add Device TNE TR RNSET A ZAEBINLET,

F 32219 VLT Xx¥ A RNTIV—TEHENRT A —H

3.2.2.8 Gateway Fleet
Milesight 7 — F U = A 1X, 7=V =A Ry P =T P — =T TEET, IO

| Gateway Fleet

Gateway ID Name Status Last Seen Operation
24E124FFFEF12263 Local Gateway Connected 2021-04-19 16:12:27

DF—=hET=2AID&, &RIOEDT —F T = A IZHIETE £,

3-2-2-23
Gateway ID F—hUxzAIDERRLET,
Name T —=h U oA DHRTERTFLET,
Status T= U A ODERAT — X AR LET,
Last Seen BNy NEZE LT 2R R L ET,
Operation F— U= A EREETITHIBRLET,

# 322205 —hFrU=A - TU—hDRFTRA—H

Gateway ID l ‘

Name ’ ’

Location

GPS info will be displayed by default or can be changed manually

Latitude | Eg:0.026811 |
Longitude [ Eg-18.286764 |
Altitude ’ Eg:207 ’ m
32224
m
Gateway ID TF—= R U2 AEZWANTBHIDDO—EDOF— Uz A IDEZASTLTLEEN,
Name ZDT— U A DHATEATI LTI TEI N,

T = b= A DOGPST — X EfFEETEET, V' — Y = A BGPST
— X EEETLIHEE. TOT—ERAAZvAA A LT =X L&FEESN
E3rR

Location

# 32221 = b = A RIENRT A—H
3.2.2.9 Packets
ZDF— RN e A IE, FHTO 1000 B Dy MoshiE L, o~ RE%ELET,
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TR A~DAaA< Yy RiEEEZYR—KFLTWET,

| Send Data To Device

Device EUI

Type Payload Port Confirmed

)000000000000000 AsCll v ‘ 85 o
| Send Data to Multicast Group
Multicast Group Type Payload Port
| Network Server
Device EUl/Group Gateway ID Frequency Datarate RSSI/SNR Size Fent Type Time Details
No matching records found
5
3-2-2-25

Send Data To Device/Multicast Group

s

Device EUI

Multicast
Group

Type
Payload

Port

Confirmed

N = REZETDHT A ADEUl Z#Z AT LT IEE0,

Fo ) P REETDVNLTXXY AR NL—T2BRN LTI, v /b
FXx AT N—T1F, [ FFX¥ XTI L—7 | T TBINTEET,

A= RATNR Y 7 ANZATTTHA v — ROFEEZBRIRL TLES 0
ASCIl, Hex., base64,
ZDTNRARIZEETDIA v E—TVHEATI LT EEN,

FNA ALKy R — 2 Y= Dy B EFICE T D LoRaWAN® ~
L—2AAR—hFEATLTLEEN,

HIbig, = RF AL RFIE D oy h&EZEL, 2y bU—7

Y R—ITH LT TR ) LISETDOMENR DY T, v A TFF v 2 MK

BEIX. FERME AT ) 7RIS L TWER A,

% 3-2-2-22 TR, ANDT —HEFNT A —H

Clear Log Fy U= HF—=nR—lZEfFaNle Ty bu 7 2HELE
R

Clear Downlink Queue FORA ZNZEEENTWRWE T v X a—%2 27 U7 LE
R

Device EUl/Group TNA ADEUIE T E~w VT F XY A N T N—T % FRKRLET,

Frequency Ny FOFEEIHEA SN T D EREERSLET,

Datarate Ny FOEBIMERAINTWELET—H L — haRFLET,

SNR FaxtEE bz R LET,

RSSI ZEEFREA L Pr—X %R R LET,

Size XA a— ROV A XEFKRLET,

Fent TL—A AT EEFRRLET,
Ry NOFEE R LE

Type

I 1 JnAcc - ZINER T b
JnReq - ZANFER AT v B
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Time

MAKE SENSING MATTER

UpUnc - 7 v 7' U > 7 KB/ > b

UpCnf-7 v 7V U I HERFE AN v b - Ry NI =T B ERE
- ACKIERZ

DnUnc - # 7 >U o7 RflgiB N v b

DnCnf- U U v THEREHR/NT > b - RTNA AN
DACKIELE & TR

Ny BREFRELIXZE SRR EZ R I LET,

# 3-22-23 N7 v hRT A—H

Fo 1 22700 735E, Ny hOFFMizHERcExEd, KIIRT o2 :

Packet Details

Dev Addr/Multicast Addr 0614B991
GwEUI 24E124FFFEF0E225
AppEUI 24E124C0002A0001
Device EUl/Group Name 24E124126A210644
Class Type Class C
Immediately
Timestamp 2721022973
Type UpUnc
Adr false
AdrAcKReq false
Ack false
Fent 969
Port 85
3-2-2-26

Dev
Addr/Multicast
Addr

GwEUI
AppEUI

DevEUI/Group
Name

Class Type

Immediately

Timestamp

Type

FORA AELITZNLNTF XY AN IL—FDT7 FLRAEZHRRLET,

F— Tz A OEUIZRRLET,
T2 RTF A ZADOApp EUIEFR R L £,

FRf RAFENTIZNLTF XY AN NA—FLOEUIEZR T LET,

TN RZAETNITNANTF Y A NITN—T DI FTAZA T ERRLET,
DX IRy FEEBICEET D1 E DD,

Ry N T T —H—DFETRER. T Oy NEZ(ET D E TORRME

FRLET, BAL :ms

Ry NDEATHFRRLUET

JnAcc - ZN7EFR /X7~ MnReq -

ZINERAT v b

UpUnc- 7 v 7Y 7 Kiggd 7 » b

UpCnf- 7 > 7"V U VRGBT v b - Xy T — 27 b OACKIGE R
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Adr

AdrAcKReq

Ack

Fent

FPort

Modulation
Bandwidth
SpreadFactor
Bitrate
CodeRate
SNR

RSSI

Power
Payload (b64)
Payload (hex)

Json

MIC

BERN Y

MAKE SENSING MATTER

DnUnc- 7V o 7 RizB/3 7 v b
DnCnf- ¥ U U I HERIFEH /N7 v b - T2 RT3 A5 O ACK A

True : =2 K — FH ADR ZH N L CWET,
False : =2 K/ — RKiZ ADR Z BT L TWEE A,
Ry NT—I BT vV A= ZE L TWD D L EHRT 572
WIZ, /— FIZEHAIIZ ADRACKReq * v —YEEELET, it |
Ey hOEXTT, True: Xy MU —2F, TV o7 X ve—U%%F
LTW5Z & 2MERT D702, ADR_ACK _DELAY HEEIPIC AT 5 4B
HoET,
False : ADRZMEZNIZ 72 > TV 5y, Ry B U —2 753 ADR_ACK_DELAY PNIZ )i
HLEEA,
True : 2?7 L — A% ACK T,
False : 2D 7 L —AZ ACK TIEdH D FH A,
Oy NDOT L —LA AT EERRFTLET, Ry NT—T =~ I T >
TV DT L= A Y EEBRL, H 2 RT AL R KL TH T Y
I DA A AR LET,
oy FEEETDHFER—FTT, Z0O7 v FAMACa <> RO
G, A= MIOZRVET, Oy NIT XV r—va T —4NBNEE
NTWBDIEE, RA— MIoLsL (1~233) 12720 £9,
LoRa & iL, #iJE CLoRaZE AT 2 L B L £,
ZOF ¥ RVORIIEEZ R R L ET,
TDFX¥RNVDARAT Ly RT7 7 7 2 —%RRNLET,
TDOF v RN DOEy FL— M ERRLET,
ZDF ¥ U ANDHFEILEER I LET,
ZDOF v RKILDSNREFR L ET,
ZDOF ¥ L RIVDRSSIEFIR L ET,
TN ADEIFENEFR I LET,
Oy "DOTFYr— g a— REFERLET,
Oy v OTFY r—arfan— RFEERRLET,
Ta— RFEOT—XEFKRLET,
ZDOR7y FOMICZFER LET, MICIERESLA v —V S — T
» Y. MHDR, FHDR, FPort, 13X O 51t S #172FRMPayload D47  — /L
RIZHEESWTHR SN E T,

K 3-2-2-24 X7 w FEEMIANT A —H

T ADT — 5 A

3.3 Protocol Integration

3.3.1 BACnet Server

UG56(ZLoRaWAN®> 5BACnet ~D S — h 7 = A & L THEEEL . BMST AT AL D
RO IMBEEAREIC LET, ZOKELZ ZFIHICR 50N, NESA o— Ra—5F
I TATTZVDONR—=T g U RFTTTH D L EMHEE L, %79 5 LoRaWAN®T /X
A AZIELWRA B — Ra—F v 7 BNBIMINTND Z L& THERIIEE 0,
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3.3.1.1 Server

| Server

Enable

Network Type [ BACnet/IP vl

UDP Port | 47808 |

Device ID | 135283

Device Name | UG 622200210731 \

BBMD o

Global Object

Global Object Details status frequency (J rssi snr () datarate [J frame_count

Automatically Add Objects O

% 3-3-1-1

Enable
Network Type

Device ID

Device Name

Global Object

Automatically Add
Objects

BACnet — N—i¥REZ BRI E o ITHERIC L ET,

Fw U —2 XA FL LT, BACnet/IP £721% BACnet/SC Z %N L £,

Z D7 — 7= A D BACnet 734 A ID T3, BACnet ¥ hU—2 L TCT—
BETHhHALENHD £7,

BACnet > bV —2 LETT /A Az 572D —EDOH4HTTY,
BMNZT DL, Y= F =TT RTOT A R LTI r—rL AT Y
=7 FEBEBMISEBMLET, 2047 a U REGIC SN TWVRVRD
IO a— ATV NEHIRT DS EIXTEERA,

Status : TN ADF LT A L S F T T A fREE

Frequency : /XA ZD7 v 7V o7 [&8

RSSI : /34 Z2D7 v 7Y 7RSS

SNR : &34 ZD7T v 7V > ZSNR

Datarate : /31 ADT v Y 5 —H L —k

Frame_count : 7 /31 2D 7 v 7V 7 7 L— 24 (FCNT)

BT DL, F—FU=Ald, Xy NI =T — =TT A RAEBEMT

LB, XA r—FRa—F v 7l CTAT Y =r MEEHIZBEMLE
R

# 3-3-1-1 == RF A —%

(9,1
(0]
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| Server
Enable
Network Type \ BACnet/IP v ‘
UDP Port ’ 47808 \
Device ID | 2368807 \
Device Name | UG-6221E2425279 |
BBMD
IP Address ’ ‘
IP Port | 47808 |
Time TO Live | 60000 s

3-3-1-2

Server-BACnet/IP Settings

HHE

UDP Port

BBMD

BACnet/IP DifEAR— M &iE LEJ, #iF : 1~65535,

7 7 4V h DR — X 47808 T,

B2 D3y U= BT Xy k EdD BACnet T35 R & HEESE 585103,
BBMD (BACnet/IP 7' 12— R¥ ¥ 2 MNEH T /NA X) ZHHT LTI E S0,

IP Address : BBMD 7 /N1 R E/2FINET XA AL A RNTDIP T RL 2% A
L TLEE N,

IP Port : M7 /A ADEERIH T 5 UDP/IP AR— &2 AT LTL 7Z2E0,
Time TO Live : ST S A A DOBERIMFEH S DT,

¢ 3-3-1-2 —/X— _ BACnet/IP /XT X — X
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Network ID 1
UuID 24e12418-0732-24e1-2418-073224e12418
Global Object ]
Automatically Add Objects ]
Heartbeat Timeout 300
| Node
Enable

Primary Hub URI ’ ’

Primary Hub Status

Failover Hub URI l ’

Failover Hub Status

| Lo Lo
| e

| Direct Connections

Enable
Incoming Connections O
QOutgoing Connections
| [ o i)
Client Certificate File | | m
| =2 e
3-3-1-3
Server-BACnet/SC Settings
o2

N «ID Ty NU—7 2#BT D00 Fy hU—27 IDZHFELET, FAICFR> b

etwor U —2 D ZFFOT N A LDIH, —T 4 > 77 L CHAICEE T
ErS
uuID BACnet/SC * v hU—Z BT D7 —F T =4 DUUID 2R LET,

Heartbeat Timeout R B o
NTEIT) —Fin—hrE— Ty FZ2RET OMBERE L E

_
Enable J—RE L THERESE D E ) DR E
) T4 I NTOURIZHELET, URIODIEX (7 RLURIFIIPEIX R
Primary Hub URI RA L) WS T R LR Ai— b

Primary Hub Status =/ — K& 7’5 4 <~ U NTROPHEARAT — X A2 £ R LET,

Failover Hub URI J—RNB T FGA < U NT~OEFE T 2 AN LA D T = A L F—
— /T DOURIZEE L E9,
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TFIGA S VNT ~OEEICRKI LI2 G D 7 = A v F—/S— T DURIE
RELET,

= RET AN =R "TROERAT —F R KR LET,

URI X (7 RLAZIP £720 X KA A 4 TF)

WSS/ 7 R L R aKN—

Failover Hub Status

CA File
[Browse]l #7 V v 7 LTua—h W %A Nn5 7 7 A LRI, [Import] %2

Vo2 LCTZ77ANVET v Fa—RKLET,

Client Certificate File

Client Key File

Direct Connections

Enable B EITEHIZLT, tho s — N oEFEEREZHRE L ET,
M ) — RGOSR E A EITHmNICLET, ZDF— b =AIZ
TR KI0 — RETHERTE £,
Port Number : Bt 47l 54— FESEZHRELET,

Incoming CA File/Server Certificate File/Server Key File : Browse| =27 U v 7 LT

Connections O—JI N NANE T 7 A NVERINL, Tmport] 227V v 7 LTT7 7 A%
Ty Fu—RLET,
DevicelD : 7" — MU = A IZHifET D/ — RDT A XD ZRRLET,
UUID: /'— F U = A I8 T 5/ — RT3 AD UUID £~ LET,
VMAC : /' — MU = A IZHEft 5 / — KT /31 ADVMACE R LET,
Status : /' — bV = A &) — FHOBHRAT —F R AR R LET,

oD/ — FICHEfE T 2 12iF, AR ELITEDNCREL TSV, |

ODF— b T A1E, KR I0ED ) — Rz T £7,

CA File/Client Certificate File/Client Key File : Browse] #27 U v 27 LT
O”tg°i”$ 0= NRANL T 7 A NERERIR L, lmport] 27 Vv 27 LTC77 A V%
Connections Toru— KUET, &N BT 5 — FOAMERE LT,

URI : #2925 /— ROURIZHEEL ET, URIDERX (7 FLRITIPEIX

RAALH) wssSH 7T N X — h

Status : ' — FU = A & — FEOERRAT —FZ A 2R RLET,

7% 3-3-1-3 Server-BACnet/SC /XT A — X

3.3.1.2BAChet 7Y =7 h

| BACnet Object

Add Object [ AddNC Object i Bukimport [ Bulk Export Search o
+ O oObjectName Object Type Object Instance Nr  Present Value Unit Updates Update Time cov Operation
- WT101

WT101.temperat. Analog-Value 0 - 2 0 - Disabled
WT101.temperat. Analog-Value 1 - =G 0 - Disabled
3-3-1-4

7w 7 LT, ZOYV—R—ZIBML7NA TV xr FEBIRLTL
FEW, F— 7= A1, B&K 10,000 HDOA T =7 kOBINT G
LTCTWE1,

Add Object
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Add NC Object

Bulk Import
Bulk Export

Delete

Object Name
Object Type
Object Instance Nr
Present Value
Units

Updates

Update time

cov

Operation

MAKE SENSING MATTER

H A B Ra—F Y 7 ORAERELNZ L AR L, 7731 A8
ELWAA m— Fa—F v 7 2R LTND 2L MR LTS S
U,

| Add BACnet Object

Obejet Object Name Object Type Unit Related Object Operation
AM308
G battery AM308 battery Analog.Input vl % -]
AM308 buzzer_status Binary-Input v -]
o2 AM308 co2 Analog-input V| pom a

T T —LDZEFHEZITET H7-8IT. Notification-Class Z A 7D A7
=7 FEBMLET, F—FT =11k, K200 HDO NC AT =2
F OBINZ XIS L TUWET,

Tl —bhEFX Yy u— LT, BHOBACnetdT 7=/ Fa A LR
—hLFET,

T AR—FL7ZWNWAT V=7 FEBIRL, xIsxiBEXDO7 71 1E L
T AR—FLET,

HIfRL72oWA 7 =7 FEEIRL TSI,
BACnetd 7 ¥ =7 FDA4RIEZFRRLET,
DA TV NOXA T EFRRLET,
IDF T2l DA AT ARABE SR N LET,
FTV 2l NOEFOEERTSLET,
ZDFT V= FOEDOHEMNER I LET,
ZOF TVl bOEOEH HREEE R LET,
ZOFTV 2l MRT =X ERSB LR L 2R R LET,
COV (EDZEHE) NAHERNNE S hEFRrsLET,
FTV 2l N EREEIZITHIBRLET,

3 3-3-1-4BACnet 7=/ FU A RDI/RT X —X

BACnet Object

AM308 v

Device Name
LoRa Object | battery '-
Object Name AM308 battery
Object Type Analog-Input v
The Object Instance | 105
Unit %(98) v)
Description
cov O
Event Detection 0

4 3-3-1-5
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BACnet Object Configuration

Device Name FORA ADLFTHEFR T LET,
LoRa Object SIS HLloRaA TV = 7 h DARTEF R LET,
Object Name ZOFT T NOEFOLHIEIIAZ A X LET,
FT =l NEATE LT, NAFYANTHOME. 7 v 7 A1
Object Type i, ~/AF 27— K AT AME, 35X OCFHIEZBIR L £,

The Object Instance o )
FT 2l NDOA L AZ AL TN AZ A X LET,

Description ZOFTT =l PO AEATIL T IZE 0,
. ZOMEDT T —LEWMET DT, AL T ES N, £7, A7<
EventDetection |y g 1omilif s 5 247 V= s MEERT HLERD Y £,

Analog Input/Output/Value

Units ZOF TVl MEOHNEZEIRL TS 720,
F Tl FOMENET D EL BAChet — 33— (F— F o= A) [TH
LVMEDI#FIZ BACnet 7 74 7 MIFEEFELET, ZNE7FusH
ATDOAT =l MZOHBEHINET,

FT T =y MED OB EICET B, EREBZ AT DR,
COV Increment BACnhet# —/S— (F— k&= 1) |Lild &2 LET,

cov

Relinquish Default = =<2 RRRWEE, 7 HINIEZOFT 7 4/ MEICERE SIVE

ke

Binary Input/Output/Value

Polarity NAFYABTIDOAT —5 A% [Normal] F721% [Reverse] & L CTER
LEd,

NRAFVAT 27 NOEOT 77 4 TIREICL DER SN2 R %
FHEDOT ET, Bl RE B EN., SAFYVAI» | OBE. 777
S 7THRAMT T EERTEET,
NRAF VAT 7 NOEDIET 77 ¢ THREIZB T 2ER S22
REFLIRLET, #l: REZLDEE, 7277 077 F A MI Hsn
TRV EEFRTEET,

Relinquish Default = =< R332 WEE, SAFTUHENZZOV Y Ko a2DF 7 50
MEIZERE S ILET,

MultiState Input/Output/Value

Active Text

Inactive Text

Number of States

e e E L, SREOAFTZER L E T,

Relinquish Default = =< > K372 W4, </ F 27— MHINIZZOF 7 /0 MEICERE X
HET,

Event Detection

Notification Class = = D7 7 — ADOZEH ZRET D72, BT T AEZBRL T EX
AN

Event WET DA NOFEEEZBERL TS IZE0,

o FTC =l NEATRTFa T E A FOEE . ERE I TIRICHE LK
Limit Event T4 N R EEET D08 5 AR LT 720,
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Deadband

Time Delay

Alarm Value

Fault Value

Feedback Value

Notification Type

BACnet Object

Object Name

Object Type

The Object Instance

Description

To-Offnormal Priority

To-Fault Priority
To-Normal Priority

Ack Required

Recipient List

Device ID

MAKE SENSING MATTER

[To Offnormal] AT — & A ZEBWT, BAEDMEL (ERE—FT >~ K
N R) X (FRME+T > RN R) OfEIZREY . 2220k
BT ¢ LA RERIAEGE L7856, 7 31 A1E [To Normal] 1 X |k
EARLET, 20X T g dzTha s YA 7ToORBFIAFEET
ER

BAEOMEN L VMESRMC —F L285E. 7213 2 OFFf L & v Esh
WZHDEHEICDI, TAA AFHRNET DA R b ERELET,

BEOHENT 7 — ML —FK L TV B4, BERM%ZIC [To
Offnormal] 1~ h&WE LET, BUEDMENT 7 —AfHE —EH LT
W2 WA IEFERFRIIC [To Normal) £ X h&E#HELET, 20
# 7> a %, [Binary Input] . [Binary Value] . [Multi-State

Input] . FE72iX [Multi-State Value| (ZDO A SvE T,

BUEDMNS 7 #—v MELE LWIEE, [ToFault] o~ b &#fis L&
£

ZOF T arviE, SV TFRT— MNADNFELIETNLNT AT — MEIZDOH
FIHAIRE T,

BIEOMEN 7 4 — Ry ZEHEE LWIGE, EBIERHEZIZ [To
Offnormal] < haWELET, BIEDEN T 4+ — Ry Z7EEEL
<G, BIERF#IC [ToNormal) A X» FaWELET, ZoF
Tait, AT AT = NN ELEFAAL TV HZOHB B 7,

A A7 LT TAlarm] F721% [Event] ZiEIRL £,

3 3-3-1-5BACnet 7 ¥ =7 hRE/ T A —X

‘ Notification-Class v
o
To Offnormal To Fault To Normal
Valid Days From time To Time Process Identifier RS N:;icahons Transitions Operation
4 3-3-1-6

Notification Class BACnet Object Configuration

Object Name
Object Type

The Object Instance

IDOF TV 2l FOEADOLATE I ALX~A AL TN,
I'Notification-Class | (Z[EE L TWE T,

F T2 DA AR AT AST A A LET,
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Description

To-Offnormal
Priority

To-Fault Priority

To-Normal Priority

Ack Required

Recipient List

F 3-3-1-6 %127 7 A BACnet 7 ¥ =7 k

ZDOFT V2l NOFBHAEATILTLEE N,

ZAEEH A R MBI AW BB AT AEEE AR E L £,
H#iPH : 0~255 (023 HEE, 255205 & B E L KLVY)

ZDOARY MIBWT, ZEHEN

WRT T — DA vt —V% S — b = A ICRIET D BERDHDHHE 5 7

FHRELET,

AR MR AENC /2> TEBY . ZOEMZ 7 ANRIRS A TH D5

Gy AN MBI ZDOY R MO DLIZEFICKESNET, 10DV R

ME. KRIONDZAEE XS TE £7,

Device ID : XI5t & 72 52 5%(5EH DT /34 A ID T,

Valid Days : i# %1% 2553 5 A IR,

From time to time : JE@&1 % 3553 2 B2 H CT9,

Processldentifier : 75 — AN ED T R A S E L TWBENER

THBF T, BT, e A FUIA T F AT 55—

I, ATFEKRT T— 45, TEMEET T — L7 2 EWT DA

HFEF,

IssueNotifications Type : i1 % 1 7 & L C iR A £721% TR
Bl EBIRLTLLEI N, F— U= A2 [fEREA] BHOSE

AT Lo e e, BMmEERELET,

Transitions : & SN DA X FOFIHABRINL £7,

ERTA—Z

5

3.3.2 Modbus Server

UG56 % Modbus ¥—/N— (R L —7) L LTHEIEL. PLC/IBMS AT L5 D
Modbus RTU Z 721X Modbus TCP ==~ > F%5{Z L T. LoRaWAN® F /31 Z~D

Mt EE 21T 2

ENTEET, ZOEREZMHHIT AN, P~ A 72— K=a—
T ITATTIDN=Ta UREHTHD Z L et L. e T % LoRaWAN®

TNAAZELWWASRA B — Fa—F vy 7 BRBEIMSN TS Z & 2R LTS

AW
3.3.2.1 Server

| server
Add

Status Name

Enable server1

Showing 1to 1 of 1 rows

Add

Status

Name

o |

IP Address Port Connection Type Device Number Modbus Object Count Operation

192.168.1.1 7001 Modbus RTU Over TCP 0 0

3-3-2-1

Modbus ¥ —/3— (AL —7) ZBMLET, | DOF—F T =A T,
RIS B — "= {ZxInTEET,

OV —R—OFHREELF R LET,
Y= R—DE R R L FET,
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IP Address

Port
Connection Type

Device Number

Modbus Object Count

Operation

Enable

Name

Network Interface
Port

Connection Type
Type

Global Object

Global Object Details

Description

MAKE SENSING MATTER

ZDOY—R—DIPT FLA&EFxL, 7V v LCEEMEZmRLE
j‘o
ZDOYV—NR—DWfER— FEERRLET,
DY —N—D T A TR LET,
DOV —N—DFT A AFFEERRLET,
Z DY —/N—DModbusF 7V =7 MEEERLET, FEMAEERT D
Wi, T a 7 ) v 7 LTLIEEN,
OV —NRN—EREEFITEIERLET,
+® 3-3-2-1 —r— T X — X%

%

| |

| Y]

| |

| Modbus TCP v|

| Per-device Server ID v

® status (] frequency (Jrssi (Jsnr (] datarate [ frame_count
| |

[3-3-2-2

Enable

Name

Network
Interface

Connection Type

Type

Global Object

Z @ Modbus B — /N — & RN ET TSI L ET,

DOV — =BT DD D —EDOLARIERE L ET,

DY —/X—N Modbus 7 T A Tk (wRAX—) LBETHEHOR
v hI—I A H—Tx—AEBINLET, KT R L, BApDVE
— Ty P — L L DBEICRRLIRY NV =T A F—T = —
AT D L EIG L TWET,
ZOY—=R—OBER— F2REL T IZE W, #if : 1~65535,
ZDOV—R—DHEEHG S A T EIBILTLTZEN,

Modbus TCP : Modbus 77 ¥ 1 7 > M., Modbus TCP JEXdD o~ K%
Z @ Modbus Y — N —{ZEF L ET,

Modbus RTU over TCP : Modbus 7 7 A 7 > b &, Modbus RTU JE=lD =
~ 2 K% Z ® Modbus V— X—(ZXfE LET,

Z @ Modbus — X—DH—N— D ¥ A FEFELET, TIUL,
Modbus 7 7 A 7 > R REH— "—%iB B3+ 7= fFEHINET,
NoserverID : X TDOT NA AMPMEE DY —— D 2EHA L E7,
Per-device serverID : /34 2 Z L 1Y — "~ ID 2R ET HAERH Y
ES

BT BHE, F— U oA X T RXTOT A R LTI r— LA
TV NEBBMIZEMLUES, ZoF T a RN EGISITN
TRUWRD . b a— AT Ve FEHIBRT D Z EIXTEE
A,
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Description

MAKE SENSING MATTER

Status : T NA ADF LT A L S F T T A IREE

Frequency : 5 /XA ZAD7T v 7Y v 7 JHik

RSSI : /A 2AD7 v 7Y 7RSS

SNR : 5314 ZAD7 71U 7 SNR

Datarate : /31 ZADT7 v ) I/ F—F L— bk

Frame_count : /XA AD7T v U 7 7 L—AH 7 k (FCNT)

ZOY—_R—OFHAEZBIMNL T 7ZE0,
F 3-3-22 = R—FRE/NT A —X

3.3.2.2 Modbus Object

| Modbus Object

Modbus Object

server1(port 7001) v

Bulk Import Bulk Export SelectAll O ‘
+ [J Name Register Type Register Address Data Format Related Register Present Value Update Time Operation
+ O Wr201-1 (Server ID: 1)
3-3-2-3

Modbus Object

Add

Bulk Import

Bulk Export

Delete

Select All/Deslect All

Name

Register Type
Register Address
Data Format
Related Object
Present value

Update time

Operation

ATV FEIBIMBXOWET D Modbus — N —ZEIR L T EE
U,

7Yy 27 LT, 2OV —_"—IZBIML7cnWAT V=2 FEBRL T
SV, F— U= A TRKI10,000fH DA T Y = 7k OBANI &G LT
£,

E:M =R Ra—F v ORNENELL, T84 ARELNAA 1
—Ra—F o 7 ZRIRLTVDH I EZRHR LTI EE,

| Add Modbus Object

Name Register Type Data Format Register Quantity Related Object Operation
] wr101
G battery Input Register o! [ UNT16 b vl 1
B change_report_anabs 7= | Fieg 1 B

chid_lock_conlig enable <] Feg 1 (7]

Tl —hEXya— RKLT, #E D Modbus 7 V=2 NaA v
A=k LET,

T AR— M LIEWNWAT P27 FEBINL, xlsxiBERDO7 71412 LT
T AR—FLFET,

HIBR L72WA T V=27 FEBIRL TS ZE 0,
T RTOAT V=7 b EFEREITRIER L E7,

ZDOXA TV NOLRTEFRRLET,

TOF T2 NDVLIVREE A T EFRLUET,

TOFA T2 FDOLIPRET FLRAEFRLET,

ZOF T2 FOT—H2ERER AT LET,
A~ xs hERRLET,

FTV 2l NOEFOEERTILET,

ZOFTV 2l MRT =X ERSB LIRS L AL R R LET,

ATV FERELET,
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B. oo rammLET,

E): = —RuUEeA TPy FEBIRL, ZOT A3 %7 U v L
T, DRI CETNADT NS, ACAT V=7 NEBIEITEA L E
R

Add Object : IR L7=T A RZAHT V=7 hEBIMLET,
CoverObject : BN L 72T A R ZA TV x=r hear’—LET, &
NUIET A AOTEOAT V=7 FREEIRBEESNE T,

Modbus Object

| Add Object v/
Add Object

Djec Search O

Cover Object

Name

uC100-2

#3-3-23Modbus 7 V=V FU R RDIRT A —H

Modbus Object

Object Name battery

LoRa Object battery

Register Type Input Register V
Register Address 0

Data Format UINT16_ba Y,
Register Quantity 1

Description

Unit % v

Related Object

3-3-2-4

Modbus Object Configuration

Object Name ZOFT Ve NDOEBDALRTEIAZ A X LET,
LoRa Object X9 BLloRaA 7 ¥ =7 FDOLRETEFR RLET,
Object Name TDOF T FO—BDARTE AT A X LET,

Modbus L A X X A FEER L T I,

Discrete Input : AV BT, 0 BLXO | ODRT—X ZAD I %G I
jzﬁ—o

Coil : FHAEZAHE, 0BV | ORT—F 2ADHhEEHRET,
Holding Register : i 4o-#& & v[fE, 7)o JMl. CFHN R E 45 HF
ﬁ—o

Register Type
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Input Register : A H Y HH, 7 v 7l X5 EEEEHET,
FT P x s NEBINTHEE, 207 RLAFZHBIMICAER S U
F9, £, ZOT FLARIZITIEFITHIS L TWETT, &P : 0

~65535 1 :

Register Address
I) I>DModbus ¥ — S—NTiE, MLV AZZ AT DT FLAF
R2DHLDOTRIFNIF2D TEA,
2) TRVAFLIPAXEICEEL CWET, 20437V b7
RLANOT, LIRAZEI2DOEE, ROAT Y27 FOT KL A%
2 (0+2) DL EDETRIFIUXRD £ A,

Data Format TOF TV x FOT—RIERERTEIITRIRLET,

Register Quantity ZDF T2 RERTHLVREZHER I LET,

Description ZOFT V=l FOFHAEANLET,

Unit ZOFT V=7 POBLZRIRL T ZE0,

Blh#H L U REZAERRLET, ZOF TPV MEFZATEIX, BEEL
VAL —HICESRADRERH Y T, £OLaNnE ZOFT V=
7 NOEFEXT ANV LET,

Related Register

% 3-3-2-4 Modbus 72 = 7 FRE/NT A —XF

3.4 Network
3.4.1 Interface

3.4.1.1 Port

A =P x>y hAR—=NEI, 41—V Xy Nr—TNEEHGTDIETA X —Fv b

W7 7B ATEE£9, IFEOBH S RUSKHE L TV ET,

-StaticIP : 1 —% x> FWANA V¥ —T7 =2 —ZADIPT RL A, x> h~RAT7 [ F—hrT=xA
EIRELET,

-DHCPClient : ¥ —H% %> "WANA > H—7 = —AZDHCPY 54 7 K &

LTHEEL, IPY FL A& HEIRICEIS L 9,

-PPPOE : f{ —H% %~ FWANA > X — 7 = —ZA%PPPoEZ A4 7 h & LTERELET,
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DOt

Port

Connection Type

|P Address

Netmask

Gateway

MTU

Primary DNS Server

Secondary DNS Server

Enable NAT

%] 3-4-1-1

eth 0

Static IP

192.168.23.150

255.255.255.0

192.168.23 1

1500

8.8.8.8

223555

/]

Port

Connection Type

MTU

Primary DNS Server

Secondary DNS
Server

Enable NAT

BEhE 4~ 5 B B

A =Y F v bk

ethO "— K & L CEE S, AT/ >TWHAR— |k

—G—a—o

[ 1Py .
HEEIR L TS 7EEV,
I KA BN 2R E L ET,

774~V DNS &i&iE LET,

EH &Y DNS ZRELET,

NATHEEZ AR 71T L £d, AIcT 5 &
T A N—=hPE/ATY v ZIPICEBTE ET,

IDHCP 7 A4 7 k] |

#* 3-4-1-1 F— F/RTF A—X

1. Static IP Configuration
EF Y R T — 2 A —H oy hAR— MCEE IP 2FE 0 S THEE, 22— F—iF
[Static IP] “E— RABRINTE E7,

[PPPOE] 7>

eth O

DHCP

1500

8.8.8.8

223.5.55

Enable
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Port [ etho v/
Connection Type [ staicip v|
IP Address [ 192.168.23.150 ‘
Netmask | 255.255.255.0 |
Gateway ‘ 192.168.23.1 ‘
MTU [ 1500 ‘
Primary DNS Server ‘ 8888 ‘
Secondary DNS Server ‘ 23555 ‘
Enable NAT

Multiple IP Address

IP Address Netmask Operation

3-4-1-2

IP Address A HF =Ry MIT IV ERATEAHIPT RLXA&EFHEL 192.168.23.150
TL7EEVY,

Netmask A =Py FR—FDRy h~RA T EHFHELET, 255.255.255.0
Gateway A —HV Ry AR —FDF— 7= A DIPT R AZFEE 192.168.23.1
LETJ,
Multiple IP . . } )
Address A =P Ry FAR—FDOEEDIPT FLAZRELE Null
R

3 3-4- 12 FFHIP /X T A —H

2. DHCP Client

SERAR > B U —2 T DHCP % — /"= FAZ)T > THE O, A —H v b WAN A
VHE—T 2 —RAZIPT RLAREID BT T D A, =—%—IiX TDHCP
Client] E— FZ®EIRL T, IP7 FLAZHBWICTGET L2 LN T ET,

== Eor 1
Port l eth 0 ¥ ‘
Connection Type ’ DHCP Client W !
MTU | 1500 |
Use Peer DNS O
Primary DNS Server ] 8888 [
Secondary DNS Server ’ 223555 ‘
Enable NAT

3-4-1-3

DHCP Client



IN([IEETs] ]88 MAKE SENSING MATTER

0

PPP % A ¥ /L HIZE T DNS Z HEIWIZEUS LE 3, = —F—n3
RAA T 7' AT BHE2IE,. DNS NPT,

Use Peer DNS

F3-4-13DHCP 7/ AT 2 bD/RNT A —X

3. PPPoE

PPPOEL X, A1 —H Xy hEDOKRA L h Y — KA b Trbhalol &TT,
Z—WF X, JEOBEREFIEICIE- SV TPPPOEY A4 7 b A VA h— LT H 403
D&Y FET, PPPoELfEN T 5L, VE— T 7 BEAXAT A ANKa—PF—2EH
TELH X210 ET,

=P o

Port ‘ oth 0 v|
Connection Type ‘ PPPoE v l
Username ‘ l
Password ‘ ’
Link Detection Interval(s) ‘ 60 ’
Max Retries ‘ 0 ’
MTU ‘ 1500 '
Use Peer DNS O

Primary DNS Server | 88838 |
Secondary DNS Server ‘ 223555 ‘
Enable NAT

3-4-1-4

Username B —Fy b —ERTa (% (ISP) Mot i-a——4%2 AH
LTSV,

Password A B —Fy b —EARAT B M X (ISP) NIz 2T — K& A
LTL7EE0,

Link Detection

Interval (s) Ve ukgtion—hre— MHBREREL T ZSV, #iPH : 1~600,

Max Retries FAXNVT v TNT = AV LTI ORERFRITEREZRE LET, #H :
0~9,

PPP %A Y /LHIZE T O DNS # HEIRIZCES LE T, 2— P =2 KA A
URIICT VAT HEE, DNS 23LE T,

Use Peer DNS
% 3-4-1-4 PPOE /X T A — X
3.4.1.2 WLAN

ZoE 7 a TR, Wi-Fi Ry N —ZIZBHET 53T XA — X2 OFREFIEIT O TR L E
9, UG56 [Ix1)i L CuvEd,
802.11 b/gin Zz. AP E— RE/IXZ 947 FE— R THR—FLTWET,
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Port WLAN Cellular Loopback
| WLAN
Enable
Work Mode ‘ AP v‘
SSID Broadcast
AP Isolation O
Radio fype | 802.11n(24GHz) vl
Channel ‘ Auto V|
ssiD | ‘
BSSID | |
Encryption Mode ‘ No Encryption v ‘
Bandwidth | 20MHz vl
Max Client Number ‘ 10 ‘
| IP Setting
Protocol ‘ Static IP Vl
IP Address ‘ ‘
DHCP Settings
Netmask ‘ ‘
3-4-1-5
| WLAN

Enable

Work Mode | Client ™. | Sean

ssiD ] |

BSSID | |

Encryption Mode | WPA-PSK/WPA2-PSK v|

Cipher | Auto V|

Key ’ ’

| IP Setting

Protocol ’ Static IP v ’

IP Address | ’

Netmask | 2562552550 |

Gateway ’ ’

3-4-1-6

s

Enable WLAN Z B2 £ 7213 LN L E 9,
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Work Mode
AP Mode
BSSID

Radio Type

Channel
Bandwidth
SSID

Encryption Mode

Cipher
Key

Max Client
Number

IP Setting
Protocol

IP Address
Netmask
Client Mode

MAKE SENSING MATTER

FAIWLANZ AR E 7T EZ L ET,

ZOWLAN f > X —T7 2 —ADMAC T RL2&2FKRrLET,

MRS A T BN LT &, A7 2 0% 1802.11b (24 GHz)l . [802.11g
(24 GHz)] . 1802.1l1n (2.4 GHz)] T7,

MRT v XL E BN L E 4, @REE TAuto) . M1y . T2y Ty T,
HHIBE 2 BN L T <723, BIREE 120MHz) & [40MHz) T,
TIEARA L FDSSID AT LT IZEN,

gt ' — FE2RIRL T 7230, @KL, TNo Encryption) . WEP Open

System] . [WEP Shared Key] . [WPA-PSK] . [WPA2-PSK| ., 3L IWPA-

PSK/WPA2-PSK| T,

WPA 5 SAL D5 J7 KA B L T 72 &V, @RI,
[TKIP] . LT TAES/TKIP] T,

lAuto] . TAES] .

DT IVRARA L MIBRT 272DDOF—%2 AN L TLESV, T 74/ DX
—% liotpassword] T,

TR RAARER T FAT v FORREEARELET,

[EEIPT R L AIZEREIILTCUWET,
LR Ry T — 7 DIPT FL2AZBRELET,
TVAFXYLVARXRY RU—T DRy b~ AT R ELET,

Scan

SSID

BSSID

Encryption Mode

Cipher

Key
Xsupplicant
Type

User
Anonymous
Identity
Phase 2
Public Server
Certificate
IP Setting
Protocol

IP Address

IV 3HE, ZOTNAADELDIZHDT 7V EARAS  FaAxy  LET,
TIERARA L FDSSIDEATI LTS &N,

TIREARA L FOMACT FLAZ AN LTLZS, Ry FT—2ZIZBIT 51T
(X, SSIDE 72 IIBSSIDDO VT2 A ST UL A HE T,

bt — FEBEBIRL T &, A7 a3 X, NoEncryption] . [WEP Open
System] . [WEP Shared Key] . [WPA-PSK] . [WPA2-PSK| . [WPA-
PSK/WPA2-PSK| . TWPA-Enterprise] . [WPA2-Enterprise] . 35X ' TWPA-
Enterprise/VWPA2-Enterprise| T,

WPA B AL DR 52 RIN L ET, 472 a Ui,
J Ot TAES/TKIP] T,

fAuto] . TAES| . [TKIP] | &

DT T HBRBA L MIEHT 720D F%—%2 AL TS0,

[Peap] . [Leap) . [TLS) . BLW [TTLS) HER LT ZE 0,

WPA/WPA2-Enterprise DL — % —Z & AJ) L CTL 72E 0,
WPA/WPA2-Enterprise DE/IDZ AT L T 7ZE VY,

WPA/WPA2-Enterprise > 7 = — X% A LTL 72 &0,

WPA/WPA2-Enterprise 7 7 & AR A >k & OFFEITHEH &2 AR Y — N—FiEHA
#HTT,

WLANDIPT FL A ZHST 27007 ha /L2 ELET,

7 kIR TP OBE, VA YL ARy FU—2ZDIPT FLAZRELE
‘é—o



IN([IEETs] ]88 MAKE SENSING MATTER

Netmask 7'a ki IStatic IP) OFE, VA YLARXRy NT—27 DFy hv AT B3 E
L%,

Gateway 7'u k=@ [Static IP) OBE, VA VYL ARy NTU—T DS — MU oA ZFRE
L%,

Primary DNS

Server 724~ 1 IPv4a DNS H— —%FRE L E7,

Secondary DNS . . -
Server AU IPv4 DNS H— S — 23 E L £,

# 3-4-1-5 WLAN N T X — X

Port WLAN Cellular Loopback
< GoBack
SSID Channel Signal Cipher BSSID Security Frequency
Vison Sensor_006602 Auto -94dBm Auto 24:21:24:00:66:02 No Encryption 2462MHz
Network
Milesight_Test Auto -88dBm AES ec:26:ca:99:3a:a4 WPA-PSK/WPA2-PSK 2437MHz
Network
3-4-1-7
Client Mode-Scan
SSID SSIDZZF N L £,
Channel T v 2L A FOoR L ET,
Signal HERE T2 RRLET,
BSSID T RARA L FOMACT RLAEZRRLET,
Security ekt — RERRLET,
Frequency HERRE RS E KRR LET,
Join Network ZOREUEIT VI LT, VAFXLVARy NU—ZIZBMLET,

% 3-4-1-6 WLAN A F ¢ /8T X —H
BE My 7
Wi-Fi &1 171

3.4.1.3 Cellular

OB arTiE, BT —FRy NV IZEET 5 /3T A —X OFREHFIEIT OV TRHLH
LE9,
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| Cellular Setting

Enable
Network Type | Auto v l
APN | |
Username ‘ l
Password l 2 ‘
Access Number | ‘
PIN Code | # |
Authentication Type ‘ None N, l
Roaming
Customize MTU O
MTU [ 1500 |
Custom Subnet Mask ‘ l
Custom DNS Server l ‘
Enable IMS O
SMS Center |
3-4-1-8
Connection Setting O
Enable NAT
Restart When Dial-up failed O
ICMP Server 8888 |
Secondary ICMP Server ‘ 114.114.114.114 l
ICMP Detection Max Retries I 3 l
ICMP Detection Timeout ‘ 5 l s
ICMP Detection Interval I 15 l s
| SMS Settings
SMS Mode | PDU vl
3-4-1-9

General Settings
A

Enable ST 5 SIM 1— REFNCT DI, ZOF T g AlF =y AN
TL7EE W,
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Network Type

APN

Username

Password

Access Number

PIN Code

Authentication Type

Roaming

Customized MTU

MTU

Custom Subnet
Mask

Custom DNS Server

Enable IMS
SMS Center

Enable NAT

Restart When Dial-
up failed

ICMP Server

Secondary ICMP
Server

ICMP Detection Max
Retries

ICMP Detection
Timeout

ICMP Detection
Interval

SMS Mode

MAKE SENSING MATTER

lAuto] . [Auto 3G/4G] .

VY,

Auto : BB IRV Y U — 7 I HENIZEEE L £,

4GOnly : 4G > NU—ZIZDHER L E T,

A

BAEEVOHIKDISPOMREET HHEREIFHO X A Y LT > SO T 7
BARA U MEEATILTLTEENN,

[4G Only] . 3G Only] NHBIRL TLES

BEFWVOHIRD ISP NI DR EBIEO X A YL T v T O = —
P—Z A2 ASTLTLTEEN,

BEFEVOHIBLDISPRIEM T HEEHRERE X A YL T v TR O NSRA T — R
AL TL &N,

BREFWVOHIDISPIRUT 2 HEHNERG S A YL T v TERHO X A ¥
NT T Z—FEE AT LT TEEN,
SIMD 1 v 7 Z R D 72D D4~8LFDPINT— FZ AN L TLIEEV,

None] . [PAP] . TCHAP] MBI L T Z X0,

0— 3 U EENEIITEC L E T,

BRAGEENLZ DAL ~ A T D701, FEITEhcieE LET,
WNZT D&, T RLWEFEET O MTUREEZFERLET,

e RARIEHNL 2R E L EJ, P : 68~1500,

CNLT—DV TRy b AT EN AR A A LET, ZHDOEA, TN
A RFE LT — MR DRES 2 Ty hv A7 AL ET
E: ZoOMRERIE. ot T —ETa2a— A TOLMIELTNET,
BT —DNS = N—T DAL~ A XALET, ZMOLE, 731 A3t
TG =T a N L =T 5 DNS U ——2 A L ET,
IMSEEREZ 2N & 721X Mohic LE T,

SMS X B —DRAFE, 8k, B, BIXOBEEITO DR —T1L
SMStE o Z—F S E AT LTI IEEN,

NATHERE 2 A0 £ 7213 Ehic LEd,

ZOMREE RN T DL, XA TYAT v TREE T = AV LT E, S
— hY oA IXHBICHEB L ET,

ICMP R — =D IP 7 RLRAEZFRELE T,

I ping DRI ENTWDE S &R L, IELVY ICMP $—X
—DT R AZEET 21X, ISP IZBWAEDE L ZEV, ping il

DA SN T RWEGEIE, 2OV — =07 FLRAEZZEAOEEIZL
TLIEEUN,

P2

EHLZY ICMP B Y — R—D IP T RLAZZTELET,

ICMP Bt 23 7 = A L LTeBR DI KFFRATHEER 2R E L £ 7,

ICMP e HDO X A L7 7 FERELET,

ICMP f I OffE &2 E LE 3,

[TEXT] & TPDUJ 705 SMS E— REZBIRL £7,
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K 3-4-1-7 B ERE /N T A —X

Connection Setting
Connection Mode ‘ Connect on Demand v ’
Redial Interval(s) ‘ 5 ’
Max Idle Time(s) | 60 |
Triggered by Call |
Triggered by SMS O

3-4-1-10

Connection Mode

L

Connection Mode

Redial Interval(s)

Max Idle Time(s)

Triggered by Call

Call Group

Triggered by SMS

SMS Group

SMS Text

B R By 7

lAlways Online] F72i% [Connect on Demand| 75 EEN LT 72 S
U,

HEA Y LOREERE LET, #EH : 0~3600,

BIEDOY I BT A RVIRIEBIZHDLED., ¥— b U =A DRKT A
FOVRERZ5@E LE 3, #PH : 10~3600,
BEOEBMESDOLEBNO-T-HE. FY— MU= A IZHBMICA T
TA T RO E#ERESER Y N —27 5 — RIZW o EFEb oy £9,

WEE Y T —HO\@EEE 7 V— T IR L ET, EIEI L — T ORE
IX. [System > General Settings > Phone| TiT-> T 7Z&VY,

T h T = A1E, FFEOHERBIENLBEDOMSEZE4 5 L. HE)
IS 7 T4 — RO OEFERR Yy hUV—27F— FIZUIo DY
9,

MU B —E LTHEATDSMSZ L—7 %8N L T &V, SMSZ /L—
T OFEIL,  [System > General Settings > Phone| T{T- T 72 &

Uy,

MY H—&L72DSMSONEEZ ATILTLTZEN,

K 3-4-1-8 FERTERE D/ NT A —H

PEHEBEEHERE D T 7Y r— 2 5 L

weE IV —T

3.4.1.4 Loopback

N—=T Ny 74 F =T ==L, AMESNTHWLIRY, F—FT=A DIDD

Kb & LTS ET,

A DIDZFERIRT L2 MLE N H Y | ZORFE., OSPFOIUKKFF RN R 720 £,
EDD, F— U A DIDELTIE, BT —T Ny I F—Tx—2R
DFER A HERE S E T,

N—T Ny I A BZ—Tx—A L, T — b+ U A EOGEI DR IR A &
— 72— ATY, 77N EFORETIE, F'— b U=A RITNV—T RNy 7 A%
— T 2 — A IHFELETAN, LEIZS U TERTHZ e TEET,

el H—T7 2 —ANRDOWNIZ/2 5L F—FhU=x
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Port WLAN Cellular Loopback

| Loopback Address
IP Address [ 127001 |
Netmask [ 255000 \

| Multiple IP Addresses

IP Address Netmask Operation

Save

% 3-4-1-11

Loopback

IP Address ZRF R A] 127.0.0.1
Netmask IR TR A] 255.0.0.0
Multiple IP EFEDIPT KL L iFRNC, = —F— I fhDIPT KL A &%

Addresses ETAZ N TEET, Null

#3419 NN—T RN I /RT A—H

3.4.1.5 VLAN Trunk
UG56 #— h 7 =A1X, VLAN FT 2 7 747 & LTHERET D14 —V %y bAR—

| VLAN settings
Interface VvID Operation
eth 0 v

MZFHELTEY, VLANID ZEH VYU THZENTE DD, T 7 4 v 7 OBFEN
B 2720 £9, VLAN ID NREINLTW554E. [Network] > [llnterface] >
Port] ®74"— hlE, x Z VLANID & L7z ethOx & LT8R X £ 9, VLAN iREIL

T 7 F )V N TZEM () 272> TWETA, FJ IV TBHI LT, BFED
A LB =T 2 —AZH LW VLAN T~L 2B+ 5 Z LT 97,
X 3-4-1-12

Interface VLAN A > X —7 = — R ZEIR L TLEEV, THUE eth0 IZHEE STV ET,
VID VLAND T ~LIDZ % E L9, #PH : 1~4094,

3% 3-4-1-10VLAN b T > I RF A —X

3.4.2 Firewall
Dk arTiE, Web A hdT7 v s ACL, DMZ, i"— bk~ v E L7 MAC
RA VT4 TR E, T7 AT T —ILD/NTF A —FDOHEFEICOWTEHH L ET,
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TrAT U —ME e bl FEILSEE IP T R AR EDRT y B D
NAEFFEICISE T, WMATR (S ¥ —Fy brba—h LU T Ry hU—7
~) BIOEHEGH (va—A 073y NT—T b A 22—y ho~) OF
— X T7u—E@EUICHE L Ed, ZUCED ., F— bU oA DL CEIME
L, a—H VU7 Ry hT—ZNOKRA MDNME#EINET,

3.4.2.1 Security

Security ACL DMZ Port Mapping MAC Binding

| Website Blocking by URL Address

URL Address hitp:// I
| Website Blocking by Keyword
Keyword ‘ '
[%]3-4-2-1
Website Blocking
URL Address Ty LIEWHTTP 7 RLRAE AL TLZE N,
K J XF—U—REANTHZIELT, HEDOWeb VA a7y 7 T52
eywor EMTEET, ATE D CFHUTRK 64 LFTT,

#322-1 BEX2 VT 4T A—X

3.4.2.2 ACL

ACL & HIEEN DT 7RG Y XA ME, —HO~ v F I IL—)LZFHE LTI
Y NT—=I A B =T 2= ADIT T4 T T4 NZ ) TFTLHTLITED,
fHEsNTRry NU—2 T 7 4w GEEIILXIPT RLRRE) ~OT7 78X %
PRl EIFIEIELES, F— NV A DBy NEZETDHE, EDOT 40—
ITBRAEDA o H—7 = — AT STV D ACL /b— U ZHE > THolr S 9,
FrED /N7y SN HE, DO LOREINTZRY —IZE-T, D
Xy NOFFRIETIFEIENEI TS E T,

ACLIZX » CERINT=T —F X7y DO~ v F 7 —iE, 7 a—DXKR %%
LT OHMOMETCHRIHTE I,
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MAKE SENSING MATTER
Security ACL DMZ Port Mapping MAC Binding
| ACL Setting
Default Filter Policy Accept v
| Access Control List
Type ‘ extended v ‘
o | |
Action \ permit v‘
Protocol \ p v‘
Source IP ‘ ‘
Source Wildcard Mask \ 0.0.0.0 ‘
Destination IP ‘ ‘
Destination Widcard Mask | 0.0.0.0 ‘
| |

| Interface List

Interface

HH

Description

InACL Out ACL Operation

]

%] 3-4-2-2
i

ACL Setting

Default Filter Policy

Access Control List

[Accept] £721F Deny] 72HIEIRL T 7ZE 0,
T RARIEIY A MIEEN TRV Yy ME, T 74V DT o
WERY —IZ L > TREEES N ET,

Type
ID
Action

Protocol
Source IP

Source Wildcard Mask

Destination IP
Destination Wildcard
Mask

Description

ICMP Type

ICMP Code

Source Port Type

Source Port
Start Source Port

End Source Port

lExtended] F 721 [Standard] 72°5H # A 7&K L T 72 &0,
Z—WF—TEFRD ACL F5, il : 1~199,
[Permit] 721X Deny) MHEIRL T X0,

lipl . TiempJ . fudp) . BLW T1-255) 2671 haj
EERLTLIZE0,

BEEILRY NV =27 R X (EEHOEFEICTDHETITLERD
£9) .

ltepl

PEETLRY NRU—Z T RLADI AL RH— R<w A7 TY,
Fider v hU—27 7 KL A (0000 [T _XCTEERLET) |
50T RLADU A )L K— K< A7 TY,

FUCID #8227 L —70AZ AT LT EEN,
ICMP/ Ny hDE A T H AT L TLTEE W, il : 0~255,
ICMP/ X7y hD=a— RE AT LT 7ZEV, #iPf : 0~255,
EEIEAR— PO FEEAR— b, A— MR E) 2B LK
Sy,
HEETLAR— FEBEREL TS, #PH : 1~65535,

JEAR— N OBRREEERE L E9, #PH : 1~65535,
EEIEAR— FEEERELET, #PH : 1~65535,
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Destination Port Type sadeAR— FoOFEE (FBEFR— k., A— MR E) Z2@IRL TS
U,
Destination Port e — NEEEBE L E T, #iPH : 1~65535,

Start Destination Port A o
FESeAR— N DOBEE S ERE L E T, #PH : 1~65535,

End Destination Port FEAAR— F DK THEZEZRELET, A : 1~65535,

More Details F— hOBEHRERRLET,

Interface List

Interface TR EITO Ry NT—T A F—T =2 —RAEERIRLET,
In ACL ACLID o, HFIERTF 74 v 7 OV —LZEIRLET,

Out ACL HEE T T4 v 7 HDONL—/LAEACLIDD B3I L ET,

F 3-4-22 ACL /3T A —X
3.4.2.3 bMZ
DMZ (X, A=~ v BV THEINDOIRN— FERE, T XTOFR— FRAMS
NTHWDHNER Y hU—Z NDOARA RTT,

Security ACL DMZ Port Mapping
| DMZ
Enable 0
DMZ Host ’
Source Address ’
3-4-2-3

Enable DMZ B E 72Xz LET,
DMZ Host R > 8T —2 EODMZAE A FDIPT RLZ2AZ AL TLZEN,
DMZA A MI7 7B ATE DIXMETIPT FLAZRELE T,
f0.0.0.0/0] %, +XCHT7 FLAZEKLET,

Source Address

# 3-4-2-3 DMZ /RT A —X
3.4.2.4 Port Mapping (DNAT)
HATHE Y — X Z2RHT 5 0ER D L85G (BIIE. WebW 1~ EFERIZ A
B3 2%G672L) | AT RLv AW T 77 4 7w il IshEd, £ LT,
N— B —F X T AT TV —NANDT— N = A RO LTI £, £
D%, T ORI RIS A S E T, T DOEHIIDNAT &I, EITHHE
P—ER2ARA X —Fy P —E RIS ET,

W | 227U o7 LT, HLOE— hw v B Z— L ZBMLET,
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Security ACL DMZ Port Mapping MAC Binding
| Port Mapping
s Destination P .
Source IP Source Port Destination IP Port Protocol Description Operation
[ — ] |
3-4-2-4

Port Mapping

s O—HLIPT RLRIZT VB ATELRA NERITIRXY hU—T %
ource [P eELET,

0.0.0.0/0 1T X THEERLET,

HIERTy PNIREEND TCP £721Z UDP AR— r &2 AN L TLZE

Source Port VN, #PH : 1 ~65535,

BEA =T 2= ATZEINTZAry FBRBEESND IPT FL

Destination IP 2B AN LTL X0,
L EER— P TEESINH&. N7y BRREIND TCP £721% UDP R
Destination Port — R EANL TS, fEib : 1~65535,
Protocol TV —a rOBEMFIZE U T, ITCP) F£721k TUDP) AR L
TLEE,
Description Z D— L DRI T,

#3424 R— v BT DINT A —H

B3~ 5 5 EH
NAT 77U ir—3 g O

3.4.2.5 MAC Binding
MAC A T 4 70, MRy NI ~DT 7 A%&FFA[$T 51U 2 MTH

Security ACL DMZ Port Mapping MAC Binding

| MAC Binding List

MAC Address IP Address Description Operation
| . . |
HMACT RLALIPT RLAZBAE LT, AR MNEHEET A0 EINE
7
3-4-2-5

MAC Binding List
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MAC Address NRA T 4V ITMACT FLZAZRELET,

IP Address RAT 47 IPT RLARAERELET,
L BMAC-IPOASA T T N— )L OEREFER LT T 57201, i
Description EASLTL &0,

F 342 5MAC XA T 4 T DIRT A—H

3.4.3 DHCP

UG56 IX. Wi-Fi 28 AP E— FTEIMEL TWD & =2, IPT7 L A&lAHT 5 DHCP ¥—/3—
L TRETEET,

DHCP Server

— DHCP Server_1

Secondary DNS Server l

Enable
Interface | wlan0 vl
Start Address | 192.168.66.100 |
End Address | 192168.66.199 |
Netmask | 2552552550 |
Lease Time(Min) | 1440 ]
Primary DNS Server | 8888 J
|
|

Windows Name Server [

Static IP

MAC Address IP Address Operation

3-4-3-1

LT

Enable DHCP Y— —%ZHhE =3z LET, Enable
IP7 RL ZDEI Y Y TiX, wlant > ¥ —7 = — ZADHDFH
Interface AN ES, wlanO
Start Address  DHCPZ 7 A4 7> MIZHEH VY THNDBIPT KL A7 —)L
DOFAMET KL A2 EFRLET, 192.168.1.100
DHCP 7 A7 v MZYU—RENDEIPT RLAT—/LD
End Address ETT RL AR 4 192.168.1.199
DHCPZ T A 7 > b SDHCPY— —n 5 EE4 5IPT KL
Netmask ZDY TRy e R B R £ 255.255.255.0
Lease Time 25 A4 T RDDHCP — S—BHE L7 IP 7 KL%
(Min) EEFTX DY — AWM ERE L ET, ®HE 1~ 1440
10080,
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Primary DNS -
Server 77 A=Y DNS H—_—%FELET, 8.8.8.8
Secondary DNS . B
Server B H &Y DNS — _R—%ELET, Null
Windows Name| DHCPZ 7 A 7 ' k B’\DHCPY—/X— /5 Hi /54~ % Windows Nul
Server Ao B —Fy hR— I Y — R ERLET, BEEE
MoEFFIZLTEBNTLLIZEN,
DHCP 7 A 7 MIEEDHIKI MAC 7 RL A ZRE L
MAC Address - Null
9 BEEBIT D720, o MAC 7 RL R L3R
HHDOIZLTLEEYY)
DHCPZ T A 7 > MIEFEDOEMIPT RL A 2R E L E Nl
u

IP Address 4 (DHCPO#iFHS CTH D MLERH Y £9°) |

3.4.4 DDNS

% 3-4-3-1 DHCP %—/X— /T A — X

245 2ZDNS (DDNS) IZ. RAA v —LTZFT 2 (DNS) HNOFR— Lt —

N—Z HEMICHERH 55 ATH D |

72 R A A AT T 2 Z L TE £,

DDNSIZZ T4 7 > hY—L & LTHERE L. DDNSY—/N— & OEEEN VBT,

ZHUC XY 2 — XA RIPT R L X Z

REZBBT RN, 22— — TR A A AT a XM X —D 7 =T7H% A k
WG L, RAAL A EZHETILERHD 9,

DDNS

| DDNS Method List

Name Interface Siwice Username UserID Password Server Server Path Hostname Appe 0?“

ype nd IP ation

| | [Lweno ] | oynor v] | | | | | |
3-4-4-1

Name
Interface
Service Type
Username
User ID
Password
Server
Hostname

Append IP

DDNSIZHO2 0 RFT WARTE I T 7EE 0,
DDNSIZHAF T B4 X —T = — R &R ELE T,
DDNSH—E X7 /A FEBRIRL T 7ZE 0,
DDNSE G D2 —F—4 %4 AT L T 7EE Ny,

H AL ADDNSH — =D 2 —HF—IDE AN L TLEE,
DDNSE G D/ S AT — RE AN LT 7EE Y,
DDNSH— =D AR A LT 7EE 0y,
DDNSH DA R &2 AT L T 7EE VY,

HEDIP 7 KL 2% DDNS Y — R—DHEF SIRITBIML £
R

7% 3-4-4-1 DDNS /35 A — %


https://en.wikipedia.org/wiki/Domain_Name_System
https://en.wikipedia.org/wiki/Domain_Name_System
https://en.wikipedia.org/wiki/Name_server
https://en.wikipedia.org/wiki/Name_server
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3.4.5 Link Failover

ZDOEB 7 g TlE, VRRPEREE 2 E DY) 7 7 = A )L — R—ERIK D% & IT1EIC OV THLEA
LE9,

& EFIH

I. | 2L ko SLABEME (ICMP 7V u—>7) 2#EHFRLET,

2. SLAEMEDRT —X A ZBNT 57202, | DU EOBEWA T =7 FEEFRLET,

3. b+ ATV s MCBEEMNSTONZT Y — g > (VRRPREHIL—T ¢ >
ThRE) BERLET,

3.4.5.1 SLA

SLABEIX, Voo 7Fu—T X eET eI flenExd. 774 o7 a—7
Z A ZIIICMP T,

SLA Track WAN Failover

| SLA Entry

Second:;ydie::HSNOH Data Size Interval(s)  Timeout(ms) et Start Time Opsiaticn

ID Type Destination Address e

[1 | | icmp-echo v|[s8ss | [223555 NES 15 | [ 5000 [3 [ now ]

3-4-5-1

D SLAAL > v 7 A, Ik KIOMEDSLARR EZ BN TE £9, |
&iPH - 1~10,

ICMP-ECHOIL, U > 7 AN E D ERIT 57200 .
Type icmp-echo

FIZF N IDEATTY,

Destination Address mHENZIP7T RLATY, 8.8.8.8
Secondary Destination .
Address it sz XY IPT KLATT, 223.5.5.5
Data Size a—YP—EFRDOT — XY A X T, #HH : 0~1000, 56
Interval (s) a— P —EFOMHMME, ®FE : 1~608400, 30

) ICMPIRHH D 7 = A N EHES D720 D | IWEICK T 22 —W 000
Timeout (ms) —EFRDH A DT T BT, #iPH : 1~300000, 3

BSLAT 0 — 7 TRy MEREERELET, RESN

Packet Loss Count .
7oy NRREREB XD E, SLAV e —T [ Z 7 = AL &7

v ET,
_ BRG], THUE] F7- 1372 (S0 BIBIR LT 72 a0,
Start Time 72 SR A RN U7, T OSLARGIEBIAE ShuEHA, oW

2 3-4-5-1 SLA /X5 A — X
3.4.5.2 Track

T o ZEREIZ, SLAEY 22—, FI v I EVa—b, BT Y S — g
Y 2 — VOB E FH T L7 OIS TV ET, FT v ZRER. TS
—varyEVa—)bL SLAE Y 2 — LORIALE L, ERMRElX. S EI X722 SLA
T2 —AMOBNERR L, TV v a v E Y e S SR v 4 =T
= — Az o Z & TY,
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TrackE Y 2 — /L L SLAE Y =2 — LV DHEH#E

RIEMNTE T3 5DHE. Track Y 2—/L & SLA £ =2 — VB OEEERIR SN S E
4, SLA BV 2 — L, Track B 22—/ DU 7B, Xy hT— 7 RT3 —=
AORRE., BROWEMIHEA SN ET, BHERICE D REOE(LE Z A A
U—IZBT25Z N TEET,

- BRI LIZEE, T 5 T v 7 HBIX [Positive] 720 97,

- R T ANV LTSS, ST D T v ZIHBIX [Negativel & 720 £77,

TrackeY =2— Ve 77V r—va vEYa—VOE

AR E . Track® ¥ = —/L & Application& ¥ = — /L[] O #EEERIMR 23 e S v E 97,
Track™ B IZZEE A U786 w23 A 227218 %0 75 Application & 27 == — /LT ik{E
SHET,

BE, VRRPOFHIL—T 4 77 EDT 7Y r—3 3 &Y a—/LiE, Track® Y
a— )V HET LN TEXET,

TV = a Y e — VIZRIRFRME IR ET 556, BIROX A I IR0E
DMOEBIZ L AN —T 4 T DT 2 A7 EIX 0, R L - THTEEN T
WrEnDAEEMENH Y £9, D7, =2—P—iF, BHfFHEDORAT —FZ ANE
HENEEIC, 77V 75— a B a— L ~DBAZELE LM A2RET S
ZEMTEET,

SLA Track WAN Failover

| Track Object

ID Type SLAID Interface Negative Delay(s) Positive Delay(s) Operation

‘1 ’|s|a v‘|1 vaIanO vHO ‘|1 ‘

3-4-5-2

NI oI ATy R, RIOED - T > 7 EREERRTE &

Index . B 1~10,

Type F 7 aid Tsla) & Tlinterface] T, SLA
SLA ID EFE S HT=SLA ID, '
Interface AT — R A EMHTHEIA L H—T =2 —AEFEIN L TLEEY,  cellular0

A B =T 2 AN T MREBICH DG, EICIESLAT 7 —
TNRT ANV LTIG, T2 TRESNLFRERIZTHELT
Ne., ERIIAT—Z A% [Down| IZZEF L£9, #ilH : 0
~180 (OIXEPHRFEI V 2 A B L ET) o

T AN DEIRNIEE LTSS, 2 CTHRE SR
TR L TovD | EBRICA T — X X% [Up) ICEELE

3, #iPH : 0~180 (OIFENRFUIV X Z#EWR L £9) .

Negative Delay (s)

Positive Delay (s)

T 3452 T oX L TNRT A —H
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3.4.5.3 WAN Failover

WANZ = A VA —_—E X, 41— Ry "WANAS  F —T = — R LBV T—A
VHE =T 22— A DT 2 A NF—N—FFF L ET, FFEDOAS X —T = —ADL
FESCH IR DO R B I I D — ERDOEREDNEFIITA 2 WEE. VT 7400 %
Ny T oA HZ—Tx—AHEIZHU OV EZHZENTEEST, FDOH, AN
ST T TA B —T 2 — AN —ERADEEZITV, XYy NT—T v F T v
JEGHET L2 LT T EmomEEEEE N LY ET,

AA LA HE =T 2—ADY L IZIREN [T w7 D X 12 b
e, VAT ATEBICARN Y I T TS E—T =2 —AD Y 7YX D
DTIERL . HONPUOFRRE SAVCIBIER 2 W LU £ 7, EAER ] 23R0E L 72
BBAA AL E—T 2= ADWREN XU ] OFETHLILEIZOHR, A
TEFENR I T T AR =T 2—ADY 72UV EFEDY F9, TS
BlE. VAT LAOREBIFEEINLET A,

3-4-5-3
SLA Track WAN Failover
| WAN Failover
Main Interface Backup Interface Startup Delay(s) Up Delay(s) Down Delay(s) Track ID Operation
| Celulard v/ | etho v| |30 RE | [0 NE v|

[+

WAN Failover

Main Interface VoA B —Tx—REAAL V7 LTRIRLET,
Backup Interface VoA B —Txo—RENNy T v 7Y r e UTERLET,

EEGBPMR AR Y o —F TR D E TOREFM AR E L E T, i
Startup Delay (s) - 0~300,

Up Delay (s) TILTVA L H =T == AB R T = A 0] 2o TRHEED) <8
0 B 7B, RRIE SAUE RIS S TE) 0 B A RIE S D 2 & 28
TEET, FPH : 0~180 (OIIENRFEI D Bz 2 ER L £9°)

TIA =Y A B —T = — ABREFRND 7 = A LRI B
SRR, RE SR E SV TO D A 2 ES®H 2 E B TE
£, #PH:0~180 (OIXANHFI W Brx 2 FR L £9) .

Down Delay (s)

Track ID FT o R, EEENIZ NI v ZIDEBIRL £,
% 3-4-5-3 WAN 7 = A )L — =T X — X
3.4.6 VPN

WIET T A _X—FrxRy FTU—2 (VPN) X, 220D 7T A _X— v NU— 27 LRI/
LHleOIfERH SN ET
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F U — 7 BFBICE SR L, TN ARNLERRBEREEN LT HFDOFR > b
T—IMmbb ) —DOFy N —I ~FETEx5 X291 LET,

UG56/%. DMVPN, IPsec. GRE, L2TP, PPTP, OpenVPNIZ/1 2. GRE over IPsec}s
L OL2TP over IPsectZ & %)t L TUNVE T,

3.4.6.1 DMVPN

mGRE & IPsec ZflABOEIZTA T IV T « wVFHRA L b BT T A X—
ke *y hU—2 (DMVPN) (X, #fkOARIICH D VPN — R =S — o=
A ZRAETIT, VA NETT — X 2T 2Ly NU—27 T,

| DMVPN Settings

Enable

Hub Address

Local IP Address

GRE HUB IP Address

GRE Local IP Address

GRE Mask ’ 255.255.255.0
GRE Key ‘ P
Negotiation Mode ‘ Main V‘
Encryption Algorithm ’ AES128 N ‘
Authentication Algorithm ’ MD5 v ‘
DH Group | MODP768-1 v
| 3
Local ID Type ’ Default V‘
IKE Life Time(s) ] 10800 ‘
SA Algorithm | DESMDs v|
PFS Group ‘ NULL V‘
Life Time(s) ’ 3600 ‘
3-4-6-1
DPD Time Interval(s) ‘ 30 ]
DPD Timeout(s) \ 150 ]
Cisco Secret ‘ 2 ’
NHRP Holdtime(s) ‘ 7200 ]
3-4-6-2


http://whatis.techtarget.com/definition/server
http://whatis.techtarget.com/definition/server
http://whatis.techtarget.com/definition/server
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DMVPN
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Enable

Hub Address

Local IP address
GRE Hub IP Address
GRE Local IP Address
GRE Netmask

GRE Key

Negotiation Mode
Encryption Algorithm

Authentication Algorithm

DH Group

Key
Local ID Type

IKE Life Time (s)

SA Algorithm

PFS Group

Life Time (s)

DPD Interval Time (s)
DPD Timeout (s)
Cisco Secret

NHRP Holdtime (s)

TbE T mib L E 3,
DMVPN AT DIPT RLAFETZIX R AL 4 TY,
DMVPN 71— /L kXD IP 7 L2 TY,
GRENT D kR /LIPT KL A TY,
GRE 01— /L b F/LDIP T KL &,
GRE 2 — /)L R RILDFR Yy h~vART,
GRE k> /L% —,
[Main] F721% lAggressive] HIBIRL T 72X,

[DES| . [3DES) . [AESI28) . TAESI92) . 3L T [AES256]
HEIRL T ZE0,

TMD5) F72i% TSHAI] 22BEHRL T 72 &V,

'MODP768_1] . [MODPI024_ 2] . ¥ X0 MODPI536_5] »»
HIERNL T 7ES VY,

FHEdLAHEE AT LT 7EE0,

Default] . TIDJ . TFQDNJ . BXL O [User FQDN] 7> 5384R
LcLZawn

IKER T — o OFEIMEZRE L E7, HiHF : 60~
86400,

DES_MD5] . [DES _SHAI] . [3DES_MDS5] .

[3DES_SHAI] . [AESI28 MD5] .
[AESI192_MD5) . [AESI92_SHAI] |
TAES256_SHAI| /N HIRINL TL 2 &0,

NULL) . [MODP768_I) . [MODPI024_2) . BLT
MODPI536-5] 7 HIRINLTL 2 &Y,
IPsec SAOFZNHAMI A5 E L £ 7, ®iA :

DPD A v % — LI A2 E L £+

DPD # A L7 U MEFHELET,

Cisco NHRP & —

NHRP 712 k )L DR —)L KX A L TY,

TAESI28_SHAI | |
[AES256_MD5] . BLW

60~86400,

# 3-4-6-1 DMVPN /XJ A — %

3.4.6.2 IPSec

IPsec IX, IR T A X— Ry U —27 DRSS, &4%»7/7@m% L7
TITAR—F Xy NT—T ~DVFE—b2—HP =T 7 RFICHHTT,
@k%&ﬂmi\@ﬁ@iw%%®:yt:%&:%E%Mzé:&&<\ﬁ#
2T A RETUBETEDHZ L TT,

IPsec (21X, FRFE~> & — (AH), B 7 /bt Fx =T A m—F (ESP). B X
U%y&~*yh%~ﬁﬁa@wn3@@@%%:9%4#~6xﬁ&01#
AH X, EARICEEEOT —Z OFFEZ AREIC LEJ, ESP IX, HEH ORFE
T —Z O FAL O IS L ET, IKE | \%%ﬁ®§ﬁmﬁ%éﬂi#o:h
SliInwInb, AARH, AARESF— by oA, BIXOWSF— b oA HO
DLLEDT =2 T u— 2 {RET L LN TEET,

IPsec
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DMVPN IPsec GRE L2TP PPTP

| IPsec Settings

— [Psec_1

Enable [l

IPsec Gateway Address ’ ’

IPsec Mode ‘ Tunnel v

IPsec Protocol ’ ESP v

Local Subnet ‘

Local Subnet Mask ’

Remote Subnet ’

|
|
Local ID Type ‘ Default v |
|
|

Remote Subnet Mask ‘

Remote ID Type ’ Default v

3-4-6-3

Enable HMPsec F RNV EHMILET, K3 DD K RILDFFR]
ShET,
U E— MIPsec —X—DIPT RLAE/ZIZRAAL U ZEZASILT

IPsec Gateway Address RN

IPsec Mode [Tunnel) F£721% [Transport] »HEINL T ZI 0,

IPsec Protocol TESP] F7-1% TAH] 7»5HEIR L T 72 &0,

Local Subnet IPsec WMRET 22 —H NP TRy FDIPT RL2&E AT LT
72EU,

Local Subnet Netmask IPsec NMRFET L —TL Ry h~AZZ AN LT IEEN,

Local ID Type Default) . MIDJ . [FQDNJ . [User FQDN] 753®R L
TLEE,

Remote Subnet IPsec NR#ETHVE— TRy FDOIPT RLRAEAHLTL
720N,

Remote Subnet Mask IPsec NR#ET HVE—F VT Ry b A7 AHNLTLLEE
AN

Remote ID type Default) . (D) . TFQDNJ . B8X O User FQDN] 725

IR L T &,
3% 3-4-6-2 IPsec /X T A —H
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IKE Parameter

[+
IKE Version = v
Negotiation Mode | Main v
Encryption Algorithm | DES v ‘
Authentication Algorithm | MD5 v ‘
DH Group | MODP768-1 v|
Local Authentication | PSK v
Local Secrets | |
XAUTH =
Lifetime(s) ] 10800 ‘
SA Parameter @
SA Algorithm | DES-MDS v
PFS Group | NULL v|
Lifetime(s) | 3600 ‘
DPD Time Interval(s) | 30 ‘
DPD Timeout(s) | 150 ‘
IPsec Advanced v
Enable Compression =]
VPN Over IPsec Type | NONE v

3-4-6-4

IKE Parameter
%

IKE Version MKEvI] E720% TIKEv2] 2SR LTS 7ZE 0,
Negotiation Mode [Main] F721% TlAggressive] /P HIEIRL TL 72X,
Encryption Algorithm DES) . [3DES] . [AESI28) . TAESI92) . &L TAES256]

MBIBIRL T 7ZE 0,

Authentication Algorithm )
IMD5] F£7213 [SHAIL 22HERL TS ZE 0N,

DH Group MODP768 1] . [MODPI024 2] . BX U TMODPIS536 5] 75
HRLTL7ZEN,

Local Authentication [PSK] F721F TCA] MBRBIRLTLE XV,

Local Secrets F=pieFEAE A LT IEEN,

XAUTH XAUTHZ HNZ L2t XAUTHO 2—HF—4 L X2 T — 2 AH LT
AN

Lifetime (s) IKER T o— g U CORZMIMARELET, HPH : 60~
86400,

SA Parameter

'DES_MD5) . [DES_SHAIJ . [3DES_MD5| . [3DES_SHAIJ .

SA Algorithm AESI28 MD5) . [AESI28 SHAI] . [AESI92_MD5) .
[AESI92_SHAI| . [AES256 _MD5| . 351 0% [AES256_SHAI| 72558
WLUET,
NULL] . MODP768_1] . [MODPI024 2] . 3L}

PFS Group MODPI536 5] 7BIBIRLTL &0,

Lifetime (s) IPsec SA DAZNIAMI 2% E L E£9, #iPH : 60~86400,
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DPD IntervalTime(s) Ue— MUlOT A VEHmHT 57250 DPD MR 2 5% & L &
ﬁ‘o

DPD Timeout(s) DPD¥ A A7 U b &RELET, #iPH : 10~3600,

IPsec Advanced

Enable Compression BT HE, PNy FO~Ny X —RNEMEIINLET,
NONEJ . [GRE] . BXO ML2TPJ 753 L T, VPN over IPsec
VPN Over IPsec Type BSHEZ N LT IE &,

F 3-4-6-3 IPsec /X T A —H

3.4.6.3 GRE

Generic Routing Encapsulation (GRE) (X, IP * > NV —27 ECfio 7w k=1 a/1—

T AT T HIEDIT Ty N e T DY e ha v Td, IR, Ik

IMEENTET —Z A v E—VERETE LT v R RE L, WM<l 7 &1k

ETNTRMEERBTED Frx Y w7 HIF T,

LU FOARPLTIX, GRE b > RIREZEMEH T 9,

- GREF> VL, HENOAYOFR Yy N =0 A4 F =T =2—=ATHLINDX
I, NN TFXXY AT —H 7y NEEETEET, IPsecDAHEEHLTSH,
~LFF ¥ A FOEFSITEBRTEET A,

- BHENEREOT e haniEd—T 4 S TEER AL

- MO2ODFEERDO R Y U — T T HI121E, B2 DIPT RLRAEFOR Y b
U— BB L) F9,

DMVPN IPsec GRE L2TP PPTP

| GRE Settings

— GRE_1

Enable v

Remote IP Address ‘

Local IP Address ‘

Netmask ‘ 255.255.255.0

|
|
Local Virtual IP Address ‘ ’
|
|

Peer Virtual IP Address ‘

Global Traffic Forwarding

Remote Subnet ‘

Remote Netmask ‘

MTU | 1500

Key ‘

Enable NAT "l
3-4-6-5

Enable GRE BFEZ BN T BHICIE, ZZI0F = v 7 B ANTL EEW,
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Remote IP Address
Local IP Address
Local Virtual IP Address

Netmask
Peer Virtual IP Address
Global Traffic Forwarding

Remote Subnet

Remote Netmask

MAKE SENSING MATTER

GREF > RNVDEEDY £— FPT7T FLAZ AN LT IEEY,
T—HLIPT RLAEZRELTLIEEN,

GRE hFo o —h /L IP7 RLAZFRELTLIEE,

O—FN Ry b AT ERELET,

GRE ho XNV DUE—FIPT FRLAZ AL TLEE,
ZOMWREE AN T D E, TRTOT—H T T 4 v ZILGRE b
R TEESINET,

GRE h > F LDV E— TRy MIPT RLAZAN LTI,
GRE ho RV DUE— IRy hvAZEZATILTLEENY,

MTU B RAGEHEAL Z AT L TL 728V, #iPH : 64~1500,
Key GRE h > FILDOXF—ZRELET,
Enable NAT NAT k7 S—HP LSRR Z B LE T,
% 3-4-6-4 GRE /X5 A — &
3.4.6.4 L2TP

LAY 2 bR 77 a ha (L2TP) X, A —x Ry M —e R T A%
(ISP) XA ¥ —FR v b ECIRIATZ 4 X— kx> hU—2 (VPN) OEhEZ FH
L0 L, RA Y Y —@RA > b bl 77 k=L (PPTP) DL
BERE T,

DMVPN IPsec GRE L2TP PPTP

— L2TP_1

Enable

Remote IP Address

Password

|
Username ’
|
Authentication '

Global Traffic Forwarding O

Remote Subnet ]105220 ]

Remote Subnet Mask , 2552552550 ’

Key l ’

Use L2TP Peer DNS

3-4-6-6

Enable L2TP BFEZ AN T DITiE. 22 F = v 7 Z AN T EE,

Remote IP Address L2TPY— =D X7 Y » JIPT KL AFETIT R A AL 42 AL TL
7ZEUY,
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Username

Password

Authentication

Global Traffic Forwarding
Remote Subnet

Remote Subnet Mask

Key
UselL2TP Peer DNS

MAKE SENSING MATTER

L2TPY— "= bEftanza— -4 2 AL T E &V,

L2TP - — R —n St &SN/ 2T — REZ A LT EEV,
[Auto] . [PAP] . [TCHAPJ . T[MS-CHAPvl| . BXL W [Ms-

CHAPv2| B8R T &0,

ZOMEEAENCTDHE, TRTOT—FX N T T v I N

L2TP R > R CTEEFE SN E T,

L2TP 2ME#ET D2V E—FIP T FLAZ AN L TLEEV,

L2TP WME#ET DV E— Ry h~AZ 2 AN LT IEE,

L2TP F o RNV DIRAT—RKZAFLTL7ZEVY,

HINMZTHE, L2TP 73— 3—D DNS 7 R L 2 S
9,

# 3-4-6-5 L2TP /3T A — X%

Advanced Settings [«

Local IP Address

Peer IP Address ‘ ‘

Enable NAT 74

Enable MPPE v

Address/Control Compression )|

Protocol Field Compression @

Asyncmap Value ‘ fE ‘

MRU | 1500 |

MTU | 1500 [

Link Detection Interval(s) ‘ 60 ‘

Max Retries o |

Expert Options ] ‘
3-4-6-7

Advanced Settings

Local IP Address

Peer IP Address
Enable NAT
Enable MPPE
Address/Control

Compression

Protocol Field Compression

Asyncmap Value

RITPZIA T DR RV IPT RLAZBRELET, 2
DIHANRZEDOLE, 7747 > NIV — =00 HEIIZ k
VHNLVIPT RLUAZEELET,

LRTP — =D RV IPT RLAEZ AN L TLZEEN,
NAT kI =V AEREE G LET,

MPPE 5 5L &2 HZhZ LET,

PPPOYIHIMELI T, 22— P —IIF7 7+ /L FRREDEFIZL TH
T EMTEET,

PPPOWIHILATY, =2—V—IIF 74+ /L FREDEFIZLTE
LT EMNTEET,

PPP~7 11 k =L DHIHMLSTTFRN D —>TT, T 7 # /L MEDE
FICLTEL I ENTEET, HBH : O~fffffff,
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MRU RZAZHALZRRE L x4, #ilH : 64~1500,

MTU REFHALZRRE L £ 9, #iPH : 128~1500

Link Detection Interval (s) F RNV AR T A0 MR ERELE T, #a
: 0~600,

_ L2TPEERED 7 = A LT 5 72 O BRI T O R KEIE % 3% E
Max Retries L. %P - 0~10,

, ZDT7 44— RIZiE, ZDOfthod PPP Wb U514 AT TE
Expert Options SCFFILZE A TEE) D E T

# 3-4-6-6 L2TP /3T A — X%

3.4.6.5 PPTP

RAY b Y—eAKRA b b7 -7 ka) (PPTP) 1%, EN T
v A H—Fy N EDT T A= Thox] Z@UC T, BEOEER Y
N — 2 %2R CE D XD TH7r hanrTd, FEE BEIRERY MY
— 2% | DORE R —J) =7 Ry NU—27 L LTHATHZ LT 9,

DMVPN IPsec GRE L2TP PPTP

| PPTP Settings

— PPTP_1

Enable v

Remote IP Address

Username

Password

Authentication

Global Traffic Forwarding =

Remote Subnet ' ’

Remote Subnet Mask ’ ’

3-4-6-8

Enable HEMEPPTP 7 A7 BN LET, K3 DD Frxb
M SN ET,
PPTPY— =D X7 U » JIPT RLAEZIE R AL %% AT
Remote IP Address LT au,
Username PPTPH— R—m gt nza—F—£ 2 AL T EEV,
Password PPTP — _— O SN 7=/ AT —FE2Z AL TL SV,
o lAuto] . TPAPJ . TCHAPJ . [MS-CHAPvl] . BX O MS-
Authentication CHAPv2] 7 BIBIRLTL 20,
Global Traffic ZOMREE AN T D L. T _XTOTFT —FX@E{EIXPPTP | > %
Forwarding IR TR E SN ET,
Remote Subnet PPTPOETH 7 3y hERELET,
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Remote Subnet Mask

Advanced Settings
Local IP Address
Peer IP Address
Enable NAT

Enable MPPE

Address/Control Compression

MAKE SENSING MATTER

BT PPTP — =D %y b~ 27 2@ ELET,
% 3-4-6-7 PPTP /X5 2 — ¥

4

Protocol Field Compression O

Asyncmap Value
MRU

MTU

Link Detection Interval(s)

Max Retries

Expert Options

3-4-6-9

PPTP Advanced Settings

Local IP Address
Peer IP Address
Enable NAT
Enable MPPE
Address/Control

Compression

Protocol Field Compression

Asyncmap Value

MRU
MTU

Link Detection Interval (s)

Max Retries

Expert Options

PPTP 7 5 A7 FDIPT KL AZFRELET,

PPTP — X—D h KL IP T RLZXE AT L TLZE 0N,
PPTPONATHEREZ A ZNIC L £,

MPPE 5 Sk A H I L E T,

PPPOYIEIL A TY, =—F—IZT7 7+ /L FREDOE FIZ L TEL Z
LnTEES,

PPPOYIHMEITY, 77 4/L FEREDE FIZL THBNTLIZE WY,

PPP~7' 1z |k 2L O HIHULCTFFN D —>Td, T 74/ MEDOFEFIZL
TR ZENTEET, H®BH . O~fffffff,
BRZEBEMNEZATIL T ZEESV, #iP : 64~1500,
REEHNMEZ AL TL ZE VW, #iPH : 128~1500,

b RIVEEG AT BT, D 7 B AR E LR, %D -
0~600,

PPTPEERED 7 = A V&3 2 72 D OFRRIT O KEE AR E L £
. #iPH 1 0~10,

ZDT 44— RIZiE, FOfo PPP WML SRS 2 A S TE | U5
FIIEZE | X0 £9,

# 3-4-6-8 PPTP /T A — X
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3.4.6.6 OpenVPN Client

OpenVPNIX, ffiF#fbENnctEtF =2V T4 7L —2U—27 EFVa2—LADOR Y b
U— 7 Fi, BEOI RS Ty T A — A TORBMEMEHA A —T 2V — X
DORWTZ A4 _X— kx> hTU—2 (VPN) B T9, UG56 Tlix, I K3IOD
OpenVPNZ T A4 7 > K& [RIRFIZEITCTEXE T, ovpn 7 7 A IV EZ EHEEA AR — T
DI, DR TNRTGRA—BEFBREL T TAT > Mtk b RN TEE
R

| OpenVPN Client Settings

— OpenVPN Client_1

Enable

Configuration Method ‘ File Configuration v

Configuration File |lopenvpn_1-custom.conf m

+ OpenVPN Client_2

~+ OpenVPN Client_3

3-4-6-10

OpenVPN Client - File Configuration

7V T 5HE RERIHEAEONEEL T, ovpn IERD YV FA T U NREZ 7 A NVES

Browse  micx g, UFOVLIAEBRLT, 2547y NRET 7 Ak TR EE
client.conf

Edit AVR—RENTET 7 ANERETDICIE, %2270 v 27 LTLEEN,

Export P N—BET 7 AN AKR—FLET,

Delete I Vw7 LTREZ 7 A NVEHIBELET,
% 3-4-6-9 OpenVPN 7 7 A4 T 2 b D/RT A —H

Configuration Method [ Page Configuration v
Protocol [wr ]
Remote IP Address [
Port N
Interface [wn 4]
Authentication [Nme ]
Local Tunnel IP ]
Remote Tunnel IP ]
Enable NAT

Campression w4
Link Detection Interval(s) ‘607‘
Link Detection Timeout(s) 300 |
Cipher ‘ None v ‘
MTU [ 1500 |
Max Frame Size [ 1500 |
Verbose Level ‘W‘

Expert Options \ ‘
Local Route

Subnet Subnet Mask Operation
3-4-6-11

OpenVPN Client - Page Configuration

Protocol UDP BEONTCP G CREAASIND T U AR— 7 ba/Lz@&@RLET,
Remote IP Address UE— 1T OpenVPN H—/X—D IP 7 FLRAEZII FAAL A E AT LT ES
N,
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U &— I OpenVPN #—,3—@ TCP/UDP ;R— hEEEZ AT LTSV, #i
Port : | ~65535,

TUN BE O TAP SR VPN Ry N —2J f VX —T 2 — ADOFEEZ TR L T
Interface

Authentication Type

Local Virtual IP

Remote Virtual IP

Global Traffic Forwarding

Enable TLS Authentication

Compression

Link Detection Interval (s)

Link Detection Timeout
(s)
Cipher

MTU
Max Frame Size

Verbose Level

Expert Options

Local Route

<TZ&EWV, TUN 534 21T IPv4 £7213 IPv6 (OSI L1 ¥ — 3) &1 F b L,
TAP T34 R34 —HF > ~ 8023 (OSI LA ¥ —2) & 7EAbLET,

T—HEvalDeXa )T 4 BWRTDIZODIHERAT HEIEY A 7 &2 IR

LTL7EENY,
Pre-shared : — — L [A URESEZ AN U CRRBRELZ 2 T L £ 9, &R,
Network| > [VPN] > [Certifications| ~X— IZHE) L. statickey & PSK
T AL RIZA AR —=FLTLIEEN,
Username/Password : ¥ — N— I CTHARRE I N TWDH 2 —H—H L X2
— RFEFEHAHLT, @BFEE5ET LT EEN,
xmgmn>wwﬁt@ﬁ%£%ﬁﬁbfm&%meiﬁ ES/NN
Network] > [VPN] > [Certifications| ~<—IcBE L, CAGEHE, 7 T
A7 v FEAE, B T4 7 MNEREZZNEND T 4 — /L RIZA R —
FLTL7EE VY,
X.509 cert + user :
A TEHEHLET,
FRREX A 7°W% None] F7z1% TPre-shared] OA&, v—F LV F X LT7 KL
x%**bi#
FBREH A 7% TNonel F7-1% Pre-shared] D5,
RAERELET,

HWREEZ BT D &
EHTHESINET,
PAEH A 708 TX509 cert] DA, TLS Wila M i ixAghic LEd., A
M L7-%. [Network] > TVPN] > [Certifications| ~<—IZ&E) L., TA
74—V RiZtakey A4 A —FLTLEENY,
¥ ZOF T3 0 tls-auth OARIZHE L TWET, tls-crypt 23 545
BlE. expert A7 a3 VNTRDOFEARDOLFHNZBAML T 720

/etc/openvpn/openvpn-client| -ta.key

-j‘”_'"j‘ %k/\ZU“—]\ iDJ:U\X509 uE%i@ﬁﬁODuqu?

VE—hF 217 R

TXTDOTF—H T 7 47 H0OpenVPN k> 1L

: tls-crypt

F— 4 DIERHICLZOAMT 570 & 5 & iR L £,

F RN AR T D722, U 7B ERE L T EEy, =
— LI TAT L FOWITTIOERENITOINTWDEEE, — =00 ES
NTAER T FA4 T houa—BNVFKEMBL Y GELSLET, & 0 10~1800
b,

HA LT U Mg, OpenVPNEERE S HENLSIVE T, — =L 27T 4T 1

DO ST TRESILTWVWBEAE, ==Lk EENTERI T T FD

o—OVERE R EEE LET, #PH : 60~3600F),

NONE, BF-CBC. DES-CBC, DES-EDE3-CBC. AES-128-CBC. AES-192-CBC. AES-256-

CBC HEINL T IEE W,
I RAGIEENLE AT L TL 72 &V, #iff : 128~1500,
KRTZ L —2Y A XEBELTLZEV, #FH : 128~1500,

ERROR., WARNING, NOTICE, DEBUG 7 5HE IR L TS 7ZE WY,

ZDT 44— RICHIWHESCFFN A AL, EIae TRYDLZ ENTEE
R

) : ncp-ciphers AES-128-GCM; key direction |

Subnet

a—H N —FRDIPT RLAZRELET,
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Subnet Mask 0= = FDRy hv A7 K ELET,
# 3-4-6-100penVPN 27 7 A 7 R D/RT XA — &

3.4.6.7 OpenVPN Server

UGS56i%. /v —T 4 U ZHEET2II T U » PRI IT D LRI RA N — R A
bRV A MR, B LYY E— 77 ABEREIC KIS L. OpenVPNH—
N YR —FLTWET, ZOV—_"—ZFET DHITIX, ovpn” 7 A /L& [HHE
AR —=FT D, TON—TUTNITA—FEZRELTIEIN,

| OpenVPN Server Settings

Enable
Configuration Method | File Configuration vl
3-4-6-12

OpenVPN Server - File Configuration

7Y w3 5E RERPIEHFAZONEZE LY — N—REDovpnET 7 A L2 TR

Browse TEFET, UFOV LT AEZBMLC, $—N—BET 7 A% TR TS0
Edit AVHR—= R ENZT 7 ANVERETHITE, Z22%27 UV 27 LTLIEEN,

Export P R—RET 7 ANV AR—KLET,

Delete 7YV LTEREZ7ANEEIBRLET,

7 3-4-6-11 OpenVPN ' —/X—D /X5 X —H
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| OpenVPN Server Settings

Enable

Configuration Method ‘ Page Configuration "’
Protocol ‘ UDP v ’
Port [ 1194 |
Listening IP ‘ ’
Interface ‘ tun V’
Authentication ‘ None v ’
Local Virtual IP | |

Remote Virtual IP ‘ ’

Enable NAT
Compression ‘ LZO v ’
Link Detection Interval ‘ 60 ’
Link Detection Timeout ‘ 150 ’
Cipher ‘ None V’
MTU ‘ 1500 ]
Max Frame Size ‘ 1500 ’
Verbose Level ‘ ERROR v ’
Expert Options ‘ ’
3-4-6-13
Account
Username Password Operation
Local Route
Subnet Netmask Operation
Client Subnet
Name Subnet Netmask Operation
3-4-6-14

OpenVPN Server - Page Configuration

Protocol UDP BXONTCP 26, #FICHAT S F T AR —FrFa harz@RLLE
‘a—o
Listening IP INA RO —HNVKRA NEEIIIPT RLAEZAD LT EE N, D

FFIZT D&, OpenVPN
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Port

Interface

Authentication Type

Local Virtual IP

Remote Virtual IP

Client Subnet

Client Netmask

Renegotiation Interval

Max Clients

Enable CRL

Enable Client to Client

Enable Dup Client

Enable TLS Authentication

Compression

Link Detection Interval (s)

Link Detection Timeout

©)

Cipher

Y= R— T T _RTDOA X —T =2— AT RLET,

OpenVPN 7 5 A 7 > RO TCPIUDP Yy —E 2 FE S E2 AT LT IZEW,
#iPH : 1~65535,

TUNBEOTAP BB VPN Ry NU—27 A VX —T 2 — ZADFEEZ IR LT

<7E&EV, TUN F /34 2% IPv4 £7-213 IPv6 (OSI L A ¥ — 3) &1 71k L,
TAP 5314 R 1T A —HY % >~ b 8023 (OSI LA ¥—12) & H F /AL LET,

T—EEyiarOtXa )T 4 MRICERTLGEES A 7EBRIRL T2
Uy,
Pre-shared : {8452 T 527202, — _"— LR UREHEEZERA L E 3,
iR, [Network] > TVPN] > [Certifications] ~2— 128 L,
statickey 2 PSK 7 ¢t —/L RIZA >R —F L TL &0,
Username/Password : — X— | CHAFIFRE SN TN D2 —F—4 L X
U— REMEAL T, BFEEZ5E T LT ZEN,
X.509 cert : X509 AR DFEAZE A HEH L CRALAE T LET, @#IRNKE,

[Network] > [VPN] > [Certifications| ~—IZBE L, CAGEHIE, 77
A7 MNEAE, BLOY T4 7 v MNMEEEZNEND T 4 —)L KIZA VR —
FLTL7EENY,
X.509 cert + user : = — " —4 /X2 T — K& X509 FEAZEOE FOFEIESY 1 7%
ﬁﬁﬁ LET,
PREY A 7°7% TNonel F7-1% lPre-shared] D4, v—H /L b X7 KL
AHERELET,
FRREX A 7°%% Nonel F7z1% TPre-shared] ®4&, VE— K R 7 KL
AHEBELET,
OpenVPNZ 7 A4 7 > NADIPT RL AT — L EZEFRLET,
IP7 L 2OHPHEZHIRT D72DIC, 2 F7AT L P TRy FOFRy PR
7 EFRELET,

ORI EICT =¥ FyxAF—EFHRIT—a  LET, 0L
BEWLET,
P X N[RFICEER CTE D7 T4 T > M ERKEICHIRE L £, & : |
~20,
H: 2807747 bR T AXNERLDIGAIL. e JOEKES

lnfol IZRREL T &0,
CRL MFEZ AR E 721X\ LE T,
HNZ$ DL, OpenVPN 7 4 7 > MR ENBETED LT E9,

F U E23EEAELEAH LT, HEOZ 47 R TE DL 51
LET,

ALY A 708 X509 FEIEDY A, TLS Raka M 71 3a2ic LET. H%
IZL7%. [Network] > [VPN| > [Certifications| ~<—IZBE L, TA 7
4=/ RiZ takey A »AR— FLTLZEN,

H: ZOFT T m i ts-auth D BITXTIS L CUWE T, tls-crypt 2T 535
BlE. expert A7 = NNTRDFERDOLFFNZBA L T 7ZE W ¢ tls-crypt

/etc/openvpn/openvpn-client|-ta.key

T —Z OEMIZ LZO ZEHT 508 5 nEBIRL £,
bR AR T AT, UV R EBRELE T, b——&
74T NOWEFTREINTWDEE., V— 3= 5LikE S 7ol 7
TA T o —INERESY FEXLET, P 10~1800%0,

XA LT T MM, OpenVPNIZHEHEiSNET, V——L 7T 4T hDilj
FHTZORENENTWDEE, T— =00k EINENR I TAT b
Ou—HNVEEE EEXLET, P 60~3600F),

NONE, BF-CBC, DES-CBC. DES-EDE3-CBC, AES-128-CBC, —
b
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AES-192-CBC. 5 J TNAES-256-CBC)>HIRIR L TL 72 & W),

MTU BRKRABEHALE AT L CTL 2 &V, #iPH : 64~1500,
Max Frame Size BRT7 L—bY A ZERELTLIEEY, #iPf : 64~1500,
Verbose Level ERROR, WARNING, NOTICE, DEBUG 75 IR LT 72 &0y,
DT 4 NIZHUIIHESCFFI R AL, EIanr TREULZ ENTEE

Expert Options
pert-p ¥,

5 : ncp-ciphers AES-128-GCM; key direction |

WAEX A T — WP —Z XA T — ROHA, OpenVPN 7 5 47 hdD2—

Username & Password P— L RAT— RERELE T,

Local Route

Subnet a—HN—brDIPT RLAZHREELET,

Subnet Mask O—HN— DRy N A7 EHTELET,

Name OpenVPN 7 T A 7 > MiEBHEOIGEA & L CLABIEZRELET,
Subnet OpenVPN 7 T A 7 "DV TRy hERELET,

Subnet Mask OpenVPN 7 Z A 7> hDOH TRy h~wA T ELET,

7% 3-3-6-12 OpenVPN H—/3— DR 5 X — X
3.4.6.8 Certifications
OpenVPN#—/3—_ OpenVPN7Z 7 A 7 > b, F72iZIPsecth— 3— & L CEIET S
e, 22— —IIGEREOFIRIC IS UC, MEREPAFTL IO T 7 A L& T DR—
CICA VR = FEEF I AR - T H 2 ENTEET,

| OpenVPN Client

— OpenVPN client_1

o =
” S— - |

-+ OpenVPN client_2

-+ OpenVPN client_3

3-4-6-15
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| OpenVPN Server

— OpenVPN Server

o | oo T e J oo f o
| =33
| oo L
. | =3 3 X
n | = 2
| 3 3 B
Preshared Key | | 5rowse | import |

3-4-6-16

| IPsec

— IPsec_1

o | =
| =
| =3
| =
| =

3-4-6-17

3.4.6.9 WireGuard

WireGuard |3, FIel DG S B2 L7z, HFEEICT T Th Y 72036 @l T
SO VPN TF, WireGuard [, UDP 7’1 b 2L &0 LT R T 7 1 v 7 Z3%E L
£

— WireGuard_1

Enable

Interface wg0

Customized Private Key

Private Key

2

Public Key F8xRHUgqMQOfgJTw4V4M7gvir |

Listening Port

DNS

|
|

IP Address ] |
| \
| |
| |

MTU

Peer Public Key Allowed IP Endpoint Address Operation

3-4-6-18
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HH
H2{tWireGuard { > Z —7 = — A Z G L£7, WireGuard 1 > %

Enable — T = — AR 3 OETHATSNET,

Interface WireGuard{ > % — 7 = — AL R LET,

] ] Z DOWireGuard{ > ¥ — 7 = — ADFEGEAE DA K~ A4 XTDIT1F, A
Customized Private Key s 7 IZ MM CiE L C< SV, SNC LB, 2 74 7> MNEZ
D=5 =12 k> TER S MR E A MO L £,

Public Key B X > TER SN ARREZ R LET,

IP Address O — L DORFBIPT FL AL Ry h~AZ ZFRELTLIZEW, #i:
10.8.0.2/24

o WireGuard/ X7 > b DEZEIHEN TR - FEaRELET, Bied

Listening Port WireGuard{ > % — 7 = — ZADHR— hFB1E. THENRRD b DIC
LTL7EEN,

Z OWireGuardA{ > % —7 = — ZADDNSY— —7 RL R ZHREL £
T, ZEMOFEFICTHE, L—F TRy NT—T A H—T
= — A (WAN., E/AVEHFRRE) ODNSY— R—7 RL X &2 L
E

Z OWireGuardA{ > ¥ — 7 = — AD R KRIEEEA (MTU) Z#%E L%
T, EMOEFICTIHE, —F— T2 R Yy NI =T A H—T
o —Z (WAN, E/AVE#RRE) OMTUEZER L ET,

+] 227 VU v 27 LT, Z®DOWireGuardA{ > ¥ —7 = — ADWireGuard t’

Peer Table TEEMUES, 1->DOWireGuardA > % — 7 = — A3, i RK20{H D &
7R EINTE T,

7 3-4-6-13 WireGuard /X7 A — X

DNS

MTU

Edit

Peer | |

Public Key ‘ \

Allowed IP ‘ ’
&S

Route Allowed IP

Preshared Key | |

Endpoint Address ‘ ]

Endpoint Port | |

Keepalive Interval ‘ 25 |

3-4-6-19

WireGuard-Peer
=

WireGuard 7 £ 2R E L E£9, ZDOLHFNX. TP WireGuard 7 714 T
Peer VRN TEThELERH D T,
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Public Key WireGuardD 7 W —— "7 5 4T o FORNBREEZRELET,

WireGuard"7 DLANXR v F T — 27 DEIPT FL 2 & Xy h~RA 7 2R ELET,

Allowed IP 1 : 192.168.1.0/24
I DDOWireGuardE" 7 1Zxt LT, 8ODFFR[IPT KL A ZX iz T £9,

Route Allowed IP TR EZNTZIPT R AN —T 4 T ZBINT 508 5 D EThFE 2178
L\i—éﬂo
FHETHAEXF—2FRELET, ZOA L F—T2— AL ETDOA L F—T =—AD

Preshared Key HT. ALF—HERETLERH Y £,

Endpoint Address WireGuardt' 7 —/X—/7 G 47 2 FDIPT RVAELIEIRNAAL U HERELE
4,

Endpoint Port WireGuardD B 7 % — N—F 7137 F A4 7 2 FDOFEER— F 2R EL T EI0Y,

. PEREDIMENL SNT2t% . T D WireGuard A > X — 7 = — AT, a4 5729

Keepalive Interval CEBIEC N hE— b3y RERIELET, 0 IXEMEER LT,

# 3-4-6-13 WireGuard-Peer /XT A — X

3.4.7 HTTP Proxy

F—=hrU A1, EX2 VT 4 EOBEBNLEREDIPT FLRAZRELRN L, ¥
— Ty FDA U F—Fy b A b EBET DO HTTP 7'a & Y — 3 — 285
THZENTEET,

| HTTP Proxy
Enable
Proxy Server Address ’ ’
Port [ 3128 |
Detection Cycle(s) ’ 300 ’
Proxy Exception ’ Direct Connection V‘
Status Disabled

3-4-7-1

HTTP Proxy

Enable HTTP 7' ¢ SARRE BN F 7 i3RI L £ 77,

Proxy Sever Address VI ZXA P EEETLITax i —"—0O7 RL X (IP7 RLAEZITR
AL %) ERELET,

Port VI A RNEEET LR h——DFR— F 2R ELET,

Detection Cycle HTTPY 1 &% 3% — S— DN 7 = A NV LT A OFRITHRZRE L
iﬁ—O
T Y N NDEEGRN T = AN LG AED N T T v 7= R

. BIRLET .

Proxy Exception . . . . - Ny
Direct Connection : 7' o ¥ > ZRRMETIZH —7 > b~ T 7 1 v 7 %G
LET,
Traffic Interception : 7' 2 % > — — L OEEAEIETH5FE T, T 7 4
v 7 Gl LE T,
TF—hUzA LT uR P —"—HOEIRELZ R R L ET,

Status

# 3-4-7- | HTTP 72 ¥ /%5 A — X
3.5 System
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Ok ar TRk, BET AT, T RBRAY—E R, RT LKA, —fKH
Ipa— P —EPE . SNMP, A X2 N7 T — A7 EO— % E ORERR 1OV TER
AL £,

3.5.1 General Settings

3.5.1.1 General
—HRERENZIX, AT AEWR, TRV —E A BIXOHTTPSGEHENE T £,

General System Time SMTP Phone Email
| System

Hostname ‘ GATEWAY ‘

Web Login Timeout(s) | 1800 ‘

| Access Service

Enable Service Port
HTTP ’ 80
HTTPS 443

0 TELNET 23
SSH ‘ 22

| HTTPS Certificates

3-5-1-1
System
Hostname =P —ERDOT — bV = A S, SBEITETTRITIIERY FE A, GATEWAY
Web Login
Timeout (s) HA LT RLESGAIX BEa A 508N HY 9, &P 1800
100~3600,

TR AY—ER

Port P —ERXDOFR— FESEFRELE T, #iPH : 1~65535, -

TOF TN TF v I EANDE, 22— —IHTTPRHE TT

A —hrna AL, Webmi@ U TT /31 AT 7 &AL THI

HCTxHEOCRY EFF,

TOF TNl TF oy EAND E, =P — [ IHTTPSERHE TT /N

HTTPS A A O— I ABEORTE— hhba (> L. WebZ il L TF g 443
AT 7 EALTHIBEITE S L2170 7,

HTTP

TELNET TﬂNH:@ﬁfyayK%:yy%Ahék\n~$~wmmm'B
BHTT A RlZue—hrBXRVE—F0nba s A L, Web% @

CTCT NS AT IZ7EBALTCHIEITE D L D120 5,
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DX a Nl Ty I EAND L 22— ISSHERH TT N
SSH SR E— LB LY E— kDR S A TEES,
HTTPS Certificates

Browse] "Z %27 U w7 L, PCLOIEHET 7 1 L E&EIR L TH
Certificate 5. lmport)] R¥ %27y LT, ZOT77ANET— T A
W7 v 7r— RFLTLZIV, TExport] RZ %7 U w73 5E,
T 7 ANDPCIZE Y AR — FEZNET, [Delete] REZ %27V v ¢
DE. TrANNBHEIBRINET,

[Browse] "X %27 U v 7 L, PCEDF—7 7 A I/LEERL TH
5, Mmport] "&Z > %27 U7 LT, Z7ANETS—b U AIZT
vy7ua—RLET, [lExport] R¥ %7V v r35E, 77 AR
PClz=Z AR — h&ENFET,

Delete] A& > %7 Uy 45L, 77 AVNHEIBRESNET,

& 3-5-1-1 —fikFRE/ T A — X

Key

3.5.1.2 ¥ 2T LB

DB a TR, XA LY — UL R TN E ey AT AREZ| OFKE J7 1k
WCDOWTEBA L £,

BV A RELVRELTEET 2L 5127570, F'— b= OBRERIZY
AT AREAERETHILEREDLET,

General System Time SMTP Phone Email

| System Time Settings

Current Time 2019-06-12 20:34:32 Wed

Time Zone |8 China (Beijing) v

Sync Type ‘ Sync with Browser v

Browser Time 2019-06-12 20:34:32 Wed
3-5-1-2

System Time

E L

Current Time HEDT AT AFE 2 IR LUET,
Time Zone Fey 77X VA2 ) v 7 LT, BERBEFVOX A LY — U %ZiE

RLTLTEE N,

Ky 7HZ o URNEZY o LT, RO & A 7 &38Rl T<
7ZEw,

Sync with Browser : i 7 7 v LRI L £,

Sync with NTP Server : NTP H—/N— L %) & [ L £ 9,

Set up Manually : FfZ1 %4 FE) CiRE L £ 7

Sync Type

Sync with NTP Server

NTP Server Address NTP H— X—D7 KL A (FAA Z/P) ZFHELET,
[Enable NTP Server] 47> a iiFzv 7 \NbdE, v hU—7 |k
Enable NTP Server DNTP 2 T4 7 > MEF— h = A LA ZFMTE D L5100 %
ﬁ—o

F 3-5-1-2 AT AL N5 A —X
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3.5.1.3 SMTP

SMTP (Simple Mail Transfer Protocol) X, FE 1 A — /VDOEZFIMEHIND
TCPIP 7’1 k=L CY, ZDO&Z v aTiE, B A — /L EDERITIEC DS
WTTEREB L £

| SMTP Client Settings

Enable

Email Address

Username ‘ ’
Password ‘ ’
SMTP Server Address ’ ’
Port ’ 25 ’
Enable TLS 0
X 3-5-1-3
SMTP
G|
SMTP 7 54 7 "&E
Enable SMTPZ T A 7 > MEEEZ A E 7213 LET,
Email Address BEHDOA—NLT RLRAEASHLTLE I,
Username EEZEDORA—NT I " aE AT LTLIEEN,
Password BEHEDRA =N IRAT—RKE AN LTLEEN,
SMTP Server Address SMTP — R—D KX A U ZZHZ ATTLTLIEEN,
Port SMTPY— R—DR— hFEZE AL TS, #: 1~
65535,
Enable TLS TLS B 5k 2 A %h £ i3 Ehic LEJ,

% 3-5-1-3 SMTP & &

B R By 7

EAN v

3.5.1.4 Phone

EEEORRTEITIX., A X Mk T 2HEE/ISMS P T—FB L OSMS 77 — AN E £
NFEI, T, EHEEEREZIHA TS NV oA ICOBEHA I E T,
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General System Time SMTP Phone Email

Phone Number List

Name Number Operation
[ List [ 54321123456
3-5-1-4

Phone Number List

Name EEE T N—T /R ELET,
WA T EATILTLLZE, 7, "+, BLO"" AT ET,

Number
BHOFESIE ) TEEIDZ LRTEET,
32 3-5-1-4 EBEERTE
B ey 7

3.5.1.5 Email
EAXA—LREIZITZ. A XV FDEA—ILT T—LNEGENET,

General System Time SMTP Phone Email

Email List

Name Email Address Operation

‘ list1 sam@user.com;hot@gmail_corr

a2

3-5-1-5

=

Email List

Name A=V T N—T L HBRELET,

A—)LT RLRAZANLTL &N, BEDOA—LT FL AL

Email Address N OIS T S,

# 3-5-1-5 A — /LR E
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3.5.2 User Management
3.5.2.1 Account

IITHE, BEEOR S A L a— Py L SR T — FEEHETE £
W:E*al T EOBEANL, TRDEEETH I LER BHHLET,

Account User Management

| Change Account Info

Username ‘ admin

Old Password

|
| |
New Password ‘ |
Confirm New Password ‘ \

3-5-2-1

T

Username v —PF—Fx2 AN LT f;féu\o a-z, 09, [ | . [l Zprox
FEMEHTEET, BRUOLFIIHFICTLHZ LIXTEEEA,

Old Password BIEDRAT— RE AL TLIEEN,
A=A DASCIL FZEGLH LWWIR T — K2 A LTS, 3
AU — RIZid, 27 EbIXFDOT LT 7y b E MO TEED D%
ERH Y, SUFEIIS~3ICFTRITNIER D £H A,

Confirm New Password HLWRA T —RE2H 9 —F AL TLLIEEY,

# 3-5-2-1 7T MER

New Password

3.5.1.1 User Management

3.5.1.2

ZoEZ g TR, =P =T BT FOIERFIEICOWTERBLET, —
e — P — DRI, A0 HEH & (HAEE] BHY E7,

Account User Management
| User List
Username Password Permission Operation
\ steve ‘ ' ------ ‘ I Read-Write v
‘ test ‘ ' ------ ‘ ‘ Read-Only v
[+]

3-5-2-2

Username LN —P—Z 2 AL TLIEEV, az, 09, " " ""REDLFLAEH
TEET,
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RODILFITETICT D Z LiFTE A,
NRAYT — RiZiE, AX—RLISD ASCI LFZEEHL T &N, /XA
T— R, A7 b | IFOT AT 7y b & | KO TEED, 5
~3 LFTRELTLESVY,
2——#EER % [Read-Only] F72i% [Read-Write] 2> HEHR LT 72 &0,
Permission - Read-Only: ZTOL~LTlik, =2—V— 1375 —rU = A ORELF T
LT ELmTEEEA,

- Read-Write : ZDHMHER L~ TE, 22—V —3F — T =1 OREE
TRRBILORETEET,

Password

2 3-5-2-2 oL—
3.5.1.3 HTTP API &3
DOV g TiX, HTTPAPI 7 7 2 MEBMOFREITIEZ OO THA L £,

| HTTP API Account

Type | Independent HTTP AP Acce v|
Username ’ ‘
Password ' 2 ‘
Advanced 0O

3-5-2-3

User Management

Web GUI 77 K &ERUT HTTPAPI 70 W v MEWREZEIRT D0, N LT Y
Type LR EBAILTL EEW,

MmOT I MERMEITERIH LV —P—HEZ AN LT EEY, az, 09, " ",
RO FEFEHTEET, B0 XTI T TSI EITTEEE A,
Password PRAT— RIZiE, A=A ZERLIAEEDASCUL FE2 GO THREL TV,

BEDNRAT—RK&2AF L, [Transform| 227V v 735 &, HTTP APl v 7' 1 L 3%GE
Password | fi @ O BL SIS A T — RBRRSNET,

¢ 3-5-2-3 HTTP AP 55

Username

3.5.2 SNMP

SNMPIZ, Ry NY—ZEEROTZODR Yy MU — 7 FHIZB W TAEH ST
F9., SNMPIX, HHXRIU AT LNOEKEANCTERT — X2 A LET, v R
T A, VAT AORIECHER & TR T D FBF R — X (MIB) & L TR S
TWET, ZNHLDOEHIT, EHT SV r—ra ikl ->TUE— FTHRETS
ZENTEET,

Iy hU—27 NMS, B LUSNMPEEL Y 1 75 A TSNMPZ R ET 521X,
Manager CRXE & 1T 9 MENH VD £,

NMS2 5D 7 = U BT 5 720 O E FNEITLL Fo#E v T7


https://en.wikipedia.org/wiki/Network_monitoring
https://en.wikipedia.org/wiki/Management_information_base
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I. SNMPEXEZHZNZ L £,

2.

3. MBE=—%Z&RELET,
4. VCAMZEELE9,
3.5.2.1 SNMP

UG56(%. SNMPvI,

TiE, 2—P—H L 2T —FIC

MIBY 7 A vz X m— L, NMSIZHEAIAA TS 7230,

SNMPv2c, L USNMPY3D AL/ — 9 & Z25f )i L TV R,
SNMPvI L TOSNMPY2c TlE, 2 2=7 442 &

Packet Forwarder

Network Server

System

General Settings

User Management

SNMP

mu\nmﬁ‘1i)zﬁ éhi’d‘ SNMPv3
L DREGE L BF AL MEAH S E T,
SNMP MIB View VACM Trap MIB
| SNMP Settings

Enable 0O

Port | 161 ’

System Name | 24e124FFFEF24660 ]

SNMP Version ‘ SNMPv2 v’

Location Information ‘ ’

Contact Information ‘ ’

Save

3-5-3-1

Enable
Port

System Name

SNMP Version

Location Information

Contact Information

3.5.2.2 MIB View
DOt g T,

BT 20MENT 20 E B E9,

XESNMPOZAE A — M &R E LE T, #ilH : 1~65535,

T 7 4 FOR— NI 161 TI,

= Uz AEZRTIATLLEANLTLIEE N,

SNMP R— 5 &I L TL 72 &0y, SNMP vIN2c/V3 IZXHE L
TWVWET,

LHHE#RE A L TLIEEn,

HAG SR A AT L TL7IEE 0,

% 3-5-3-1 SNMP /X5 X — %

G727 RO MIB B2 —DREFTIEICHOWTIHIAL E9,
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SNMP MIB View VACM Trap MIB
| View List
View Name View Filter View OID Operation
| Al | | Included v| |1 l
| system | | Included v| [1361211 ]
3-5-3-2

View Name MIB &= —DAFTEZRE L ET,

View Filter lncluded] F721% TExcluded] 75K L F 7,

View OID OID FHEFAEZAJILTLEEW,

Included HELZMIB, — FNOFTRTH/— RERESTEET,
Excluded FEELZMIB / — FEERS T XTD/ — REHRETEET,

£ 3.5.3:2MIB B2 — 0D/ 35 A —X

3.5.2.3 VACM
ZDOEv T g Tlid, VCAM R T A —H OFRETFTIEICHOW T L £,

SNMP MIB View VACM Trap MIB

| SNMP v1 & v2 User List

Community Permission MIB View Network Operation

[ private | | Read-wite | [ A v| [00000 |

[ public | | Read-only v| | none v| [00000 |
3-5-3-3

VACM

ECIEY

SNMP v1 & v2 User List

Community Ala=T A A ERELET,

Permission [Read-Only] F7zi% [Read-Write] 2253 L E 97,

MIB View MIB b= — i 6 MEBRZFRET 2 MIB B2 —&EIRL T 7ES Wy,
Network MBE = —IZ7 7 B AT 54Ky hU—2 DIPT KL AL E Y hTY,
Read-Write RE SN2 MIB / — FOMERRIZ, FEAIYD B I UOFEZIAL T,
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Read-Only FE I MIB / — ROMERIZFEAEL Y B4 T3,

SNMP v3 User List

Group Name SNMPv3 7 /L —7F D4R E L E T,

Security Level [NoAuth/NoPriv] . [Auth/NoPriv] . L TAuth/Priv] 225H3ER L TL 72X
AN
MIB &= ——'&/ 5, #EBR% [Read-only] IZFXET 5 MIB B = — %8RI L T

Read-Only View 7R

MIB B = ——%& 5, HEfRE%A [Read-write] IZFRET D MIB B o — A 18I LT
Read-Write View

<7EE0,
Inform View MIB B = ——%&E 5, #ER%Z lnform] ISR ETH MB B =2—Z2 2K L TL 72

U,

# 3-5-3-3 VACM /T X — X

3.5.2.4 Trap
ZOkZ v arTIE SNMP F 7 v A2 DRy MU —ZEREZFINTT 2 HIEITHO W TR L
Ee

SNMP MIB View VACM Trap MIB

| SNMP Trap

Enable =2

SNMP Version ‘ SNMPv2 v

Server Address ’ ‘

Port ‘ ’

Name ’ ’

3-5-3-4

Enable SNMP KT v 7HREZ B E 71T hiz LE 5,

SNMP Version SNMPD /R —0 5 % IR LEF, SNMP vIN2cV3ITHG LT
WE9,

Server Address NMSDIPT RURAEIZ R AL L EZATILTLEEN,
UDPAR— FZ AL TLZEV, A— b O#EIFHILI ~65535T

Port . FT 4 hOFE— M E162TF,

N SNMP vIN2c ZfEHT 251X 7 v —7% % AJ1 L. SNMP

ame

v3 2T 258 a—PF a2 A LTI ZEN,

NoAuth & No Priv] . [Auth & NoPriv] . X [Auth &
Priv] 2263 IRL T 7230,

Auth/Priv Mode
#3534 N T o RNT A—H
3.5.2.5 MIB

OB a LTI, MIB7 7 A )LOX 70— RIGIEIZOWTERH L 9,
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SNMP MIB View VACM Trap MIB
| MIB Download
MIB File ‘ AGENTX-MIBtxt v
3-5-3-5
MIB File VB MIB 7 7 A LEEINLTL X0,
Download Download] R"¥Z > %27 U v 7 LT, MIBZ 7 A /LEPCIZK V1

—FLTLIEEN,
#3535MB X v n—K

3.5.3 Device Management

3.5.3.1 Auto Provision

Z—H%—1L, Milesight Development Platform " OEXET R 7 7 A Vo AKX <A R
LCHEIDYECHZI R TEET, HEfr Y a = I RAEMR->TBY, 7
IRAANA U H—Fy NMIERR SN TV DS, T3 AX7 v 7 7 A4 Va3
L CHIMIEREZITWET, T OMEEIX. 7 /341 A% Milesight Development Platform
W D Ko IR ESN TV THEWEL £ T,

Auto Provision Management Platform

| Auto Provision

Enable

Status Connection Failed

Save & Apply

3-5-4-1

3.5.3.2 Management Platform
Z D=5 T /3 A R % DeviceHub % 7= (I Milesight Development Platform{Z#%f¢ L |
F—=RT oA Z—TCHIC, DU E— N CEHTLHIZ N TEET,
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Auto Provision Management Platform

| Management Platform

ID

Password

Enable
Platform Type ‘ DeviceHub 1.0 V‘
Activation Server Address ‘ ‘
Device Management Server Address | ‘
Activation Method ‘ By ID v ‘
|
|

Status

Disconnected

Save & Apply

3-5-4-2

Management Platform

HE
Enable

Platform Type

Status

DeviceHub 1.0

FLEA

T— R U A ZERT Ty F T — LT DN E SN EREDE
7N U ET,

DeviceHub 1.0, DeviceHub 2.0, & 7z |ZMilesight Development Platform/3:
F7a T,

Fe=hU A LEFRTT v b7 — LB OREIREEZR R L E T,

Activation Server
Address

DeviceHub Management
Address

Activation Method

Authentication Code
ID
Password

DeviceHub 2.0

DeviceHub®DIP7 KLU A E 72X KA A T,

T3 A A7 DeviceHub (2826t 9 572 URL 7 KL 2 T4, # :
http://220.82.63.79:8080/acs.,

P— K = A % DeviceHub Y — R — 8T A7 0ODT 7 T 4 ~—
Ta rHiEEBRIRL T ZE0,

A7+ = 1% [By Authentication ID] & [ByID] T,

DeviceHub 725 S N7-FBFE=T— R A L T 7Z2E 0y,

BERiE I+ DDeviceHub7 7 > b (A —/L 7 KL R) ERXATU— K%
AN LTL7EENY,

Server Address

DeviceHub D IP 7 KLV AFEZIZ KA A 2

%% 3-5-4-1
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3.5.4 Events

AR MEREIX, FFEDI AT LA X MR ELERRIZ, EXA—VTT 79— 2R ETDHZ
EMTEET,

3.5.4.1 Events
TOR—TTlE, T A A vE—TUERRTXET,

Events Events Settings

LoRaWAN Mark as Read Mark All as Read [l Delete All Alarms

Status Type Time Message
|< > (10 v Goto:| HE‘

System =

General Settings

User Management

AAA

Device Management

Events

3-5-5-1

Mark as Read IR LA R P T T—2%Fe L T~—2 LET,

Delete BN LA R T I — A EHIBRLET,

Mark All as Read TRTHOA R N7 T —A2ZBEFICLET,

Delete All Alarms FTRTHOAX N7 T —AEHIBRLET,

Seatus AN DT T AOBEEEAT — 2 2 (TBESE) R TREE 7)) &%
A~LET,

Type T IO BRLE I B AR NOMIEAER R L E T,

Time T —LORZEFRRLUET,

Message T I —LONEFERRLET,

2 3-5-5-1 A R b RTG A—H
3.5.4.2 Events Settings
TOBZ g TR, BT DA N FEREL, BENFEAELZEICE A —
LR SMS I K DN Z T D 2 E D InERETE 9,
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| Events Settings

Enable
Phone for Notification ‘ v ‘
Email for Notification ‘ v ‘
Events Record e SMS
Email Setting SMS Setting
Cellular Up 0 0 0O
Cellular Down 0 0 0
WAN Up O @) a
WAN Down 0 0
VPN Up 0 0 0
VPN Down 0 0O 0
Power On 0 ® 0
Power Off 0 O O
Docker Exception 0 @ 0
Http Proxy Down 0 0 0O
Hittp Proxy Up 0O 0O O
3-5-5-2

sr  [w

Enable lEvents Settings] Z HANITHIZIE, T2 TF = v 7 E2ANTLLES
AN

Phone for Notification _ B o i .
SMST T — L EZAET DERE /N — T BRI L T E IV,

Email for Notification

EX—ILT T —LEBZETIHEA—ILITI—TFEFRL T 7EEU,

Events F—=hr T A BIE LTS AR NOFEETY,
IDOFTvarilFav I EANDE, AN T T —LAOBHEHN
Record A TEvent] ~2— ITiidk S HET,
. COFT A ANCTF =y EAND . AR BT T — AR
Email HBNA—LCTRESNET,
o 2V w55, TEmill ~—JICEB L. A—A S A—T ERET
Email Setting x ¥4
IDOF T ailT vl EANDE, AN NT T —ADOBEN
SMS ESSMS TRE(E S E T,
) 7 U w273 25E. [Phone] X—T\ZERE L, EFI/NV—7U A &%
SMS Setting Eex 4

Phone Group List SMST T — L a5 T HEAE N — T HEIRL T I2E 0,
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Email Group List EX— VT T —LHZE5FT HERXA—IL T —T 2R L T 7EX0,

3 3-5-5-2 / X2 R RT A —H
BE Ny JE
A — LR IEE
A A% A

3.6 Maintenance

ZOEBZ g TIE, AT LDATF AT — L EEBICOWTREBA L 7,
3.6.1 Tools

N TN a—T 47—, ping 3 XU traceroute 233 £ALE T,

3.6.1.1 Ping

Ping”” —/LiX, MR v B U — 27 ~DpingZ 1T 9 T2 OGS TV ET,

| IP Ping

| [ v

X 3-6-1-1

g

Host F— Tz A POIER Y BT — 2 ~DPing,
7% 3-6-1-1 IP Ping /X7 A — X

3.6.1.2 Traceroute
Traceroute >V — /LI, X NU—T DONV—FT 4 T T7x2ANVD KT TNV 2—TF 4 2 TITff
HEnE,

| Traceroute

| =

3-6-1-2

Host WSROI A NOT KL A TF,
#3-6-1-2 FL—Z)L— kX5 A—X&

3.6.1.3 Packet Analyzer

Ry N T FIAYIE, BlDAAA B —T 2 —ADry NaXy P F vy T 5720104
HEhEd,
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| Packet Analyzer

Ethernet Interface ‘ Any v
IP Address ‘ ’
Port ‘ ’
Advanced 0

3-6-1-3

Packet Analyzer

Ethernet Interface Nry Ny FF I D50 X —Tc— AR LFT,

IP Address N—F =X S F ¥ T HIPT RLRAEZHELET,
Port = =By h XY T F T IHR—FZRELTLIEIN,
Advanced A=T 7 —DN— )V EFELET, ERIL tepdump TT,

F36-1-3 7y N T FSA DT A—X%

3.6.1.4 Qxdmlog
ok 7T TiE, QXDM Y — LA A L Ca2lia VA2 IE X 9,

3-6-1-4

3.6.2 Schedule
DOk a TR, F— U2 A TOH/EEIDORAYY D 2 — LR T HTIEICHOWTEBA L £,

| Schedule

Schedule Frequency Hour Minute Operation

v Every Month v 1 L 0 v 0 v X
| | , . -

3-6-2-1

s

ATV a— A s DFIR

Schedule
FE®) . ¥ — NU = A ZEMICHED L EI,
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Frequency AT a—NEFTT HEEE RN T 7ES v,

R 3-6-2-1 A7V a— N RTG A —H
3.6.3 Log
VAT LI VAT LAORBERW R TIEHR, =T — BRXOEE AN
FOFRENBEENTVWET, B ICEENDT —FEMHRTHI LT, VAT A
DT TN 2a—T 4 T a7 ERFERL—P =13, MEOHRKRZFE LY,
VAT LADMBENEFICFEITIN TN DEINE I DEHR LTV T5H5Z LN TEE
T, VE—Fua Y —"—0OFfHNARETHY, F'— V=AM ITTXTDI AT
L 7 % Syslog Watcher 72 E DY £— b 7 — —|Z7 v 7 u— FLET,

3.6.3.1 System Log

OB a TR, BT A NNDE T a— REEE . Web EClRiEO R VR RRT S
FFEZOWNTEHH L E,

System Log Log Settings
| Download
File Log File v
| Log
View recent(lines) ’ 20 v
Thu Jul 18 15:01:25 2019 user.notice redis[1859]: Background saving terminated with success A

Thu Jul 18 15:06:26 2019 user.notice redis[1859]: 10 changes in 300 seconds. Saving...

Thu Jul 18 15:06:26 2019 user.notice redis[1859]: Background saving started by pid 11683
Thu Jul 18 15:06:26 2019 user.notice redis[11683]: DB saved on disk

Thu Jul 18 15:06:26 2019 user.notice redis[1859]: Background saving terminated with success
Thu Jul 18 15:11:27 2019 user.notice redis[1859]: 10 changes in 300 seconds. Saving...

Thu Jul 18 15:11:27 2019 user.notice redis[1859]: Background saving started by pid 15776
Thu Jul 18 15:11:27 2019 user.notice redis[15776]: DB saved on disk

Thu Jul 18 15:11:27 2019 user.notice redis[1859]: Backg d saving termil d with succe:
Thu Jul 18 15:16:28 2019 user.notice redis[1859]: 10 changes in 300 seconds. Saving...

Thu Jul 18 15:16:28 2019 user.notice redis[1859]: Background saving started by pid 19899
Thu Jul 18 15:16:28 2019 user.notice redis[19899]: DB saved on disk

Thu Jul 18 15:16:28 2019 user.notice redis[1859]: Background saving terminated with success

Clear Log

3-6-3-1

Download o7y A NELXTa—RKLET,
View recent (lines) WELEATDOI AT a2 Fr LET,
Clear Log BAEDO 2T L0 72 HELET,

3 3-6-3-1 VAT AT DINTG A —X

3.6.3.2 Log Settings

Ok varTiE, VE—bha Y —nR_—tua—hrna lOERELEANNT D ITIETON
TEtPA L £,
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System Log Log Settings

| Remote Log Server

Enable (]
Syslog Server Address ‘ I
Port | 514 |

| Local Log File
Storage ‘ local Y ’
Size [ 1024 K8
Log Severity ‘ Info v ’

[ 3-6-3-2
Log Settings
HE B

Remote Log Server

[Remote Log Server] Z AT HE, F—FT oA TTXTD

Enable SAF AU T EY T h SR TEE L ET,
VE—FAT LB TP — =0T FL A (IP7 FLRAETC
Syslog Server Address I RA A4 BZAHLTL S0,
Port VE—h AT P —R—DR— 2 AL TLEEV,
Storage a7 7y ANE, AEY EREXTEI— RICREFETEET,
Size BAFT 207 T 7 A NDY A ReBHE LT EEN,
Log Severity BREDY R ML, syslog 71 k2 /LZHERL L TUWNVET,

3 3632 VAT AT DIRNTG A—X

3.6.4 Upgrade

Tk g T, Web BT — bV =2A DT 7 =0T 27 v 77 L —
RILTECHOWTHALES, BH, 77— v =7 D7 v 77 L— RR&{79
WL D /A,

H:T77—A0=T70O7 77— RFHiZ, Web RXR—TU TOBMEIX—ETHORWNWTLEE
W, BfEERITO &, Ty L —FRFENTZY | TS ZABRBELZY TH5RNBH
U3¢ B8

| Gateway

Firmware Version 56.0.0.5

Reset Configuration to Factory Default [

Upgrade Firmware ‘ Upgrade

3-6-4-1
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Upgrade

Firmware Version HAEDT7 77— L0 2T ONR—2g U EFRFLET,
Reset Configuration to ZOF T arilTFayvrrEAND L Ty L— RERIZS
Factory Default — b 2 A N HEEOT 7 3L FREICY By FERE
—g—‘o
) Browse] "RZ &7 Uy 7 LTHLWIT 7y —L 0T 77 AL
Upgrade Firmware #EINL. (Upgradel %7 U v/ LCT 7 — A =T 47 o7

JL—RKLET,
3641 T T T L — RKRF A —H

B3 B R EH
Ty — LT T DT T L— R

3.6.5 Backup and Restore

Tk varTiE, AT LAEREROREZRZ T 7 A My 7T v TG D ITE,
HERRED DL Z Ny F Xy 77 FTHICHERS 5 Gk, REZ 7 A /v
O — N = A2 ILT D HE. BEORLEGHMARFOT 7 4L FEREIZY & v
Fd 2 FIEIZHOWTERIA L £ 9,

Backup and Restore

| Restore Config

| Backup Running-config

Full Backup Batch Backup

| Restore Factory Defaults

3-6-5-1
Backup and Restore

Browse| NZ %27 U v 7 LTHETZFANEZRIRL, lmport] RN% %

Config File I LT, BETFANESF— T 22T v Fa—FLET,

Full Backup Full Backup) #27 VU w27 LT, BIfEORET 7 AV EPCIZ=7 AR — L
giﬁ—o
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[BatchBackupl 7 U v 27 35&, Xy 74T —H—DF—FTxA
ID. T TOMAIAI NS B E. WAN OFJIP 7 K1 A, WLAN i iE, =
— P — R E, DeviceHub F8iE=— K, BXOTXTD APP REZ IR .
HIEDBRENTZ 7 AR— SN FET,

FResetJ REHE7 Vw7 LT, LHEMEOREICE LTI, Uk
Reset o NLBEARSE T+ 2% & F— b = NEEE L £,

Batch Backup

F3-65-1 N T T BIWNMETL/NT A—H
BT 53
TGO T 7 4V hERE~DE T

%%
‘Ef

3.6.6 Reboot

ZOR=U TR, F— M= AZHEBL, v/ X—=VICRLZIENTEE
To FLOVRENKDNILWE I, F— U = A ZFHEEIT 5A1IZ [Savel HR¥
a7V T HIEEM BEIOLET,

Network Server Reboot

System

Maintenance

Tools

Schedule

Log

Upgrade

GETENRES G

Reboot

3-6-6-1

3.7 APP

3.7.1 Python

Python (%, & DAL L AGtEOBE SO AR EE L CWDHA T V=2 |
B ~ra 72 I v FEETY,


http://searchcio-midmarket.techtarget.com/definition/syntax
http://searchsoa.techtarget.com/definition/object-oriented-programming
http://searchsoa.techtarget.com/definition/object-oriented-programming
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A H2 7Y ZAFEEToH HPythonlx, = — F‘@Taﬁ:‘@%i*ﬁ'ﬁ‘é?ﬁ% AR A Fr
STWET, FFZ, PRI F—U— FTER<, ZAIREKDA T FT=
— K7 r v ZZ2XY) 5 A0, CH+RJavaZs & DD SFEIC J:I:N‘T/)\focu\ﬁ%&‘f“ﬁ%
BERBTE DR TY ., ZOFeRIT. DEED O REMLE T, W7
07T L TE D XIS T D720t L TuET,

T —F—[IPythonZHH L T u /T L0771 ¥ A FEHEICAER L, TN Z ik
o7 m 7o hf B —T ==X LTEMLEY ., KV#EYRSECESRE
L7220, Python/HIFONHE YRR AT A 77V L LTh T LLIED T2
ZENTEET,

Zo® 7 3 TliE, App-manager, SDKXN— 3 > JEIEA R L — U7 PO BgHE
T 5 FATIRM 2R 2 BT DWW T LET, £72. Z 275 App-manager D
REHEEBE LD, Python7 U XN r—T% A AR— MLV THZ L TEE
ER

3.7.1.1 Python

Python AppManager Configuration Python APP

| Python
AppManager Status Uninstalled

SDK Version

SDK Path

Available Storage ’ local . ’

| =

X 3-7-1-1

AppManager DO 3E{T A7 —# & ( [Uninstalled] . [Running] .

AppManager Status [Stopped] 72 &) Z#RLET,

SDK Version AL A=/ ENTND SDK D=V a a2 FR LET,

SDK Path SDKDOA A =N X2 EFRLET,

Available Storage SDKZA > A M —JLFAHZEX A RN L —UFBINL TS0,

SDK Upload Python[ISDKZ 7 v m— R LCTA > A h—/L LET,

Uninstall SDKZT v A A F—/LET,

View AppManager TEHINTWLT IV Fr— g VDRAT—H A
EFRRLET,

7% 3-7-1-1 Python /3T A — %


https://en.wikipedia.org/wiki/Interpreted_language
https://en.wikipedia.org/wiki/Readability
https://en.wikipedia.org/wiki/Whitespace_character
https://en.wikipedia.org/wiki/Code_block
https://en.wikipedia.org/wiki/Code_block
https://en.wikipedia.org/wiki/Java_(programming_language)
https://en.wikipedia.org/wiki/Source_lines_of_code
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3.7.1.2 App Manager Configuration

Python AppManager Configuration Python APP

| AppManager
Enable
| App Management
ID App Command Logfile Size(MB) Uninstall

| App Status

App Name App Version SDK Version
3-7-1-2

AppManager Configuration
=
Python AppManager = A2 T 5 &, = —H% —IX TPython] 7 =7 X—
D View] R"&Z %27 Vw27 LT, AppManager |Z X > TEH I T
WBHT TV —a Ly DAT— X AR TE ET,

Enable

App Management

ID AVR—RENTT TV DID ZERLET,

App Command AVR—=PENET TV OLFTEFT LET,

Logfile Size(MB) D—P—EROB T T 7 A YA X, HibH : 1~50,

Uninstall TV ET A A =L LET,

App Name AR — b ENET TV OLFTIER T LET,

App Version A IR—FEINTET TV DONN=T g ERRLET,

SDK Version AR —=NENZTFIYNESNTND SDK X—T g B2 R RLE
R

R 3-7-12APP ¥ R —T ¥ —D/RTF X —X
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3.7.1.3 Python App

Python AppManager Configuration Python APP
| Import App Package
App Package I
| Import App Configuration
App Name ‘ v

App Configuration | | m

| Debug Script

Debug File ‘ v}
Debug Script | | m

3-7-1-3

App Package TV =V EBR L, AR —FLET,

App Name WEEZA A= RTH7 7Y ZRIRL TSI,

App Configuration REZ 7 ANVEERLTA > FA—FLET,

Debug File AT VT N T 7 A NET T AFR—FLET,

Debug Script TNy TR Python 227 Y 7 R EIRL, A AR — b LE
ER

2 3-7-1-3 APP /XT X — X

3.7.2 Node-RED

Node-RED X, IoT ®—#&L LT, "—RU =77 /314 A APl, T4 P —
ERERRERINC T 0 7T I 7 L, HEAEIZERT D720 71— —XDBHF Y
—/L T3, Node-RED (%, Web 7 7 U XR—2pD7ua—x7 ¢ X ERHE LT,
Ny FNOIREW  — REFEHA LT, 7ae—2ffHEIcERT 2 R8T £9,
PEMIR T A X AR R¥ 2 A2 MIZOWTIE, Node-RED AKXV =7 H A %22
BT EW,



https://nodered.org/
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3.7.2.1 Node-RED

| Node-RED

Enable

SSL Access
Node-RED Version
Node Library Version
Upgrade Node Library

All Flows

Restore Factory Defaults

Save

:

3.02

1.0.13

Export

|
&
]

3-7-2-1

Enable

Launch

SSL Access

Node-RED Version

Node Library Version
Upgrade Node Library

All Flows Export

Restore Factory Default

Node-RED ZHZZ LET,

27 v 27 LT, Node-REDDWeb GUIZ E#) L £ 9,
Node-REDDWeb GUI~D 7 7 & 2 ZHTTPSH— & 2 & H D I 12 il
fRLE9,

Node-REDD/X— g %k L£9, Node-REDD/X— g
. F— =A% T v L — RLESERICOLEH T E
—a—o

) —RIATZVDONR—= g R R LUET,

FSA TSV —DEAAR—FLT, J—FRIAT 5V %
T L —RLET,

TRTHT7 T —ZSONEXD 7 7 A /L& LTI AR— L
iTO

Node-REDDF R ThH 7 a—F —Z ZHELET,

% 3-7-2-1 Node-RED /X5 X — X%

MilesightlX, #¥— F TV =2 A DA L H—T =2 —RAEMEHTH72DODH A X~ A

RSNl /) —FF7A47 7Y

IR L Tk,
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v Node library

LoRa Input ".:?

wlf.! LoRa Output

) Device Filter ()
¢l Decoder II;\
| GWinfo ()
OEmail Output |
\‘ SMS Input ()

";' SMS Output ’

3-7-2-2

Node Library
Nt wm |

LoRa Input
LoRa Output

Device Filter

GW Info

Email Output

SMS Input

SMS Output

BEE9~ % B AR
Node-RED

B A5 LoRaWAN® /<27 o 2 ZE LEd, Zhid, kv kU
— Y= R—NEINR o TV DB BT D HERE L £9,
LoRaWAN® / — Nz ) oy a<wy REEELET,

FSA A BUI B LT, | D E I3 O E D LoRaWAN® / — ko
F—BET AN T LET,

T=r 02 DA NEEHRLES, ZE1T5121%. [General] >
TEvents| > [Events Settings| T-f X2 MEHNHNT /2> TWDHLEEN

HYFETF,

A—LEEREFLET, [SMTP) 7> a3 T [(F—bhv=ooa LR

2N L7251, [System| > [General Settings| > [SMTP] ~<—

WCBEIL, SMTPZ 547 FhOREEITOISLERH Y £17,

SMSA v — %% E LET, ZiE, #EEEFRERRA SR STV D
BEICOBMEREL £,

SMSRA v —THEFELET, ZhiE. BT 8IS T\ D
E Il OHERE L £,

#3722/ —KRITAT TV NRTFTRA—X
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BAE TSV r—a VB

4.1 THHMREOREIZHETT

FH1:

WebA > % —7 =—R|Zr 7 A > L, [Maintenance] > [Backup and Restore] (275 L

C. [Reset] "¥ > %7 Vv LET, LHHMEFEORTEIZY By b3589 0RO
A=V NFREINFETOCT, HR%., [Reset)] R¥ L Z2 7 1) v 7 LTLIEEN,

Reset operation will erase all configuration data on Gateway

and reset the system to factory defaults. Continue?

ZOH%, F—FU=AITHE L, EHIC THHMBEOREICETTSNET,

Reset, please do not power off

SYST T MNEIT LI FITRY, a4 R=—URNHORERINDSETBELL
723V, ZIUT, F— h U =2 A DN THHERREOREICIEFICV By Sl &%
BHEL £,

EENE Y2

TR OB EICETT S

FE2:

F—ho=2ADOVEy AKX %2 RO, SYSLED2ZSSET 5 £ TSR EEML L
TL7EEu,
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42 77— AU =T DT v T TL—F
T—=r 02 ADT 77— LU =T T v L— FT SN, T Milesight > 7
T = NY R — MCTHEWTELS Z xR LET, F'— VoA DT 7
— AT =T 7 7 ANVOPEIETIE Tbinl T,
Tr7 =0T 77 ANEAFLIEL, LFTOFIHEIZESTTY v 727 L— RE5E T LTL7E
N,
I.  TMaintenance > Upgrade | (2@ L £7,
2. IBrowse] 227U v 27 L, PCOHPOLIELW T 77— =27 77 A aBRL T EE0,
3. IUpgrade] 27 Vw2325, = U= ANT 7 —L0 =T 77 ANDIE
LW ESISDEHRLET, ELWES, 77— 0 =T BT — 7= AI12A
VIR— &N, EOH, =NV A DT T T L — KBS IE T,
4. TS TV —RETH., 770N = U A DWeb GUIZHE, 7 v 77 L— R
MIEFIZTE T LI TR 7230,
BANZ, 77 UFDOX ¥y a2 HETIZEEZBEOLET,

| Gateway

Firmware Version 56.0.0.5

Reset Configuration to Factory Default [

Upgrade Firmware ‘ Upgrade

Please keep the power on during upgrade.

BE My
TSI L—F

43 %y NU— 7 G
F—hU =A%, Xy NIV ERERET DIDODOEED HFIEEX G L TWDET,
431 A —YF v MG

l. [Network > Interface > Port] ~X— I ZBEN L, X 1 72 BIRL TA—V R v
FAR—FOBREEITVET, [Save &Applyl 227 U v 7 F5 &, RENAT/

D i‘g‘o
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Port WLAN Cellular Loopback VLAN Trunk

— Port_1
Port ’ eth 0 V‘
Connection Type ’ Static IP V‘
IP Address ’ 192.168.44.186 |
Netmask ’ 255.255.255.0 |
Gateway ’ 192,168 44 1 ’
MTU | 1500 |
Primary DNS Server ’ 88838 ’
Secondary DNS Server | 223555 |
Enable NAT

A =Xy FAR—FDIPY RURZETTLHERIZIPT KL ADBEASNIEAE LT
LEE. ETWLANDOY 7 Ry FE2EH LT 7SV,

Port WLAN Loopback VLAN Trunk
| WLAN

Enable

Work Mode AP v
| IP Setting

192.168.10.1
IP Address
DHCP Settings
Netmask 255.255.255.0

2. = U= ADA =P FRy bAR— &, L—F—RFT LR EOBIRICHHE L T 7230,
3.  [Maintenance > Tools > Ping] (ZEIL, Ry MU — 78 AR L T EE0,
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Ping Traceroute Qxdmlog
Network Server

| IP Ping

PING www.google.com (172.217.25.4): 56 data bytes

64 bytes from 172.217.25 4: seq=0 ttI=117 time=20.090 ms
64 bytes from 172.217.25 4: seq=1 ttI=117 time=19.786 ms
System 64 bytes from 172.217.25 4: seq=2 ttI=117 time=19.797 ms
64 bytes from 172.217.25.4: seq=3 ttI=117 time=19.750 ms

Protocol Integration

Maintenance --- www.google.com ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 19.750/19.855/20.090 ms

BE My
H— h e

4.3.2 EXNANEEEE (BN NVERDO )

I. Network > Interface > Cellular > Cellular Setting] (ZfZHEj L. SIM 71— RO
T —FWmAERELET, [Save] BLO lApply) #27 U v 27 LT, HEX
AN LT TEE N,

| Cellular Setting

Enable

Network Type 1 Auto v

APN ‘

Username ‘

Password

Access Number

|
|
PIN Code ‘
|

Authentication Type None ¥
Roaming

Customize MTU

MTU | 1500 |
Enable IMS (]

SMS Center ‘ ‘

2. [Status] > [Cellular] #7 VJ v 27 LT, XA IIVIBIED AT —H A &R LT
<7FEVY, TConnected] EERINTWILUL., SIMB— FOEEFITIE T ICHeS &
TV ET,
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Overview Packet Forward Cellular Network WLAN

| Modem

Status Ready

Model EC25

Version EC25ECGAROBAITM1G

Signal Level 23asu (-67dBm)

Register Status Registered (Home network)

IMEI 860425047368939

IMSI 460019425301842

ICCID 89860117838009934120

ISP CHN-UNICOM

Network Type LTE

PLMN ID

LAC 5922

Cell ID 340db83
| Network

Status Connected

|P Address 10.132.132.59

Netmask 255.255.255.240

Gateway 10.132.132.60

BIE Ry 7
ENAILVERE

ENRALINVAT—F A

4.4 Wi-Fi s 4

4.41 APE— RO

B

UG56 APL L TRREL, =W =T /A A0b O A7 LE T,

HEFIE
I. T[Network > Interface > WLAN| (2B L., LA TFO@EY EHERIT XA —XZHRELET,
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Port WLAN

| WLAN
Enable
Work Mode

SSID Broadcast
AP lIsolation

Radio Type
Channel

SSID

BSSID
Encryption Mode
Bandwidth

Max Client Number

Cellular

802.11n(2.4GHz)

Auto

Gateway_F1200F

24:e1:24:f1:20:0f

No Encryption

20MHz

TARTORENTT LIZH,

2. A— "7 U EFEHLT, Y= U =2A DT 7 EBARA > MR L ET,
[Status > WLAN] ([ZRBENT D &, APOREB IO SN2 T4 7 > M=a—
Y —DIERE MR T ET,

Packet Forward

Overview

| WLAN Status

Wireless Status
MAC Address
Interface Type
SSID

Channel
Encryption Type
Status

IP Address
Netmask

Connection Duration

Cellular

Enabled
24:21:24:11:20:0f
AP
Gateway_F1200F
Auto

No Encryption

Up

192.168.1.1
255.255.255.0

0 days, 02:40:52

10

[Save| 3L O TApply) A"&¥ %27 U v Z LET,

Network

Loopback
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442 7547k

®— FoO®EAH

UGS56%ZWi-FiZ 94T FE LTHREL, TZ7EBARA L M LTA 2 —F% v MTT
J7EALET,

REFIE

I. T Network] > [lInterface] > [Port] X—\ICBEIL. #ki¥ 1 7 % [Static IP]
ICREL T, 41—V %Y FBWANKR— FDIPT FL ZZFEEL T 7ZEW,

Port WLAN Cellular Loopback VLAN Trunk
Packet Forwarder —
Network Server Port | eth 0 V‘
Connection Type ’ Static IP V‘
Protocol Integration
IP Address | 192.168.23.150 |
Netmask l 255.255.255.0 ‘
Gateway | 192.168.23. 1 ‘
Interface f
MTU | 1500 |
Firewall Primary DNS Server | 8883 ‘
DHCP Secondary DNS Server ’ 223555 ‘
Enable NAT
DDNS

2. PCZUGS6MDETHAR — MIEHE, F70FPoEA 2= 7 X2 LT L T IE &N,

3. 2B a—XIZFETIPT RLRAEZE|D B TTL7ZEVY, Windows 103 2T AL EFHlIZ
P EI .

Internet Protocol Version 4 (TCP/IPv4) Properties X
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically
(@) Use the following IP address:

IP address: 192 . 168 . 23 200
Subnet mask: 255 .255 .255 . 0
Default gateway: 192 . 168 . 23 . 150|

Obtain DNS server address automatically

(®) Use the following DNS server addresses:

Preferred DNS server: 8 .38, 8 . 8

Alternative DNS server:

|

[Jvalidate settings upon exit

Advanced...

o] o

4. Web7 7 OV ZBlE, A —V v hAR— FDIPT KL 2% AT L TWeb GUIIZ
TR LET,

5. [Network] > lInterface] > TWLAN] (Z#EiL., [Sean] #7 VU v 7 LTWi-Fi7 7 AR A
VNERELET,
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Port WLAN Cellular Loopback
< GoBack
SSID Channel  Signal Cipher BSSID Security Frequency
AAA Auto -61dBm AES 24:21:24:f0:c4:13  WPA-PSKWPA2-PSK  2412MHz

6. | DDOT IV EBARAL L FEFEIRL, [JoinNetwork] #7 VU v 7 LT, D
TIERARAL L FONRAT— REAHLET,

Port WLAN Cellular Loopback
| WLAN
Enable
Work Mode ‘ Client V‘ Scan
ssiD [ A \
BSSID | 2401240413 |
Encryption Mode | WPAPSKWPA2PSK |
Cipher ‘ AES v‘
Key ‘ ........ ‘
| IP Setting
Protocol ‘ DHCP Client V‘

TRTORENTET L2H, [Save] BEW TApply]l A& %227 U v 7 LTLIEEN,

7. [Status] > TWLAN] ([ZBEIL, 7 747 2 FOBEFIRIEZ R L T 7Z I,

| WLAN Status
Wireless Status Enabled
MAC Address 24:e1:24:f0:de:14
Interface Type Client
SSID AAA
Channel Auto
Encryption Type WPA-PSKWPA2-PSK
Cipher AES
Status Connected
IP Address 192.168.1.145
Netmask 255.255.255.0
Connection Duration 0 days, 02:44:45

8. [Network] > T[Failover] > TWAN 7 = A/ VA4 —N—] ([ZBEIL . wlan0 % A
A A BE =T — AUV EZHE, F— NV =A T Wi-Fi ZfEHL TRy Y
— TV EARATELH L1720 £,
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SLA Track WAN Failover
Network
| WAN Failover
Interface Main Interface Backup Interface  Startup Delay(s) Up Delay(s) Down Delay(s) Track ID Operation
Firewall ‘ wian0 V‘ ‘ eth 0 V‘ ‘ 30 ‘ | 0 ‘ | 0 ‘ | 1 V‘
DHCP

DDNS

Link Failover

BEE Ny
WLAN D % iE

WLAND A7 — Z A

45 X7y N7 T —H—DRE

UG56 77— k7 = A (21X, Semtech, Basic station, Chirpstack 72 &, D /47 v~
TH T —=F =B A=A SHTWET, T DN, F—Fv =A%y b
U—ZICBHR SN TND Z L E2MHER LTI EENY,

I. TPacket Forwarder| > [General ] (Z&#)L 3,

General Radios Advanced Custom Traffic

| General Setting

Gateway EUI 24E124FFFEF12257
Gateway ID ‘ 24E124FFFEF12257 ]
Frequency-Sync | Disabled v ’

Multi-Destination

ID Enable Type Server Address Connect Status Operation

0 Enabled Embedded NS localhost Connected

2. & I 27V v LT HLOERy hY =P —"—FBIMLEF, £ b
U= Y= S—fEREATI L, ZOP— R E A LET
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Enable

Type ‘ Semtech v’
Server Address ‘ eul.cloud.thethings.network "
Port Up | 1700 |
Port Down ‘ 1700 ’

Save

3. [Packet Forwarder| > [Radio] ~X—|ZBEIL . FLEWEEF v o 2L EF
ELTLESW, Y=z Lxy NT—T P —R—DF ¥ L RIVIFE L TH DM

ERH E7,
Region | usets v|
Name Center Frequency/MHz
Radio 0 | 9043 |
Radio 1 [ 9050 \
Multi Channels Setting
Enable Index Radio Frequency/MHz
0 [ Radio0 v| [ 5039 ‘
1 | Radio 0 v| [ 5041 |
2 | Radio 0 v| 9043 |
3 [ Radio0 v| [ 9045 |
4 | Radio 1 v| [9047 ‘
5 | Radio 1 v| [ 9049 |
6 | Radio 1 v| [ 905.1 ‘
7 | Radio 1 v| [ 9053 |

4 Ry N —IH—N—_X—=TTHF = A ZEBEMLTLEE, Ry hU—
7 — R— e O EEFNIT DUV T, Milesight loTxHi AR — Z )L &2 TR L 72 &0,

4.6 Xy NU—27 P —N—DFE

ZDF— U= A1, LoRaWAN® R kU — 7 B — 3— & L CTHERE

LoRaWAN® = RF A ZADT —H &5 « g 722 LT, SESERVAT
L& DFHRIEEE & B L E7,

4.6.1 Milesight loT Cloud{Z #5435

I. [Packet Forwarder] > [General] ~<— |2 L. MHAAL L Yy KU — 27— _R—%H%)
IZLTL7E&E,


https://support.milesight-iot.com/

Milesight

MAKE SENSING MATTER

General Radios Advanced Custom Traffic
Packet Forwarder | General Setting
Gateway EUI 24E124FFFEF12257
Network Server
Gateway ID | 24E124FFFEF12257 |
Frequency-Sync ‘ Disabled e ‘
Multi-Destination
System
ID Enable Type Server Address Connect Status Operation
Maintenance
0 Enabled Embedded NS localhost Connected I

2. [Packet Forwarder] > [lRadio] ~X— iz L. TOLENREEF v 2L E2E
ELET, Y~V 2 RT AN ADTF ¥ o RVEFR—THLIVENH D £9°,

¥ ‘

Region | Us91s
Name
Radio 0
Radio 1
Multi Channels Setting
Enable Index Radio
0 | Radio 0 v|
1 | Radio 0 v|
2 | Radio 0 vl
3 | Radio 0 v|
4 | Radio 1 vl
5 | Radio 1 v
6 | Radio 1 v
7 ] Radio 1 v’

Center Frequency/MHz

| 9043 \

‘ 905.0 ‘

Frequency/MHz

\ 903.9

‘ 904.1

‘ 904.3

‘ 9045

‘ 904.9

\ 905.1

|
|
|
|
| 9047 |
|
|
|

‘ 9053

3. [Network Server] > [General] X— ICEEIL, Xy " —F P —R—1

[Cloud mode| Z AL TH6H,

[Milesight loT Cloud| £— RF&EIR L T 7Z&E0,



Milesight

MAKE SENSING MATTER

General

Packet Forwarder

Enable

Neiwork Server
Cloud Mode

NetiD

System Join Delay

RX1 Delay
Maintenance

Lease Time

Log Level

4. Milesight loT CloudiZ & 7' A > L&, &KIZ,
[+New Devices| #727 U > 7 LT, SN#H CTMilesight loT Cloud{Z 7 — k7 = A %

| General Setting

Applications Profiles Device
| Milesight loT Cloud vl
| 010203
|5 | sec
| 1 | sec
| 8760-0-0 | hh-mm-ss
| info v|

My Devices| ~— |2 E)L .,

BMLET, Y= FU =A% [Gateways] A ==o— @D FIZEBIMSILET,

>
(%) Dashboard Devices Gateways History +
B wyo
3 My Devices
: Q Normal 1 & Alam 1 ] Offline 1 ® Inactive 3
Add Device
=Hin: = ~
_ ETL = S v @
ifdl Triggers 3
UC3X52-58 Sz P ey
B repons ® C3X52-K2 Sociated with your 7 & @
1151109
52 % .
B4 event center) NEE
JC3. %
uc3x minutes ago & v @
A, 61234124
& Sharing Center
ux
B w Confim
o —— afewsecondsage & v @
i (7 TV [ ——— .
co2 voc ure
27°C 51% 0 2lux
An A Tempe Humidity A evel (PIR luminatior
—

5. Milesight IoT Cloud LT — F U = A INF T A RABIC/R D £97,

(@ pashboard Devices Gateways +

_
&3 My Devices

Status Name
] rrigger

DX event cente@

4.6.2 = RT3 Z&BIMNT 5

I. TPacket Forwarder] > [General]

Normal 2 Offiine 0 ® Inactive 0
Associated Devices

Last Updated
(Joined /Not Joined /Failed) B

E = a3
0/1/0 Detail 2 minutes ago & ®

N=UICBEL,

FAAIAIANS 2 AN L TS IZE W,
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General Radios Advanced Custom Traffic
Packet Forwarder | General Setting

Gateway EUI 24E124FFFEF12257
Network Server

Gateway ID ‘ 24E124FFFEF12257 \

Frequency-Sync ‘ Disabled V‘

Multi-Destination

System

ID Enable Type Server Address Connect Status Operation
Maintenance

0 Enabled Embedded NS localhost Connected I

2. [ Packet Forwarder] > [Radio] ~X—icg@Eh L. DB E F v o 2L E
ELET, Y — a2 U TS ZADF % o RVIRICTHALELRDH D £9,

Region | us9ts v|
Name Center Frequency/MHz
Radio 0 | 9043 \
Radio 1 | 9050 |

Multi Channels Setting

Enable Index Radio Frequency/MHz
0 | Radio0 v/ | 9039 |
1 | Radio0 v| | 9041 |
2 | Radio0 v| | 9043 |
3 | Radio0 v| | 9045 |
4 | Radio 1 vl 9047 |
5 | Radio 1 vl [ 9049 |
6 | Radio 1 v| [ 905.1 |
7 | Radio 1 v| [ 9053 ‘

3. [Network Server] > [General] X—IZBHEIL, *v NV =7 —"—2FHh LT
AR

General Applications Payload Codec Profiles
Packet Forwarder | General Setting

Enable
Network Server

Platform Mode O

4. [Network Server] > [Applications] <X— I ZBE#H L, 77U r—rvarzBMLET,
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| Applications
D Name Description Operation
1 Test Test
| Applications
Name loud
Description loud
Metadata
| Data Transmi:
Type Operation
cac

5. ['Network Server] > [Device] X—|(Z&#H L. TAdd] #7 U v 27 LT
LoRaWAN® / — K73 A 2 %8 LEJ, [Bulkk Import] #7 J v 27 LTCT 7L —

| Device
Add Bulk Import Delete All Search O
Device Name Device EUI Device-Profile Application Last Seen Activated Operation

No matching records found

ML, 734 22 ~fTHEMNTL5Z b TEET,

6. = RTF A ADIEWEZ AT L, [Save&Apply] #7 VU v 7 LTSN,

DIEHRIT. =2 FFENRAL RADBREN—VFERIFIA— I —D~==2 T )L THERTE

F 9, Milesightflle > KT /3A4 2DFT 7 4 /L FEEEIFLL T O@Y T3

® T NARAEUl: TS ARKIZFEHE SN TWET,

@ T NRARTuT AN  OTAA XA TDT7 7 A

@ Nfu—Ra—Fv7  ETNEERLTIIEIV, fPort: 85

® 7Vl — a3 F—: [Default Value] ZiEIRL T 7ZIV, T X ALlpF
—Z AT 2546 1%. [Custom Value.] ZIEIRL T 72 &0,

@ HALT UKL :TNHRAADE LT AL F T T4 REEZEHET DR TT,
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Device Name

‘ iora-sensor ’
Description ‘ a short description of your node ‘
Device EUI | 0000000000000000 ’
Device-Profile ‘ ClassA-OTAA v ’
Application ‘ cloud V’
Payload Codec ‘ v ’
fPort ‘ 1 ’
Frame-counter Validation (]
Application Key @ Default Value () Custom Value
Device Address ‘ |
Network Session Key ‘ j
Application Session Key ‘ |
Uplink Frame-counter ‘ 0 j
Downlink Frame-counter ‘ 0 |
Timeout ‘ 1440 ’ min

7. T Network Server] > [Packets] X— I CBEIL., ZOT XA ANLDT v 7TV I 0n3d5H
INEIMEMR LTI TEEN,

| Network Server
Search O
Device EUl/Group Gateway ID Frequency Datarate RSSI/SNR Size Fent Type Time Details
24E12 24E124 868300000 SF7BW125 -44/145 23 678 UpUnc 1028523:103300 o
24E12 24E124 868500000 SFTBW125 447102 23 677 UpUnc R (1)
24E12 24E124 868100000 SF7BW125 -53/14.0 10 289 UpUnc 10235\12:)3300 o
24E12 24E124 868100000 SF7BW125 -39/14.2 23 676 UpUnc 102332750;%3?00 o
24E12 24E124 868100000 SF7BW125 -40/13.8 23 675 UpUnc 1ozg§§gf63300 o
24E12 24E124 868100000 SF7BW125 -40/14.0 23 674 UpUnc 102822750;4;;300 o
24E12 24E124 868500000 SF7BW125 -40/11.5 23 673 UpUnc 102855;50;‘(;3300 o
24E12 24E124 868300000 SF7BW125 -49/13.8 18 0 JnReq 102325;'2;‘63300 o

[Details] 227 U v 27 LT, /X7y FOFFEMET a2 — FERZMHER L T ZE0,
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Packet Details

SpreadFactor
Bitrate
CodeRate
SNR

RSSI

Power
Payload(b64)
Payload(hex)

JSON

MIC

7

0
4/5
13.5

-54

AXVjA2fgAAROPA==

01756303672a0004683¢

“battery™: 99,

"humidity": 30,

"temperature": 23.4
}

7f3664cd

4.6.3 T3 A~DT—F3%E(E

I. TNetwork Server] > [Packets] |

IBEIL, 2y NT—I Y —R—J X NTRry bR

ERL T, TNAANRRy NU—ZIZEFIZSMLTND Z L2l LT EENY,

1122612191 863100000 SF7TBW125 - - 17 0 JnAcc 2019-08-06T09:22:29+08:00 c

112261219 868100000 SF7BW125 95 -7 18 0 JnReq 2019-08-06T09:22:29+08:00 o

2 FAA D EUl AT T DI, X oy R ST A ME RS B LT R kI
C AL TS, WIC, For e s awy Redie hEAHLTL ES0,

| Send Data To Device

Device EUI Type Payload Fport Confirmed
[ 11226121913 | [ asci v 15 [15 ] @
3. ISend] #27VU v 27 LET,

4. 32 NI =2 H%— =D U RKNTTry FEHRL, TXAANZDORXvE—V%IE
FIZZIE LI L 2R L T 7ZEV, [Confirmed] ZABNIT A L E2BEIOLET,
~ILF X ¥ A MERETIEZ. WHERBEAHAOX T U 7 1Zi3kE L TnER A,

| Send Data To Device

Device EUI Type Payload Fport Confirmed

| 11226121913 \ \ ASCIl v [ 15 \ [15 | @

[Refresh] #27 U v 27 LTCTU A METEHT DL, UANOHBEFEEEERTE
THZENTEET, 71 ADY T AKX A T MNClass COLGHE. TDT /31 A%
WAy BB Ll 97,

Ty DX ATE DnCnf (XD ) VRSN v b)) T, N b
DENIKE DS . Fa—ItDR L HloODA v —UNiEs TS,
BAEZDONRTy FEERETERWI EEZEWRLET, Ny NOFRENHED
LaiE, Ny POAEFICERESNTZZ L aE®R L ET

4
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1122612191311123 869525000 SF12BW125 - - 6 2 DnCnf 2019-08-06T09:22:55+08:00 Success o

1122612191311123 0 6 2 DnCnf Pending o

THRAAZANZDZ Y ) TGS > baZE LICHmE. 735 ZTRO T
k&I DS TACK) #iR(E L ET,

Device EUI Frequency Datarate SNR RSSI Size Fent Type Time Details
11226121913 868300000 SF10BW125 - - 0 3 DnUnc 2019-08-06T09:23:44+08:00 a
1122612191 868300000 SF10BW125 105 -75 64 2 2019-08-06T09:23:44+08:00 / o
112261219° 869525000 SF12BW125 - - 6 2 DnCnf 2019-08-06T09:22:55+08:00 o
112261219 = 0 6 2 DnCnf o
112261219 868500000 SF10BW125 - - 0 1 DnUnc 2019-08-06T09:22:49+08:00 o

Packets Details

Dev Addr 07e7

GwEUI 24e124ff
AppEUI 55724c0
DevEUI 1122612191311123
Immediately =

Timestamp 874346044

Type UpCnf

Adr false
AdrAcKReq false

Ack true

Fent 21

Fport 55

Modulation LORA

Ack?d Ttrue] THDEWI ZEIE, TRAANZDOXRTY  bEZIELIZZEH2ERKL 9,

TNAADYT T ABEATINT T AADEGE, T/ ANRT v 7Y 730y &k
ELTHID T, X2y NIT—T P — R IT A R T —HXEEEFELET,
| Network Server

]

Device EUI Frequency Datarate SNR RSSI Size Fent Type Time Details
1122612191311123 868300000 SF10BW125 - E 0 19 DnUnc 2019-08-06T09:49:38+08:00 0
1122612191311123 868300000 SF10BW125 10.8 -76 64 21 ACK 2019-08-06T09:49:38+08:00 o
1122612191311123 868300000 SF10BW125 10.8 -76 64 21 UpCnf 2019-08-06T09:49:38+08:00 n
1122612191311123 868100000 SF10BW125 - - 6 18 2019-08-06T09:48:43+08:00 Suc‘s
1122612191311123 868100000 SF10BW125 98 -7 64 20 UpCnf 2019-08 °
1122612191311123 0 6 1B Pending )
1122612191311123 868500000 SF10BW125 - - 0 17 DnUnc 2019-08-06T09:47:38+08:00
1122612191311123 868500000 SF10BW125 8.0 -76 64 19 UpCnf 2019-08-06T09:47:38+08:00 o
1122612191311123 868100000 SF10BW125 - - 0 16 DnUnc 2019-08-06T09:46:38+08:00 o
1122612191311123 868100000 SF10BW125 1.2 74 64 18 UpCnf 2019-08-06T09:46:37+08:00 o

[Manuat Datrach v | TN
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| Network Server

Device EUI Frequency Datarate SNR RSSI Size Fent Type Time Details
1122612191311123 868300000 SF10BW125 - - 0 19 DnUnc 2019-08-06T09:49:38+08:00 !!
1122612191311123 868300000 SF10BW125 10.8 -76 64 21 ACK 2019-08-06T09:49:38+08:00 0
1122612191311123 868300000 SF10BW125 10.8 -76 64 “ UpCnf 2019-08-06T09:49:38+08:00 o
s SEB00N0 SFIOBWIZ 1 eans the devige has recéivad thezgggtos{of/gds;nea#od. o
1122612191311123 868100000 SF10BW125 98 -7 64 20 UpCnf 2019-08-06T09:48:43+08:00 0
1122612191311123 0 6 18 DnCnf “
1122612191311123 868500000 SF10BW125 E - 0 17 DnUnc 2019-08-06T09:47:38+08:00 o
1122612191311123 868500000 SF10BW125 8.0 -76 64 19 UpCnf 2019-08-06T09:47:38+08:00 o
1122612191311123 868100000 SF10BW125 - - 0 16 DnUnc 2019-08-06T09:46:38+08:00 o
1122612191311123 868100000 SF10BW125 1.2 -74 64 18 UpCnf 2019-08-06T09:46:37+08:00 0

‘Manual Refresh v ‘m
Showing 51 to 60 of 355 rows = 10 a | rows per page ¢ 1 T“—Ii )

BE >
207 b

4.6.4 HTTP/MQTT P — "—~D e
F—hr T =A%, MQTT. HTTP. FE7/-IXHTTPS ' ua k=L ZfHH L THIDP—
—7 RL AT — X & RET D00 T — iRk o b a/LOBEIRITK G L TUE

RS
[Network Server] > [Application] I EI L, fRET L7 7V r—va VEBERLET,

2. F 1 %270y 7 LT, T—HXEXA T EBINLET,
HTTP %7213 HTTPS:
AT w7 Hrk T e h Ak E LT HTTP 7213 HTTPS 23R L £77,

Type HTTP v

AT w72 FAURLE AT LET, B EEOT — X %2R H5URLICKEET HZ LN T
ij‘o

| URL

Data Type URL

Uplink data ‘ ’

Join notification ‘ |

ACK notification ‘ l

Error notification ‘ \

HTTP(s)V—/X—~D 7 7 & ARFIZ 22— P —GBFEE RN LB R G AT, ~y X —4
L~y X —lHE AL T IEE0,



IN([IEETs] ]88 MAKE SENSING MATTER

| HTTP Header
Header Name Header Value Operation
| |
[+
MQTT:
FNE 1 ARZET w had LTMQTT &, #&iEE— K& LT [Manual Configuration |
iR LET,

| Data Transmission

Type | marT v|

Configuration Mode [ Manual Configuration v ’

AT7 2 MQTT 7 u—— DR ARFEEZ AT L E T,

| General

Broker Address L
Broker Port ‘

Client ID \

Connection Timeout/s ‘ 30

Keep Alive Intervalls ‘ 60

Data Retransmission

25:‘)703 #_/\#Tg*éhémunﬁﬁ{f%L*ﬂLij—o
PRI = — W —FRGEE A IR T 25513, FBitHO 22— —4 & X2 T — & A
T BN HY 7,

| User Credentials

Enable [l
Usemame ‘ ’
Password ’ B ’

PRREIZREREN L 251X, B — F2 IR L, BiEHDOCATEHE, 7 947
FEAE, BEXOIZ 947 X —T 7 A0 %A A —FLTLSEENN,
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| TLS

Enable

Mode l Self signed certificates V‘

CAFile ] ‘ m Delete
Client Certificate File ’ ‘ w
Client Key File ’ ‘ m
SSL Secure

AT T4 T—REZELTZVE Y I EREE LTV TH0D Ny 7 B2 AL,
QoS iR L E 7,

| Topic

Data Type topic Retain
Uplink data ‘ =) | Qes0 v|
Downlink data ‘ QoS0 v|
Multicast downlink data ‘ QoS 0 v ‘
Join notification ‘ (8] QoS0 ~. ‘
ACK notification ‘ =] QoS0 ¥ ‘
Error notification ‘ (m) QoS0 v ‘
Request data ‘ QoS 0 M. ‘
Response data ‘ (m] QoS 0 v ‘

4.7 Node-RED
4.7.1 Node-RED % #Z&h L £
I. TApp > Node-RED] (ZF&) L. Node-RED#EHREA HZhIZ L T 72 &0,

2. #hk#% . TLaunch) # 2 U > 2 LT Node-RED ® Web GUI ([ZF£E) L, gateway

ERICZ—HY =4 L RXRT—RTr A LTLLEE,

Usemame:

D% Password

Node-RED
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472 A— NV X A TF—FEE
TN r— g U

AMIO2T /A ADT —H % A —)LTEEF L ET,

R EFIHE
I. TLoRalnput] /— FZBMMLET, BINTIHIZ, *y NV =P ——F—
RBRE/Z 72> TEY, LoRaWAN T34 A3 Ry h T —Z [ ZHZML TN\ DH Z & &
MER L T 7ZE 0,

2. L DF A AZBINL, FFEDIDDT XA ZADT —H DHRBPLBEIRGATL,

[LoRa Input] / — KD AT [Device Filter] /— RZIBINL. 734 ADEUI%
AJTLTL7ZE 0,

Edit Device Filter node

% Properties

Name AM100

Eevice £l 24E124127A270222 *

e ¢
LoRa Input AM100

3. Milesightt > —F — 4 %7 a2 — R34 57280I1Z, [Decoder] /— RZEIML T 7EIW,

Edit Decoder node

4 Properties

& B||=

e e — == Name AM 100 Decoder
LoRa Input AM100 : A 100 Decoder

Device Type AM100 Series L4

4. TEmail Output] ZiBMIL, SMTPZ Z4 7 bOFEE, 58 A—NT KL A,
BROALEATILTLIEI VY, RKLOH -

#5013 {{time}} T,

7N XID/E {{deveuil} TT,

M/ IT {{payload.humidity}} T7-
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enpar Edit Email Output node

Delete cancer | [

# Properties & BE

Name AM100 Data to Email
LoRa Input L=t AM100 o AM 100 Decodet
SMTP Option Custom o

User ID @milesight.com

Password

SMTP Server
Address smtp.exmail.qq.com

Port 25
[1-65535]

Enable TLS ]

WAN Up To @milesight.com i+

Topic AM100 Data

The time is {{time}}
Deveui is {{deveui}}

Rayload counter is {{payload. humidity}}

E

1) SMTPA 7> a4 [F—Froxa LREU] ICRET 5541, [System] >

[General Settings] > [SMTP] (2@ L. SMTPZ 74 7> F &R EL TS0,

2) LoRaWAN / — R D7 — & Z MO 3 BR O AR 72 XX {{property name}} ©

T EA—/LOSMSD A 11— RIERUTET 25EMIZ DUV TIE, THelp) ~—T%

77U w7 LTLIESN,

3) &/ — FOWTINEEZMERT DLENDLGEIE. 73y 27/ —REZBIMLTI7EIN,
5. ENSET L6, [Deploy) 227V v 27 LTHTRTORELRIFLTLIEEW,

Flow 1 +| =] dawg (2 i & & o -

LoRa Input AM100 AM 100 Decoger ~ AM100 Data to Emait

6. AMI2N T — T =2 AT — X E2EETDHE, = b AITEDT— X % X —)LITHEE
Liﬁ‘o

AM100 Data
From @milesight.com>
To Dmilesight.com>
Time: 2021548308 (BR) 17:13 ©

Size: 2 KB

The time is 2021-04-30T09:13:13.8729427 Deveui is 24e124127a270222 Temperature is 30.4 Humidity is 52

BER Y
Node-RED
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