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Milesight 2e% | B

Status Overview Cellular Network WLAN VPN Host List

Packet Forwarder | System Information
Modal UGB5-LOOE-863M-EA Reglon
Show the Region of gatew
Nobuork Samver o - Show the Region of gateway
b Serlal Number
Serial Number 62214968194 of
Protocol Integration
Firmware Version 60004215
Network Hardware Version Vi1
Local Time 2024.02:21 21 49.38 Wednesday ol Voo
System
Uptime 012939
CPU Load 5%
Maintenance * Local Time
RAM (Capacity/Avatable) S12MB/ATMB (0.18%) Show the current focal time of
system
APP eMMC (Capacity/Available) 8.0GBI6 4GB (80.32%) Uptime
|ups
Model - CPU Load

Serial Number

Firmware Version E Manual Refresh RAM (Capacity/Available)

v Show the RAM capacity and the  ~

Show the current CPU utilzation

E:A—YRry hAR— MO X A 7 1X7 74/ 8T DHCP CT¥, 4 —H% v k
W— b DG S A T IP &L LTEIRL, A —H Ry FPAR—RZIPT FL2%
0L CTHEE, Y= Moo I3ART 7 EABYHR— M LET,

I. [Network] > [Interface] > [Port] ~— 2 T X A4 728 IP ITEIRL., A —V x>
FWANFR—FDIPT7 RLAZHELET,

2. PCHUG65DETHAR — MIEHE, E72IFPoEA V= 7 X &40 L CHERE L £77,

A a2 Ea2—XZIP7 RLAZFEITHY ¥ TET, Windows 10T AT L%
Blick B L, "av br— A RE Ry R T = B B =Gy B Ry R T —
g R —"CBBIL, "M —V Xy N (BRIBRRRDIGERHD ET) 22
v 7 LET,

5% Network and Sharing Center = a X
- v A A& « Networkand Intemet > Network and Sharing Center v|&  Search Control Panel p
View your basic network information and set up connections
Control Panel Home
View your active networks
Change adapter settings
3 Access type: Internet
Change advanced sharing Yeastar5G
seltings B ki HomeGroup:  Ready to create
Connections: 4l Wi-Fi (Yeastar5G)
Identi Access type: No network access
ntifying... .
" Connections: § Ethernet
Change your networking settings
fiGe  Set up 2 new connection or network
" Set up a broadband, dial-up, or VPN
[ Troubleshoot problems
Diagnose and repair network or get blesh: g
See also
HomeGroup
Infrared
Internet Options
Windows Firewall

B. 7 m/\TF "> "f X —FRy S ha— g 4TCP/IPv4) "ICEE L, "
WDIPT FLRAZMMT 5 "Z2®IRL, 7' —F U =A DR CY 7Ry FNTHIIIP
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Internet Protocol Version 4 (TCP/IPv4) Properties

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

(® Use the following IP address:

P attes:
Subnet mask:
Default gateway:

192 . 168 . 23 .150|

Obtain DNS server address automatically

(®) Use the following DNS server addresses:
Preferred DNS server:

soraventsaene: [ |
[Jvalidate settings upon exit

C. PC TU =777 W (Chrome Z#4E) ZB&, A1 —V Ry hA—FDIPT R
LAZ AL T =7 GUIIZT Z7EALET,
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ZOR=VTE, F— bV A DU RT LMERERRTE ET,

| System Information

Model

Region

Serial Number

Firmware Version
Hardware Version

Local Time

Uptime

CPU Load

RAM (Capacity/Available)

eMMC (Capacity/Available)

UG65-L00E-868M-EA

EU868

6221A4968194

60.0.0.42-r5

V1.1

2024-02-21 21:49:38 Wednesday
01:29:39

5%

512MB/47MB (9.18%)

8.0GB/6.4GB (80.32%)

X 3-1-1-1

System Information

Model
Region
Serial Number

Firmware Version
Hardware Version

Local Time
Uptime

CPU Load
RAM (Capacity/Available)
eMMC (Capacity/Available)

F— bR U A DET AL ERRLET,

77— k7 = A D LoRaWAN® i F Ji il 55 & £ L £77,
T—hrU A DTV TNEZERRLET,

PN T =2 DRIED T 77— AT =T N— g A TR
LET,

=T oA DHREDONN—R T =T « N—T g A FR
LET,

BAED T AT L — ) VR &2 Fos L E T,

T oA PEEL TV LR OE®REZR L ET,

=t A DHED CPUMHAREFR R LET,
RAM F & L AIEEZ2 RAM X £ U 2 F R LE T,
eMMC OB ATHE7: eMMC X £ Y 2 F R L F
7

2% 3-1-1-1 > 25 L5
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Milesight UPS 737 /N A ZIZHEHE S AL TV D 8E . UPS OEEARTE# S Status X—
IR I E T, FEMIE Milesight UPS = ——0'1 FZZRLTL 2S00,
| UPS

Model -
Serial Number -
Firmware Version -
Hardware Version -
Power Status Unconnected

Remaining Battery -

3-1-1-2
212 V77—
ION=YTRTF = bV =2ADENVT—Fy NI =V AT —HRAEFRTEET,
| Modem
Status Ready
Model EC25
Version EC25ECGAROBAOTM1G
Signal Level 26asu (-61dBm)
Register Status Registered (Home network)
IMEI 860425047368939
IMSI 460019425301842
ICCID 89860117838009934120
ISP CHN-UNICOM
Network Type LTE
PLMN ID
LAC 5922
Cell ID 340db80
3-1-2-1
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Modem Information

Status EYa—/bl SIM A — ROXfILT DA T —Z A 2R R LET,
Model BT —F2a— LDETFTNLEFRLET,

Version TILT—F 2 —DONRN— g U ERERLET,

Signal Level BT —DIEFL NV EFERILET,

Register Status = SIM%— RO ERIREL R R L E T,

IMEI TV 2 — /LDIMEIE R LET,

IMSI SIM 71— KD IMSI ZF£x L E9,

ICCID SIM%— RDICCIDAF /R L £,

ISP SIMA) — R ER L CWDH Ry N —2r7 Fa (X ERRrLET,
Network Type  LTE, 3G72 &, #fisNCW\WbH Ry NUY— 7 OffifEEZFR L ET,
PLMN ID MCC, MNC, LAC, Cell ID72 &, BIfEOPLMN IDZ /R L £,
LAC SIM 1 — ROffE=Y 72— REFRRLET,

Cell ID SIM 1 — ROfLEDEILID #Frx LET,

Fz 3-1-2-1 EF LHIEH

| Network
Status Connected
IP Address 10.53.241.18
Netmask 255.255.255.252
Gateway 10.53.241.17
DNS 218.104.128.106
Connection Duration 0 days, 00:04:26

3-1-2-2

Status HEHTERE Yy NU— 7 OREHRIRIEE R OR L £97,

IP Address BT —Fy hU—TDIPT RLRAERRLET,
Netmask TILT—Fy NT—T DRy N~ AT EFRRLET,
Gateway Ry N =2 DO — U= A TR LET,
DNS BT —Fy FT—7 ODNSEF R LE T,

Connection Duration /L7 —3% v hU—27 ORI 2Rz R LE T,
F#3-1-22Ry NT—T AT —H R

213 Xy hU—7
ZOR=VTEH, = bV A DA =Y Fy bAR— bOREBEHERTE £,
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Overview Cellular Network WLAN VPN Host List
| WAN
Port Status Type IP Address Netmask Gateway DNS Duration
10h 52m
eth 0 up Static 192.168.22.32 255.255.254.0 192.168.22.1 8888
03s
3-1-3-1
Port A—HFxy bAR— FOLHFHERRLET,
A=V Xy hIR— b DORT—HX2EFRLET, [Upl IE.

Status WAN BB TA —H Ry N —T B3P STV DRIEAE R

LEJ., [Down] IFA—H x> hr—7ARBEK S TND
. WANBEREIN TSN Z 72 > TWDH T L 2B L E T,

Type A=V FXy bBR—=FDEAYNVT v T XA T HFRLET,

IP Address A —H% x> hik— FDIPT FL AEZEXRLET,

Netmask A =Xy bAR—F DRy b AT ZRKRLET,

Gateway A=Yy hAR—F DOF— b+ T =R RLET,

DNS A —H x> bAR—FDDNS ZF R LET,
A =P Fy bR—=FEDBEDR>TWNDHEE, A —FFy hor—
Duration TIVINA —H Ry bR — MR SN TV DR O 2 £~ L

F9, =R EDLSH DD, A —F Ry =T ngll s
o &L BRI R R S e <R £,

#® 3-1-3-1 WAN X7 —& X

2.1.4 WLAN
TIRBRARA L "RV TA4 T 2 FOERRE . Wi-Fi OIREZ MR T D Z LN TE
i‘d—o
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Overview Cellutar Network WLAN VPN Host List
| WLAN Status
Wireless Status Enabled
MAC Address 24:21:24:11:22:58
Interface Type AP
SSID Gateway_F12258
Channel Auto
Encryption Type No Encryption
Status Up
IP Address 192.168.1.1
Netmask 255.255.255.0
Connection Duration 0 days, 10:52:23
3-1-4-1

WLAN Status

Wireless Status MR T —H A F LET,

MAC Address MAC 7 RL A& F R LET,

Interface Type AP R T ZA4T7 b 7l AU F—Tx—AOFHEERRLE
R

SSID SSID Z#F s L £,

Channel UAXYLVAF ¥ o XN TR RLET,

Encryption Type Wb A 7 2R LET,

Status e AT — X AR L ET,

IP Address T — R ADIPT RLRERRLET,

Netmask F—=hT oA DB MAC 7 RL 22K RLET,

Gateway TAX VAR NT—I DT — T xAT RLAZRRLET,

Connection Duration  Wi-Fi * >~ hU— 27 ORI 2R~ L £97,
# 3-1-4-1 WLAN 27— & A

| Associated Stations

IP Address MAC Address Connection Duration

3-1-4-2

Associated Stations

IP Address TIORARA L NETNTIITAT O FDIPT RL A%
FKRLET,

MAC Address TIRARA L NERIEI I TAT L RO MAC T KRR
o~ LET,

Connection Duration Wi-Fi % v U — 27 O 2=~ L E1,
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7% 3-1-4-2 WLAN 27— & &

2.1.5 VPN
ZDO—TlX, PPTP, L2TP, IPsec, OpenVPN, DMVPN 72 & VPN A7 —

H AR TE £7,

Overview Cellular Network WLAN VPN Host List
| PPTP Tunnel
Name Status Local IP Remote IP
pptp_1 Disconnected - -
pptp_2 Disconnected - -
pptp_3 Disconnected - -
| L2TP Tunnel
Name Status Local IP Remote IP
2tp_1 Disconnected - -
2tp_2 Disconnected - -
2tp_3 Disconnected - A
3-1-5-1
| IPsec Tunnel
Name Status Local IP Remote IP
ipsec_1 Disconnected - -
ipsec_2 Disconnected - =
ipsec_3 Disconnected - -

| OpenVPN Client

Name Status Local IP Remote IP
openvpn_1 Disconnected - -
openvpn_2 Disconnected - =
openvpn_3 Disconnected - -

3-1-5-2
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| GRE Tunnel
Name Status Local IP Remote IP
gre_1 Disconnected
gre_2 Disconnected
gre_ 3 Disconnected
| DMVPN Tunnel
Name Status Local IP Remote IP
dmvpn Disconnected
3-1-5-3
VPN Status
Name VPN F > RVDEFREFRR L ET,
Status VPN r > RV D AT — R AR R LUET,
Local IP VPN k> LD a—J v ko FUIPEFRR L E9,
Remote IP VPN F o LDV E—h hRVIPEZFRLET,

% 3-1-5-1 VPN 25— & &

2.1.6 ZRX —&
RA MEREERLET,

Overview Cellular Network WLAN VPN Host List

| DHCP Leases

IP MAC Lease Remaining Time
| MAC Binding
P MAC
3-1-6-1
Host List
%
DHCP Leases
IP Address DHCPZ 7 A4 7 > FDIPT KL A& FoR
MAC Address DHCPZ 4 7> F®MACT KL A& FR
Lease Time Remaining DHCP 7 7 A4 7 > FDFkY U — AR Z R L ET,

MAC Binding

IP & MAC DHCP —E A ® StaticIP U A MIFREIILTUWLWDS IP
7 RLRAEMACT FL2A&HFK L ET,
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g“l]\

% 3-1-6-1 IR A F—E DA

2.2 LoRaWAN

Milesight LoRaServer

Device Gateway ;
(End-node) (Packet Forwarder) Network Server  Application Server
< Sub-GHz-Radio > < > Internet Communications »
(LoRa) (Cellularwired) (servers may be co-located)
1w  Oneormorenearby gateways @
Device broadcasts its receiveitand forwardittoa Network Server discards .
LaRaWAN packet Network server duplicates, decodes header to Application Server decodes
@ determine application and packet payload and performs
- pplicati ver. 'PF P function.
‘ Data encrypted by Network Session Key (NwkSKey)
‘ Payload encrypted by Application Session Key (AppSKey)
o
221 3y v 74U —4F
General Radios Advanced Custom Traffic
| General Setting
Gateway EUI 24E124FFFEF35F39
Gateway ID ‘ 24E124FFFEF35F39
Frequency-Sync ’ Disabled V‘
Data Retransmission
Multi-Destination
ID Enable Type Server Address Connect Status Operation
0 Enabled Embedded NS localhost Disconnected

X 3-2-1-1

General Settings

BEA

Gateway EUI P N e DO T AR LET
ateway BRI L7z, XTS5 1D 2 AN LET, BHES— b =1
EUI L[RIC T, ZHA[RETY,
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ST H~NVFTFT AT F—2 g VIDEBEIRLT, 2y hU—2
Y= 5 JERBGER E A R L £,

77— K 7 = A %315 D Chirpstack/Semtech/Remote Embedded
Data NS/Basic Station % -{ 7D/ r—T 7 4 U — 22T 55
Retransmission &, F v b U — 7 GIWiHFICEH K100 540D F — Z 515 % VR —
L., *v NU—JEIHRZBIZT —X EZHEELET,

Frequency-Sync

=T zA1X, VA NTIERSNENZ>TWNDH Ry Y
— 7P — T RL AT — X Zinik LE T,

Multi-Destination

Connection Status . e .
Ny =TT F U — X OERIREEFR L £ T,

F 3-2-1-1 —EERE/NT A —X

| Packet Filters

Filters by NetlD default mode White List []

Proprietary Message Filter
Filrs by NetlD e Lt /]
| =
Fters by JonEU Bleck i ]
| 7o a
Fiers by DevEU [ wie Uit 5
| o a

3-2-1-2

Packet Filters

TANFE—RET Ty I URARPETA PR RNABERL

EJu e
Fil by NetlD . ‘
eers by et WhiteList: ~ DU X DOy "ORIE Fy T — 7 P—r3—
Default Mode .

RS L E T,

Black List: — DU X NUAD o DOBE TRy N T —7 H—R

—IZHERE L £ T

Proprietary

MEA A =87y b (Mtype=I11) ZizkL72nXHicL
Message Filter F94,

Filters by NetlD | NetlD |Z—33 57 v 77U 7 /X7y NEiEET 0 Lsn g
HELET,

Filters by JoinEUl | JoinEUIl #iPHIC 83 56 a A v VU7 =X My 2T 4+ U —
RIZ7+#U—RL&EH A,
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DevEUIFEFHIZ — 3 2 B MER X v R &dnik 4 5 ik LEE

Filters by DevEUI 9

FrED 7 42 ) ZEETITHEE Y 2 FERELET, £D

List ZMETHRANS VR FETEBMTE £,

#3212y F T 4 NEIRT A—H

TR

I. join EUI & dev EUI Dl 7 &5 E L7ca . M ORMBIC—HT 5307y hDOI

DHRE S E T

2. ZOREIX. N7y N7+ U — X X A )5 Loriot £ 721X Everynet DG A XA — F I E
A,

3. W —RRX—=F 4 —DFRy NI =T H—N—RF— T =TT g V¥ —5F %

FOMCTHHE, Y= hU oA 1EFy NV =T —R_R—DREEEHR L THEAL

ESr

REHELER E Bl
Ry R 7 3 U — X —DRE

2.2.1.2 EHR I

| Antenna Type

Internal Antenna External Antenna-

....... /f 2
e i j :
| if Iq | I1
\ \

O ®
3-2-1-3
| Radio Channel Setting
Region ‘ US915 vi Noise Analyzer
Name Center Frequency/MHz
Radio 0 ‘ 904.3 |
Radio 1 [ 5051 ’
3-2-1-4

Radios-Radio Channel Setting

REHE | BREHEE

Antenna EA N Z AT DB EDT T T DOREX A TR L £9,
Type
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Ty TARN) =L XD DB EET— X L — MNIEHT S
Region LoRaWAN® D JE¥ 7 7 o Z8IR L x4, FARRERF v 2T T
X, Y= b2 DET I > TELRY £,

Center
Frequency

LoRaWAN® / — K6 DR v a3 5B E=ER LE7,

# 3-2-1-3 BERT ¥ RVBRIE/ T A —HF
| Multi Channels Setting
Enable Index Radio Frequency/MHz
@ 0 | Radio0 [ 9232
@ 1 | Radioo [ 9234
@ 2 | Radio0 [ 5236

@ 3 | Radio 1

|
|
|
[9222 |
|
|
|

@ 4 | Radio 1 [9224
7 5 | Radio 1 [9226
@ 6 | Radio 1 [9228
@ 7 [ Radio (0 |
X 3-2-1-5
Radios-Multi Channel Setting
X EHH X EHH
Enable Ny FEEET LT v RV EANMILET,
Index UZX NOFFERLET,
Radio HULE S E LTI A0 X T A1 28R L £ 7,
Frequency/MHz CZOF ¥ RNV DEEEAEANTTLET,

#PH - LA S £ 0.4625,
3R 3-2-1-4 VT F ¥ RIVFKE/NT A —H
| LoRa Channel Setting

Enable Radio Frequency/MHz Bandwidth/KHz Spread Factor

v Radio 0 v 9238 ‘ ‘ 250KHZ v SF7

3-2-1-6
Radios-LoRa Channel Setting
X EHH X EHH
Enable Ry FMEEEANILET,
Radio HULE %L & L C Radio 0 F 721 Radio | 38R L £ 77,

ZDOF ¥ RNDJEBEAEANTILET,

FPH ¢ opL)E 0.9,
Bandwidth/MHz = ®F v /L OHEIIEEZ A L E 3,

P ATRE R IEHAR I A IR L £ 3, IEHUREI KR EWTF v b
Spread Factor IHE L — b~ X NF v A E L — RMokHE L ET,

Frequency/MHz

% 3-2-1-5 LoRa F ¥ RI/LEKE/NTF A —H
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| FSK Channel Setting

Enable Radio Frequency/MHz Bandwidth/KHz DataRate

@ Radio 0 v‘ ‘ 9240 ‘ ‘ 125KHZ v 50000

< 3-2-1-7
Radios-FSK Channel Setting

Enable Ny MR EEBICLET,

Radio LD E P #cE L C Radio 0 7213 Radio | Z3&EIR L £9,
ZDOF ¥ U RNDRE W EATILET,

Frequency/MHz .
FPH - HC E P £R+0.9,
Z N Hrikhg

Bandwidth/MHy DF ¥ RV OHFIERIEZ A LE T,

HELEME : 125KHz, 250KHz. 500KHz
Data Rate F—H L — &2 ASLE9, #iPH : 500~25000

% 3-2-1-6 FSK F ¥ RAFKE/ T A —H

2213 VA RXTF A4 ¥

I ART T4 VL, HJEEKT v RO ) A X AFX v L, —WREREE
TR REA HT L. Al 7ol 2 B IR T 2 7m0 O X AR T B 7o DI &
ALET, RSSHIIET v o RV DEELZ R LET, RSSHEDMEWE E . BAr/efs
BT, XU U IRRICEET H700, RN r—U 7 3 U — X — % HT
HEEIE. ZOREE A N T HZ L EBED LETA,

| Radio Channel Setting

Supported Freq ‘ Us915 AP Noise Analyzer

Noise Analyzer () Running
Settings Sweep Freq ‘ Genaral Freq v
0.63: 902.3.914.9 MHz
64.71: 903.914.2 MHz
Sweep Time Custom v
2 |n
O- Current Value (- Weighted Average Value
RSSI/dBm
) MH
204
-40]
-60 A
a0 \ / \ \
21004 e S —
1164 L
502:3 2027 903.1 2055 9039 9043 9047 905.1 9055 9059 9063
v
4 3-2-1-8

Noise Analyzer

Enable JARXT T T A THEREEZ AL ET, Disabled
Sweep Freq  JHIIAA A — FHEIH A BRI L 97, General Feq
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General Freq: LoRaWANP® il /X5 2 — & F2¢
EN AN SoRg T8

Custom: JE @i A I A X~ A4 XL E T,
A RXT F T A P EEG R E T2 E RN
WZEZLET,

Custom Z&EN L7 E. /A RXTFI7A4W
TXEFERTICERE LR I B BRI 1B L=
R

I 2 A XTI A4 FEERRIXEE OFT — X fnik
WS 5 2 B, BEEZ T A X~ A AT 5
ZEEBEDLET,

#3217 VA RXTF T A VRE

Sweep Time

5 A—4

2.2.1.4 AR E
AREITIE, BE—ariBtfg e U F— 3 OFEMER

| Beacon Setting

Custom/24h

ENWZ DWW TR L £ 9,

Beacon Period ‘ 128 V‘ S
Beacon Freq ‘ 869525000 ‘ Hz
Beacon Datarate ‘ SF9 V‘
Beacon Channel Number ‘ 1 v ‘
Beacon Freq Step ‘ 200000 ‘ Hz
Beacon Bandwidth | 125000 v|He
Beacon TX Power ‘ 16 ‘ dBm
Beacon Time Offset ‘ 0 ‘ S
3-2-1-9

Advanced-Beacon Setting
e

y7x3$A4X®%%ﬁ%®kwmﬁwb
Beacon Period VAN —arEzXE5T olE, 01X, 7
—hT AN =T EBEE LRV & EEE
1_/ \i _é’—o
Beacon Freq E— o D JEE R,

Beacon . .
v—= :/@Tb_.g rr— ]\o
Datarate

CustomZ 18R L 72854
i’j_o

Beacon Channel | ~8D L TR E T

Number

0

YAR—hsnhTw
RYEIR % N Sk
i#o

IS E BRI IS <
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Beacon Freq
Step

Beacon
Bandwidth

Beacon TX

Power

Beacon Time

Offset " — .
>€ F, THUCEY, BEDOZ T X B T R
NI IZHLHGE DT ERHBECTCX ET,
+* 3-2-1-8 B — 3 EINT A — X
| Intervals Setting
Keep Alive Interval ‘ 10 I s
Stat Interval ‘ 30 ‘ s
Push Timeout ‘ 100 | ms
| Forward CRC Setting
Forward CRC Disabled 0O
Forward CRC Error 0O
Forward CRC Valid
3-2-1-10
5
= T =2A MRy N —T7 P —R"—|TEEFES
Keep Alive NHLxX—TTI7A4T57y hOMBEATILE |,
Interval &
#ilF 1-3600.
cacncemva | LT A OREERE R b= —s—
WCHEHTT A MEAE A LET, #FH : 1-3600.
Push Timeout =T AND ) — ROT — X &ikE LT, 100
Y= R—=NEDIREEFOIHA LT 7 b EANTILE
9, &PH : 1-19991-1999.
Forward CRC  CRC # MM L CZfE L7y haxRry FTU— Disabled
Disabled U S CEET BN E D R R LR, savie
Forward CRC  CRC =7 —TCEFLI= 7y haFy hU—2H—
Error N—lTEE LT, Disabled
Forward CRC  CRC BN HRTEZAE L2 Ty FaEXRy MU —2 H— Enabled
Valid SRR LET nave

B— o D JE 5 . 200000

E— o Of g, HAL - Hz 12500 Hz
St JE I

BE—a OTXNYU —, I HS<

TOF Ty FEIRAT ARERIIZEIM L.,
FORERAE T T ABT /NA RAZE Y Y CTF 0

# 3-2-1-9 FEM/ T A —X
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2215 B AR FZ A

Custom Configuration E— RZHFMIT DL, =7 4 v bRy 7 RTMA DT v B 7
U— HREZT 7 ANETLIR L, Ty 74T —HDOREEITH Z N TXET, Save"
BV I THE WAX LA T 4T L— 9T 7 A IIVONENMET S, "Apply" %
7V FTHEMEINET, Clear "2 27 Vv r735L, =7 4y "Ry 7 AONENRT
RTHEEINET, BREZ 7 ANVDOEZHFNRONLRWGEIEX. [Example] 227 U v 27 L
TV 77 L AN—UEBBL TS,

H: WAL~ A XENTZHEEIX. Web GUI OR7 » b7 43U — REx EEX L

9

| Custom Configuration

Enable

Example

e

"§X1302_conf": {
"spidev_path": "/dev/spidev0.0",
“lorawan_public": true,

“clksrc™ 0,

"antenna_gain": 0, /* antenna gain, in dBi */
“antenna_cfg": "ITXIRX",
“full_duplex™ false,
"precision_timestamp™: {
“"enable”: false,
"max_ts_metrics™: 255,
“nb_symbols™ 1

“radio_0": {
“enable” true,
"type": "SX1250",

LY SR o Lo T Vo Y Ve Ya Ve VY

X 3-2-1-11

2216 NTFTT7 47

N7 4 7 RX=VIZBEITDHE, F— N2 ADRZELIERFTONT 7 4 v
MEREINET, 47 VT 74 v I EFRTHIZIE, [Refresh) #27V v L
*9,

| Traffic Setting
Rfch Direction Time Ticks Frequency Datarate Coderate RSSI SNR
1 up - 83002508 9228 SF9BW125 4/5 -103 -132
1 up - 71108156 9226 SF9BW125 415 -102 -132
1 up = 35426956 922.8 SF9BW125 4/5 -103 -9.8
1 up - 3171639508 9226 SF9BW125 4/5 -100 -105
1 up - 3159744804 9226 SF9BW125 415 -102 -13.0
1 up - 3155781348 9226 SF9BW125 4/5 -101 -122
1 up - 3147851660 9226 SF9BW125 4/5 -102 -13.8
1 up - 3143888916 9228 SF9BW125 415 -102 -132
1 up = 3139922740 922.8 SF9BW125 4/5 -100 -12.2
1 up - 3124065788 9228 SF9BW125 4/5 -100 -12.8
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3-2-1-12
Refresh BHOT — X2 2L F£9,
Clear ETCOT—H%2 7 VT LET,
Rfch ZDONRNT ROF ¥ RN ERRFLET,
Direction ZDORTy O EFRRLET,
Time Z DRy NOZAGRA AR R L E T,
Ticks ORIy bDT 4 v T HRKRLET,
Frequency F v FNDEP R TR LET,
Datarate F ¥ 2D TF—Z L — R NEFKRLET,
Coderate TNy bOa—F L —FEFRLET,
RSSI ZEEFRELRRLET,
SNR TRy POE SRR L TR L E T,

F32-1-10 h T 7 4w I INT A —H

222 %y NU—F P——
2221 —f%

| General Setting

Enable
Platform Mode 0

NetiD | 010203 |

Join Delay ‘ 5 ] sec

RX1 Delay ‘ 1 ‘sec
Lease Time | 8760-0-0 | hh-mm-ss
Log Level | info v|

| Global Channel Plan Setting

Channel Plan ] US915 vl
Channel ‘ 8-15 ]
3-2-2-1

Enable Fv hU =P —R—F— a8 L%+, Enabled
Platform Mode /7 — K 7 = A % Milesight loTIZ#4#5¢ 9" 5 7= 812  Disabled
B LET,
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NetlD

Join Delay

RX1 Delay

Lease Time

Log level

277 7 RE 72X Yeastar Workplace” 7 v s 7 4 — A,

Xy FU— IR 2 AT LET, 010203
T2 RT3 A 3 |2 Join_request_message % 1/

hU— 2 — RS E LTh D, B2 RT3 2785

v b= R B RE S 3
Join_accept_message & 5259 5 72912 RXI % B < #E{i

Z4 5 E COMRRRZ AT LET,

T RTFNRARINT v 7V 780y FaEE L TR

B, T RTNRAARKE Y g Ry N EZET

%72 ICRX & B < Wl 23 % £ Com@Esmae A L !
£,

FEC DI Lo G ORI E TORMAZ AT L%

T 7A—~v MIK-S-BHTT, ZINZ A 7n

OTAA D&, U — AWM ZHMAH L, = k7,3 876000-00-00
2E Ry N =T = R—CHESMT DHLE R H D

£,

a7 LoL A @I L ET, Info

Channel Plan Setting

Channel Plan

Channel

7% : LoRaWAN® HUlE CFFA] STV D4

T T ARN)—ALEHX T T DR E T —

X L— M &35 LoRaWAN® F ¢ L7 5 7oA
. . . DU X

ZiEIR L EJ, FIAFTREZRR T v RV T x5 — 2

FY 2 A DEFIIT L > THERALY £9,

T RTNA ADREEDJEEET v L Ll TE D

ol LE9,

7230 % £ TlX. LoRaWAN® #ifif /X5 2 — & - R3¢

2 A N THRESNZT 7 4 /v b OEUEM H /TRET v .

KA ARCHAT S L EERLET, Frano 7T

STy s AR AN TE ET :Eﬁﬁmi

il
[,40: F¥ /L | &F ¥ RV 40 Z /MM LET,
1-40:F % /L | 226 F ¥ KL 40 £ THZ
1-40, 60 : F ¥ > RV ZTF ¥ L K/L40L F ¥ R /L60
WZ Ak

+* 3-2-2-1 —ANT A —XH

X 972 LoRaWAN® Hilifi/ R T X — X CTERI N TV RWEBMF ¥ RV E2RETDHZ LN T

xFE9

Additional Channels

Frequency(MHz) Min Datarate Max Datarate Operation

£

3-2-2-2

BN~ 2 fEH LT, EU868 X° KR920 7
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Additional Channels

Frequency/MHz BN~ Z » D JEFE A AT1 L ET,
T RFNRAL ADORKT—F L — &2 ASHLET, &L,
LoRaWAN® Hilfi/ ST A —% « R¥ o X FCHREINLTWD
HOIZHESE £,
Min Datarate T RFRAL ADR/NT—HF L — 2 ASHLET, &@PHIL,

LoRaWAN® il /X T X — X2 L ETIREINT-LDIZHKSZ F
j—o

Max Datarate

#3222BMT T RXT A—H

222277V —vav

TV —asiE, FICHWIRCZ A 7OTF A ZADHEFEY T, 2—W
—E. RV —"—ITHETDMEND DL —HEDOT A AR/ LT r—
a SZIBINT 52 LN TEET,

27V v LTT 7V r—araimEd 20, 7 )y LTHLWT 7Y or—
TalEERTOLZLENTEET,
| Applications

Description cloud

Metadata
Metadata Details devEUI deviceName applicationlD (] gatewayTime (] cellularlP
| Data Transmi ission
Type Operation
=N
3-2-2-3
Application
N TV = arTa Ty A VORI E AT LET,
ame

1 smoker-sensor-app.

ZOT TV r— g OEHEATILET,

) . B E Y S — DT ) r— g

Metadat TR, AN a— Ra—F v 7 ZBMLzE X, BEICT
ctadata v FY Ty TG AR AR TX S LI LET,
Dam F—HIIMQTT, HTTPE/ZIZHTTPS Y2 ha L Z{HH L T A X L
Transmission P—R—IZEEEINFET, |DOT7 FY r— 3%, 1 DOMQTT

EE LI DODOHTTP (HTTPS) X LB TE £ A,

Description

F32237 7V —v g RT A=K

MQTT &



Milesight

| User Credentials

Enable
Username
Password
|TLs
Enable
Mode

| will
Enable
Wil Topic
Will QoS

Will Retain

Will Message

MAKE SENSING MATTER

Type

Status

| General

Broker Address
Broker Port

Client ID

Connection Timeout/s
Keep Alive Intervalls

Data Retransmission

I

[~
v/
CA signed server certificate v

QoS 0

| |H“
<

MQTT

|
|

|3o

|so

3-2-2-4

3-2-2-5
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| Topic

Data Type topic Retain

Uplink data ‘ ] [aso ]
Downlink data ‘ [@so ]
Multicast downlink data ‘ [@wso ]
Join noification ‘ @] [@so ]
ACK notification ‘ 0 [@so
Error notification ‘ | ] [@so ]
Request data ‘ ‘ﬁ‘
Response data ‘ @ ‘ﬁ‘

3-2-2-6

MQTT Settings

REEHE

Broker . B .

Address T —H %('ig{ga—éMQTTjD“—jJ“—@? KL &,

Broker Port 7 —% Z#%{54 H5MQTT7 1u——AH— kK,
7747 DR, =T 57 747 hO—ERIDTY,

Client ID TRXTDOIFTAT 2 EBRE LY==l SN TN DHIGEIC—E
THLHIUENRDHY, QoS IBLURTA vE—VENETHTZDD
gL 2 F T,

Connection  #Zt X A LT U "Dk, 7T AT 2 D OIRENIRWEGEE . B

Timeout/s | ZUIMF S 7z & A7 Sk 4, #iPHIX1-65535.

Keep Alive 7 A4 7 > RV — _—ZEisnictk, 7747 > MIEMIIZ

Interval/s P R— | N— b — Xy NEEEL, X—F T 547 LE
9, #iPHIE1-65535.

Data b, v MU — 7 GIEREIC & K 10,000 f# O 7 — X A7 % Y

Restransmi  ;R— KL, xv NU—ZEERICT—XEHEELET,

ssion

User Credentials

Enable o — P —FIFEE R E AT L ET,

Username MQTT 7' 12— —~DOEEHMEH T 52—V —4,

Password MQTT 7't — I —~DOEReIEH T 5 /32T — K,

TLS
MQTTE{E DOTLSHF S b Z A0 L £,

Enable FMQTT 72— DX A 7'M HiveMQ DA, TLS 2/ L. 4
"> a % CA signed server certificate& L T E L T 7230,
Self signed certificates, CA signed server certificate?)> 53R L £,
CA signed server certificate : 7 /31 X |Zdh 579> U OFE#EE S 4

Mode

TWDHRRER (CA) 23T L7ZREE THRGEL £7-,

Self signed certificates : F85E/R D 7 A # LAGEBE(ert £7213 .pem),
7 Z A7 v bRk E(ert), ER(key) T v 7 r— FLTHGEEL £
R
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MAKE SENSING MATTER

e will A \y“lz~“/°6i MQTTZ 74 7 > RN EFUIMr S 7z & S I2HBIRYIC
BEENET, @F., T, ADAT— X AFREEXELIZD m@%ﬂ4

mneble ART VXY —NR—ZT N ADF T T A AT —H RAZ@HNT DT
ERHENET,

Will Topic % Dwill A v B —TZZET 0y 72D AZ~A X LET,

Will QoS QoS0, QoSI F7-1EQoS2iEA 7'+ 3 T,

Will Retain = will 2 »v & —T 2 fRFFA v E—T & LTRRELET,

Message | Will 4 ¥ B UONE & A S A K LET,

Topic
MQTTYV r— 1 —LBET H7cbD7T — X B
UplinkData : /514 207 7V 7y FEZELET,
DownlinkData : /XA XX vV 7 a<wr REXEELET, H—-0F
NAANZE TV 7 avy RERETOMERL L5813, 2Oy
\ZT AL RI— K "$deveui" ZiBNML, 2O My 7 2T I INE
FEEDOT /SA A EUNCE XX T 7ZE 0,

Data Type  Multicast DownlinkData : ~ /L. F X v A K /L—F 12X ) v 7 a<w 2 R
EEELET,
Join Notification : 77— KV = A4 BT /XA AD Ry NU—T BINEFFA[T DS
T 787 voX" 0y NEEE LRSS, SiEmzz{E LET,
ACK Notification : ¥ 7>V > 7 a~< > REERHIT A ADNHACK R v %
A5
Error Notification : H&233/ b= 7 — X7 v N &2 %(E
Requestdata: 7' — F 7V =1 NS ZHEB IO ET H70HDY /=X F &k
fELE7,
Responsedata: UV 7/ =& | - L ARV R E%A(5

Topic RTY U TIMEHESNDT — 2 XA 7D M > 74,

Retain DO TDERFIAYE—JERFFA vy E—TE L TERELET,
QoS 0 - —JFE721F
THEER b EHARTET, MERA vy E—F | BIETTY, £2. &
HAFHE DR WA ST — R T,
QoS | - Ffk—[H]

QoS TOLULE, AvE—URA b —EITEEIND 2 & ERFEL
EI0, EEERESNDLDZELHD E£T,
QoS 2- —JFE/EIT
QoS 2 1. MQTT DFEE L ~_LDY—EZXTT, ZDL~ULid, KA vE—
CNEBRENTEZEEI LT ERTIZEENDZ 2L E£9. QoS
213, KOBLZETROBENT—EXWE L~V T,

3 3-22-4 MQTT BRE/ T A —H
HTTP/HTTPS #&
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| HTTP Header
Header Name Header Value Operation
(]
| URL
Data Type URL
Uplink data

Join notification

|
|
ACK notification |
|

Error notification

3-2-2-7

HTTP/HTTPS Settings
BUEHH
HTTP Header
Header Name HTTP~v X —DHEE LD 7 41—/ K- &v b,
Header Value HTTP~ v ¥ — D1,
URL

HTTP/HTTPS Vr— — |2k E b T — &0,

UplinkData : /N1 2AD7 v 7 U 730y haZfE LET,

Join Notification (BM@H) : ¥ — F V= A BT XA ZADF v b
Data Type O — I BMETFAT BT 787 b - 3y b ERE LSS

W2, ShhEmE =g LET,

ACK Notification : ¥ 7> U 7 o~ REFRHIT A A0 D

ACK/T » %A

Error Notification : 7 /N1 255 — X7 v R &5%(5
Topic TV o TR END T — 22 A TD N Y 74,
URL T —H %353 % HTTP/HTTPS #— 3 URL,

# 3-2-2-5 HTTP/HTTPS & E /3T A — &

RE % RE Bl
TV r— g VERE

2223 ~_fu—Ka—Fyr
R m— Fa—F v 7%, Milesight LORAWAN® F 3 A ZDNESRA 10— K3 —F
v I IAT TV ERMEL, T2 EHEICTa - RFBXU®=ra—FLET, F
7. 22— I A— D —DOF RN ZAD_f B — Ra—F v I AKX~ A R LT
D, ToFV o EFy ) r0ars Y EERCORCCHETS LT

TET,
[
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| Inbuilt Payload Codec Library

Library Version 134

Obtaining Type Online v ‘

Note: Ensure that the Intemet access is
Name
AM102
AM102L
AM103
AM103L
AM104
AM107
AM307
AM307L
AM308

AM308L

Showing 11010 0f 96 rows 10~  rows per page

=]

0000006660 :

@

Payload Decoder Function Payload Encoder Function Object Mapping Function

v

5L IR KBS SIS € RN K
5 €SB € I KBS SRRy S
iGN €. ES € BN € B € B

1 - BERE 0,
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Inbuilt Payload Codec Library

Library Version

Obtaining Type

Name

Payload Decoder
Function

Payload Encoder
Function

Object Mapping
Function

Details

Milesight 7 /3 ZAD_XA @ — Ra—F v 75347 F Y DN
—YarEFRRNLET,

Milesight 7 /XA ZAD_A v— Ra—F v 7 T4 75 Y &84
D8 A T HIBIRLE£T,

Online: 7 — F U = A ODEFRENPASTA L Z—Fy MIT 7k
AT LN, =T =ABR—=V g UEHERETD &
HENWICES S ET, £/, [Obtain] "% %22 VU w27 LT
FETT v 7T — MR AEMER T HZ b TEET,
LocalUpload : [Browse] %7 U v 7 L Czipfle DA 17—
Ka—F vy lr—v%7 v 7a— KL, llmport) %7
Uo7 LTCIA7Z7VEEHFLET, Milesight 2+ 12— F=—
TNy —UF, ZHELLF T rr— RLTLES
U,

A m— Fa—7 v 7 Oxbhind % Milesight 5 £ 7 /L & RoR
LET,

Fa—F—BEETLHRAICRTLET,
Ty a— S —PNEETEINE I ERRLET,

FTTxl My B TEREPFET D2 E I ERRL
E3 S
Ta—Xlzra—FOFMERRLET, LN
R —Ra—FT v T h2 AT~ XL TLIZE,
#3226 NERA B —Ra—FT v I T34 T T VDT A —H


https://github.com/Milesight-IoT/codec

MAKE SENSING MATTER

Name | |
Description | |
Template | None v|
| Payload decoder
Payload decoder function 1" // becode decodes an array of bytes into an object.
{/ - fPort contai ORaWAN fPort number
[225, 238, 255, ¢©
| Payload encoder
Payload encoder function 1./ Encode encodes the given
255, @
Payload Codec Test
1 /7 input decoded test payloed or encoded test payload
/1 decoded bytes
// @1 75 5C 83 67 34 @1 B4 68 65 85 6A 49 90 86 65 1C 88 79 90 14 @@ @7 7D E7 64 @8 7D 87 88 9 73 3F 27
// encoded objs
Y7o ¢
//  “battery": 92,
//  "temperature": 38.8,
//  "humidity": 5.5
/"y
1 // output decoded or encoded result
| Object Mapping
Object Mapping Function 1-{ X
2 "version”: "1.9.0",
3 "bytes": "FF2901",
4~ "object": [
5v {
6 ipso_version”,
7 "IPSO Version",
8 e
9 "unit b
10 "bacnet_type": "character_string_value_object”,
11 "bacnet_unit_type_id": 95,
12 "bacnet_unit_type": "UNITS_NO_UNITS"
13 I
14~ <
15 : "hardware_version",
16 "Hardware Version",
17 an

-
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3-2-2-10

Custom Payload Codec

Name TIAL LN a— Ra—TF v 7 OEFOHARTE AT LE
ERS

Description ZORAfu— Ra—F v 7Oz A LET,

Template BMFEONEA 2 — Ra—F v 7% 1L — k& LT
WLFETF,

16T DOT — Z ZJSONJERICEH T 272012, T /31 A
DOR_RAa—RTFa—HrhAX<A A LET, B~y ¥ —
W, OB EFRC ThRiTUERe bR LiciEE LT
él/\o

JSONJEAD A & — T ZhexZAD a1~ > RIZEHS 572012
FRAL ADRfe— Nz va—Frh AZ~vA A LET, B~

Payload Decoder
Function

Payload Encoder

Function L. OB EFE L CRITFIER LR D SlcaE Ll
7":—%11\0
NRAa— R a—F v Y - F R NEBEYE-ITEDIC
£

fPortLoRaWAN® 7 /31 XD 7 7Y /r—3 3 7R — |k, Milesight
LoRaWAN® ff‘/*‘/r ADT 7 F )L M iE85TI,

Ta— K 6#ERIEROET — X Z2E[17 L TAT L,
Decode”a_"7 ) v 7 L THRERTMER L ET,

Tra—RLET : JSONERXD =2~ FEZAH L., Encodex 7 U
7 LT RS LET,

AR Z e LE
Object Mapping  LoRaWAN® X v & — % BACnet £ 721% Modbus 47 > = 7
Function MoEM+ 5~ B T E I RAE~v A X LET,

F71IModbust 7P = 7 MIEH LT A LTI ARAT <A
ALFET, FFIZI b2 TELIZE0,

F 3227 AKX LA O —Ra—FT v 7 D/NT A —H

Payload Codec
Test

ba
I. XM u—RKFa—xLtxzra—Fp¥R— k7 DlavaScriptD/N— 2 FIES5 T,
2. 1OOXAf @ —Ra—Fyr7OFa—F—bxra—2—THH I D5,
R CHEEZHT5H6. R TRITIUIRD £8 A,

p=(11[}

2224 a7y AV

7’17 7 A i, LoRaWAN® T 7 & AP —E R Z 5 E T 5 72 D12 Netwo rk
Server WL LT HT A RAFENET — M TA—XEERTHHD, ZILHD
HMERIT, = RT3 ZREZE D RYET 56 D, UGS IZIZH 58 8 DD
TNAARAT 7 ANNREINTEBY, 2—FFTH LT AR Ta 77 A LEfE
KT 52 &b TEET,


https://support.milesight-iot.com/support/solutions/articles/73000600064-how-to-use-payload-codec-on-milesight-gateway
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| Device Profiles

Name Max TXPower Join Type Class Type Operation

ClassA-ABP 0 ABP ClassA
ClassA-OTAA 0 OTAA Class A
ClassB-ABP 0 ABP Class AClass B
ClassB-OTAA 0 oTAA Class AClass B
ClassC-ABP 0 ABP Class AClass C
ClassC-OTAA 0 OTAA Class AClass C
ClassCB-ABP 0 ABP Class AClass B Class C
ClassCB-OTAA 0 OTAA Class AClass B Class C
test 0 OTAA Class AClass B Class C

test 0 OTAA Class AClass B Class C

3-2-2-11

| Device Profiles

Name ‘ ‘
Max TXPower I 0 l
Join Type ‘ OTAA N ’
Class Type ClassA [JClassB [JClassC
Advanced 0

3-2-2-12

Device Profiles Settings
BEHH

Name TR, AT T 7 A INVDOLRETEANTILET,
RRFEEESIEZATILET,

Max TXPoweriL, T K5 /34 ZADMax EIRP L~ |Z%t4 5 /30 —

TXPower Loz omLET, 0FANERP 2352 L2 EK L E

9, EIRP& X, 25k E ) (Equivalent Isotropically Radiated
Power) O Z & T9,
Join Type TOTAA] & TABP] HEIRL £,
7T ANIAREETT, 7T AB, VITACIKKTF =&
ANDZ & T, VIREA T ZBINT HZ LN TEET,

772 AEFEHT 5841, [Packet Forwarder] > [Advanced]
? [Beacon Period] T t— = il & 0 LIAADAEIZERE T 5 6 HEN

Class Type

»H0ET,
Forwarder > Advanced Tt — = U F#]% 0 LISMCERET B &
EWRH D 9,

3228 TN, AT 7 AINERENT A —F
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Advanced

MAC Version 1.02 v
Regional Parameters Revision B v
RX1 Datarate Offset 0 v
RX2 Datarate DRO (SF12, 125 kHz) v
RX2 Channel Frequency 505300000 Hz
Frequency List Hz
Device Channel

3-2-2-13

Device Profile Advanced Settings

BUEH BUESH

T RT N ARH AR — 7§25 LoRaWAN® DR

MAC Version U U AN ET 1.0.2
Regional N . o
T RT A AR H AR — k7% Regional
Parameter } B
Revision Parameters SLED U B g >
RX| Datarate TN T —H L — MIFESWT RX]I 5—# LoRaWAN® I — 5
Offset i*%%ﬁfﬁﬁ"ék&bélfiﬁﬁéﬂéﬁ‘7ﬂz‘y FIL e T R K
& - 8 K¥%= X KN THEE
RX2ZfET 4 RUTHEHT S5 RX2 7T —% L — | hCIRE
RX2 Datarate 5 A LES INTWBHEDITH
RX2 Channel  RX2 (57 1+ R RIS % RX2 F v R JEp = &9
Frequency B NJJLET,

THHMRFIC ) By FSu TV EEED Y
Frequency List = 1 #ilHliZ. LoRaWAN® regional parameters Null
document TIHE I TWVWD HDIZESE £,
Frv XA T v 7 A ANJLT, ZOT /A A
JERE T v NV EEELET, BRETHE, 7 Null
— I F X VEREENET, ZOREF
CN470/US915/AU915 THOHHZNTT,
PingSlot Period v’ > 2" 2 w1 v k&2 B3 2 &, ()

PAR— F T

OV 5T/ — FOTFT =2 b—b,  ZEEHICHESL

Device Channel

PingSlot
DataRate

S I JE T B <
PingSlot Freq XN T EZAET D — RO

. Hy o) kA DOETRER, 7 A B: 10
ACK Timeout
TDOF T aNI I TABEITRCIIDAEE 7T AC: 10
HENET,



IN([IEETs] ]88 MAKE SENSING MATTER

#3229 T NN AT T 7 A IVFERIRENT A —H

2225 FA R
T8 A LIE, LoRaWAN® Ry N U —Z (2 L, W5 2175 =2 RT3 2D 2

| Device
Bulk Import Delete Al Searc 0|
Device Name Device EUI Device-Profile Payload Codec Application Last Seen Activated Operation
AM308 24E124707E043023 ClassA-OTAA AM308 cloud 1 day ago v
WT101 24E124714E092925 ClassA-OTAA WT101 cloud 23 days ago v
GS301-kevin 24E124798D054774 ClassA-OTAA GS301 cloud 20 days ago v

CT103 24E124746D488108 ClassA-OTAA CT103 cloud 33 days ago —

Showing 1 to 4 of 4 rows

LT,

3-2-2-14
Add TN RAEBEIMLET,
Bulk Import T —hEXUra—RL, #HEOT A R %A R —

LET,

Delete All UZRNDTRTDOF A ZAEHIERRLET,
Device Name @ 5314 2L E2FE R L E9,
Device EUI TNA AD EUl ZFoR L ET,
Device-Profile T /XA ZADF A AT 77 A NLEFRRLET,
FRAADHRANA B — Ra—F v 7 2F&RrLET, 7V v
73 HE, TN u—Ra—F7 v 7 Ol aER X E
ER
Application TNAADT TV r—arZEFRrLET,
Last Seen BTy NS E LR 2 R L £,

Payload Codec

TR ADAT — R AZFKRLET, v L. T ART
7T 4 TNl EER L FET,

Operation T ADRRE, BHIFRZITWET,

3% 3-2-2-10 TN AT A —H

Activated
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Device Name ora-sensor

Description a short description of your node |
Device EUI | 24016411947884358
Device-Profile ClassA-OTAA |
Application test v
Payload Codec v |
fPort ‘ 1

Modbus RTU Data Transmission | Disable v
Frame-counter Validation 0

Application Key Default Value @ Custom Value
Device Address

Network Session Key

Application Session Key

Uplink Frame-counter 0

Downlink Frame-counter

3-2-2-15

Device Configuration

Device Name
Description
Device EUI
Device-Profile
Application
Payload Codec

fPort

Modbus RTU

Data
Transmission

DTN, ZADGHETEANTILET,

ZDT A ZADFAE AT LET,

ZDOF A ZDEUl AT LET,

TNA AT T 7 A NVERRLET,

T =gy s a7 A VEEIRLET,

N a—Ra—F v I RXR=UIFETEHXA a— Ra—F v 7 28R
LET,

TNRAZADE T 7 AR— e AT LET, Milesight7 /3 A ZDF
7 4V X85 T,

Disable", "Modbus RTU to TCP", "Modbus RTU over TCP" 7> 53&R L &

9, Z OFBEIXMilesight LoRaWAN® =2 s 1 —F (UC501/UC300772

E) oA SET,

Modbus RTU to TCP: TCPZ 7 1 7 > ~E =2 k 27— ®ModbusT —
X HBRG 572 8ICModbus TCPa~ > REX(ETE £,

Modbus RTU over TCP: TCP 7 A4 7 > k232> k7 —F ® Modbus 7
— X ZBRT 5 7212 Modbus RTU =t~ > RAZE[ETE £,



Modbus RTU
Fport

TCP Port

Frame-Counter
Validation

Application Key

Device Address
Network

Session Key

Application
Session Key

Uplink Frame-
counter

Downlink Frame-
counter

B
%DD

B
Ao
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Milesight LoORaWAN® =1 & —F & UG65 (D kT AT L o Mrixk
D LoRaWAN® 7 L — LR — &2 A L £ 9,

#ipH : 2-84, 86-223,

FE © Z OfEiiEMilesight LoORaWAN® =21 k7 —F DfPort & [ U Tl 5 &4
ERH Y ET,

TCPZ Z A4 7 > Kk &UG65 (TCPY— 3—L LTC) MOT—HXRiEHDTCP
AN—FrZ AN LET : 1-65535.

T — LAY A RREE NI T D &
O, BXx=2 U T B EBbilET,

T RTFNRA, ANERT 7T 4 _R—a K> THRy bU—27 127
HlzNZ, TV r—ay X—NT7 TV r—ar by iar s F
—OEHIEH S ET,

77 I/ ME : Milesight =2 KT /314 2ADTF 7 4 /b MEIX
5572404C696E6B4C6F526 13230313823 T4,

HARAELME : = KT 34 R )5 U CappkeyZ iEF L £77,

FRA A« T RLRZHBEDOFR Y NU—TNDOT L RF A 2 &bl L%
RS

TR TRAREHBFORYy hT—F « By g F—, =K TN
AAMRT_RCOT YT « FT—H « A o—I0 MIC £7203 MIC
DO—E (A ye—T,EEa—FR) ZHE L. 7 — X OESMEMAET
LHTDITHEH L ET,

AppSKey IX, =2 K« T A RABEHEOT SV r—var-kyrar-Fx
— T3, 77V =gy =R K TSRO EB, 77
Vo—val@lBDTr—% « Avb—DO_XfMa—FK -« 7 ¢0—)L K&K
TR L E ST H7OIEH L ET,

X FT =0 « =R T v TV IV EEEINEZT—H « 7L —L2D
.

TR TRARAZESTA LI I A FEN, T2 R« T4 R 2X»-
TEfEInET,

TR eTNRAADTL—Lb - DT H—ERy NT—FT « F—R—D 7

UL AT X7 BAREIZ/ DT

L—2Ah s hurZ2—iF0c) ey hERnEJ,

TR e TNRAANF Y N =7 « =R=InbZ ) 7 TEFLE
F—=H e T VL=, X hT—7 « b—R—|ZLoTA 7Y AR
=NnE9,

T RTNAADT L —L T XXy NT—T P —R—D 7 L — A
BT By hERET,

F 3-2-2-11 TR, ARENT A—H

2.2.2.6 FUOTA

FUOTA (Firmware Update Over the Air) X, ==F ¥ XA hEZ I~ LT F¥ A M EHEH LT,
77— =T DEFET FT AL RCEMET 57200 T, ZOMEEZERT RN,
TV RT3 APEAE LoRaWAN® FUOTA 7’12 h L&z HAR— R L TnAHZ L 2R L T2
S,
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| FUOTA

Firmware Status Progress Create Time Start Time End Time Operation

CTXXX 0000 0100.0103 bin Pending 0/2 2025-04-14 10:0952+08:00  2025-04-14 11:09:00+08-00 . e

3-2-2-16

A i

Add ZA7 ZBINLET,
Delete BRI YANDRY ZAZTF =y 7 AN, 7V r3T5L%
A7 DHEIFRSIVET,
Task Name A AT DA Hil.
Firmware ZDRARITCT I T V—RTHT77—L 07T,
HAT DRT —H A
Pending : ¥ A7 O T ERZFFH £ 7,
Status Waiting : 7 >~ 77 L — RO 72Dt v > a U ERO Y,
Executing : 72 < &b | BOT AL ANRT v 77 L— RFERIC
BELTWET,
Finished : 2428137 v 77 L— NERZIRGE (B« 7 =11
BEte)
Progress 7 /77 L— R L7/ T v 77— RE&EFEL TWHEE
DB,
Create Time DX AT AR LT RER,
Start Time Z DX AT wBAkh LTI
End Time T DX AT P5ET 3 DI
> 27 27 —2 208 ] O%E. 20X A7 &tk
LET,
B AT DOFFM AR L E T,
Operation
B s 20710 1r08b 7o T s L — Rk L
WZH A7 @i IT LET,
(2R AT — B A "Pending "E 721X "Finished "D 554
52y EHIR L £
# 3-2-2-12 FUOTA /3T X — X%
FUOTA # X 7 DN

I.Add "% %227 1) »v27 L, FUOTA ¥ A7 ZiBNL £7,

2. X AT DBGEEATVET,
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| Task Settings

Task Name ‘ ‘

Start Time \ 2025-04-10 10:13 \ 8|
|

Description ‘

| Firmware Setting

Firmware ‘ ‘ Upload a new firmware file Select an official firmware file

Fragment Size ‘ 88 ‘ Bytes
Fragment Interval ‘ 5000 ‘ms
Redundancy percent ‘ 30 ‘ %

| Multicast Setting

Datarate | DR3 (SF9, 125kHz) vl

Frequency ‘ 505300000 ‘ Hz

3-2-2-17

Add Task Settings

E-CINNYT

Basic Information

Task Name BRIl AR~ A XL FET,
Start Time 2 A7 OGN 2% E L £,
Description ZDOHAAT DB EANTILET,
Firmware Settings

TSI =Rt T — LT 2T AR — N LET,

Upload a new firmware file : = — 7 Vic 7 7 — 20 =7 % A4 AR — M LET,
Selectan Official Firmwarefile : S #JIZfHET L AN L, AXT =7
YA I E T —RT D577y — AL xT BEIRLET, Y'—FhUxoAd
MA B —Fy MIT IV RBATELOXLERDY £,

Firmware st an o .
Search (@)

Ty =0T T AT DY A X THEI S, T340 RTEY 24T

LGNET, BEIXTZOMET 74 FE LT 7EEUY,
Fragment Fov hU— 7 BEEESEMEE T ITE AT, OB E64E - IX TN FIC T
Size 5o mBED LET,

Ty =TT DT T A NET A RZEID Y TEHEE, @i
Fragment DIEEFT 7 4/ FOEFICL TS0,
Interval Foo N U— 7 BEENEMEE T IIE A, COEEIUTFICTA I L R

BioLET, Xy FNT—ZRENRBWIGEIX. ZOMEEZHE0 L CTREEHEE
Z ESEDLHZENTEET,
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Ty =TT 77 AINDNRT y MAIEDTZ DT, T34 A%
Redundancy 30%DILENRry FEEGELET, BFEIZZOMEET 7 4+ /v B
Per’cent k L—C < 713. é I/\O

Fy N —VBRENEMEE T IENGAIE. ZOMEE20%FE 1T

FNEVIEWVHEIZFFS2Z ¢ 2BEID LET,

Multicast Settings
Datarate Ty =TT DT T A NaeT /34 R ZE DY TS
Datarate,

Frequency T7—LUxT « TITTA NET AL RO TLHH T~
U > 7 JEBK
# 32213 X RAIRT A—H

3. RHY A BT DR BN L =9, [l RO 2@INL T 7Za 0,

| Multicast Device List ( Selected Devices: 1)

The current list has filtered out devices that are currently executing OTA tasks and automatically matched devices that meet the upgrade conditions

O Device Name Device EUI Product Model Profile Name Current Firmware Version Current Hardware Version
@] em320-th 24e124 EM32X ClassA-OTAA vi3 vi2

@] 009569060000ef35 009569 - ClassA-OTAA

m] WS302 24e124 WS302 ClassA-OTAA

O TERRY-WT101 24e124 WT10X,wt10X ClassA-OTAA

@] WS502 24e124 WS50X ClassC-OTAA

O cl 24e124 EM30X ClassA-OTAA

] 300 24e124; UC300 ClassC-OTAA

terry-wt101 24e124 WT10X wt10X ClassA-OTAA vi3 vii

3-2-2-18

4. Save /7 Vw7 L, XAV DEREZHRTFLET,

2227 v NVFFXxRARNTN—T

Milesight 7 — F U = AIX, 7 A B £7237 7 A C v/ FF ¥ A NIV —T%AE
KL, T RTNRA, ZADITN—TIH TN I A=V 52 ETDHIENT

| Multicast Groups

Add Search (@)

Multicast Address Group Name Number of Devices Operation

No matching records found
EFET, vATFX¥ AT NA—TIIEIBABPT A A (TR HIEFE Yy a X

—) THO., TyT V7 REHZT ) T BLOMACa Y > FEH R
— hLEEA,

3-2-2-19

A E

Add < ILF Xy A KNI IIL—FEEBEIMLE9,
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Group Name
Number of Devices

Operation

Group Name

Multicast Address

Multicast Network Session Key

Multicast Application Session Key

Class Type
Datarate
Frequency

Frame-counter

Selected Devices

Add Device

TN—"Th%FzRLUET,

TN—T DT NA AFFERRLET,

VN F XX A NI NL—TOfRE, BIFREITONET,
FK 32214 v ILFF ¥ A N TIN—TI/F A —X

|
|
|
|

l Class C v’

| DRB(SF12500KHz) v|

[ 923300000 ]Hz

o |
w
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Multicast Group Configuration

Group Name
Multicast Address

Multicast Network
Session Key

Multicast
Application Session
Key

Class Type
Datarate

Frequency

Frame-counter

Ping Slot Periodicity

Selected Devices

ZDO=IINTF Xy A KNTI—TDL4ETEANTILUET,
ZDITN—=THNOTXTDTFT IS, ADT/RA AT KL A
(Dev Addr)

ZDOTN=THNOTRTOTFNA ADF Y bT—7 &y a
> ¥ — (Netwks Key) ,

T N—TFHNOFTRCDOFNRA ADT F Y r—3 g

v ia s — (AppSKey) .

7 I ABLE VT ACIIA T a T,

2y U {595 / — Kd®Datarate,

DT N—THNOET A ZADE T ) 7 8,

Iy N = « —=R=nB X )T L K e T3
ANZELT-T—H « 7L—2DH, Fv hT—7 « —N
—lZkoTA L7 VA FENFET,

v r2my b ES, I ABT R - T
INA R ZOHBEH S vET,
CDOITN—THNOTRTDOTFT A AL 52FRALET,
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Add Device TNE T A RS T S, ZAEBIMLET,
F 32215 /LT X ¥ A NI IV—TEHENRT A —H

2228 55— b A B
Milesight 77— 7 = A XL UG65 > U — 7 Y — _R— T8 T H 2 &N TEET,
= = A [THK 100 & £ TBIAGE T,

| Gateway Fleet

Gateway ID Name Status Last Seen Operation
24E124FFFEF12263 Local Gateway Connected 2021-04-19 16:12:27
3-2:2:21

REE
Gateway ID =" xzA IDEEKRLET,
Name =T A D/RTEFRTRLET,
Status T—=FT oA DPERAT —F AR RLET,
Last Seen RN RT y N5 LTERFA 2 RR L ET,
Operation 7 — MU = A OFREE T ITHIBRZI TV E T,

#3226 57—V ATV — RN TA—=H

Gateway ID ‘ ‘

Name ‘ ‘

Location

GPS info will be displayed by default or can be changed manually

Latitude ‘ Eg:0.026811 ‘

Longitude | E9-18.286764 |

Altitude | Eg:207 |m
32222

Gateway ID T=h U oA ZRETHTODEEDT— Y2 A IDEZASLE
7
Name D= A DLETEANTILET,
T— U= DGPST—Z iR TCEEd, F—F U =AN
GPST— 2 B RET D5, WAZSA A LT —ZICExHb
D E9,
F 32217 75— N =2 A RENRNT A —H

Location

2229 " v b
TF— U= A1, BH 1000 [HDO STy P EFRRL, BRI~ FeiXE L ET,
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| Send Data To Device

Device EUI Type Payload Port Confirmed

| Send Data to Multicast Group

Multicast Group Type Payload Port
| q [ma o =]

| Network Server

Clear Search Q

Device EUl/Group Gateway ID Frequency Datarate RSSI/SNR Size Fent Type Time Details

No matching records found
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Send Data To Device/Multicast Group

N a— REZET DT /51 A0 EUl # AH LET,

Device EUI

Multicast XV HERETDHINAT Y AN L—T 2N L ET,

Group ~/LF X ¥ A 7 —71% [Multicast Groups | % 7 Tl T&
x£7,

NRAB—=RFRANR Y7 AZANTEHXA a0 —RFROX A T HERLE
4~ : ASCIl, Hex, base64,

Payload ZDOTNA RAZEFETEHAyE—TVEB AN LET,

TNA ARy KT =T —N—f D37 MEEIERT S

LoRaWAN® 7 L — AR — & AL E 9,

Hbth, = KT AL RFH TV 8y hEZEFEL, Xy

Confirmed U — 27 B —/ X—|Z "confirmed " & JEET ALENH Y £, /L
T X v A MERRIIMEREZE X T U 7 IZxHE LTV ER A,

K 3-2-2-18 T ADT —HFEFENRT A —H

Network Server

Type

Port

Device EUl/Group TNRARAEZEINVT ¥ AN L—70 EUl ZFR~ L
£7,

Frequency Xy MR EITAEMN T D A F R L E T,

Datarate Ry FEEIEHT ST — XL —FraFRrLET,

SNR SNt Z &R L E9

RSSI SR FREAS O — 2 KRR LET,

Size RAB— ROV A XK RLET,

Fent TL— LN A KR LET,

Ry bOXA T HFRLET

Type .
JnAcc - Join Accept /X7 v |,
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Time

JnReq - ZINER AT v b
UpUnc - 7 v U 7 Kfikid 7~ b
UpCnf- 7 > 7 U U I RERE N v b - Ry FU—7 )
5O ACK JSEMNERINE LT,
DnUnc - ¥ 7 > U ¥ 7 KGR/ T v b
DnCnf - ¥ U U U 7 RGN F-ER S e v
RT/34 2926 DACKIRZE
X N DOEZAERFA 2 EK R L E T,
# 3-2-2-19 X7y FRT RA—H

c a7V F oL NTy FOFEMBRFRIRINET,

Addr/Multicast
Addr

GweEUI

AppEUI

DevEUI/Group
Name

Class Type

Immediately

Timestamp

Type

Packet Details

Dev Addr/Multicast Addr
GwEUI

AppEUI

Device EUl/Group Name
Class Type

Immediately

Timestamp

Type

Adr

AdrAcKReq

Ack

Fent

Port

0614B991
24E124FFFEFO0E225
24E124C0002A0001
24E124126A210644

Class C

2721022973
UpUnc
false

false

false

969

85

3-2-2-24

FRA RS NN FXY AN —TDOF RLAERRTLET,

e D EUl R L E T,
T RT3 2D App EUl &K L £ T,

FONA A=V TF ¥ A NTNL—T4DEUl #FrxLFET,

TNAAETNITNT XY A RNTN—T DI FTAZA T HRKRLET,
ZDOFETY IRy Faed ICEET200E 2D,

Xy N7 U —FEENR, 2Oy N EET D E TORM AR
LEJ, BN :ms

Ny NDOEA T ERRLUET

JnAcc - BN Y b

JnReq - & NER T b

UpUnc - 7 v 7' U > 7 R/~ b
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Adr

AdrAcKReq

Ack

Fent

FPort

Modulation
Bandwidth
SpreadFactor
Bitrate
CodeRate
SNR

RSSI

Power
Payload (b64)
Payload (hex)

Json

MIC

BER Y

UpCnf- 7 v 7 U » VGBI~ v b - Ry FU =27 026D ACK BN E
kahFE L,

DnUnc- # o U » 7 REER 7 o b

DnCnf- X7 U VI HERFE T > b - BRI RT S AN

D ACK JH&

True: =2 K/ — K23 ADR ZfAzhic LE L7,

. = K/ —FiZADR ZAHZNC L TWEH A,

F RNT—=IRBT v F VT « Ay —U%2ZELTWVWD I EEZRIET S
72912, /— KiZ ADRACKReq A v & — Y ZEMMICEEF LET., Ih
I EY hETY, Truee 7 v 7V 7 « Auob—UE2ZEFELTNSHIE
EHERR T D72, F > hU—7 X ADR_ACK_DELAY BHNIZINE T D 44
B E9,

False : ADR ML Tdh 5 7>,
LR WEE,

True : 2D 7 L— A% ACK T,

False: 2D 7 L —AXACK TF : 2D 7 L—AIXZACK TIEH 0 FHA,
Fy NI =T —=R—FT v TV I T —Lh T X —%BRL, KT
RTFNRAADHE T ) AT X —F AR L ET,

DOy NEIEET D FPort, DOy RAIMAC~ > R TH D
B R—=RMIOTT, Oy ERT TV r—ar s TGl
&, A—MI0TIEH Y A (1-233)

WERfE S LoRaZ M AT Z L 2B L 9,

ZDOF ¥ L O 2 2R oR L E

Z OF ¥ /L DSpreadFactor = FK -~ L E 77,

ZDOF xRN DEy hL— FERRILET,
ZOFxrFNDa— KL — haFRRILET,

ZDOF ¥ F D SNR KR L FET,

ZDOF ¥ FILD RSSI R L FET,

T, ADEFE IR LUET,

Oy "DOT TV — g Xfa— REFRRLET,
Oy "DOT TV —ra XA a— REFERLET,

Fa— RgEOF—2E2FRrLET,

Zory ROMICE R LET, MICIERZbSh- X vEe— %S

PE=— KT, MHDR, FHDR, FPort, I3 J U'§ 51k S 4172FRMPayload® 7 ¢
— v RETERESET,

#* 3-2-2-20 NT v FEEANT A — X

T v b U —27 H ADR_ACK_DELAY BN IZ I

F I RANDF— 5

23 7a harks
2.3.1 BACnet#—/\—

UG651XLoRaWAN to BACnet”7— + 7 =1 & L CEIEL .

MTEET,

BMST A7 A LHICHET HZ &
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ZOWREAMEHT DRI, WA 2 —Ra—F v 773477 DON"—T g Ui
I THO .. 5T DLoRaAWAN® T34 R ZIEL WA o— RFa—F v 7 BB
MENTNDZ EEMERLTIESIN,

2.3.1.1 —

| Server

Enable

UDP Port ‘ 47808 l
Device ID ] 40185 ]
Device Name ’ UG67-6222B4620088 ]
BBMD

IP Address ‘ ’
IP Port ‘ 47808 ’
Time TO Live | 60000 s

% 3-3-1-1

REEH
Enable BACnet t— \—fEE 2 A 23h F 721X L E T,
BACnet/IP OiffE A — N A E L £ 7, #iPH : 1-65535.7 7 =+

UDP Port U k1147808 G,
Device ID oOfkes & OB A ZRET D MLEENH 5, [EHA DBACnethdsik

B
Device Name FORL AERTT A RL,
RIgDFy bU—27H 7 F v b OBACnetT /A AW —FEIZH)

BBMD YET 2 X EE N H 5554, BBMD(BACnet/IP Broadcast
Management Device) & 5 %IZ L £ 97,

IP Address BBMD T /A A FE 72T T S A ZBRGHEBIDOIPT KL A& A
HLET,

IP Port I EBRE SR ER EF OUDPIPAR— ~ &2 A J1 L E£9,

Time TO Live SERE RS E CHE I 2 R C 9,
433001 PR T R —

2.3.1.2BACnet #7 ¥

=7 b
| BACnet Object
+ ([ oObject Name Object Type Object Instance Nr  Present Value Unit Updates Update Time cov Operation
- WT101
WT101 temperat.. ~ Analog-Value 0 - °C 0 - Disabled
WT101.temperat Analog-Value 1 - 1 0 - Disabled



Add Object

Add NC Object

Bulk Import
Bulk Export

Delete

Object Name
Object Type
Object Instance Nr
Present Value
Units

Updates

Update time

cov

Operation

IN([IEETs] ]88 MAKE SENSING MATTER

X 3-3-1-2
ZDOY—=NR—ZIBNTEA T FEERLET, F—
b= A 13HK 2000 472 =27 FoiBEMNMEYHR—FLE
R
E:_XAfue—RFRa—7 v 7 ONENIELL, T3 ANIE
LW Afa—Ra—F v 7 ZBIRLTWNDLZ EE2MERLT
<7EE0,

Object Name Object Type Unit Related Object Operation
AM308 battery Analog-input vl %
AM3OB buzzer_status Brary-nput v [ -]
G o2 AM308 co2 Analog-Input v| pom B

T T — L DZIEHE HUET D Notification-Class ¥ 1 7 D A4
TVl FaBMUET, F— FU A [FHK 200 D NC
F7T s bOBMEYR—FLET,
B DBACnett 7V =V "N A LV R— T 5720077
—hEFUra—RLET,
XsxIERD 7 7 ANV E LTI AR—TH4T7T = b
IR L FE T,
IR L72WA 727 FE@IRL£9,
BACnet4 7' =7 FD&RIZF R LET,
FT e NDOEA T ERRLET,
TDF T2l VDA AKX AT TR RLUET,
FTT 7 FORBMEAER R LET,
ZOFTV =V FOEORSLERR L ET,
ZOFT V= FOEOEFR AR R L ET,
ZOF T2l NRT—FEZBG L TCEHFT D FE TORFH
R LET,
COV (HEDEW) WBNAHENNE S ERRILET,
A7 FOMRE., HIBREZITWVET,
2 3-3-1-2BACnet 77 =27 U A MXT A —H
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BACnet Object

Device Name ’ AM308 "
LoRa Object | battery v
Object Name ‘ AM308 battery ‘
Object Type ‘ Analog-Input V‘
The Object Instance \ 105 ‘
Unit | %(98) f‘
Description ‘ ‘
Ccov O

Event Detection 0

3-3-1-3

Device Name TR AL TR L ET,

LoRa Object LoRa A7 Y =7 FOXfINT 40T EHRK <L ET,

Object Name ZOF T NOBEBDOARTE AKX A X LET,
FT 2 NDEA T HNAF Y ATME, 7w

Object Type ANHIHE, ~VvF 27— 8 A ME, SCFFMED 5 58

IWLZET,
The Obj
e bject FT s ke AV RE AR I RS XL ET,
Instance
Description ZOFTT =l FOFHmHEATILET,

COMHEDT T —riEEAMILET, Db
WV TAF T 2V NEERT HLENDHY £9°,
Analog Input/Output/Value

Event Detection

Units TOF T2 FO[EOBEAL IR L E9,
F Tl NOENETEIND E . BACneth— 13— (F— |
cov 7 A) 1FEH LUMEO#EHAZBAChet” T A T v MIEELE

T, TIFa TR TDOF T MIOBEHINET,

FT V=7 MENZ O EU EIZ o7 L & DI, BACnetH

COVincrement -« (F—kw = o) 1HEMEESE LET

Relinquish Ay RBRRWEE, 7 WMo r 740 MEE L

Default THREIILET,

Binary Input/Output/Value

Polarity NAFUAHIIOWNREEE ) —~ A F 1T R—R L UCER
LET,

Active Text NAF VAT = MEDT 77T 4 TIREONRZFRE L
*£9,
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Inactive Text

Relinquish
Default

Bl : R DI, XA TV ATIBNDGE., T2 74077
A X "Pressed "& EFTRTEE I,

NRAF VAT ey MEDIET 77 4« TIRFEEO B X S 1L7=%h
REeRLET, Bl RXOEE, FET 7T 47T F A NI
"Unpressed "& TEF TE £ 7,

A RV, ATV NI ZOBEET 7 41 MA
ELTRESNET,

MultiState Input/Output/Value

Number of
States

Relinquish
Default

Event Detection

Notification
Class

Event

Limit Event

Deadband

Time Delay

Alarm Value

Fault Value

Feedback Value

Notification Type

AT —FDEEFREL, EAT— FOXAFTEZEFR L ET,

o<y R WEES, v /VTF R — VDT okEEsT 7 +
LV MEE U TBRE I IVET,

DT T —LDZEHECRET DM T T AEEINL £,

WENT DA R A T EBIR L FET,

FTV 2l NEATRT I a2 A TOgE. EREITTIR
IELIZ L E AN FPaRET LN E I ERIRLET,

To Offnormal A7 — 4% AD T, &EIfED (ER-7 v~ K
YR) AEEIEL (FIR+T > RN R) EISEIERE RN
Rolzb &, 734 AXTo Normal-{ x> h &4k L F

To TIRIZATDHBIDF T arBNdHb E7,
BIMEA LEVMEE —F L7k, 72X L& WEs 48407z
RRCDI, T3 ZE5IT A4 X halE L ET,

HBUEAE DS ERIERE DT 7 — AME & % LW 55, To Offnormal
A Xy NEHE L, BUEMENEBLEROT 7 — Al 1L <
2GS, To Normalf N> ha2#ELET, AT U A

B, A FUfE, vV F AT — MAT), LT AT — MED
ZDF T arnNH £,

BEE A 7 4 b Ml &5 LOEEAIS, To Faulef X2 R &R
LET, wIFRAT—RMANERIFITNANT AT — MEOHZ
DFATarnbnEd,

BAE DI BIERF O T 4 — Ry LS L& XX
Offnormal 1 X F Z 45 L, BUEOE SN EBIERH D7 1 — F
PNy 7L< A2 E X 1E Normal 1 X Z28iE L £,
~NT AT — N IERIFIAAA T I DOHRZOF T a
N E£T,

WHEI X A 7 % Alarm £ 721 Event 725184 L F 9,

% 3-3-1-3BACnet 7V = 7 FNRE/RT A —XF
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BACnet Object
Object Name ‘
Object Type ‘ Notification-Class v
The Object Instance ‘ 0
Description ‘
To-Offnormal Priority ‘
To-Fault Priority ‘
To-Normal Priority ‘
Ack Required To Offnormal To Fault To Normal
Recipient List
< - = < Issue Notifications i 5
Device ID Valid Days From time To Time Process Identifier Type Transitions Operation
3-3-1-4

Notification Class BACnet Object Configuration

Object Name
Object Type
The Object
Instance
Description
To-Offnormal
Priority
To-Fault Priority

To-Normal
Priority

Ack Required

Recipient List

ZDOF T =l OB DOLHE AKX~ A A LET,
Notification-Class & L T [& & T,

F T2 NDOA AR AT AT A X LET,
ZOF Ty FOFBAE AT L ET,

ZASE DA X MEE A Y — N5 72O EE I B SEENT
DF S ZFHELET, &iPH : 0~255 (0IIAx b EE, 25513k
HLEIE TRV

ZDOAXRY N CREEDT— N = A IHRT 7 — LA vk
— VU HEBETIOIUNENHL LN E I ERELET,
4Nyhﬁmﬁﬁﬁf\:@Lﬂ&?xﬁgﬁéhfwé%

AN MBRENZZ DU R FNOZEFICEHESNET, 1o
@)xh TR KRIONDZAEEHE ZBIMTE £,
Device ID: ¥ —% ~ F DZEH DT /A ZID,
Valid Days : @51z 559 5 H6%H.
From time to time : i@ %1% 125(5 3 5 OIZH 2 72 FH,
Process Identifier : 75 — 2N EDFutv 2 &2 %5 L LT
WD E R ab T, BlA X, e AR A T
FURT T — A, ATEET T — 4 FEMBET T—A
REEEWLET,
Issue Notifications Type : iH%1 % 1 7 % WEaB T F F 7o 1 XA e
R DIBIRLET, 7 — NU = A DHERBE BN DN E %
ZAELARWEES, BEBRMEEELET,
Transitions : EINDHA X M XA TEHBINL E9,
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2 3-3-1-4 @27 7 A BACnet A7 2= 7 FRENRT A —H

2.3.2 Modbus H—/3—

77— K~ =A% Modbus #—/3— (RL—7) & LTEIMEL, PLC/BMS > A7 A
75 Modbus RTU £ 721% Modbus TCP ==~ F%&3{5 L. LoRaWAN® F /3 A R %
MiAEXTEET, ZOWEEZHEHT AN, NI e—FRKa—F v 27 I~
FZVDONR=2 3 UREHITHD . kST 5D LoRaWAN® T /31 ZZIE LA 1
— Ra—F v ZNBIMEN TSI EEHER LTI EEN,

2.3.2.1 —

| server
Add Search (0] ‘

Status Name IP Address Port Connection Type Slave ID Modbus Object Count Operation

Enable servert 192.168.45.217 7001 Modbus RTU Over TCP 1 0

Showing 1 to 1 of 1 rows

3-3-2-1

Modbus —/% (XL —7) ZBMLET, D2OF— K7 =

Add £ TR 15 BOF— S EEITE £,

Status DOV —R—DEFNAT — X AR R LFET,
Name Y N—H KR LET,

IP Address IP7 RLAZFRKRLET,

Port ZOV—N—DiEER— FERRLET,

Connection Type  #fi ¥ A 72 FKx L £97,

Sever ID ZDOY—R—=DYP—— D ZERLET,

Modbus Object Z DY —s3—D Modbus &7 V=7 MNEERRLET,
Count

Operation IOV ——OfFEHE. HIREZITWET,

F 3-3-2-1 = N— T X — X%
Enable

Name
Network Interface eth 0 v

Port

Connection Type Modbus TCP v

Slave ID

Description

3-3-2-2
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Server Settings

Enable

Name

Network

Interface

Port

Connection Type

Server ID

Description

Z ® Modbus V' — N—ZHRhFEITEHILET,
OV — =% T DD DER DAL E I AKX~ A A LET,
ZDOY— 3= Modbus 7 T AT b (wARH—) LiEETHIEODOFR
v RT =0 e A B =T oA RAERIRLET, T30 RF, BAedpUE
— k7T N T =L EEETOEDITER LI RY NT—T - A
H—T 2 RAEFHATLHZEE2YR—FLTWET,
ZOY—S—OilfEAR— M EBE LE Y, #iPH : 1-65535.
Bl s A T a7,
Modbus TCP : Modbus 7 7 1 7 > k7% Modbus TCP 7 4 —~ v h D=
<~ R%& Z® Modbus H— "—IZEXfF LE T
Modbus RTU over TCP : Modbus 77 7 - 7> 75 Modbus RTU 7 4 —~ v
kD =m< 2 K& Z D Modbus - — 3— |2 L £,
Z ® Modbus —/X—DH—— ID ZFHELFEFT, Modbus 7 71 7T
A E— NGB D7D L E T,
OV — "—OFBHEZEML ET,

# 3-3-22 b — R—FE/NNT A —H

2.3.2.2 Modbus Object

| Modbus Object

Modbus Object

‘ serveri(port 7001) v :

I T T o o
O  Name Register Type Register Address Data Format Related Object Present Value Update Time Operation
O w101
battery Input Register 0 UINT16_ba = - -
O display_ambient_te Coil 0 Flag =
v
3-3-2-3

Modbus Object

Add

Bulk Export

Delete

Name

F T =7 FEIBE - fRET D Modbus — X — &3 IR L £,
ZOV—NIZENTAHZA T V=7 227 Y 7 LTHEIRLET, ¥ — b
T AITHRK 2000 4T =7 FOBMEYR—FLET,

BE: M o—FRa—F v ZONENIELL ., T34 ANIELWAA
D—Ra—F v 7 ZERLTNDLZEE2MERLTLIIEEN,

| Add Modbus Object

Name Register Type Data Format Register Quantity Related Object Operation

G v Input Register v | UINT16_ba o i

& change_rep bl Col o Flag 1 [#]
child_lock_config enable Coil | Flag 1 7]

Xsx EXDODT7 7 AN E LTI AR— T BAF T PEERNLE
ﬁ_‘o

IR LW A 77 RERIRLET,

TOF Ty FNOLRTIEERRALET,
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Register Type
Register Address
Data Format
Related Object
Present value
Update time

Operation

TDOF T2 FDVLIRE c B A T EFRLET,
IDOF T2 FDOLVIAZ - T RLAZRRLET,
DX T2l NDOT—H - T —~vv haeRRLET,
Blh#id 7 e haFRRLET,
FTT e FORFMEER R LET,
ZDOF T2l NIRRT —FEZRG - T 5 E TCORMZR R L ET,
F7 T FOfRE. HIFRZITWET,
# 3-3-2-3Modbus # 7 V=2 R U R kT X —X

Modbus Object

Object Name battery

LoRa Object battery

Register Type Input Register v
Register Address 7 0

Data Format UINT16_ba Y,

Register Quantity 1

Description

Unit % v

Related Object

Save

3-3-2-4

Modbus Object Configuration
A7 = M

Object Name
LoRa Object
Object Name

Register Type

Register Address

ZDOF T2l FOBEFDOHFTE I AL~ A X LET,
LoRaA 7 =7 FOXIGT DL4HTEZFR R L FET,
ZDOF T2 FOBEFDOHATE AL~ A X LET,
Modbus L A X « X A AL £,
Discretelnput : V — NF 2 U— 0L 1DART—F ADH,
A : VU—KFKI7A4 K 0L | AT —HADI,
R—=NT AT« VPRF : U—FK - 54, TFHualflH, X757
ANV REZ HAH LHEH, 7ha sl CFAie L EETe
FT 2 FEBINTSHE, ZOF7 RLUARHBIICAR S E
T, Flo, ZTOT FURAIIEERHETY, HiPH0-65535
TE
D FCLPAZ « XA TDOT7 KL A, | 50 Modbus ¥— 3 TH 72 %
PN T,
T RLVAIZLPAARBICE#ELTWET, ZOF T2 hOT KL A
DO TLIREZEN2DEA, ROA TP =2 FOT KL AX 2(0+2) 0
N EDOME TR Y 8 A,

[
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Data Format ZDOFT 2 NOT—F T r—~y NERRELITEIRNL 7,
Register Quantity Z DA 7V =2/ " DL AKX EHFEAZFRRLET,

Description ZOFTV = NOFHEANTILET,

Unit ZIOF TV FORMERIRL ET,

BET AL A AR RLET, ZO0OF T V27 FMEaES AT L &I,
Related Register BIE T 5 L URAY 2 (I ES ALY ERHY 9, Ibrne, Zo
F T2 FOEFEILIT = ANV ILET,

F3-324Modbus 7 V=T ke T 4L —gy RN TRA—H

24 %y NU—7
241 AV HA—T 2 —R

2.4.1.1 R— b

A —HF v ke BehIA v F—Fy b - T EAEH/LZDICA—FFy |k -

=T INVTCHERT D N TEET, 300X A e AR — LT ET,

-StaticlP : { —¥ Ry FWANA > X —7 = —ZADIPT RL A, Xy h~RA7 F—FU=A
ERELET,

-DHCPZ F ATk : £ —H Ry NWANA > X —7 = —A%ZDHCPY T A

T RELTEREL, IPT RLAZHEMICEE L 9,

-PPPOE: f —% %> F WAN A > X —7 = A% PPPOE 7/ 7 A4 7 & LTEELET,

w— Part 1
Port eth 0 v
Connection Type Static IP v
IP Address 192.168.23.150
Netmask 255.255.255.0
Gateway 192.168.23 1
MTU 1500
Primary DNS Server 8888
Secondary DNS Server 223555
Enable NAT

X 3-4-1-1

Port Setting
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Connection Type

MTU

Primary DNS
Server

Secondary DNS

Server

Enable NAT

BEE R E

wm$~kkbfﬁiéh\ﬁﬁmtofm5ﬁ~
ko

Static IP] . [DHCP Client] . [PPPoE] 7D L
95
AR IE BN 23 E L £ 7

774~V DNS Za%E LET,

B XA YUDNSERRE LET,

NAT HEREZ AR £ 71X\ LET, AT
L. I ITAR_R—KPE AT v IIPICEHLTE E
-ﬁqo

e 3-4-1-1| R— FRT X —XH

A —H % v b

1. EEIPRE

eth O

DHCP

1500

8.8.8.8

SR v BT =7 3 = bR MCEEIPEEI Y YT HGE, P
"Static IP"E— RZRIRNTHZ LN TEET,

==Rort.{

Port

Connection Type

IP Address

Netmask

Gateway

MTU

Primary DNS Server

Secondary DNS Server

Enable NAT

Multiple IP Address

A2 B —Fy MITIZERATXAIPY RLRAEZRTEL

IP Address

Netmask
Gateway

Multiple IP
Address

[ etmo v‘

‘ Static IP ¥, ‘

‘ 192.168.23.150 ‘

‘ 255.255.255.0

‘ 192.168.23.1

|ss8s8

|
|
[ 1500 ‘
|
|

\A 223555

IP Address Netmask

3-4-1-2

ESr

A —H%Xy hAFAR—FDRY h~RT EZHRELET,

A—H Ry hAR—F DT — KT = A DIPT KL RAZKE
LET,

A —H %y FR—FDIPT FLAZEEHRE L 7,

K34-12ARAET 4T IP/RNTA—H

Operation

192.168.23.150

255.255.255.0
192.168.23.1

Null
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2. DHCP 7 5 A T~ |

SEAR > B U —2 T DHCP H— "= FRNTe > TR, A —H x> F WAN A
VH—=T 2 —RZIPT RLARE DB TENTWEEAE, = —%—(X [DHCP ~
SATU R FE—REBBIRLTIPTY FLAZHEBIWICEST 5 Z &N Tx £,

— Port_1
Port | etho v|
Connection Type ‘ DHCP Client W I
MTU | 1500 |
Use Peer DNS O
Primary DNS Server | 883838 |
Secondary DNS Server ’ 223555 |
Enable NAT

3-4-1-3

Use Peer DNS PPP %1 ¥ /LIRFIZ E'7 DNS Z HENFIZHRAST L £97,
sereer DNS (%, =o— 473 K A o 24 & BT 5 & & 10 s
T,

# 3-4-1-3DHCP 7 A 7> hXT A —H

3. PPPoE

PPPoE (X, /1 —HV x>y b EOKRA L v —FR A b7 v ha/L T3, PPPoE (T4 —
H Ry N EORL L N —F A FFa ha /L TF, PPPoE AT AL, UE—
7 7 AR IS — P — AT D 2 N TEET,
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— Port_1

PPPOE

A F—=Fy P —E AT m A Z— (ISP) bt niza—

Username

Password

Link Detection
Interval (s)

Max Retries

Use Peer DNS

2.4.1.2 WLAN

ZZTiX. Wi-Fi 2y U —7 OB T XA —X ORE T EEH L 9, UGS X, AP %

Port

Connection Type

Username

Password

Link Detection Interval(s)

Max Retries

MTU

Use Peer DNS

Primary DNS Server

Secondary DNS Server

Enable NAT

[X]3-4-1-4

Y= 2 AN LET,

A F =Ry hF—E AT m A F— (ISP) oSz A

U—FR&EATILET,

V7 iion— b e— FEkEz

\ eth 0

‘ PPPOE

‘60

‘ 0

‘ 1500

]

‘ 88388

‘ 223555

A=

Ax &

LFE9, #iFH : 1-600.

ZAXYNT v T REEDOERRY T A BEEZRELET, #

: 0-9.

PPP% A ¥ /LIRFIZ 27 DNS%A HE#IUICHUS L £ 9, DNSIiE, =

— =N KA A A EFHMT D & XITHETT,
% 3-4-1-4 PPOE /X T A —X

720% 27 247> hE— K& LT8021I blgln ZH%HR—KLET,
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| WLAN
Enable
Work Mode

SSID Broadcast
AP Isolation

Radio Type
Channel

SSID

BSSID
Encryption Mode
Bandwidth

Max Client Number

| IP Setting

Protocol

IP Address

Netmask

| WLAN
Enable
Work Mode
SSID
BSSID
Encryption Mode
Cipher

Key

| IP Setting
Protocol
IP Address
Netmask

Gateway

| 802.11n(2.4GHz)

‘ Auto

|

‘ No Encryption

\ 20MHz

| 10

‘ Static IP

|

DHCP Settings

3-4-1-5

] Client

| WPA-PSKIWPA2-PSK

| Auto

| Static IP

| 255.255.255.0

|

3-4-1-6

WLAN




Milesight

MAKE SENSING MATTER

Enable WLAN D F ), )2 5% L E 3,

Work Mode  {E¥E— NZBIRL £, A7 3 L "Client" £721% "AP" T,

AP Mode

BSSID ZDOWLAN A > X —T =2—ADMAC 7 RL AZFKRLET,

Radio Type R 2 A RN E T, A7 2 a0%, [802.11b (24GHz) | . [802.11g

(24GHz) | . 1802.1ln (24GHz) | T,
802.11ln (2.4GHz) | T,

Channel TJA YLV AF ¥ RVEEIRLET, 7> 3 0%, "Auto”, "I". "2" "II".

Bandwidth HONE 288N L £ 9, 20MHz) & [40MHz) 7»HEIRTE £,

SSID TR ARA L RDOSSIDE AT L FET,

Encryption L — RZ®IRLU ¥, BB k72 L) . [WEP Open System| . [WEP

Mode Shared Key] . [WPA-PSK| . [WPA2-PSK] . [WPA-PSK/WPA2-PSK| 7>5 33
WTxFET,

Cipher WPAIE S b DI 52 @R LE T, Autol . TAES) . [TKIPJ . TAES/TKIPJ 7>
HEERTEFET,

Key DT T BARA » MR T D720 DOF—%2 ATJLET, T 74/ hDOF—
1% iotpassword T,

X et e e 2B s TA T DR R LE T

IPERE

Protocol Static IPJ#E & T9,

IP Address HELLLANDIPT FL A2 E L E7,

Netmask MEARLAND X > h~ A7 EZH/ELET,

Scan AKRJEDDOT 7B ARA L b AXxy LET,

SSID TR ARA L FDOSSIDE AT L EFT,

BSSID T ARA F DMACT RL A2z AFJLEF, SSIDE/ZIEIBSSIDD EH 57>
EANTHE, Ry NT—ZIZBINTEET,
EATTLET,
bt — REZ®IR L £, Kieib72 L) . [WEP Open System| . [WEP

Encryption Shared Key|] . [WPA-PSK| . [WPA2-PSK| . [WPA-PSK/WPA2-PSK | .

Mode [WPA-Enterprise| . [WPA2-Enterprise] . [WPA-Enterprise/WPA2-
Enterprise] 725N TE 7,

Cipher W!DAH‘E. FEOK;FEEIRLET, Auto) . TAES) . [TKIP) . [AES/TKIP] 7>
HERTXET,

Key ZDT 7 BARA L MRS DI DF—E2 AN LET,

)T(;:EP"Ca"t Peap| . [Leap) . [TLS) . [TTLS| 7 53BRL £,

User WPA/WPA2-Enterprise O —H—2 % AJj L FE T,

ﬁ:(:tr;z;‘\ous WPA/WPA2-Enterprise DE4 D% AN ) L E T,

Phase 2 WPA/WPA2-Enterprise® 7 = — X% A JJ L E T,

Public Server = WPA/WPA2-Enterprise 7 27 & AR A > b & OFRFEIZE T 5 AV — S —FE

Certificate BAEA AL ET,

RIE
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Protocol WLAN IP7 RLRAZSGT 57 ha Lz ELET,
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IP Address 7a kI LR EEIPOBES . BEHRLANDIPT FL 2 2R ELE T,

Netmask 7'a R aANVNAET 4 TIPOYE, VAV LARY KU—T DRy b
VAT i ELET,

Gateway 7'm k@)L )3Static IPOSE, VA YL ARy NT—T DS — KT = A
ERELET,

Primary DNS L . =

Server 77 A ~ UIPv4 DNSH— S— 23 E L7,

Secondary o R e
DNS Server T H U IPvADNS ¥ — " —ZEL £,

# 3-4-1-5 WLAN /X5 X — X —

Port WLAN Cellular Loopback
< GoBack
SSID Channel Signal Cipher BSSID Security Frequency
Vison Sensor_006602 Auto -94dBm Auto 24:¢1:24:00:66:02 No Encryption 2462MHz
Milesight_Test Auto -88dBm AES ec26:.ca:99:3a:a4 WPA-PSK/WPA2-PSK 2437TMHz

3-4-1-7

Client Mode-Scan

SSID SSID Z#ZF R L £,

Channel T v o Rm BRI LET,

Signal R E S 2RI LET,

BSSID TIRARA L FDOMAC T RLRAEFRRLET,

Security Wb t— FEeERRLET,

Frequency HERR D JE e e Fom L E T,

Join Network TAVXYVAFRy NT—=T BT R Z 207 v 7 LET,

2% 3-4-1-6 WLAN 2 3 ¢ 2 /85 A — X
BE MY

Wi-Fi 77U o —3 3 > DOf

2413 BLTF— (BALT—RRDH)
IITHE, BEAT—Ry FT— 2 OBIERT A — 2 — OB E BB LET,
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| Cellular Setting

Enable

Network Type Auto Y ’
APN ‘
Username ‘

Access Number

|
|
|
Password \ P ’
|
|
|

PIN Code P ’
Authentication Type None N, ’
Roaming

Customize MTU 0

MTU | 1500 |
Custom Subnet Mask ‘ ’
Custom DNS Server l ’
Enable IMS O

SMS Center ‘ ’

3-4-1-8

Connection Setting O

Enable NAT

Restart When Dial-up failed )]

ICMP Server | 8888 |
Secondary ICMP Server | 223555 |
ICMP Detection Max Retries ‘ 3 ‘
ICMP Detection Timeout ‘ 5 ‘ s
ICMP Detection Interval ‘ 15 ‘ S

| SMS Settings
SMS Mode | PDU v|
[X3-4-1-9

General Settings
RO

Enable T TR ANCT DA TS a rETF 2y LET,



Network Type

APN

Username

Password

Access Number

PIN Code

Authentication
Type
Roaming

Customized MTU

MTU

Custom Subnet
Mask

Custom DNS
Server

Enable IMS

SMS Center

Enable NAT

Restart When
Dial-up failed

ICMP Server

Secondary ICMP
Server

ICMP Detection
Max Retries

ICMP Detection
Timeout

ICMP Detection
Interval

N/[IEET81a18  MAKE SENSING MATTER

Auto] . [Auto3G/4G] . 4G Only] . [3GOnly] 7»5ER L %7,
HE) : b EROMON Ry N — 2 [ CHBIMICESSE L3, 4GD 4 : 4G
Sy NI — 7 ORISR L E T, AL,

72— B VISP RS D HERY EBRE X A YL T v TR DT 7B AR A b
LB ANTTLET,

22—V ISP T DB A YTy TR DO 2 — P —& & A
JILET,

12—V ISP T 28T — X A YT v TERR O NA T — RE A
FILET,

HAXNT v e Z—F5x2ATTLET, 2—B/LISP Bt o5&
VTG — A NILT v TGOS

SIMa v 7 Z R 57280 D4~8LFDOPIN— F&2 A1 LET,

72L]) . TPAPJ . [CHAPJ] 75 L £,

n—I T EAEITESICLET,

REIEEN D AR~ A X D72 DICAhE T UEd, 8
DE. T AIARL—H—D MTU FEL2HEH L £9,

e R HNL AR E L Ed, #ilH : 68-1500.

BT =Y TRy h~vRT AKX A XA LET, ZADOEE. T3

A AT T —HHMFBRMIET 2 T Rry b X BERALE T,

Ei I OMREITENL T —F Y 2 — DT R — N X TWE
TN T—DNSH—N—2 B RAX~v A X LET, ZADHE. 731 A%
BT — - Tag F =PRSS DNS Y — N — 2 L £ T,

IMSEERE 2 A5 20 & 7o 1T Zhic L9,

SMS A w2 — T DRAF, B8k, A, BUEE1To v — N /LSMSE ¥ —
DODEZFEANTILET,

NATHEREZ A D £ 713 L £,
ZOMEEEAINCT D E. XA YT FITEBEIRR LS4,
U A XHEMICHES L ET,

ICMP f Y — R—D IP 7 L AZ&REL £,

E ISP AZRIWE DT, ping BIH2SFF ] ST WD 02 E D D& filesd
L. IELWICMP — =7 RL ZAZ MG L TS 728V, ping A3
FAI SN TV NWESE, 2O — =7 R A FZEHOE FIZLTL
72X,

B

T Z Y ICMP Y — R—D IP 7 KL A 2R ELET,

ICMPFRHH 7 = A WERFDI KD T A B ERTE L E9,

ICMP frIH D% A L7 U M2 E L £ 7,

ICMP fR i OEMRZXE L £ T,
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SMS Mode SMS &— R % "TEXT", "PDU"/»53&R L £,
K 3417 BNVTG—/RT A —X&
Connection Setting
Connection Mode | Connect on Demand v ‘
Redial Interval(s) I 5 ‘
Max Idle Time(s) I 60 ‘

Triggered by Call B

Triggered by SMS B

% 3-4-1-10

ECHNE T

Connection Mode

Connection Mode
Redial Interval(s)

Max Idle Time(s)

Triggered by Call

Call Group

Triggered by SMS

SMS Group

SMS Text

B R By 7

WEEEEGE) & T T~ REERE) O3 L ET,
U A EsE L EJ, #iPH0-3600.
BAEDOY I BT A RVIREED L EDF— T = A DK
PR 25 E L £ 7, #uPH : 10-3600.
T—= b U A%, HHROEFEFENL I —NLEZETD
LA TITA =LA T—c Ry N T—F - F
— NIZH#HIZEI Y EP Y £77,
a— M) H—HDa— L7 —7%EKR L £9, System >
General Settings > Phone CEFE 7/ /L — 7 23 E L £7,
FrE OB ORFED SMS 232595 L, ¥—ho=
AITEEBIICA T T A EF— R bEALT—FRy RT—7
E— RO D £9,
cY HT—F5HSMS/ /L — 7 %3 L £7, System > General
Settings > Phone TSMSZ/ /L — 7 2% & L £9°,
U A —FBSMSONKEE A LET,

#*3-4-1-8 /LT — RTFRX—XF

YL —Ee T U r— =3 L DO

LG —

2414 NV—TF 7

NW—T Ny e A BF—=Txz—AX, = U =AD ID ZEZHZ D7-OITEH
ENET, AEFTz—ANFTTDHE =TV xAD ID ZHIERT D4
FNH Y, OSPF OYRIFMNAEL 20 £9°, 2072, —NIcidIn—" 3y 7
AB T 2= A% —hU A DIDE L THREL LT,

NW—T Ry I A ZT 2= AIT— T = A LOGRHEAINDRAER IR A 2 T =
—ATY, 77NV EFTIEHTF— M= AIZNVN—T Ry I A X T2 —RTHV F
AN, BBEIDS U TERT D E N TEET,
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Port WLAN Cellular Loopback

| Loopback Address
IP Address [ 127001 |
Netmask [ 255000 \

| Multiple IP Addresses

IP Address Netmask Operation

Save

% 3-4-1-11

IP Address ZE B A ] 127.0.0.1
Netmask A NET 255.0.0.0
Multiple IP EFEOIPT R LR EFRNT, MDIPT R LR Z5RE
Addresses TAHZENTEET,

#3419 NN—T RN I /RT A—H

Null

2415VLAN FF 7

UG65 7 — h U= A1X, VLAN N7 7 7747 e LCTEIET 514 —H Ry hAR—
et R—brL, NT77 4 v 7 ONENRES7: VLANID 25D 4 TEJ, VLAN ID 73
RESINTWDHEA. "Network” > "Interface” > "Port" T/AR— k% ethOx & L TR T
= F9, VLANFREILZEH

T 7 )L FTIXZEAIZ 72 > TV FET D5, 7wl THIET, FEDODA L EX—T A

| VLAN sSettings

Interface VID Operation

eth 0 v
ZIWZH LW VLAN UL A BN 5 Z &N T 9,
X 3-4-1-12

VLAN +7 7

Interface VLAN A > X 7 = — R ZER L F9,
VID VLAN O 7 ~)L ID Z % E L £9, #uPHIEL1-4094.
3% 3-4-1-10VLAN kT > 7 RF A —X

242 77 AT U F—)b
DOk arTik, =27 Y A b7y, ACL, DMZ, R"—F~v EL 7 MAC
NRA VT 4 U TG T7 7 AT U g —IL XT A —ZDRETIFEITHOW T L E9,
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T AT T —UE, e haLAX AL V= RGP T KL R EDRT
cD=z T O VBERRICIES T, ARGH(A & —F%y hrbr—1rx ) T xRy
N = N eHRAFM(R =N TRy NI =TI X =Ry b ~N)DT
—Z 7= st AR EFEITLES, ZRICED, = hU=AlEe—b
TUT Ry NT—THNDHRANERBRERBECEIETLIZ LN TEET,

2421 X%=2V7 4

Security ACL DMZ Port Mapping MAC Binding

| Website Blocking by URL Address

URL Address

http:// l
| Website Blocking by Keyword
Keyword ‘ '
[%]3-4-2-1
Website Blocking
URL Address Ty LIEWHTTP 7 RLAEZ AN LET,
F—U—FEANTLHZLT, FFEDOWeb ¥ A a7y
Keyword

T5ZENTEET, BRCTHIL 64 L7 TT,
#3221 EX 2 VT 48T A—H

2.4.2.2 ACL

ACL (Access Control List) & iZ, Xy NU—I AL F T x2—ADKNTT 4 v T %
TANEZY T T HEDIC, —HOY Yy TN ERETHI LT, FHES
Nlexy NO—2 o7 497 (KEILIPT RLARRE) IZX4 257 78 ADFFA]
FFEIEERET LI LOTT, F— MU oA BTy hEaZETDHE, BIED
A HF—T oA AZHHA SN TS ACL b—/UIHES T T o —/b ROM#ENT S E
T B NSy RER E NI, ST D8 v R OFF R E 7T ERIR R,
AR E S VTS (e > TEITS N E T,

ACLIZE S TERSINIZT —F v —UDO~yF T —)LiE, 7a—0 X5
B LT HMOMEEIC L > THEATZZ &b TE £9,
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| ACL Setting

Default Filter Policy Accept

| Access Control List

| Interface List

Interface

ECH I

Type | extended v|
o | )
Action | permit v|
Protocol ‘ ip v]
Source IP ‘ |
Source Wildcard Mask [ 0000 |
Destination IP ‘ |
Destination Wildcard Mask | 0.0.0.0 |

|

Description ‘

Save Cancel

In ACL Out ACL Operation

3-4-2-2

i

ACL Setting

Default Filter Policy

Accept] & [Deny] 7»HERLET,

TR RAGEHY A MZEENIRVN Ty NI, T AN T gL H
RY T —THRHE SN £,

Access Control List
Type

ID

Action

Protocol

Source IP
Source Wildcard
Mask
Destination IP
Destination Wildcard
Mask
Description
ICMP Type
ICMP Code
Source Port Type
Source Port
Start Source Port
End Source Port

Prok)  TREYE] 22BN £7,

o —P—EED ACL F 5, #PH : 1-199.

[Permit] & [Deny] 7"HE&EIRL £,

7v h=an% Tip) Tiempl [ltep) ludp) T1-255] 72538 L F
ER

PEETORY hU—27 T FL A (ZEHOEAIETRT) |

EETLRY FU—2 T RLADUA L RI— Rv R,
SRy hU—27 7 R A (00001 X CTEEZMRLET) .
ST RLADU AL RI— Rv A7,

FUIDZES7 LV —7F0HBAE2 AT LET,

ICMP X7 > NDX A 7% ANJjLET, @i : 0-255.

ICMP X > b= — RaE A LET, &iPH : 0~2550-255.
FEER—F, RN— MR &, EEIXAR— FofEZERNL £7,
EEILAR— NEFAZRE L E I, HiPH : 1-65535.

Bl Y — AR — " FF a2 E L £, #iPH : 1-65535 : 1-65535.
TV —AR— FESERELET, #uPH : 1-65535.
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Destination Port Type f5EMR— ., AR— MEPHZR E. s60eR— FOFEEZEIN L £,

Destination Port SR — MEFERELET, #PHEZFEEL E£7 : 1-65535.

Start Destination Port B
BRtGSE AR — FE S 2R E L £, #iPH : 1-65535 : 1-65535.

End Destination Port | #& T%3%CR— M2 E L £ 7, %iPH : 1-65535 : 1-65535.

More Details R— FDIFE#RER I LET,

Interface List

Interface TR A EITO Ry NT—T A4 X T =2 —RAZERLET,
In ACL ACLID mWBZfENT 7 4 v 7 D—/L 2RI £,

Out ACL ACLID mWBEERNT 7 4 v 7 D—/L 2RI L £,

# 3-4-2-2 ACL /3T X — X

3424 KR — b7

(DNAT)

Y — B AN CTRE A (Web A N ZANHABIT 25672 L) | 4N
T RUVANT 7T 4 T A G LET, T LT, 77 A7 U4 — v ED—
ZENIT— b U oA REOREREZELET, £ LT, £ A NI
WL E T, T OZEEIIDNAT & FEEIL, BIXHBB L O ¥ — L — BRI
EREET,

B0 v L. HLOE— vy L Z— LA L £

| Port Mapping
Source IP Source Port Destination IP Des’t)i::ttion Protocol Description Operation
[— ] |

3-4-2-4

O—HVIPT RLAIZT V7 EBATEEHRANEZIZRY b
U— 27 ZfEELET, 0.0.00/0(FFXTTI,

FAE Ny N EREEE T ATCPE /2 1XUDPAR— &2 A L £,
il : 1-65535.

ZEA L HE—T oA ATZE L=, X7y FDEREIN
HIP7T RLRAZAZATILUETF,
ZAER— N TAGH., N7y FNERIE I L HTCPE 7213XUDP
A—hraEAJLFET, #PFH : 1-65535.
Protocol TCP] . [UDP] OHGH HIRITIHS U TEIR L E9,
Description Z DOL—/L DB T,

#3424 R— =BT IRTRA—F

Source IP
Source Port
Destination IP

Destination Port

RE % RE Bl
NAT 7 7'V r—3 = DO
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3.4.2.3DMZ
DMZ i, R—hr~ v B 7V TEHEINDIHR— FZ2RL . T XTOR— FBA
BlENA2NEH Ry RU—ZHNDOKRA NTT,

| oMz

Enable 0O

DMZ Host |

Source Address |

3-4-2-3

Enable DMZ # A& £ 713 8hc L E9,
DMZ Host NERR Y F T —27 FEODMZAA RDIPT RLZ2&E AT LFE
RS

DMZAEA MIT 7 EBEATELY —ZAIPT RLAZHRELE
4, [0.0.0.0/0] |FfFEEDOT7 FL RAZEKL X7,

% 3-4-2-3DMZ /X5 A — X

Source Address

3.425MACA U F
MAC Binding I, Mty U —2 T 7B AFFA[U R MZHDH MACT RL R L
IP7 RLAZRAELTHA MERELET,

Security ACL DMZ Port Mapping MAC Binding

| MAC Binding List

MAC Address IP Address Description Operation
| I I |
3-4-2-5

MAC Binding List

MAC Address /XA 2 K935 MACT RLRAZRELE T,
IP Address RA L RTBIPT RLAEZRELET,
INA T 4 T N— L DEWEZ MAC-IP Z & 25tk LE 9,

Description

# 3-425MAC A U F 4 LT IRT A—H
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2.4.3 DHCP

UG65 L. Wi-Fi & AP E— RTEMESHEHBEIC, IP 7 R A &FEAF IS5 DHCP h—/3— & L

THRETDZ N TEET,

Secondary DNS Server l

DHCP Server
— DHCP Server_1
Enable
Interface l wlan0 V|
Start Address ‘ 192.168.66.100 ‘
End Address l 192.168.66.199 ‘
Netmask | 2552552550 \
Lease Time(Min) l 1440 ‘
Primary DNS Server | 8888 ‘
|
|

Windows Name Server l

Static IP

MAC Address IP Address

3-4-3-1

Operation

i

Enable DHCP Y — —Z2 G 7~ 13\ L £9,
Intert wlan f > Z—7 = — AN IP 7 KL A& B
nterrace T%i'ﬁ—o

Start Address DHCP 27 5 A4 7> MU —RATAH5IPT RL A
—ILDOBAMET RL A& EFR L E I,

DHCP 7 A4 7 > MZU—AEZNBIPT KL A
DT — DA EF L FET,

DHCPZ 54 7 > FDHCPH— S— B EfE 4 %
IP7 RLADOY 7Ry h~RA 7 HEFRLET,
Lease Time 27 514 7> FBDHCPH — RR—n5HE L7-IPT

End Address

Netmask

(Min) FLRAZMEHTE DY) — AR ZRE L £9, #
: 1-10080.

Primary DNS = . e

Server 774~V DNS #—"—ZHELET,

Secondary

DNS Server ey ‘/ﬁ D) DNSVH-"_‘/R“'—}Z%% Li‘?—o

Windows DHCPZ Z A 7 > FDHCPH — )b BfS T 5
Name Server Windows{ % —F* v b X — I L ¥ —ERXZE
ZLET, BFIIEHOEE TOHENERT A,

Enable

wlanO
192.168.1.100
192.168.1.199

255.255.255.0

1440

8.8.8.8

Null

Null



IN([IEETs] ]88 MAKE SENSING MATTER

DHCPZ 7 A 7 > F OFF) THARD 72 ZMACT
Address FL2AZ#RELET AL RET 570, oo Null

MACT RL X LITERDULENRDHY £7)

DHCP 7 Z A4 7 > MZEFHITHRIED IP T N L

MAC

IPAddress . aaxE L% (DHCP fHA Cio 2 B2
DET) .
7 3-4-3-1 DHCP $r—/\— /X5 X — & —
| DDNS Method List
Name Interface S?;\::e Username User ID Password Server Server Path Hostname 237; ;)t:):::
| | [Lwian0_v| [ o0 v] | | | | | | |
2.4.4 DDNS

X453 v ZDNS (DDNS) X, RAA LR —ALT AT LADF— LY — —% H i)
BN T 5 HIET, 22— —=2@IPT L AZFF R A A Ao U T AT
HZ L HEABRIZLET,

DDNSIZZ 747 > Y —/L & LTHERE L, DDNSHY— N\— L FRHES 2 MB35 b
F9, REZBBT LA, =2—FIX#E R KA AT e XM XD =T A
MIBEEL., RAA A EHEETLLERDH Y 77,

[3-4-4-1

Name DDNS (272D RLoF WA ET A1 £,

Interface DDNSIZ/NNY FLEaflTWHD A v X —T = AZHFHELET,
Service Type DDNSH—E R 7 u /A X &8 LET,

Username DDNSE$RH O —H —Z 2 AT L ET,

User ID 71 A% ADDNSY—/S—D a2 —HF—ID&E ASj L E T,

Password DDNSHEKHD /R A T — RKZ2 A1 L FT,

Server DDNSH— =% AJJ L £,

Hostname DDNSD R A & AN LET,

Append IP HAEDIPZ DDNSH— N —D FE )2 zBm L £,

# 3-4-4-1 DDNS /XT A —X

245V 7 =4V
F—3—
VRRP 72 XDV 7 7 = A NG — R— DB ETFTIEIT OV TR L E4,
REFIE
I. 192U FOSLAEME (ICMPYu—7) #E#FRLFT,
2. SLAENMED AT — X A& B3 572012, 1Dl EDtrack4 7 v =27 FEEFRLET,

VRRPRCA X T 4w T )v—F 4 T, "I w47y MCBESTEZT Y
— g rEEERELET,


https://en.wikipedia.org/wiki/Domain_Name_System
https://en.wikipedia.org/wiki/Name_server
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2.4.5.1 SLA

SLA X, Vo7 7 u—T7HEOREIHEHALES, T 74 0T a—T7 X A4 7%
ICMP T,

SLA Track WAN Failover

| SLA Entry

oy Secondary Destination . Packet .
D Type Destination Address Riiiasy Data Size Interval(s) Timeout(ms) e Start Time Operation

[1 | | icmp-ecno v|[s8ss | [223555 | |56 15 | [ 5000 [3 |[now  v]

3-4-5-1

SLA

SLAD A 5 v 7 A, B KIOEDOSLAGR E 2 1B T & |

ID EE
&iPH - 1-10.
U NEEZTWENE Y MEmET 572005 )
Type 3 icmp = = —
7 )b kDX A FIXICMP-ECHO T,
Destination Address faH X372 IP 7 KL &, 8.8.8.8
Secondary N . ‘
Destination Address RSN/ 2 VIPT R A, 223.5.5.5
Data Size 2—P—EFRDT — X VA X, #iFH : 0-1000. 56
Interval (s) a— W —EROMFNRE, #iPH : 1-608400. 30

=P —TEFRDICMPIRH 7 = A VHEINE X A LT 7

k. #ilH : 1-300000.

% SLA ' —TICBITH Ny b R EFRE L

Packet Loss Count -4~ ZE L/ 37 v b 2 ¥AEBZ D ESLAZ 0 3
— TN T =N LET,

BRI BIAEREZ] 2 "Now "& 22 (AT B3R L £ 4, 22
Start Time SO RIESLAR AN 2 BAG L7an 2 & 23k L4, =

Timeout (ms) 5000

% 3-4-5-1 SLA RT X — X

2452 +I v 7

SLAE ¥ = —/ L, Track® ¥ = —/L, Application& ¥ = — /L DHEHEEZ EH T 572D D
BRETT, Tracki®@IX7 7V r—3 3 Y 2—/LESLAE Y 2 — /LD BTN E
L., FFESLAE Y =2 — /L OEWEIER L, 77V r—a VBV 2 — LIl — 4
TeA v B2 —T 2 R%EHRMT 52 LA ERBEESE L TWET,

TrackeY = —/L L SLAE Y 2 — /L DEHE

REZSETTDHE, Track®Y 22— /L ESLAE Y = — /L OB HEEBR N STV E T,
SLAE Y 2—LiE, U7 « A7 —H A, 2y NU—27 « RT 4 —< 2 AD
Ry, TrackE Y = — /L ~Oi@HICEH I ET, mHERIEX, VT v - X5 —
BRAL ALY —IZEHET HDITHENELET, -
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- BRI LGS, T D T v« T A T NliXPositivelZ 72 D F97,
- T oA NVBRHOLGE, e T AN Ty JHEBIERTT 4 7220 £9,

TrackeY 22—V e 77V r—a VeV a— LV OEE

X E% . Track® ¥ = —/ L & Application & ¥ = — /LD U > 7 BENHESL S NET, FT v
T T AT AT EDDOEENFEAET L L HET 2NN NE@ENT 7Y r—a
Ve BV a—VIZEEENE T,

BIfE, VRRPROAK T 4 w7 « b—F 4 T2 ED7 7 r—ay - £ a—/biE, Track
EVa— L EEET LI ENTEET,

TV =g CEY 2 — VBB EZ IR E T OmE. V=T 4 T DT = AN KD
HA LY —72BIHR TR, BEITFESNLIGENHY 3, 0D, NTFv I T A
T LOIRFENZEAL Lt &IC, TV r—3 3 Y a— /b ~Ol % Bt S8 5 Wk &%
ET D ENTEET,

| Track Object

ID Type SLAID Interface Negative Delay(s) Positive Delay(s) Operation
‘1 Hsla vH1 vaIanO vHO H1 ‘
[+
3-4-5-2

NI IAT I A, RRIONT v 7 ETERER

Index e, G < 1-10. !

Type A7 a3 & Tsla) & Tinterface] T, SLA

SLA ID EF SN 7=SLA ID, '
Interface WREEZBHT DA v X 72— ALK L £, '/LZ7—0

A B =T oA ANRX T ETIISLAT v — TR
L7-Ha., 22 CRELEREZ /o THhb ., FEES
IZAT — X A% DownlZZH LE£7, #iPf : 0~180 (0
VZRPREEI D R %)

T2 AN IR —=NRELESA, 22 THRELE
R 7210 FF > Tonb |, FEERICAT — X XA ZUplZAEH
L%£9, #iPHO~180 (OIZEPFFEIES) |

Negative Delay (s)

Positive Delay (s)

#3452 FN T v I RTA—X

2.4.5.3 WAN 7 = A LA —/3—

WAN 7 = A )V A—/"—LiX, /£ —P% Ry N WAN /X —T 2 —RXLBLT— (X —
T2 —ABDOT = A NF— = LE T, FFEDA o F T = — ADOEIERHIIE D R
XV, Y= A EENEFIATONRWGE, 7 —H EEZ Ny 7T v I F T =—R |
HTRIZHID R D2 ENTEES, NI T v 7S o Z—T =2 — A I —E R RIEEZITV,
Xy MU= 7a—%dH L, T—ZEMOBEEEEZR ESEE T,
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FERA L H—T oA ZADV L IRENT v TN O XTI IND & X, v
ATLNIN I T T A Z—=T oA ADY 723 ITEHRBET 20 12T >
THEINTZENLOMEERIDD £3, EA X —T oA ZADOREVPENDHZ TE
EETLTOWIIUE, AT AEFEARAY I T T A H—T oA ADY 7 ([ THE
LET, TNUNDEE, AT MIEFEINEEA,

| WAN Failover

Main Interface Backup Interface Startup Delay(s) Up Delay(s) Down Delay(s) Track ID Operation
| Celular0 v/ | etho v| |30 |0 | [0 NE vl
[+
%] 3-4-5-3

WAN Failover

Main Interface AA L e Vo7 LTYVY e LA T2 —AHF -
RLUFET,

Backup Interface  No /T oYL T L LTI T A H T 2— A% -

b2 7N =

EEN R T v TRHA Y O —BH NI/ D ETOFRF

FERFR] 2588 L £ 9, #ilF : 0-300.

Startup Delay (s)

FIA=VA BT =2 — AT = A R SRR
Up Delay (s) DN Fbo s & &, WE LCRMIZESHTIV R o
AEBIESEDL LN TEET, #iPH : 0~180 (0IZEAP
Y] 0 3% %)
FIGATVA BT 2 — ARG 7 = A LIZ
o5 & &, BE LM T B x 2268
HZENTEET, #PHO~180 (OIXAIRFLIHAZ) .

Down Delay (s)

Track ID N7y 7T, EESNTC Ny IDEERLEST, -

R 3-4-5-3 WAN 7 = A VA —/—T A — X
2.4.6 VPN
WRT T A X— K~y NU—2E, VPN & LEE, 2 DD 74— Fxv b
U — 7 R BT D T OIIE S E T,
UG65 (X DMVPN, IPsec, GRE, L2TP, PPTP, OpenVPN, I X U GRE over IPsec &
L2TP over IPsec &% 7R— F L T\ &£,

2.4.6.1 DMVPN

MGRE & IPsecZ #l S O T8~ L FRA > MRS S A RXR— %y U —7
(DMVPN) 1%, #HEROAREFDOVPNY — R—F 71345 — T = A BT A
M TT — ¥ 2T D%ty NU—2 T,


http://whatis.techtarget.com/definition/server
http://whatis.techtarget.com/definition/server
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| DMVPN Settings

Enable

Hub Address

Local IP Address

GRE HUB IP Address

GRE Local IP Address

GRE Mask

GRE Key

Negotiation Mode
Authentication Algorithm

Encryption Algorithm

DH Group

Key

Local ID Type

IKE Life Time(s)

SA Algorithm

PFS Group

Life Time(s)

VPN

System

Industrial

T4

|
|
|
|

\ 255.255.255.0

|

|
|
|
|
|
|
| Main v
| DES |
| mps v
| MODP763-1 ]
| |
| Defaut v
| 10800 |
| DES-MD5 v
| NuLL v
| 3600 |
3-4-6-1
DPD Time Interval(s) [30
DPD Timeout(s) [ 150

Cisco Secret |

NHRP Holdtime(s) [ 7200

3-4-6-2

DMVPN

Enable

Hub Address

Local IP address
GRE Hub IP Address
GRE Local IP Address
GRE Netmask

GRE Key

Negotiation Mode
Authentication

Algorithm
Encryption Algorithm

DH Group

Key

DMVPN Z G20 F 723 UE 5,

DMVPN T D IP T RLAETIE RAA 4,
DMVPN 2 — /L h 2 RLDIP 7 KL A,
GRE T D h /L IPT RL A,

GRE 2 —H /L E2 FI/ILIPT KL A&,
GREEZ— W)L R FRILDFR Y h<w AT,

GRE k> R/l —,

Main| & [Aggressive] 72HEIRL £,

DES) . [3DES) . [AESI28) . [AESI92] .
[AES256] 7»5HiEIR L £ 9,

MD5] [SHAI] 7HER L F9,

MODP768 || [MODPI024 2] [MODPI536 5] 7>5 588
IWLET,

HHEX—2 AN LET,



N/[IEET81a18  MAKE SENSING MATTER

Local ID Type "Default”, "ID". "FQDN", "User FQDN "7» 5 R L £,
IKE Life Time (s) IKE R T m=—3 3 ORI AZRE L £, & :
60-86400.

DES MD5) . [DES_SHAI| . [3DES_MD5] .
[3DES_SHAI] . T[AESI28 MD5] . [AESI28 SHAI | .

SA Algorithm
[AESI92_MD5] . [AESI92_SHAI ] .
[AES256 MD5| . [AES256 SHAI| 753K L F 9,
PFS Group NULLJ . FMODP768‘_IJ . MODPI024 2] .
MODPI1536-5] 75334,
Life Time (s) IPsec SA DE WA 2 5% E L £ 9, #iPH : 60-86400.
DPD Interval Time (s) DPD M@ 2 5% &€ L £ 7,
DPD Timeout (s) DPD # A L7 U b Z&fELET,
Cisco Secret Cisco Nhrp &% —,
NHRP Holdtime (s) Nhrp 7’2 F /L DR —v K& A A,

¢ 3-4-6-1 DMVPN /X5 X — X

2.4.6.2 IPSec

IPsec iX. KB T A R—F+Fxy NT—FT DEWKESL, 7T A _X—FRy RT—T ~
DEAXNT v 7TEFRICEL D) T— haxa—H—7 7 & X FITHEF]TT, IPsec D
RERFEX, lxDaxa—F—a L Ba—XIIELTELZMZ 527, BX=V
T4 DRV PO LI TE HZ & TT,

IPsec % 3 FifHO X2V T 4 b —ERZEM L ET : 38FE~v ¥ —(AH), 77t
b x = UT %A 72— KESP), A > ¥ —F v MNEZHL(IKE), AHITIEARIIZE
BEDOT—H ORFEEFAIREIZ LT, ESPIZEEH DOREGEE T — ¥ OB 5L DOl 5
ZYR—bFLES, IKEEIZa— FOLZHIERNSNET, ZnbiFT T, &
AN, AARNET—F T 2A[], BEXOY— MY oA BOIDU EOTF—% 781
—ERET DN TEET,

| IPsec Settings

— IPsec_1

Enable [¢

IPsec Gateway Address [ ‘

IPsec Mode | Tunnel v
IPsec Protocol \ ESP v
Local Subnet ‘

Local Subnet Mask \

Local ID Type [ Default v

Remote Subnet \

|
Remote Subnet Mask ‘ ‘

Remote ID Type | Default v

3-4-6-3


http://searchenterprisewan.techtarget.com/definition/virtual-private-network
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Enable IPsec h> RNV EBMILET, K3 OO R RILBRFFR[ELE
RN

UEt— K IPsec V' — =D IPT RLUARAEZIIRAAL 5 EANTIL
IPsec Gateway Address *4

IPsec Mode Tunnel| & [Transport] 7GR L E 7,

IPsec Protocol ESP) TAH] 7O L E T,

Local Subnet IPsec3MReET D —B YT Ry FDIPT RLAZ AT LET,
Local Subnet Netmask IPsec NMrFET D —T Ry h~A 7 &2 ANTJLET,

Local ID Type Default) . D) . [FQDN] . [User FQDN| 5 ER L F 9,
Remote Subnet IPsec3riEd 2 U E— 7Ry FDIPTY RLRAZ AT LET,
Remote Subnet Mask IPsec Mri&ET DY E— bRy h~RZ &2 AN LET,

Remote ID type Default] . [lIDJ] . [FQDNJ . [User FQDN] 7/»&i#R L E 79,

3% 3-4-6-2 IPsec /X T A —X

IKE Parameter @

IKE Version | IKEV1 v|
Negotiation Mode | Main v
Encryption Algorithm | DES v ‘
Authentication Algorithm ‘ MD5 v ‘
DH Group | MODP768-1 v|
Local Authentication ‘ PSK v

Local Secrets | ‘

XAUTH =

Lifetime(s) | 10800 |

SA Parameter @

SA Algorithm | DES-MDS v
PFS Group | NuLL v|
Lifetime(s) ‘ 3600 |
DPD Time Interval(s) | 30 ‘
DPD Timeout(s) | 150 ‘

IPsec Advanced @

Enable Compression (]

VPN Over IPsec Type | NONE v ‘

3-4-6-4

IKE Parameter

IKE Version IKEvl ] & TIKEv2] 72> 5iER L E4,
Negotiation Mode Main] [Aggressive] 7GR L £9°,
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Encryption Algorithm DES| . [3DES) . [AESI28] . TAESI92] .

[AES256 | 7R L 7,
Authentication

Algorithm MD5] [SHAI] 7B L £,

DH Group MODP768 || [MODPI024 2] [MODPI536_5]| /53R,

Local Authentication PSK] [CA] 75 L £,

Local Secrets HEHEEZ A LET,

XAUTH XAUTHZ B IZ LT OXAUTH —H—H4 L X2 T — R %
ABHLET,

Lifetime (s) IKE R T m— g ORI ZRE L9, #PH : 60-
86400.

SA Parameter

DES MD5] . [DES SHAI| . [3DES_MD5] .

SA Algorithm F3DES_SHAI| . TAESI28 MD5] . [AESI28 SHAI] .
TAESI92_MD5] . TAESI92_SHAI| . [AES256 MD5] .
TAES256_SHAI| 7 HIRIRL £7,

NULL] . [MODP768 I . [MODPI024_ 2] .

PFS Group [MODPI536_5] 753841,

Lifetime (s) IPsec SA DN 2 5% E L £9, #iPH : 60-86400.

DPD IntervalTime(s) VU E— MU 7 = A /L ZKiH$ % 7= DPD [l %
BELET,

DPD Timeout(s) DPD X A L7 7 ~Zi%iE, #ibH : 10-3600.

IPsec Advanced

Enable Compression  Hzh{L1%IZIP/X4 ~ k DOYETHZ JEfE L £ 97,

VPN over IPsec #&BE & AN T 554, "NONE", "GRE",
"L2TP "/ IR L £ 9,

3% 3-4-6-3 IPsec /X T A —X

VPN Over IPsec Type

2.4.6.3 GRE

GRE (Generic Routing Encapsulation) (&, IP x> hU—7 ETfio~7 w2 =z
—T 4T T DDy e T T S5 e ha T, Ziux, 4
b ENTET = F A v =V PMriEENL T v 12t L, Wi T 7 el
TN EERT D Z N TED FoR Y 7 HINTT,

WD XD 72 A 1ZGRE b RAARE N T F 9.

GRE F R Lid, HIENbEDOR Yy NI =T A 0 F =T =2—AD X IV ILTF
Fv AT =Xy FERIETE XY, IPSecD BB T, v /LFFr R
O L FHTE £ A,
BAESNIREDT e barkL—T 4 T TERNI L,

RIRDHIPT RLADFR Yy MU —2F £+ & e 208 N H 0 £,


http://searchunifiedcommunications.techtarget.com/definition/Internet-Protocol
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| GRE Settings

— GRE._1

Enable [

i

Remote IP Address

Local IP Address

Netmask 255.255.255.0

f
|
|
Local Virtual IP Address ‘
|
|

Peer Virtual IP Address

Global Traffic Forwarding (]

Remote Subnet ‘

Remote Netmask ‘

MTU

Key ‘

Enable NAT ¥

3-4-6-5

3 H
Enable GRE #éiEx A2l LE T,

Remote IP Address GRE N> R NVDEEDOYE—KMIPT RLAEZ AN LE
R

Local IP Address o—H L IPT RLAZRELET,
Local Virtual IP

GRE ho /Lo —H)L h )L IPT RLRAZREL
Address

Ee

02—V DOFRy h~ AT ZHELET,

GRE > DY FE— Ko VIPT RLAEZ AL
e

Netmask
Peer Virtual IP Address

Global Traffic ZOMREEAINZT DL TRTOT—F T T 1 v
Forwarding 7 5 GRE b > RIVEEH CTIEE S E T,

Remote Subnet

Remote Netmask
MTU

GRE ho D) E— "7 Rxy FIPT RLRAEZ AT
Li‘a—o

GRE F oD U E—FRry h~AZ 2 AN LET,
e KAREBNL 2 A1 L £-9, #iPF : 64-1500.

Key GRE h > RNV DX —ZFHE L E T,
Enable NAT NAT k7 _3—H B ZFNC L ET,
# 3-4-6-4 GRE /X T X — X
2.4.6.4 L2TP

L2TP (Layer Two Tunneling Protocol) (X, 1 > ¥ —xR v h—E X7 1,31 X (ISP)
NA L Z =%y F EOEBT T A=y NV —2 (VPN) OEIMEZ A[REICT 5
7292 9% PPTP (Point-to-Point Tunneling Protocol) M L3E CT9-,


http://searchwindevelopment.techtarget.com/definition/ISP
http://searchenterprisewan.techtarget.com/definition/virtual-private-network
http://searchnetworking.techtarget.com/definition/Point-to-Point-Tunneling-Protocol
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— L2TP_1

Enable

Remote IP Address

| |
Username | |
Password | |
Authentication | Auto vl
Global Traffic Forwarding 0
Remote Subnet | 105220 |
Remote Subnet Mask | 255.255255.0 |
| |
Use L2TP Peer DNS

3-4-6-6

ECENNETY

Enable L2TP #EREZ A ZNIC L £ 7,

Remote IP Address L2TPH—N—D X7 Y » ZIPT KLU AEIXIRAA
HaEANTTLET,

Username LTPH— N—ng T 52— -2 AT LET,

Password L2TPH— _—N Rt d 5 X2V — N2 AT LET,

[Auto] . [PAP] . T[TCHAPJ . [MS-CHAPvI] .

Authentication [MS-CHAPV2) 725 IR L 5,

Global Traffic ZOBEEE AT HE, TRTOT—X T T 1 v
Forwarding X 2TP b RAABRHACTEEENE T,

Remote Subnet L2TP MRET DV E—RIPT RLAZ AN LET,
Remote Subnet Mask  L2TPMR#ET L5V E— F Ry h~AZEZ AN LET,
Key L2TP h o R D/RAT — R& A S LET,

UseL2TP Peer DNS 7 L2TP — X—®O DNS 7 KL A ZfEH L £,
%% 3-4-6-5 L2TP /T A — X
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Advanced Settings ]

Local IP Address ‘ ‘

Peer IP Address ‘ ‘

Enable NAT )]

Enable MPPE 7

Address/Control Compression (]

Protocol Field Compression

Asyncmap Value | i ‘
MRU | 1500 |
MTU | 1500 [
Link Detection Interval(s) | 60 ‘
Max Retries o ‘

|

Expert Options ‘

3-4-6-7

Advanced Settings

Local IP Address

Peer IP Address
Enable NAT
Enable MPPE

Address/Control
Compression

Protocol Field
Compression

Asyncmap Value

MRU
MTU

Link Detection Interval (s)

Max Retries

Expert Options

LRTP 7547 DO XNV IPT RLAZHEELE
9, L2TPZ A4 7> FMANULLOEE., 774 7> ML
P R— 5 HEIWIZ F o RLIPT LA ZES L%
£

L2TPHY— X—D Kk R JLIPT R A&H AT LET,
NAT ~ Z S—HLEEREZ A0 L E T,

MPPE B5 5L & BT L E T,

PPP ¥IHI{bH, T 7V FOEETHEMLFENERT A,

PPP WML H, =—FI1XT 7 /v b DA T > a o aff
Fcx%4,

PPP 7' 1z k a WHIH(L T D | >, —WIXT 7+
IV MEZHMERFCx £ 97, ®alH : O-ffffffff,
RZIEHNI 2% L9, #ilH : 64-1500.

R FE AL Z R E LE I, HuPH : 128-1500128-1500
ko RV A R T D 72D D Y v K B R 2 5%
ELE9, #iF : 0-6000-600.

LR2TP 55D 7 = A N AR T D7D DE R Y 7 A [H]
BaERE LEd, FF : 0-10.

Z—F =X, 2D 7 1 —/L R PPP YL ST
ZZEH T > TAJ)TE E9,

¢ 3-4-6-6 L2TP /3T A — X
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2.4.6.5 PPTP

KA BNY—=RA M horxrY 7 7m ban (PPTP) (X, R¥ENSNSTY v 7 A
YHE =Xy FEDTTARX—K [hr R 2L THBEBORERY VT —2 %
WHETE 52 XH123 57 ba T3, HEE MRETRERAY N'U—2%2 | O
DK X 7212 — J| PPTP Settings

— PPTP_1

Enable 2

Remote IP Address

Password

Usermname ’ ’
Authentication |

Global Traffic Forwarding o

Remote Subnet ’ ’

Remote Subnet Mask ’ ’

3-4-6-8

Enable PPTP 2 A4 7 FEHRNZLET, K3 DD L
TIVISFFRAI SV E T,

Remote IP Address PPTPH— R—D /X7 U » ZIPY RLAETIIRAA
L ANTTLET,

Username PPTPH— R—NR T 52— —H &2 AN LE T,

Password PPTPY — R—3 Bt 5 X2 T — R& A LET,

Auto] . [PAP] . [CHAPJ . [MS-CHAPvl| . [Ms-
CHAPV2] 75 L £,

Authentication

Global Traffic ZOBEEEANICTHE, TRTOF—HX KT 7 ¢
Forwarding v 7 D3 PPTP b /LR CREE S E T,
Remote Subnet PPTP D& 7H 7%y 2R TELET,

Remote Subnet Mask . N s
PPTP — X—D Ry h~ A7 ZiREL £,

7% 3-4-6-7 PPTP /3T A — X


http://searchnetworking.techtarget.com/definition/protocol
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Advanced Settings
Local IP Address
Peer IP Address
Enable NAT

Enable MPPE

Address/Control Compression

Protocol Field Compression

Asyncmap Value
MRU

MTU

Max Retries

Expert Options

|
|
|
Link Detection Interval(s) | 60 ’
|
|

3-4-6-9

PPTP Advanced Settings

Local IP Address
Peer IP Address
Enable NAT
Enable MPPE
Address/Control
Compression

Protocol Field
Compression

Asyncmap Value

MRU
MTU

Link Detection Interval (s)

Max Retries

Expert Options

PPTP 7 S A7 FDIPT RL ZA&ZHRELET,
PPTP -— X—D h /L IP T RLRAZ AN LET,
PPTP @ NAT BéREZ A2 LE T,

MPPE 5 5 2= A2 LE T,

PPP Wl H., 74/ FDOEETELENENET AL

PPP WL, == —WFIXF 74/ FOF S a v EHEEE X E 3,

PPP 712 ~ 2 LI SCEH D | >, Z—F 135 7 4 /L Ml E#E
FrC&xE9, #iPH : O-fffffff,

RZEEAI 2 AN U E£9, &ilf : 64-1500.

RIFEHALZ AN ) UET, FiPH : 128-1500 : 128-1500.

o RNAERE R TR T D200 ) 7 R AR E L E T, &
: 0-600.

PPTP 5t 7 = A VAT 5720 D KU T A B AZRE L E
9, #iPH : 0-10.

22— — X2 DT ¢ —IL RIZho> PPP FIHA{L L4 A 22 4 C X )
S>TAJITEFET,

# 3-4-6-8 PPTP /T A — X

2.4.6.6 OpenVPN 7 5 A4 7 |

OpenVPN |34 —7 0 YV —ZADRIET Z A ~— x> h U —27 (VPN) B4 C, i
fkEnictx=2V7 47—V =2 EVa2T7—Xy FU—IE&E BIOY
HAT Ty N7 — OB L 9, UG5, [FIFRFICHR R3HD
OpenVPNZ T A 7 FDFEATZH YR —FLTWET,


http://searchenterpriselinux.techtarget.com/definition/open-source
http://searchenterprisewan.techtarget.com/definition/virtual-private-network
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ovpn 7 7 A NEEEEA VR — T DN, TON—TDONRNTA—FEREL T TA
T RNERETDHIENTEET,
| OpenVPN Client Settings

— OpenVPN Client_1

Enable
Configuration Method ‘ File Configuration v
Configuration File lopenvpn_1-custom. conf w

+ OpenVPN Client 2

~+ OpenVPN Client_3

3-4-6-10

OpenVPN Client - File Configuration

IIAT U MRET 7 AN (ovpn JERX) ML ET, V94T FRET 71/
Browse |3 client.confAZZEIZ LT 7FE U,

Edit A UR—=F LT 7 ANERELET,
Export Y= R—RET7 7 ANET T AR— b LET,

De

lete REZ 7 ANEAHIFRLET,
7 3-4-6-9 OpenVPN 7 A 7 2 b /T A — &

Configuration Method | Page Configuration v

Protocol [wr 4]
Remote IP Address ]
Port N
Interface [wn v"
Authentication [ None V|
Local Tunnel IP [ |
Remote Tunnel IP [ |
Enable NAT

Compression R
Link Detection Interval(s) [0 ]
Link Detection Timeout(s) ‘3007‘
Cipher [Nme ]
MTU [0 ]
Max Frame Size [0 ]
Verbose Level E

Expert Options \ \
Local Route
Subnet Subnet Mask Operation

3-4-6-11

OpenVPN Client - Page Configuration

Protocol UDP BLIONTCP i CIEH+ A2 F T v AAR—F 7 ha /L &EIRL £

j—o

Remote IP Address U E— hOpenVPNY— X—DIPT FLAETZII R AL 4 E2 AT LET,

U &— b OpenVPN ¥ —/ 33— TCP/UCP —t A& 5Z AT LET, #i

Port © 1-65535.
Interface RFEVPN %2> T — I A B —T =2—ADH A 7% TUN B L TAP 7> 5%

WLET, TUNT XA Z[XIPv4 £ 7-1XIPv6 (OSIL A v —3) %5 7t /L{k
L. TAPF A 2T A —HP %> 8023 (OSIL A ¥—2) Zh 7B/l

£
—


https://github.com/OpenVPN/openvpn/blob/master/sample/sample-config-files/client.conf

N/[IEET81a18  MAKE SENSING MATTER

Authentication Type

Local Virtual IP

Remote Virtual IP

Global Traffic
Forwarding

Enable TLS
Authentication

Compression

Link Detection Interval

©)

Link Detection
Timeout (s)
Cipher

MTU
Max Frame Size

Verbose Level

Expert Options

—Z vy a A RET LD T DALY A T AR L T,
Pre-shared : — \— & [6] UM SEA (T L CREGEZ 2 T L9, 2R
# . Network> VPN> Certifications~— |27, 1) .keyZ PSK~”  —
JVRIZA v AR— b LET,

Username/Password: — X—fl| T U v I T\ DH2—H—4/
INAT— REFH L CRGEEE T LET,

X.509 cert : X.509% A ' OREAEFZMH L CRGEEZ 2T LET, &%,
[Xy hTU—2]>[VPN] > FEHE]<— . CAGEHE, 7 747 > FiEH
E I TATV MBRENIET D7 4 — L RiA R —FLET,

X.509 cert + user : L —H —F[/NA T — K L X5095EH ZRFEHX A 7 Dii 7
%:ﬁiﬁﬁ LET,

FOREX A 7% TNonel F7-1% Pre-shared] D;4IC
w7%vx%mmbi¢

FOREX A 73 TNone] F7-1% lPre-shared] D412,
VT RURERELET,

ZOWREEANCIT DL E, TRTOT—X NF 7 1~ 7 )% OpenVPN | >
TIVFER TEE SN E T,

FORIE X A NN X509 FEIE O S E . TLS fAE 2 HER) £ 72 XA #hIC

T, BN L7-%. Network> VPN> Certifications ~— T, TA 7 1 —
LRI takey A AR — F LET,

HEE: Z2OF 73 0, ts-auth IZOHXHGE L TWET, tls-crypt D5

B, =R — AT a3 RO T F—~ v FIUTFHEBM L TL
72 Z U tls-crypt /etc/openvpn/openvpn-client | -ta.key
T — X & JEET D LZO DA NI A SR L £ 7,
ko RV AR T D720 ) v i EREEE AR E L £, Y
—N—=L T AT NOWMBTTHERE LSS, == b 7y a
ENTMEN T FA T b —h iz EEEXLET, #PH : 10-

1800 s.

XA LT RERIZ OpenVPN Z N LE T, b— =L I T34 T +D
WG CRELEEAE., V== T v a SNTEN T T4 T bonr
—VE R DR S E T, &iPH : 60-3600 s.

NONE, BF-CBC, DES-CBC, DES-EDE3-CBC. AES-128-CBC. AES-192-CBC.
AES-256-CBC 7 Hi®IN L £,

B RAEEALZ A L E9, #iPH : 128-1500.

K7 L—2LY A XEgE LET, HPH : 128-1500 :
ERROR, WARING, NOTICE, DEBUG 75 L £,
Z—PFIXZ DT —L RIZWL D ORIHEHL TS 2 AT L, CFF %'
RanrTRYIDZENRTEET,

#l: ncp-ciphers AES-128-GCM; % — ] |

o—F L kxR

UEt—h hrx

128-1500.

g2—hF i — k

Subnet
Subnet Mask

2 —W L) —FRDIPT7T RLRAZRELET,
a—WNb— DRy N AT ZRHELET,
# 3-4-6-10 OpenVPN 77 5 A 7> h /T A —X
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2.4.6.7 OpenVPN 3 —/3—
UG6S 1%, W —T 4 > 7 F 737D v PR B L OV £ — 7 7 & AR CL AR
RA 2 b —dR A B EIIYA b —-V A MR A ERT 572D OpenVPN

| OpenVPN Server Settings

Enable

Configuration Method l File Configuration v ‘

Configuration File | | m

P R— P HE— P LTWET, ovpn” 7 A L EEREA K — F T D70, 2D
—DONRTG AR EBEL T, 2OV —R_R—5WET BN TEET,

3-4-6-12

OpenVPN Server - File Configuration

P R—FET7 7 A /b (ovpn TERX) WL E3, —REZ 7 AL
Browse IX. server.confZZE(IZ L TL7EEWY,

Edit AVR—=b LT A NERELET,
Export Y= N—RET 7 ANET T AFR—FLET,
Delete BREZ 7 ANVEHIEELET,

K 3-4-6-11 OpenVPN H—/X—/3F X — X


https://github.com/OpenVPN/openvpn/blob/master/sample/sample-config-files/server.conf
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| OpenVPN Server Settings

Enable

Configuration Method ' Page Configuration v ’
Protocol | uop v|
Port | 1194 ]
Listening IP ‘ ’
Interface | tun "’
Authentication ' None v ’
Local Virtual IP | |

Remote Virtual IP ‘ ’

Enable NAT
Compression ' LZO v ’
Link Detection Interval ’ 60 ’
Link Detection Timeout ‘ 150 ’
Cipher ' None v ’
MTU ' 1500 ]
Max Frame Size ’ 1500 ’
Verbose Level | ERROR v|
Expert Options ' ’
3-4-6-13
Account
Username Password Operation
Local Route
Subnet Netmask Operation
Client Subnet
Name Subnet Netmask Operation
3-4-6-14

OpenVPN Server - Page Configuration

Protocol BT D h T AR — 72 h=3ba UDP & TCP 7> 5 iR
LEd,

Listening IP NA U R Bu— IR A N EEIPT RL 22 AN LET, 2
DA, OpenVPNY— NEFRTDA 2 &2 7 = —RZNA > K
L £,

Port OpenVPN 7 7 A 7 > M O TCP/UCP —E X &5 4 AJJ L &

4, #ifH : 1-65535.
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Interface

Authentication Type

Local Virtual IP

Remote Virtual IP

Client Subnet
Client Netmask

Renegotiation
Interval

Max Clients
Enable CRL
Enable Client to Client

Enable Dup Client

Enable TLS
Authentication

Compression

Link Detection

Interval (s)

Link Detection

Timeout (s)

Cipher

MTU

AERVPN Ry T —T A4 X —T =2—ZADH A 7% TUN B L
ONTAP 58I L £9, TUNT /N1 R [XIPv4E 721 XIPv6 (OSIL
A ¥ —3) ZH T L, TAPF A R I A —H %> 8023
(OSIL A ¥—2) %ﬁftwﬂ:bifr
Ty a B RHETDIDICHET RS A T E BRI £,

Pre-shared : —/— & [6] U fbi a2 5 ] L“C.m REETE T LET, =
%, Network> VPN> Certifications~— |27, §11).key 2 PSK~
S =L RIZA > R—FLET,

I —P—F/RRAT— R —_—fl Ty SR TNDH2—F—
%//\X U— K %'fﬁﬁﬁ LTHLEE%ET Li‘?‘

X.509FEF &F: X.509 % A 7 DOREHEZ M L CREAEL5E T LE T, 2R
% . Network > VPN > Certifications~—<" T, CAGFHE., 7 7147 bk
RERE. 7 94T U MRERE XIS TS T 4 — /L I U AR—FLE
ER

X.5095E F+ 2 — P — 1 = —HF—4 /XA T — R & X509:EHE D 7 DFR
REZ A T HRfHLET,

PRREX A )% TNonel F7-1% [Pre-shared] D&, m—H /L ho
FTNT RLAZRELET,

PRREZ A )% TNone) F7-1% [Pre-shared] &1, VE— K h
FNVT RURAEZBRELET,

openVPNZ Z A4 7 > FDIPT KL A — )L EZEFRL £7,

IP7 KL ADOFPHEHIRT D720, 274 T b7 Ry FOFR
v N~ AT EBTELET,

ZORROBIZT — X2 F v rF—EFHRrI=— M LET, 01X
EERLET,

P RERKFIREY T 47 > FICHIBR L E£9 @ 1-20.

H 2O ITAT v N T HDMNENDDLIGEIR, v S OEE
FEZA T ISR L T 7EE0,

CRLOMFEZ H N E 7213 LE T,
AIMZTH L, openVPN 7 Z A 7 MMEl Tl TE £,

BEDI FA47 o FBRRILaE X — L EITREAETER TE D L9
IZLET,

FRRES A 7Dy X509 GEFE O G TLS WRGEZ ERh £ 7213 A 2012

I, BT L7-%. Network> VPN> Certifications ~—2" T, TA 74'
— v I\ takey A A — M LET,

HE: 20X 7 v a 0, ts-auth [IZOHXE L TWET, tls-crypt D
HlX, =X A= AT a LD T F—~ v FCFH|EBM L T
<70y,

/etc/openvpn/openvpn-client|-ta.key,

T — X & EMET D LZO DO NN 28R L E 9,
kRN E MR T D720 U v MR 23R E L E T,
YN —=L 7 T4 T NOWSFTERELELGA, T— =207y
A ENTENT TAT v boa—h U fEHAE EEXLE4, #PH
10-1800 s.

A LT T REIZ OpenVPN EEMENLLES, ==L T 4Tk
DT CTRE LT Y= N—InE Ty 2 SNTAER T FAT > b
D v — 7Nl X MES'EéMi% #il# : 60-3600 s.

NONE, BF-CBC., DES-CBC. DES-EDE3-CBC. AES-128-CBC. AES-192-CBC.
AES-256-CBC 7> 58I L F 4,

B RAGEHAT 2 A U £4, %P : 64-1500.
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Max Frame Size BER7L—LY A XZFELET, &0 : 64-1500.
Verbose Level ERROR, WARING, NOTICE, DEBUG. iR L E 9,

2—FIEZ DT —b RIZWL D ORIH LSS 2 AL, CF
Expert Options Sl Ilan TRYDHZENTEET,

#1: ncp-ciphers AES-128-GCM; & —J5[A] |
THY Y b
PRREX A TN =P —Z XA T — RDOYA . OpenVPN 7 Z A T
v hDa—P LG 2T — REFHELFET,

Username & Password

2—X/)L)L— k

Subnet 2—JLb— R DIPT KL AZFEE L ET,

Subnet Mask —b— b DF Y b AT i E LET,
24T MY THy b

Name OpenVPN 27 7 A4 7 v FEHFEDO a £ F— L& L TERELET,
Subnet OpenVPN 27 Z A4 7 DOV 7 x>y NEEELET,

Subnet Mask OpenVPN 7 F A T FDOY TRy bRy b~ AT ZRELET,

7% 3-4-6-12 OpenVPN H—/3— X5 X — & —

2.4.6.8 WiE
OpenVPN H— 3—_ OpenVPN 7 Z A4 7 > b, F£721% IPsec —r3— & L CTEMET
D80 P IERGEES A TS U CRERGEAE L @Y 7 A Vv Z DNV

| OpenVPN Client
AR —MTZ I AR—FFTDHZENTEET,

= OpenVPN client_1

CA

| I I T
| I I
| I I I
” | 3 I
|
|

Public Key

Private Key

Preshared Key

I I I
I I I

PKCS12

-+ OpenVPN client_2

-+ OpenVPN client_3

3-4-6-15
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| OpenVPN Server

— OpenVPN Server

o | oo T e J oo f o
| =3
| oo L
o | =3 3 EX
" | =3 3 £ B
| =3 3 BT 2
Preshared Key | | 5rowse | impont |

3-4-6-16

| IPsec

— IPsec_1

A | =3
| =
| | oo |
| Jhine
| =3

3-4-6-17

2469 YA ¥ HT—F
WireGuard 1%, fSCii OB SAbET 2RI H L7 IEF I8 > v 7o @l 72 i i o
VPN T4, WireGuard [ZUDP 7’12 "2 )L ChrT 7 4 v 7 2 XALET,

— WireGuard_1

Enable

Interface wg0

Customized Private Key

Private Key

2

Public Key F8xRHUgqMQOfgJTw4V4M7gvir |

Listening Port

DNS

|
|

IP Address \ |
| \
| |
| |

MTU

Peer Public Key Allowed IP Endpoint Address Operation
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[X3-4-6-18

WireGuard { > Z 7 = — A Z BN LET, K3 DODOWireGuard1 > %
T x—AEFEHTEET,

Enable
Interface

Customized Private

Key

Public Key
IP Address

Listening Port

DNS

MTU

Peer Table

Edit

WireGuard A > % 7 = — A& A2 F R~ LE 9,

Z DOWireGuard{ > % 7 = — ADEGEE I A X~ A X T HT-DICH N E
7T U ET, OGS, 7747 MIZON—2 BN ERR T2
WA L E9,

G K> TAER SN ABRGEZEZ EZ R L F,

02— NARFEIP 7 RLAE Ry h~RA T EZFHELET, #:
10.8.0.2/24

WireGuard/N7 v b EEZETHIAR—FERELET, 72 D5 WireGuard-f
PHE =T 2 — ADR— FNEFIIERDINLENDH D £,

Z DOWireGuard{ > #Z —7 = — ADDNSY— X—7 L XA ZREL £,

EHOEFICTDHE, —F =T KR F Yy NT— T A X —T = A

A (WAN, #EHFERE/2 E) O DNS — _"—7 RL A& L £9,

Z OWireGuard{ > % 7 = — AD KIBEHNZHELET, ZHOE
FloT o e, —x—F3HERYy NU—2 A X —T = A X (WAN, #

HEIER L) O MTU 2fEH L £,

#7735 E. ZDOWireGuardf > ¥ — 7 = A ADWireGuard t° 7 /3
EBINENET, 1 OOWireGuard1 > % — 7 = — AT Hx K200 7 23BN
TEET,

% 3-4-6-13 WireGuard /35 X — X

Peer ‘ ‘

Public Key ‘ ‘
Allowed IP ‘ ’
Route Allowed IP

Preshared Key

Endpoint Address

Keepalive Interval

|
|
Endpoint Port ‘
|

25

3-4-6-19

WireGuard-Peer

Peer

WireGuard 7 Z 2R E LE T, ZOLENL. 2D
WireGuard?Z 74 7> FNT—ETHLIVLENH Y 7,



Public Key

Allowed IP

Route Allowed IP

Preshared Key

Endpoint Address

Endpoint Port

Keepalive Interval

35 VAT A
Zokrva TR,
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WireGuard 7 % — /7 S A4 T L FOABREEEFREL F9,
WireGuardB°7 ODLANR v T — 27 OFEBEDIPT KL AL Ry <A
7 HEELET, B 192.168.1.0/24

I >DWireGuardt' 7 T8 ODFFA[IPT R L A ZBINTX F9,

PRI SIVZIP T RUADEHIL—T 4 > T A2BINT D0 E D nEik
ELE9,

HEEAEF—ZREL., 2O L BZ T 2— AL ET AL R T2 —R
D HF TR L F— fﬁ%a&ﬁﬁ"éd‘é%ﬁ% D EIJ,
WireGuardt7 - —X—/ 7 S 4 T FDIPT KL AEZIT R A A
LEHRELFET,

WireGuard 7 % — X—/7 5 4 7 FDOFEHEAR— N ERELE T,

NI S ND & . 2 DOWireGuard{ > ¥ — 7 = — A X EHAIIZ
N—hE—k Xy FEFEE LT, oML Ed, 0 13ES)
EWRLET,

¢ 3-4-6-13 WireGuard-Peer /XT X — ¥

EHT TN, T RBAY—E R, AT LREM, i@ —

— . SNMP, A X2 N7 T — L7 EO—f5i%E DORERR TIEIC DWW TERA L £,

3.5.1 — &R E
3.5.1.1 — &R/ E

EEREICIE. VAT AEW., T AP —E A, HTTPS SEHER S £ 4,

General System Time SMTP Phone Email
| System
Hostname ‘ GATEWAY |

Web Login Timeout(s)

| Access Service

Enable

4]

<]

| HTTPS Certificates

‘ 1800 |

Service Port
HTTP ‘30—’
HTTPS ‘ 443 |

TELNET ’237‘
SSH ‘ 2 |

Certificate lhttps_crt

= T

Key ihttps.key

=

[X] 3-5-1-1
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BEER | mEnE F7AME

System
Hostname  =—H#—ERDOS— 7V =A%, GATEWAY
Web Logi ‘ ‘ )
Timeout() ZA BT Y N UISa, BER YA T 5BERE Y £, i 1800

# : 100-3600.

Access Service

Port P —EXADR— FEFERELET, HiPH : 1-65535. -
ZOFTarEA AT HE, 22— —|IHTTPREH TT
A A= T A L, Webfk I TT /3A ZZT 7 & A
L CHIEITX 9,
FFarc AT s e, 22— —L HTTPS &H TT /A
HTTPS 22— NBLIRVE— T AL, WebBRHATT 27 443

ERABIOHICTE £7,

2—H—{X, TELNET RRH TT A R e —HI LB LY £—
TELNET FcusZA4r L, AF g v EF T LIEHEIC Web fREET 23
T EABLIOHIETE 9,
AT ailTFavrEANDE, 2 —P—(XSSH KB T
FRA R IZa—HINLBIRIE—CTr YA TXFET,
HTTPS Certificates
Browse" (&) A& %22 Vw27 L, PC LOGEAET 7 1 /L
AR L. "lmport” (> H—1) R¥L &7 Uv s LT
ANETF— RN 2AIZT7 v — RRLET, Export""KR¥ %
IV T DL TrANNPCIZEY AR—FENET, Hl
bRl RE %27 Vv r356EL 774V EHIBRLET,
Browse ""R¥ %27 v 27 L, PCELEOF—7 7 A4 Z3ER L.,
"Import"R"NHZ &I VI L, T7ANET— NI AT v
Key Fu—RNL%EJ, Export"RE L %E2 2V v r4+5L, 77 A0

ZPClc—Z AR— K LET,

Delete"RZ > %7 V) w7 35E7 7 ANDBHIRSIVET,

K 3-5-1-1 —fRERE/NT A —H

HTTP 80

SSH 22

Certificate

3.5.1.2 ¥ 2T LB

Tk a TR, FALY = ERARE 2 A T2 Eie s AT ARFR O E FIEIT DO
Tt L ET,

B V=M A RELVRELTEET S L5, F—hNy oA 2RETHRICVAT

AR ERETHZ L H#MELET,

| System Time Settings

Current Time 2019-06-12 20:34:32 Wed
Time Zone | 8 China (Beijing) s
Sync Type l Sync with Browser v
Browser Time 2019-06-12 20:34:32 Wed
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X 3-5-1-2

AT LEEE

B

Current Time BAED T AT ARG A2 FZR L FE 1,

Time Zone FryFHT YA e w7 LT, ZALY —2%
IR L E 9,
ey rXZo R N&E7Y v LT, BEAROZ 1
TEEIRLET,

Sync Type TIOFELRM 7T U LR AR L ET,

NTPH— X— L FH : NTPHY— — LB 2 R L 9,
FEITRE : PEICRZIZRELE T,
NTP Server Address  NTPH—/3—®D7 KL &2 (KA A 4/IP) Z&RELE
ER
Fzv I ANNDE, XYy NTU—Z EONTPZ F 47T
FRT— U = A ERFAEI 2T S Z LN TEET,

F 3-5-1-2 AT LG NT XA —X&

Enable NTP Server

3.5.1.3 SMTP
SMTP /& Simple Mail Transfer Protocol D& C, B A — /LOEZFITEHIND

TCP/IP 7’ b2/ T3, ZZTIE,. B A—ILDORETFTIETOWTIRALEI,

| SMTP Client Settings

Enable

Email Address

Username

SMTP Server Address

Password ‘
Port ‘

Enable TLS 0

3-5-1-3

SMTP

ECHE T

SMTP Client Settings

Enable SMTPZ T A 7 > MMEREDA IR 238 L E T,
Email Address EEEDOA—NLT FLAEZ AT LET,

Username EEHEOZ—Y—ZE AN LFET,

Password EEHFEDOA—INRAT— K2 AL FET,



IN([IEETs] ]88 MAKE SENSING MATTER

SMTP Server Address  SMTPH— X—®D R A >4 %2 AT LET,

Port SMTPY— N—DR— s & AJJ L F9, #iF : 1-65535.
Enable TLS TLS B 2 b2 AR £ 721X\ L x93,

#¢ 3-5-1-3 SMTP %

3.5.1.4 EFF
EREOREIL, A X FOa—/LSMS U H—& SMS 77— AR LET, 2
L, BT —HEE RO — MU =AM IZDOAEH S ET,
Phone Number List
o Number Operation
[ st 654321:123456

Save

3-5-1-4

E-CI T

Phone Number List

Name WIS N— TR EBRELET,
Number FWAESEANSLET, K, L UBETCEET, B
KOBSE ;] THETEET,

3-5-1-4 BEER T

BEEIR

F T~ Rk

3515 BFA—
B A—ILDOREIE., A X M TDHDEFA—NT T —LIZBEFRLET,

Email List
Name Email Address Operation
’ list1 sam@user.com;hot@gmail.cor
3-5-1-5
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%8  |zr—p=a
Email List

Name A — )L TN —TZERELET,

A—=T RLRAEANLET, EEDOA—1LT LR
ENUCRUIL Z R TEET,

Email Address

K 3-5-1-5 A — /LR E

3.5.2 o—¥—FH

3521 7h7 vk
TR, BHEOn A v a—P— [ LR — REEFETEET,
BE X2V T 4000, BREITHZL2MIBEOLET,

| Change Account Info

Username ‘ admin

Old Password

|
| |
New Password ‘ ’
Confirm New Password ‘ ’

Save

3-5-2-1

%8 @

B L — Y4 a AH LET, az, 09, "' "7

Ysername g R R e
IXTEEHEA,

Old Password HASRT— REASDLET,

New Password HLWARZRT— REASLET, ZZHALISD ASCI
W EMEHTE E9,

Confirm New Password #H L\ W2 T — K& 45 —~EATTLET,
# 3-5-2-1 7 AU MEHR

3.5.2.2 2 —¥—EH

Wi —YP =T DT FDIERTIEIZ OV THAL £,

g — Y —HERIZIL. [Read-Only] & [Read-Write] 73

Y EF,
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| User List

Username Password Permission Operation
| steve ‘ | ------ ‘ l Read-Write v
| test ‘ | ------ ‘ ‘ Read-Only v
[+
3-5-2-2

User Management

HlLinaa—P—%%2 A LET, az, 09, " ", ""/p
EoXTEFEHATETET, HWOLTFIFIHTFICTDH &
ITTEFEHA,

Username

INAY— REaiE LET, 223 LSO ASCIST T H3E ]

T&EEJ,

Read-Only "& "Read-Write "7 b = — % O HERR 2 881 L

EJraN

Permission - Read-Only : =—H X2 DL LD F—FhU =
ADaAry7 4 FXal—arzllEdrs L
LIrTEEHA,

- Read-Write : =2 —H|XIZ DL )V TH—FT A D
AT AT L= a rDRIRERENTEET,

# 3-5-2-2 = —H—FH

Password

3.5.3 SNMP

SNMP [X., v N —ZBEHOTEOIZR Yy FT— 7B TIREH SN TWET,
SNMP (%, BHIND VAT LNOEHIEXTEET — X 2 AL E£7, SNMP (L,
BHEXGR L AT ANOEE CEET — X 2N LET, 2oL HL, EET
TV r—arhrbUE— N CHRETEET,

Fv hU—27_ NMS, BXOSNMPOEE 7 1 7/ A TOSNMPORREIL, ~F—
T THRETDHDHLERHY £7,

NMS D7 U ZEBRT 572 00RETINEEZLL FICRLET

I. SNMPDORELZH NI L E T,

2. MB7 7 AN %EX 7 a—RL, NMSIZCe— RL %9,
3. MBta2—%Z&HELE7,

4. VCAMZREL £,

3.5.3.1 SNMP

UG65(XSNMPvI, SNMPv2c, SNMPv3% ¥-78— K L T\ EF, SNMPvI & SNMPv2ci &
A2 =T A AEREEEH LTV ET, SNMPY3 (X, 2 — P —Z L X2 T — K2 &
2 RRRERE S b R LTk 9,


https://en.wikipedia.org/wiki/Network_monitoring
https://en.wikipedia.org/wiki/Network_management
https://en.wikipedia.org/wiki/Management_information_base

IN([IEETs] ]88 MAKE SENSING MATTER

| SNMP Settings

Enable 0O
Port | 161 |
System Name | 24E124FFFEF24660 |
SNMP Version ‘ SNMPv2 V‘
Location Information ‘ ‘
Contact Information ‘ ‘
3-5-3-1
BUEHE
Enable SNMP BEREZ A ) £ 72 1T NI L £,
Port zls\lsl‘;lsP?%U VAT LOR— NERELET, #PH - 1-

T 7 F v M6l T,
=R A KT AT L EATILET,
SNMP vI/V2c/v3 % R — ks LET,

System Name
SNMP Version

Location Information FTEHE 2 AT L £ 9,
Contact Information A E R AE A L ET,

2 3-5-3-1 SNMP /X5 X — %

3.5.3.2 MIBE =.—
F T2 FOMIB Y 2—DREFEEIALET,

| View List
View Name View Filter View OID Operation
C | [ ks |
[ system | | included v| [1361211 |

3-5-3-2MIB £ 22—

View Name MIB = — DX MZ X E L E£7,
View Filter Gie) IEFev) »HRRLET,
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View OID OoIDEFFZ AT LFET,
Included FELEMB —FHNOTXTCHO /) — REBRETEE
ERS
Excluded FHEL/-MB /J— RS OTXTH /) — FREBETE
ESe
¢ 3-5-3-2 MIB View /35 A — X
3.5.3.3 VACM

VCAM /RT A — X DR EFIEZEZHH L £,

| SNMP v1 & v2 User List

Community Permission MIB View Network Operation

[ private | | Read-wiite v | A v| [00000 ]

[ public | | Read-only v| [ none v| [0.0000 |
3-5-3-3

VACM

RiEHH

SNMP v1 & v2 User List

Community
Permission
MIB View

Network

Read-Write
Read-Only

SNMP v3 User List

I a2=T 4 HERELET,

Read-Only| & [Read-Write| 7538 L E£9,

MBE = — BN 53— v g UEARET HMIBE = — &38R
L %9,

MBE = —(Z7 7B AT 54 Ry NU—Z DIPT RLAELEY |
EHRELET,

B L7-MIB/ — RO HirEZHER T,

FEE S 3L7=MIB / — R OMERRIEFE A EL Y B T3,

Group Name

Security Level

Read-Only View

Read-Write View

Inform View

3534 +rT v

SNMPv3 D 7 )L— 74 3% U E 4,
NoAuth/NoPriv] . [Auth/NoPriv] . [Auth/Priv] 7638 R L £9,
MBE = ——&E 0, HEREZ TG40 A IR ET HMIBE =
— IR L £9,
MIBt == — DO —& /)5 . #eFR% [Read-write] 2R TETAMIBE = —
ZEIR L E 9,
MIB B = ——%7 5, #EE%E lnform| IR ET S MIB B =2 — %38
WL ES,

2 3-5-3-3 VACM /X5 A — X%

SNMP F 7 v 12X b3y NU— IR EZGNIT D HEZHALE9,
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| SNMP Trap

Enable ¥

SNMP Version ’ SNMPv2 v

Server Address ‘ ’

Port ’ ’

Name ‘ ’

3-5-3-4
SNMP Trap
Enable SNMP 7 v e Z AR £ 7213 \ahlc LET,
SNMP Version SNMP vI/V2c/V3 &R — F LET,
Server Address NMSDIPT KL AFEZIEZ R AA A2 AT LET,
b UDPHR— r&E AT LET, AN— F&EiPHIXI~65535T9, 7 7 4/
ore FOFE— ~E162TT,

Name SNMP vIN2cEfE T 2851327 v — 74 % . SNMP v3 & ffi FH4

Lyalia—Y—Ha AT LET,

NoAuth & NoPriv] . [Auth & NoPriv] . [Auth & Priv] 72> 53&IR L £
4,

#3534 N T T RTA—X

Auth/Priv Mode

3.5.3.5 MIB
MB 77 A/NDX T v — RGFIEIZOWTEH L ET,
SNMP MIB View VACM Trap MIB
| MIB Download
MIB File | AGENTXMIBbt v

3-5-3-5

MIB File W MIB 7 7 A L AEEIRL £97,
Download Download " ¥ > %27 UV v 735 L, MIBZ7 7 A /L% PCIZH 7 a—
FLET,
# 3-5-3-5MIB&X v — K
3.5.4 BESE
3.5.4.1 HEIRE

= — X Milesight Development Platform/»5H 2> 7 4 ¥ a2 L —T gy « a7 7 A
NHETNAZ A AL TEBRT DN TEET, A= ya = 7RNaER
T, T ARA U F =Ry MZER SN TWDOEE., 731 RIIIERE 1T
Il Ta T r ANV EZFELET., ZOKEIX., T /3 A X ) Milesight
Development Platform{Z#%#5¢ L TV 2 W GA THSRE L £ 77,
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| Auto Provision

Enable

Status Connection Failed

Save & Apply

354288 STy b7+ — A
Z D— T TT /3 A R % DeviceHub & 7= [XMilesight Development Platform(Z 4% L |
T—=h U oA %t DY E— N CEHT LI LN TEET,

| Management Platform

Enable

Platform Type ‘ DeviceHub 1.0 Vl

Activation Server Address ‘ ‘

Device Management Server Address ‘ ‘

Activation Method ‘ By ID v ’
ID ‘ ‘
Password ‘ ‘
Status Disconnected

Save & Apply

3-5-4-1

Management Platform

Enable T=hr U2 A BEIRTT Y N T — NITEHET DN E D
R E LET,
Milesight DeviceHub 1.0, Milesight DeviceHub 2.0 & 7= /X
Milesight Development Platform{34 73 = . T,
T—=h U =A EERTT v b7 4 — LOHRRIRIEE RN
Status

LET,

DeviceHub 1.0

Activation Server . §
Address DeviceHub®DIPT RV AFETZILZ R A A 2y

Platform Type
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DeviceHub

T /3 A A H3DeviceHublZH5#E 9™ 5 72 O DURLT K LA
Management Address

(f4l : http://220.82.63.79:8080/acs) .

27— kU = A % DeviceHub¥— /X —|Z 85kt 3~ 5 38GIE T 15 & 18

Activation Method | o 1 ro L 13 "SBAEDIC L A "L DI L B T

9,
Authentication Code = DeviceHub?> 545 S 7=38fF=2— RK&Z A ) L £ 9,
ID
p q ek L7=DeviceHub7 w7 o v (EX—/L) XA T— K%
asswor AN LETF,
DeviceHub 2.0
Server Address DeviceHub®DIP7 R L A £ 721X KA A oy

#3-5-4-1

355 A X b

AR MEREIX., FFED T AT LA XY FRAERRICETA—/NVTT 77— h k5T HH6ET

ERS
3.5.5.1 £ Xy b
IOR—VTET T LA —VERSLIENTEES,

Mark as Read Mark All as Read Delete All Alarms

Status Type Time Message

‘<|>|10 v

Go to: ‘ ‘ ‘E‘

3-5-5-1

Mark as Read BRI A R T T — L 5EFHICLET,
Delete BIR LA R AT T—ALEHIBELET,

Mark Allas Read 4 _XThHOA X N7 I —ALEFIZLET,
Delete All Alarms 5T A X2 "7 53— ALEHIELET,

Status AN T T —LDOHHD AT —F A EFRKRLET,
Type T T LT HANRN AT HFRRLET,

Time 7T — LR 2 FRR L E T,

Message 7T LNEER R LET,

2 3-5-5-1 A R RRTFTA—X

3.5.5.2 A X FRE
DO a TR, BRERTAANRE, B RELZE XITEFA—L
L SMS A ZSZ(ET O E I ERETE £7,



| Events Settings

Enable

IN([IEETs] ]88 MAKE SENSING MATTER

Phone for Notification ‘

Email for Notification ‘

Email SMS
Events Record
Email Setting SMS Setting
Cellular Up 0 0
Cellular Down 0 0
WAN Up 0 0 0
WAN Down 0O 0O 0
VPN Up 0O 0 0
VPN Down 0 0 0
Power On 0 0
Connect to UPS External Power Supplies 0O 0O 0
Connect to UPS Internal Battery 0O 0 0
UPS Low Power (20%) 0 0O 0
UPS Abnormal Charging 0O 0O 0
Disconnect the UPS 0O 0O 0
3-5-5-2

Event Settings

Enable

Phone for
Notification

Email for
Notification

Events

Record

Email

Email Setting

SMS

SMS Setting

4«/%ﬁﬁj%ﬁ%mbi#o
SMST 7 — L& ET HDEEI N —T BN L ET,

EXA—NT T —L%&ZET DEA— VLT —TZZR L EI,

F—FT A NFEET DA N H AT,

DX T arETF v THE AR ET T — LD
HNEN "4 X b "= iR S E T,

DX arEF v rT5HE AN ENTT—LD
HNENE A —/LTEEEINET,

7w ro35HE, TEX—)L] RXR—IJIZKEEHIL, EX—/)L 7 )L
— T HERETEET,

ZDOF T arEAACTHE, AR T T —LDRE
NEDRSMS TR ShvE T,

7V w4 5HE [EIE OX—JIcBE L, BiEZ/L—7Y
A NEFRELET,
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Phone Group List SMS7 7 — A X 54 HEE VNV — 7 28RN L £7,
Email Group List A — /L7 T —L&EZ[ET DA — NI N—T%2RIRL E7,
# 3-5-5-2 A N hoRT A —H

BEETEE A — /L% dEafak il

36 AT TR

ZITHE, VAT LADALTF AV B X OEBICOWTHBH L £,
3.6.1 V—)v

Ko TNy a—TF 07— LZIX, ping & traceroute 23 U F T,

3.6.1.1 Ping

Ping > — /L, #MF >~ U — 212 Ping 25153 5720 DY — /L T9,

| IP Ping

Host ‘ ’ m Stop

X 3-6-1-1

pNG

Host ' — LU x=ABAERy NU—2 % Ping LET,
7% 3-6-1-1 IP Ping /X7 A — X

3.6.1.2 hL—XRjL— |
Traceroute WV —/ Ui, XY "NU— I —F 4 T DRI TINY a—T 4 TIERALE4,

| Traceroute

| =

3-6-1-2

Host T 2%0Fh A FodT7 KL A,
F36-1-2 FL—R)L— FD/NF A —X
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36137y b TFIFAY

R RTFITAWPIZ, BRDHA L E T 2 —ADRT y KX FF v T 570N
Li‘g‘o

| Packet Analyzer

Ethernet Interface ‘ Any v
IP Address ‘ ’
Port ‘ I
Advanced O

3-6-1-3

Packet Analyzer

Ethernet Interface R 7 — a2 X% ¥ I F ¥ D24 0 X —T oA AZEIR L FET,

IP Address =R —NX Y T F ¥ T DHIPT RLAEZHRELFET,
Port N—H—InF XY S TF T HR—FERELET,
Advanced A= 77 DN—LEFRELET, 74—~ ME tcpdump TT,

F3-6-1-3 X7 FTFITA P RT X=X

3.6.1.4 Qxdmlog
T arTiE, QXDM Y — L AL TR T —F Y o — /L2 ka ZE2INE L 4,

3-6-1-4

3.6.2 A7V a—)v

ok aryTE = b= ETRTVa—nanNe) 7 — FaRET D LA B
L%,
| Schedule

v‘ ‘ Every Month vH 1 v 0 v 0 v‘

3-6-2-1

 Schedule |
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ATV a—A X N @R LET
HEEN S — b Y = A ZE SRS ER L E T,
Frequency AT 2 — V& FATT D SR A IR L E T,
#3621 ATV a—RT A—H

Schedule

3.6.3 17

AT TIZIE, VAT LM FIEZ R IE®R, =T —, EE A X FoFE
BNEENET, B ICEENDIT X EHRTHIET, VAT LD NT TV
Va—T 4 T EITHYEREELITa—V—1%, MEOKRKELIX AT AT B
EANIEFICE— RENTHWDEINEIDERETDHIENTEXEST, UE— LR
T — R XEBLREET, F'— h T = A XTI TDOI AT v 7 % Syslog Watcher
mEDYE— IR Y — =T vy e — RN LET,

3.6.3.1 V257 hu
ORI a TR, al s A NV ERE T a— RL, giEOa T T =7 CTERT DA

WCOWTEEBH L £,
System Log Log Settings
| Download
File Log File v
| Log
View recent(lines) [ 20 v
Thu Jul 18 15:01:25 2019 user.notice redis[1859]: Background saving terminated with success £

Thu Jul 18 15:06:26 2019 user.notice redis[1859]: 10 changes in 300 seconds. Saving...

Thu Jul 18 15:06:26 2019 user.notice redis[1859]: Background saving started by pid 11683
Thu Jul 18 15:06:26 2019 user.notice redis[11683]: DB saved on disk

Thu Jul 18 15:06:26 2019 user.notice redis[1859]: Background saving terminated with success
Thu Jul 18 15:11:27 2019 user.notice redis[1859]: 10 changes in 300 seconds. Saving...

Thu Jul 18 15:11:27 2019 user.notice redis[1859]: Background saving started by pid 15776
Thu Jul 18 15:11:27 2019 user.notice redis[15776]: DB saved on disk

Thu Jul 18 15:11:27 2019 user.notice redis[1859]: Background saving terminated with success
Thu Jul 18 15:16:28 2019 user.notice redis[1859]: 10 changes in 300 seconds. Saving...

Thu Jul 18 15:16:28 2019 user.notice redis[1859]: Background saving started by pid 19899
Thu Jul 18 15:16:28 2019 user.notice redis[19899]: DB saved on disk

Thu Jul 18 15:16:28 2019 user.notice redis[1859]: Background saving terminated with success

Clear Log

3-6-3-1

Download a0y 7 yANEXTa— RKLET,
View recent (lines) EELA T AT a0 A2FE R, LUET,
Clear Log BEOAT L a7 %7 )T LET,

K 3-6-3-1 VAT L T NTG A —H

3.6.3.2 n S®E
AKEITIX, VeE—hra P —_"—BXOa—h1a JOREFTIEZOWTEaHA L £,



IN([IEETs] ]88 MAKE SENSING MATTER

| Remote Log Server

Enable @

Syslog Server Address ‘ ‘

Port | 514 |
| Local Log File
Storage ‘ local bl ‘
Size | 1024 K8
Log Severity ‘ Info v ‘
3-6-3-2

Log Settings

REHHE REHH

Remote Log Server

Remote Log Server " AT 5 &, F— U= A1ET
RCOT AT LT %) E— b ——IZHEEFLET,
VE— AT 07 Y — =07 FL-A (PR A

A %) AN LET,

Enable

Syslog Server Address

Port UE—F AT L0 7P —"OR— &2 A LET,
Storage 077y ANEXAEY BIRIFETEET,

Size W5 T 60T 7 ANDY A XEFELET,

Log Severity BEEEDO Y R M syslog 7’12 k2 /LW E T,

#3632 VAT LT NTG A —H

3647 v L—FK

AEITIE. WebfEH T — V=2 A DT 77— =T e T v 7L —FRKT5H5
HERALET, B, 77— T 2T OT v L— RE{THMLEITH D £
Fuo

BEE  77—AUxT7T7T v/ L — X, Web R_R—Y ETOEMERXZEIEINhTWET,

| Gateway

Firmware Version 60.0.0.42-r5

Reset Configuration to Factory Default [

Upgrade Firmware | l Upgrade

3-6-4-1

Upgrade
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77— by =TS

Firmware Version WED T 77— b0 2T R_XR— g U ERRFLET,
Reset Configurationto  Z DA 7L g2 F w7 $5E F— b oA137 v 1L —
Factory Default I TGRS 73V Moy hENLET,

Upgrade Firmware

BEERR E B

Browse "RZ %7 U w7 LTH LW 77— T 7T 77 A /LA
RL., "Upgrade" " %27 Uy ZJ LT T 7y —L0 =T %7 v 7T
L—RLET,

F364-1 T T T L — RN TF A—H

Ty — LT DT 7L — R

365y I TvFLIYRNT

Z ZTiE.

AT AEADERKDOa LT 4 T —a DR T R T 7 AT

VERR T B HiE. Ny FR 27 v FOOICEE R a7 47— 32D
—¥ O EERSTS HE, a7 407 Ty ANEF— T2 A2 AT
5k, THEMEEEOFT 7 30 Mo vy 507528 AL £,

| Restore Config

| =3 =

| Backup Running-config

Full Backup Batch Backup

| Restore Factory Defaults

3-6-5-1

Backup and Restore

Config File

Full Backup

Batch
Backup

Reset

Browse ""RZ > %7 U v/ L TCar74FXal—alr 77 A/LEHERL,
"Import"h ¥ &7 Yy L TCary7 4 Falb—rar - TrANEr—FY
AT v Fu—RKLET,

Full Backup "R %27 U v 745 & BUEDOREY 7 A /L ZPCICT 7 AR —
rLET,

Ry FNRy 7T v Ner VT 56E, Xy MEEEEDO S — T oA
ID. T _TOHMAALNSTEE. WANDOEEIPT KL A, WLANGRE, = —H
—IEPRE  DeviceHubAAE ot — K. 3T DOAPPER & % % < BIfE DR/ —
JAR—NENET,
Uy N RE LAY v B L, THIHROT 7 44 NRER Y& v -
ShET,

$3:65-1 N I T T EY R RNTINT A —H
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REELER E
THEHERFOT 7 L MR T

3.6.6 FHiLH)

TON—=TTE, F— Mz 2HEBHLTE A RXR—=VICRD I ENTEE
T, Lz o Xalb—TaryBDRbhnWE e, F— MU= A ZHEd)
FTBHNZ "Save" REZ %27 U o7 3+5Z2 L aml BEIOLET,

Reboot

3-6-6-1
3.7 APP

3.7.1 Python

Python 1347 Y =2 MEMIZ 0 /I I SEETH O | T O MRS L i
LTS TAREHL TWET,

A X7 Y ZAIEFETEH S Python (Z1%, = — ROFGART S 2 B\ 2% 5HEAR
BHY . KR, FREIMRXF — T — FTCiER{ ZAA/ T hEFEHALCa— K7
2y 7 &XYY . Ta s T Cr R Java R EDOMOSFETHEAIND LD L
Dipuva— R TR A RITE DDA ST EJ, Pythonld. /ME
Bzt OO KB b O FE T, PR T v 7 T L2 aEL D OHEKRER L EX
R L E 9,

2 — P IPythonZfli> T, 07T LADOREKINRA L H T 2— AR50 T T N
DFwv NZA T ERFERARL, KVETREETEHEZE L, PythonSFEFOHE S
Wk T ATAT TV 2R TR T D N TEET,

Z Dok a o TlE, App-manager, SDK/N—0 =3 > JRIEA L —Up L B
TEHEITAT — X RAEERRT D HECTOWTHBHLET, 72, App-manager D%
EAEEHELIZD ., Python App/ Ny 7 — %A VAR— 3528 TEET,

3.7.1.1 Python

| Python
AppManager Status Uninstalled
g

SDK Version

SDK Path

Available Storage ’ local v ’

SDK Upload | | m



http://searchsoa.techtarget.com/definition/object-oriented-programming
https://en.wikipedia.org/wiki/Interpreted_language
https://en.wikipedia.org/wiki/Readability
https://en.wikipedia.org/wiki/Whitespace_character
https://en.wikipedia.org/wiki/Code_block
https://en.wikipedia.org/wiki/Code_block
https://en.wikipedia.org/wiki/C%2B%2B
https://en.wikipedia.org/wiki/Java_(programming_language)
https://en.wikipedia.org/wiki/Source_lines_of_code
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Python

% 3-7-1-1

ECI T

AppManager D ZE1TIKTE ( TUninstalled| . [Running] .
[Stopped] 72 &) ZFRL X7,

AppManager Status

SDK Version AVA =L ENTWVWDHSDKON—T g & FKR L E
ER

SDK Path SDKDA > A b= R EFR LET,

Available Storage SDKZ A > A — LT HA ML —T &8RN ET,

SDK Upload SDK for Pythonz 7 >~ 7m— KL TA A F—/L L&
ER

Uninstall SDKZ7T > A A F—/L LET,

View AppManager TEH L TWAH 7 7Y or—3 3 OfRAE
RRLET,

7 3-7-1-1 Python /T A — X

3.7.1.2 App Manager D% E

| AppManager

Enable
| App Management
ID App Command Logfile Size(MB) Uninstall

| App Status

App Name App Version SDK Version

3-7-1-2

AppManager Configuration
B3
Python AppManager % I L7, "Python "7 = 7 ~X— D
Enable "View "R &7 Vw35 L, AppManager 23FH L T
L7 7V = a DA T—EANRKRENET,

App Management

ID AVR—=FLEET 7YV DIDERRLET,

App Command A VU AR— kL7777 Y OLRTEFRRLET,

Logfile Size(MB) = —¥—EFDO a7 7 A /LA X, % : 1-50.

Uninstall APPE T A A h—/L LET,

App Name AVR—=FMLEET 7V OL4RTIEZRRLET,

App Version AR — LT TV DONAN—=Ta B RRLET,

SDK Version A AR — F STz App BEEDNTUND SDK N—T 3 &R
RLET,

3% 3-7-1-2 APP Manager /X T 2 — &
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3.7.1.3 Python 77V

| Import App Package

| Import App Configuration

App Name | v

App Configuration I |

| Debug Script

Debug File L v

Debug Script l | m

3-7-1-3

Python APP

App Package App N —T Ll 4 AR — N EERIRLET,

App Name REEZAAR—TL57 7Y &R L ET,

App Configuration RIEZ 7 ANVERIRLTA AR — K LET,

Debug File AT YT N T A NET T AR—FLET,

Debug Script T3y 795 Python A2 U FNAEIR L, A A —
FLET,

% 3-7-1-3 APP /X5 X — X

3.7.2 Node-RED

Node-RED/X, £/ DA X —F v FO—#EL LT, "= RT =7 F /31 X, API,
FTA Y —ERERREHC T ST I 7L, BT DD T —_—
DOBA#Y — /L T9, Node-REDIZIYV = 7 7 T U R—2D 7 —xTF ¢ X &L,
Ny hOFEW S — REFEHA L Cr7r—2fBEICERT 22 8 TcEET, X
DELWHA L L AL RF 2 A2 FMZHOWTIiE. Node-REDAR Y = 7 A N &
ZHLTL7EE0,

3.7.2.1 Node-RED


https://nodered.org/
https://nodered.org/
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| Node-RED
Enable 0
SSL Access
Node-RED Version 3.02
Node Library Version 1.1.0
Upgrade Node Library ’ ‘
All Flows
Restore Factory Defaults

3-7-2-1

Enable Node-RED ZH#hiZ L £,
Launch Node-RED?>Web GUIZ fZ&) L &£ 7,
Node-RED?D 7 = 7 GUUZIHTTPS T —E A DHTT 7 & A
TOGEIZAMTLET,
Node-RED D/3—27 g » ZHK/R L £¥, Node-RED /3 —
CaNI = N A BT ST L — R EITD
BT T T — R TxE9,
Node Library Version = FRIZAT7Z7VDONN—TareERrLET,
Upgrade Node Library FGATTZINR =% AR —R LT, /J—FRI7A
7oV &7 v L —RKLET,
All Flows Export TARTHOT a—ZSONEAD T 7 A /L& LT AR
—hLET,
Restore Factory Default  Node-RED D47 v —F5 —X ZiHEL £9,

% 3-7-2-1 Node-RED /X5 * — X

SSL Access

Node-RED Version

Milesight 1%, V' — F V=2 A DA L X —T = —REFEHTLH/DICH AT~ A XShi=/— R
TAT TV R L ET,
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v Node library

LoRa Input ".;?

(JLoRa Output

() Device Filter ()
4"; Decoder i';
| GWinfo ()
\:jEmaiI OQutput ’
\‘ SMS Input ()

¢. SMS Output ’

3-7-2-2

Node Library

LoRa Input
LoRa Output

Device Filter

GW Info

Email Output

SMS Input

SMS Output

BEEER RE 1]
Node-RED

F— R = A5 LoRaWAN® X7y hEZELET, Xv hU
— 7 B N—INH 25 O HEME,

LoRaWAN® /) — RiZ&Z 7V v 7 a< RE2EELET,
FNA Z EUlI 24 LT, | DLl FEOHEED LoRaWAN® / — KD
TR T4 NE ) T LFET,

FT—=br T2 DA MEBEHRLET, Ziuk. General>
Events> Events Settings T X MMaHANARIZ 2> TV 5 =
LEMERT HMLENH D £97,
B A—VEE[ELET, STMPA 7 3 > % "Same as the
gateway "& L TR L 728545, System > General Settings >
SMTPX—CSMTPY 74 7 > "RREZITO MLENDH Y £,
SMSRA v Ee—T %525 LET, EREERRFOABZNT
7
SMSRAX v E—TZ X ELET, BT —DREFINTWVDHEFD
FFERE L £ 9,

#3722/ —KRITAT TV NRTFTRA—X
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FBAET TV r—a Bl
4.1 THHFREDOT 7 3V MCRT
FHE1:

Web A v % —7 =—R|Zu /A > L, [Maintenance (X5} X) | > [Backup
and Restore (\Ny 77 v 7 LH5E) | 1ZiA, [Reset (Vv b)) | R¥ %7V

Reset operation will erase all configuration data on Gateway

and reset the system to factory defaults. Continue?

m Cartcal

v LET, Ve hARZ U227 v 7 LET,
THE, F— MU ITELICEHER L., LHHMRFOREICE T LET,

Reset, please do not power off

STATUST > 723 EriE L. a2 A4 o _X—UNEWNRy 7 v T 5F TEELL
72U,

BhE Ry
THHRE DR 37 7 4L BT

FE2:
F—=Tr" T2 DYty FARX 2L, STATUSLEDD kT 2 F Ty FARZ U &25FLL
EF LT ET,
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42 77— AU =T DT v ST L—F

T—=hrU 2 A DT 7 — LT =T HT v L— R DHENZ, £ T Milesight7 7
=ANYR—NMIEKT L 2O LET, Y —hV =AM DT 7 —L U=
T 7 7 AV OEERFET bin " T,

T7—LT 2T 77 ANEANFTLIEE, UFTORT 72 LTCT v 77 L—RE5ET L
TL7ZEV,

l. AT FU A>T T 7L —R"C#ERET,

2. Browse"% 27 U w7 L. PCOrOLIELWT 77— 027 77 A/)LEFEINLET,

3. Ty VLv—R"22 Vv rFoE S U AFT LT T T AL
MNIELWHAEI 2T =2y 7 LET, ELWEESE, 77— =735 —F7
=AW A AR—=FS, F—Fro=A1IT7 v 77— REfBLET,

4. ToTTL—=FEk TIUPRETS V2OV =T GUI S, Ty L— R
MBI LT E D e L ET,
BR<AENS, 7790 FDXY v a2HIlRTAZLEZREIDLET,
Upgrade

| Gateway

Firmware Version 60.0.0.42-r5

Reset Configuration to Factory Default [

Upgrade Firmware ‘ Upgrade

Please keep the power on during upgrade.

BE Ry s
Ty FITL—F

43 %y NU— T B
=R =A%, Xy NIV ERERET DELOFiEEZY R — KL TWET,

431 A —V v MERE
I. Network > Interface > PortX— Y THEfe ¥ 4 72 EIR L., A1 —F Xy bAR— FDOEREE

ITWET,
[
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Port WLAN Cellular Loopback VLAN Trunk

— Port_1
Port ’ eth 0 V‘
Connection Type ’ Static IP V‘
IP Address ’ 192.168.44.186 ‘
Netmask ’ 255.255.255.0 ‘
Gateway ’ 192,168 44 1 ’
MTU | 1500 |
Primary DNS Server ’ 88838 ’
Secondary DNS Server | 223555 |
Enable NAT

FEE . A —V Xy bAR—FDIPT FLAZETTILEE. IPRBET 2%, £
WLANDH 7 Ry hEZEHF LT 7EEV,

Port WLAN Loopback VLAN Trunk
| WLAN

Enable

Work Mode AP v
| IP Setting

192.168.10.1
IP Address
DHCP Settings
Netmask 255.255.255.0

2. =M= ADA =Yy FR— 2N —F—=RFT LIREDT A ZTHEHLET,
3. Maintenance > Tools > Ping T v MU — 7 Ol 2 MR L E T,
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Ping Traceroute Qxdmlog
Network Server

| IP Ping

PING www.google.com (172.217.25.4): 56 data bytes

64 bytes from 172.217.25 4: seq=0 ttI=117 time=20.090 ms
64 bytes from 172.217.25 4: seq=1 ttI=117 time=19.786 ms
System 64 bytes from 172.217.25 4: seq=2 ttI=117 time=19.797 ms
64 bytes from 172.217.25.4: seq=3 ttI=117 time=19.750 ms

Protocol Integration

Maintenance --- www.google.com ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 19.750/19.855/20.090 ms

BE My
H— h e

432 BNV —EkR (BT —ROH)

I. Network > Interface > Cellular > Cellular Setting" (R~ U —2 > A X —7 = —
A > BT — > LT —FKE) CTSIMI— ROLE BT —FREHE L.

| Cellular Setting

Enable

Network Type

APN ‘ ’
Username ‘

Password

Access Number

PIN Code

Authentication Type None ¥
Roaming

Customize MTU

MTU | 1500 |

"Save" (£R17) & "Apply" GEH) Z#27 VU v 7 LTHREEZANILET,

2. Status > Cellular CE/L T —4ki D A5 — &% 2 A Fx LE T, 'Connected' & = X
TR, SIMIZIEFIZHE A Y LT v 7 L TCWET,
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Milesight

Overview Packet Forward

| Modem
Status
Model
Version
Signal Level
Register Status
IMEI
IMSI
ICCID
ISP
Network Type

PLMN ID
LAC

Cell ID

| Network

Status
IP Address
Netmask

Gateway

Cellular Network WLAN

Ready

EC25
EC25ECGAROBA07TM1G
23asu (-67dBm)
Registered (Home network)
860425047368939
460019425301842
89860117838009934120
CHN-UNICOM

LTE

5922

340db83

Connected
10.132.132.59
255.255.255.240

10.132.132.60

BB RNy s BT —IE AT —HF R

4AWI-Fi7 7Y r—3 a v ofl
4.41 APE— RT7 7
Vi —3a O

UG65ZAPL L TREL., 2 —WP —F721XT /31 2D O 23] L £ 97,

REFIE

I. Network> Interface> WLANIZ T 7 AL, VATV L ANRTA—HEZUTOILIITHEELET,
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Port

| WLAN

WLAN

Enable

Work Mode

SSID Broadcast

AP lIsolation

Radio Type

Channel

SSID

BSSID

Encryption Mode

Bandwidth

Max Client Number

TARTORENTT LIZH,

Cellular Loopback
AP v
]
802.11n(2.4GHz) v
Auto v

Gateway_F1200F

24:e1:24:f1:20:0f

No Encryption v
20MHz v
10

[Save| & [Applyl R¥ &2 VU v 7 LET,

2. AX— N7 U EMEHL T T2 A DOT 7 BARA > MR L ET,

Status > WLANIZE I L. AP

BT ET

Overview

| WLAN Status

Wireless Status
MAC Address
Interface Type
SSID

Channel
Encryption Type
Status

IP Address
Netmask

Connection Duration

Packet Forward

Cellular

Enabled
24:21:24:11:20:0f
AP
Gateway_F1200F
Auto

No Encryption

Up

192.168.1.1
255.255.255.0

0 days, 02:40:52

RIE LRSI TA T 2 Ma—P—DIFRZ

Network WLAN VPN
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4427547 b
T— FOFERH

UG65ZWi-FiZ AT FE LTHEEL, TZ7EBARA L MIHFILTA o Z—F% NI
wELET,

HEFIE
I. Network > Interface > Port~=2— " CTHfic % 1 7 % Static IPIZEIR L., 1 —H x> k

Status Port WLAN Cellular Loopback VLAN Trunk

Packet Forwarder

— Port_1
Network Server Port | eth 0 V‘
Connection Type ’ Static IP V‘
Protocol Integration
IP Address ’ 192.168.23.150 ‘
Netmask ’ 255.255.255.0 ‘
Gateway | 192.168.23 1 ‘
Interface ‘
MTU | 1500 |
Freeel Primary DNS Server | 8888 |
DHCP Secondary DNS Server ’ 223555 ‘
Enable NAT

DDNS

WANR— FDIPT FL 223 E L £,

2. PCHZUG65DETHAR — MIERE, F721XPoEA ¥ = 7 X 2 L THER L £97,

3. 2B a—XIZIPT RFLRAZFETEID 24 CTEI, Windows 10 AT A &2HIZ LE
b

Internet Protocol Version 4 (TCP/IPv4) Properties X
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

(®) Use the following IP address:

IP address:
Subnet mask:
Default gateway:

Obtain DNS server address automatically
(®) Use the following DNS server addresses:
Preferred DNS server: 8 .8 .8 .8

Alternative DNS server:

|

[[Jvalidate settings upon exit Advanced...

o]/ e

4. U777 EME A =Ry FAR—FDIPT FLRAZANLT, =7
GUIIZT 7 A LET,

5. Network> Interface> WLANIZ 7 7 A L, Seanz 7 U v 7 L CWIiFi7T 7B ARA  FEBREL
*7,
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Port WLAN Cellular Loopback
< GoBack
SSID Channel  Signal Cipher BSSID Security Frequency
AAA Auto -61dBm

AES 24:e1:24:f0:c4:13  WPA-PSKWPA2-PSK  2412MHz Join
Network

6. 7 BAKRA L FEIDOEIR L, [Join Network (R hU—2Z&M) 127V

v L T, T7F8ARAL L FDONRRT—KEZASTTLET,

Port WLAN Cellular Loopback
| WLAN
Enable
SsID [ A \
BSSID | 2401240413 ‘
Encryption Mode | WPA-PSKIWPA2-PSK v\
Cipher ‘ AES v‘
Key ‘ ........ ‘
| IP Setting
Protocol ‘ DHCP Client e ‘

TRTCOBENET L7=6, [Save] & [Applyl K& %227V v 7 LET,

7. Status>WLAN (Z 7 7B A LT, 727472 FOEERAT —X AR LET,

| WLAN Status

Wireless Status

Enabled

MAC Address 24:e1:24:f0:de:14
Interface Type Client

SSID AAA

Channel Auto

Encryption Type WPA-PSKWPA2-PSK
Cipher AES

Status Connected

IP Address 192.168.1.145
Netmask 255.255.255.0

Connection Duration

0 days, 02:44:45

8. Network > Failover > WAN Failoveric 7. wlan0 & 2 { > A > X —T = A R &
LCHID B, A= F Y =A 2 WiFi 2L TRy hU—2IZT7 7 A TED X
T LET,
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SLA Track WAN Failover
Network
| WAN Failover
Interface Main Interface Backup Interface  Startup Delay(s) Up Delay(s) Down Delay(s) Track ID Operation
Firewall ‘ wian0 V‘ ‘ eth 0 V‘ ‘ 30 ‘ ‘ 0 ‘ ‘ 0 ‘ ‘ 1 V‘
DHCP

DDNS

Link Failover

WLAN % E

WLANA T — % A

AS Ty T T —F—DRE

UG65 77— k7 = A (21X, Semtech, Basic station, Chirpstack 72 E#EcdD /X7~ k7
F U —=F =N A= SNTWET, #T D1, F'— V=AY FY

— TR SN TWA Z & 2R LT 280y,
|. Packet Forwarder > GeneraliZ 7 % 4,

General Radios Advanced Custom Traffic

| General Setting

Gateway EUI 24E124FFFEF12257
Gateway ID ‘ 24E124FFFEF12257 |
Frequency-Sync | Disabled v ’

Multi-Destination

ID Enable Type Server Address

0 Enabled Embedded NS localhost

Connect Status Operation
Connected

2. 7)o L THLWRYy hNU—IH—REBMLET, Xy hT—27 W

— AN fEREATI L, 2OV —R—E I LET,
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Enable

Type ‘ Semtech v’
Server Address ‘ eul.cloud.thethings.network "
Port Up | 1700 |
Port Down ‘ 1700 ’

Save

3. [Packet Forwarder] > [Radio] X— " CHLEMIEETF v o RmVERELET, 7F—
oz Ry FT—TH—R—DF ¥ VIR CIZTHHLERH Y 7,

Region | usots vl
Name Center Frequency/MHz
Radio 0 [ 9043 ‘
Radio 1 ‘ 905.0 |

Multi Channels Setting

Enable Index Radio Frequency/MHz
0 [ Radioo v/ | 5039 |
1 | Radioo v| | 9041 |
2 | Radio 0 v| [9043 ‘
3 [ Radio 0 v| [ 9045 \
4 [ Radio 1 v| [ 9047 ‘
5 | Radio 1 v| [ 9049 |
6 | Radio 1 v| [ 905.1 ‘
7 ‘ Radio 1 v‘ [ 9053 |

4. Xy M= P —N—DRX—=VIZF— U= ZBNMLET, x>y NT—27H
— R DFEAIIZ DU TUE, Milesight loTH AR — FAR— X )L &2 TS 7230,

46 Xy NI — 7 P —R—DRTE

27— k7 = A |ZLoRaWAN® X v N U — 7 P — X— L L CEIEL. LoRaWAN® —
Y RTNRNARADT =X G, ST L. BIpD AT L EOFR MG LTI L
ES N

4.6.1 Milesight loTZ T 7 F~D#5gt

I. Packet Forwarder> General-X— 127 7 2 L, #IIAL LTy N T — 7 B — R_R—ZFHMZ L
9,


https://support.milesight-iot.com/

Milesight

MAKE SENSING MATTER

General Radios Advanced Custom Traffic
Packet Forwarder | General Setting
Gateway EUI 24E124FFFEF12257
Network Server
Gateway ID | 24E124FFFEF12257 |
Frequency-Sync ‘ Disabled e ‘
Multi-Destination
System
ID Enable Type Server Address Connect Status Operation
Maintenance
0 Enabled Embedded NS localhost Connected I

2. Packet Forwarder > Radio X— > TCT7 T ¥ A 2R L, TLEREE F v

ANERELES, F—hv=Al

WARDF ¥ L RIUCICTH2LERHD F

Region | usets v|
Name Center Frequency/MHz
Radio 0 | 9043 |
Radio 1 | 9050 |
Multi Channels Setting
Enable Index Radio Frequency/MHz
0 | Radio0 vl 9039 |
1 | Radio0 v| | 904.1 |
2 | Radio 0 vl | 9043 |
3 | Radio 0 v| [ 9045 |
4 | Radio 1 vl | 9047 |
5 | Radio 1 vl | 9049 |
6 | Radio 1 v| [ 905.1 ‘
7 | Radio 1 v| [9053 |

R

3. Network Server > General-X— > Cx v kU —727 #—,3— L "Cloud mode "% H%hiZ
L. "Milesight IoT Cloud "&£ — RZ &R L £7°,
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General Applications Profiles Device

Packet Forwarder | General setting

Enable
Neiwork Server

Cloud Mode

| Milesight IoT Cloud vl

NetlD | 010203 |
System Join Delay ‘ 5 ‘ sec

RX1 Delay ‘ 1 ‘ sec
Maintenance

Lease Time ‘ 8760-0-0 ‘ hh-mm-ss

Log Level ‘ info v ‘

4. Milesight loT CloudiZ & 271 > L £ 9, KIZMy Devices~— " T "+New Devices "
Z27 U > 7 L, SNf&H CTMilesight loT CloudiZ % — h 7 = A ZiBMLE9, 7 —k

@ oashbosrd Devices Gateways History -
M
3 My Devices
Add Device
ESTRE-EN &l @
- : S v @
ifd] Triggers 6136439023
*SN:
B reports UC3X52-£8 Sociated with your A
Reports ® = o v @
61151109}
B4 event centerl) 2 ENEmE
N uc3xs 15 minutes ago & v @
.k 61234124 -
&3 sharing Center
g ux
e o AM102- o , S W ©
j o ) af & v QD
- 61284217550 S —r—
co2 TVO! B:
27°C 51% 0 2lux
e o Tem Humidity A Level (PIR borinatiar
=<
11 " — - >
7 = A L "Gateways "A = = —|ZBIMEvE T,
N . . ~ NS N -
5. 7— 7 = A [EMilesight loT Cloud - CA > F A 2720 £,
@ Dpashboard Devices Gateways +
(;‘! My Devices
o
k2 Mew Associated Devices
Status Name 2 Last Updated
(Joined /Not Joined /Failed)
ifl] Triggers
all 0/1/0 Detail 2 minutes ago & v @
B s

DX event centei@)

4.6.2 = RT A Z2DIBM

I. Packet Forwarder> General->— |27 7 & A L. #HIIALNSEHNZ L ET,
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General Radios Advanced Custom Traffic
Packet Forwarder | General Setting

Gateway EUI 24E124FFFEF12257
Network Server

Gateway ID ‘ 24E124FFFEF12257 \

Frequency-Sync ‘ Disabled V‘

Multi-Destination

System

ID Enable Type Server Address Connect Status Operation
Maintenance

0 Enabled Embedded NS localhost Connected I

2. Packet Forwarder > Radio <— > CH L EEREE F v o 2L EZRELET, F— b

Region ‘ USs915 vl
Name Center Frequency/MHz
Radio 0 | 9043 ]
Radio 1 | 9050 |

Multi Channels Setting

Enable Index Radio Frequency/MHz
0 | Radio0 vl 9039 |
1 | Radio 0 v/ | 9041 |
2 | Radio 0 vl | 9043 |
3 | Radio 0 v| [ 9045 |
4 | Radio 1 vl | 9047 |
5 | Radio 1 vl | 9049 |
6 | Radio 1 v| [ 905.1 ‘
7 | Radio 1 v| [ 9053 |

T2 LT RTNALAOF ¥ VR CIZTH2H0ER’H Y 7,

3. Network Server> [General] X—>Tx > FU—7 P —R—ZHH L ET,

General Applications Payload Codec Profiles
Packet Forwarder | General Setting

Enable
Network Server

Platform Mode O

4. Network Server> [Applications]- X—>C7 7 U Fr— a v #BIMLET,
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| Applications
D Name Description Operation
1 Test Test
| Applications
Name cloud
Description cloud
Metadata
| Data Transmission
Type Operation
EN e

5. Network Server > Device X—|ZEEI L. Add 27 U v 27 LT LoRaWAN® / — |
FTNRAAEZBNMLET, —FEA R —bEBI7 VI $T5HL, 70— 2T —

| Device
Add Bulk Import Delete All Search O
Device Name Device EUI Device-Profile Application Last Seen Activated Operation

No matching records found

EIZREDOT A AR BMTH5Z L TEET,

6. T2 FF A ZADEWZ NI L, Save&@Applyx 27V v 7 LE£9, HFHRIT= N
TNRAADBRER—VELIFA— I —D~v==2T LV THATEET, BLTFIEX
Milesight = > KT /3 ZADT 7 /L g% ETT :

® Device EUl : 7 /31 RIZELH SV TWVE T,

Device-Profile : OTAAX A 77 7 A )L

Payload Codec : “E7 /L % i8R

fPort : 85

Application Key: Default ValueZ 8RR L T 7230, T X AXx— %I 58
Blx, AAZ MMEZFINL TS0,
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Device Name lora-sensor ‘

|

Description ’ a short description of your node ‘
Device EUI ‘ 0000000000000000 |
Device-Profile ‘ ClassA-OTAA v ‘
Application ’ cloud V\
Payload Codec ‘ v ‘
fPort E |
Frame-counter Validation 0O

Application Key @Default ValueOCustom Value
Device Address ’ ‘
Network Session Key ’ ‘
Application Session Key ’ ‘
Uplink Frame-counter ’ 0 ‘
Downlink Frame-counter ’ 0 ‘

7. Network Server> Packets X—|ICBEI L T, ZOTFT XA AMWSLDOT v 7V v 7 O EEZHR
LET,

| Network Server
Search (0] |
Device EUl/Group Gateway ID Frequency Datarate RSSI/SNR Size Fent Type Time Details
24E12 24E124 868300000 SF7BW125 -44/14.5 23 678 UpUnc 1028525036‘;300 o
2E12 2E124 868500000 SF7BW125 441102 23 677 Uplnc L 0
24E12 24E124 868100000 SF7BW125 -53/14.0 10 289 UpUnc 102_85?4‘21‘62300 o
24E12 24E124 868100000 SF7BW125 -39/14.2 23 676 UpUnc 10287222;‘63300 o
24E12 24124 868100000 SF7BW125 -40/13.8 23 675 UpUnc 10285‘;50362300 o
24E12 24E124 868100000 SF7BW125 -40/14.0 23 674 UpUnc 1 nggfggfégsoo o
24E12 24E124 868500000 SF7BW125 -40/11.5 23 673 UpUnc 1 02855250?63300 o
24E12 24124 868300000 SF7BW125 -49/13.8 18 ) JnReq 1 ozgﬁgf(-)gsoo o

Details* 7 UV v 7 LT, X4 v DM E T a— FEREZHERLUET,
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Packet Details

a
SpreadFactor v
Bitrate 0
CodeRate 4/5
SNR 135
RSSI -54
Power
Payload(b64) AXVjA2fqAAROPA==
Payload(hex) 0175630367ea0004683¢c
JSON {
"battery™: 99,
"humidity": 30,
"temperature": 23.4
}
MIC 7f3664cd
v

4.6.3 TNNA ZA~DT —HERE
I. Network Server > PacketsiZiftZx, *v hU—7 Y —R—J XA D7y hE2F =
w7 LT, TRAANT Y hT—ZIZIEFICSIM LTS Z & a2fliR L £1,

1122612191 868100000 SF7BW125 - - 17 0 JnAcc 2019-08-06T09:22:29+08:00 0

112261219 868100000 SF7BW125 95 -7 18 0 JnReq 2019-08-06T09:22:29+08:00 o

Zﬁﬂbﬁwmm%kﬁﬁéﬂ\ﬁWVUV7%%%¢5VW?%%XFfﬂ~7
PEINLFEST, Wi, ¥ Vo rvavwr R, A— 2 AHDLET,

| send Data To Device

Device EUI Type Payload Fport Confirmed

[ 11226121913 | | asci v 15 [15 ] @

3.Sendz 7 U v 7 LET,

m IE’ % F ‘:( L:. i" ‘: ‘: ::‘ {S S

4. Ky NU—27 % —_—U XTIy hEFEBL, T30 ANRZDA vy — P EIEFHICE
Bl L eMRLET, MRER 2T HILeB@OLET, vAFF v A M
BRIIMERE X V) 7 2P R— L TWEREA,

| Send Data To Device

Device EUI Type Payload Fport Confirmed

[ 11226121913 \ R 15 [ 15 \ @

T 227V L TCUARAMNEREHTDIZN, VANOBEIHEHHEELRECEET, 734
ADY FTALATNT T ACDEE., T/35M AXFIT N7y ez LET,

Z D7 D H A 71X DnCnf (Downlink Confirmed Packet) T, /X7 > FOER 7 L —
OEEIE, D7t b 1 DDA v EB—IUBFHa—IZ Ao TNDTD, Ty M&a5
EETERVWIEEZEWRLET, Xy hoba—RRoEARER L, /X7y MIEFIZA
fEEnfcZ tazEmE®RLET,
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1122612191311123 869525000 SF12BW125 - - 6 2 DnCnf 2019-08-06T09:22:55+08:00 Success o

1122612191311123 0 6 2 DnCnf pending o
TINA AN DX T ) T HERBE N v S aZA5 LT25E . 7723 A3 RICES
4% L ZIT"ACK "ZIRIE L £,

Device EUI Frequency Datarate SNR RSSI Size Fent Type Time Details
11226121913 868300000 SF10BW125 - - 0 3 2019-08-06T09:23:44+08:00 o
1122612191 868300000 SF10BW125 105 -75 64 2 2019-08-06T09:23:44+08:00 / °
112261219 869525000 SF12BW125 - = 6 2 DnCnf 2019-08-06T09:22:55+08:00 o
112261219 = 0 6 2 DnCnf o
112261219 868500000 SF10BW125 - - 0 1 DnUnc 2019-08-06T09:22:49+08:00 o

Packets Details

Dev Addr 07e7

GwEUI 24e124ff
AppEUI 5572400 ww
DevEUI 1122612191311123
Immediately -

Timestamp 874346044

Type UpCnf

Adr false
AdrAcKReq false

Ack true

Fent 21

Fport 55

Modulation LORA

Ack? "true "THIUE, TONRTry b EZE LI EEEWRLET,

FRALAD T TG ARATINT FAADEE, TN ART U737y &k
BELTIERICDOI, Ry FT— TP — R~ I T R T —H 2 EELET,

| Network Server Show the signal-noise ratio.
RSS!
[[search 0] Show the received signal strength
— = indicator
Device EUI Frequency Datarate SNR  RSSI  Size Fcnt  Type Time Details Sua
Show the size of packet
1122612191311123 868300000 SF10BW125 = - 0 19 DnUnc 2019-08-06T09: 49:38+08:00 (1] e
1122612191311123 868300000 SF10BW125 10.8 76 64 21 ACK 2019-08-06T09:49:38+08:00 0 Shov theifisne contey
Type
1122612191311123 868300000 SF10BW125 108 76 64 21 UpCnf 2019-08-06T09:49:38+08.00 1) Show the type of the paceket
JnAcc - Join Accept Packet
1122612191311123 868100000 SF10BW125 8 - 6 18 2019-08-06T09:48:43+08:00 Sy cc@s JnReq - doin Request Packet
UpUnc - Uplink Unconfimmed
1122612191311123 868100000 SF10BW125 98 EQ 64 20 UpCnf 2019-08-06T09:48:43+08:00 [1] it
UpCnf - Uplink Confirmed Packet -
I 1122612191311123 0 6 18 Pending 0 ACK response from network
requested
1122612191311123 868500000 SF10BW125 = = 0 17 DnUnc 2019-08-06109:47-38+08.00 DnUnc - Downlink Unconfirmed
Packet
1122612191311123 868500000 SF10BW125 80 76 64 19 UpCnf 2019-08-06T09:47:38+08:00 (1] [N Downlink Confirmed
L ACK response from end-
1122612191311123 868100000 SF10BW125 = - 0 16 Dnunc 2019-08-06T09: 46:38+08:00 (1] device requested
1122612191311123 868100000 SF10BW125 12 74 64 18 UpCnf 2019-08-06T09:46:37+08:00 0 e
o Show the time of packet was sent
Manial Datrach v | PSRN




IN([IEETs] ]88 MAKE SENSING MATTER

End-Device

(Class A) Downlink Confirmed Packet
(Pending) § Network
¢ Server
Network Server communicates with end-device
(downlink) during predetermined response UG85/UG87

e Working Mode:Network Server

Send uplink packet and open
e the Receive Window to reveive

data. N
L4
e Downlink Confirmed Packet
(Success)
4
N
0 «
'Y
L4

| Network Server

5]

Device EUI Frequency Datarate SNR RSSI Size Fent Type Time Details
1122612191311123 868300000 SF10BW125 - - 0 19 DnUnc 2019-08-06T09:49:38+08:00 !!
1122612191311123 868300000 SF10BW125 10.8 -76 64 21 ACK 2019-08-06T09:49:38+08:00 o
1122612191311123 868300000 SF10BW125 10.8 -76 64 “ UpCnf 2019-08-06T09:49:38+08:00 o
WIS SO ol e devite halrecdid the BRIEIGA SN, O
1122612191311123 868100000 SF10BW125 98 77 64 20 UpCnf 2019-08-06T09:48:43+08:00 o
1122612191311123 0 6 18 DnCnf o
1122612191311123 868500000 SF10BW125 - - 0 17 DnUnc 2019-08-06T09:47:38+08:00 o
1122612191311123 868500000 SF10BW125 8.0 -76 64 19 UpCnf 2019-08-06T09:47:38+08:00 o
1122612191311123 868100000 SF10BW125 - - 0 16 DnUnc 2019-08-06T09:46:38+08:00 o
1122612191311123 868100000 SF10BW125 1.2 -74 64 18 UpCnf 2019-08-06T09:46:37+08:00 o

‘ Manual Refresh v m
Showing 51 to 60 of 355 rows | 10 a | rows per page ¢ 1 )

EE Ny
/84y b

4.6.4 HTTP/MQTT P —/"—~D#Es

TF— T =A1X, MQTT, HTTP, E£72IXHTTPS v k= /L& L ThHlDHP— 3

— T FLRARZT = Z2RXET LD, T—H « FTUAR—F -7 baio
BIRAE DV R—FLET,

|. Network Server (X bV —2 ¥ —,3—) ]>[Application (77 V »r— g ) ITBEIL C,

WETHIT AV r— g U2 RIRLET,
2. 27U w7 LT, T—HREX A T BIMLET,
HTTP % 721X HTTPS
27w FET 2 3 UTCTHTTP £721%X HTTPS 2@k L £ 4,

Type HTTP v
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AT w72 IRMERURLE AN LET, BRD25 A4 7OF— 2 %8705 URL ITEETE £,
| URL

Data Type URL

Uplink data

Join notification

| |
| |
ACK notification ‘ ’
| |

Error notification

HTTP(s)—/"—IC7 7 B AT BRI — Y —F8REE#R N & 2 5613, ~y ¥ —4

o~y X —fEE NI LET,
| HTTP Header
Header Name Header Value Operation
|| |

MQTT

AT w7 EET e P EMQTTIZEIR LET, AT v 72 MQTTY B — I — D%k

EAENITLET,
Type | marT vl
Status
| General
Broker Address ‘ ‘
Broker Port ‘ |
Client ID | ‘
Connection Timeout/s ‘ 30 ’
Keep Alive Intervalls ‘ 60 ‘
Data Retransmission

X%‘7703 ‘H-“—/\“—Z))‘ ‘gk‘?—émunﬁjﬁ‘{f%@*ﬂ Lij‘o
PRREI = — R A IR L 725 A . Rk — Y —H &R T — RE2 AT 503
N FT,
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| User Credentials

Enable [«
Usemame ‘ ’
Password ‘ iz ’

FORE(ZREIAEN L7255 13, B — FE@BIR L., REHDOCAGERE., 7 7147
FEAE., 72 947 MRET 7 ANV EA A= FLTLEE,

| TLS

Enable 2

Mode | Self signed certificates v \

car | = =
Client Certificate File | | m
Client Key File | | m

AT w74 T EZEELFIF VN T REO Iy 7 2 AT L, QoSEER L £7,

| Topic
Data Type topic Retain
Uplink data [ ] @) [aso
Downlink data [ ] [@so V]
Multicast downlink data [ ] [@so ]
Join notification ] @) \ooso—v‘
ACK notification | u] [@so ]
Error notification [ ] u] [@so
Request data ‘ ‘QOSO—V‘
Response data ‘ 0 ‘ﬁ‘
4.7 Node-RED

4.7.1 Node-RED D)
I. App> Node-RED] (27 7 & A L. Node-REDFEREA AT L £,
2. FHhE#%. "Launch "% 2 U >~ 27 L C Node-RED OV =7 GUIIZT 7 &AL, 7

— Y2 LRILZ—PF—L L AT —RTal A LET,
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=< Node-RED

Usemame

|

D% Password

Node-RED

472 BFA—NICELBTF—H*%E
TV r— g vrOf
AMI02T A ZADFT — X B A —/LTEELET,

LoRa input - - AM100 - Al 100 Decoder — AM100 Data to Email

BRERAT v

I. LoRa Input" / — RZBIIL £, BINT DRI, Ry NY—27 P ——F— FBHL)
272> TnDHZ L L LoRAIWANT SA AN Ry T —ZZBMLTWDH Z & &R LT
<TZEV,

2. DT A AZBINL., | DDOT A AT —X LWL E IR WA 1, "Device Filter "

/ — K% "LoRa Input "®#% AIZBI L, T /31 ADEUIZ AT LET,

Edit Device Filter node

 Properties & B =
Name AM100

Bevice EUI 24E124127A270222 +
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Edit Decoder node

4+ Properties & =
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Device Type AM100 Series C 4
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Thetimeis{{time}}
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Humidity is {{payload. humidity}}

Edit Email Output node

et et

1+ Properties & (B E

Name AM100 Data to Email
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SMTP Option Custom ~:
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Password

SMTP Server
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Port 25
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Enable TLS

=
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Topic AM100 Data

The time is {{time}}
Deveui is {{deveui}}

Rayipad counter is {{payload humidity}}

o w. oy

R
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AM100 Data
2021-0¢
From @milesight.com>
To Dmilesight.com>
Time: 2021548308 (FH) 17:13 ©
Size: 2 KB
The time is 2021-04-30T09:13:13.872942Z Deveui is 24e124127a270222 Temperature is 30.4 Humidity is 52
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