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Chapter 2 Access to Web GUI
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Uptime 171108

CPU Load %
Maintenance

RAM (Capacity/Available) 512MB/107MB(20 9%)
APP @MMC (Capacity/Available) 3.0G/2 8G(91.08%)

GPS

Manual Retresh v

9,

Note: /X—7 55 1v60.0.046 LLRT DG, 77— U = A IIE LRI XL L TR Y £77,
. PCHUG67DETHAR — MIEHE, F2IEPoEA ¥ =7 Z —f B THEE L T 72 &0,

2. BEWOa B 2 — X ZFETIPY RLAZ2E D YT T ZEVY, Windows

10> AT LZBNZRi L £ 9,

A Tarbo—nR"pu) - Xy hU—=2bf o F—=Fy ] > Ry bT— L&

A2 —] IZBEI L, "Ethernet" (MIENRRDLGENRHV ET) 27U v 7 LT

<TEEW,

%% Network and Sharing Center - u] %
L v 4 ¥ « Network and Internet > Network and Sharing Center v o Search Control Panel »r
View your basic network information and set up connections
Control Panel Home
View your active networks
Change adapter settings
Accesstype:  Intemet
Change advanced sharing Yeastar5G
2 HomeGroup: Ready to create
settings Private network 5 R)
Connections: 4l Wi-Fi (Yeastar5G)
Access type: No network access
Identifying... "
- Connections: § Ethernet
Change your networking settings
's Set up a new connection or network
Setupa dial-up, or VPN ¢
[ Troubleshoot problems
Diagnose and repair network p . or get troub g
See also
HomeGroup
Infrared
Internet Options
Windows Firewall

B. "Properties"—"Internet Protocol Version 4 (TCP/IPv4)" %14 L . "Use the following
IP address" &R L 9, £DH%K, VY= U =A LFRLCY TRy FNTHIPT R
VAZFE TR Y TTIZSINY,
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Internet Protocol Version 4 (TCP/IPv4) Properties

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(O Obtain an IP address automatically

(®) Use the following IP address:

P attes:
Subnet mask:
Default gateway:

192 . 168 . 23 .150|

Obtain DNS server address automatically

(®) Use the following DNS server addresses:
Preferred DNS server:

serowerrssene: [ |
[Jvalidate settings upon exit ‘ e l

3. BFEWDPCTWeb” 7 7 (Chromens#ifE) ZBHX. IP7 KL X [192.168.23.150 %= A
JILTWeb GUIUZ T 7 E A LTL &0,
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Chapter 3 Web Configuration

3.1 Status
3.1.1 Overview

ZONR—TTHE, Fe b YA OV AT MMEREWRTE ET,

| System Information

Model UG67-915M
Region AU915
Serial Number 6222D3914187
Firmware Version 60.0.0.42-r5
Hardware Version V14
Local Time 2024-02-21 20:25:25 Wednesday
Uptime 1days,05:53:13
CPU Load 3%
RAM (Capacity/Available) 512MB/109MB (21.29%)
eMMC (Capacity/Available) 8.0GB/6.5GB (81.86%)
GPS =

3-1-1-1

System Information
N .

Model TF= b U A DETNHERTFLET,

Region 7= b U = A DM T 5 LoRaWANCD JE i & ok L £77,
Serial Number e DIV TIINE TRz LET,

Firmware Version =T 2 DBREO T 7 — LT =T N N—V g 2R~ LUET,
Hardware Version F—= b T2 DBEONN— R 2T "=V g V2R RFLET,
Local Time AT LAOBRIEOHRMFRZEF T LET,

Uptime T— U= A OBBI#AZFRRLET,

CPU Load TF— U =A OBIED CPUEHFREZR T LET,

RAM (Capacity/Available) RAMOZE & L FIH A HEZ2RAMA E U KR L £,

eMMC (Capacity/Available) eMMCOR &R L ZEERELFR I LET,

GPS TF—=br U =ADGPST =X KR LET,

F3-1-1-1 AT LIEHR
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Milesight UPS/3 7 /S A R ZHEE S LD &, UPSOERIFR S AT —H AR—TFE

RINET,
| UPS

Model

Serial Number
Firmware Version
Hardware Version
Power Status

Remaining Battery

SRR DUV TIX, Milesight UPS = — ' — 21 F& 2272 X0,

Unconnected

[X]3-1-1-2

3.1.2 Cellular (Cellular Version Only)
ZORN—=UTE, F— MU ADEBLT—FRy NT—T OIRIEZER TEET,

| Modem

Status

Model

Version

Signal Level
Register Status
IMEI

IMSI

ICCID

ISP

Network Type

PLMN ID

LAC

CellID

Ready

EC25
EC25ECGAROBAOTM1G
26asu (-61dBm)
Registered (Home network)
860425047368939
460019425301842
89860117838009934120
CHN-UNICOM

LTE

5922

340db80
X 3-1-2-1

Modem Information
hom —omerpion
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Status

Model
Version

Signal Level
Register Status
IMEI

IMSI

ICCID

ISP

Network Type
PLMN ID

LAC

Cell ID

| Network

Status

IP Address
Netmask
Gateway

DNS

Connection Duration

MAKE SENSING MATTER

EFY 2= /LBILUSIMA — FORIET 2MEAT — 2 222  LET,
LG —E a2 — LDEF AL ER R LET,

LG —ED 2 — D=V g L hEFERLET,

BT —EHELNALERRLET,

SIMA — RDXEGEAT — X A% TR LET,

Y2 —/LDIMEIZFE TR LET,

SIM#Z— FDIMSIZ R R LE T,

SIM% — FDICCIDZEF R L7,

SIMB— RBEER L TWD Ry hU—7 T a " X —5FK R LET,
Bt oxy hU—2 X A7 (LTE, 3G &) #RA-LET,
BIEDOPLMNID (MCC, MNC, LAC, E/IDZ&ET) 2R R LET,
SMAZ—Fkourlr—varx=l7a—RKeEERRLET,

SIMA — ROfIBO R LIDEER LET,

#F 3-1-2-1 EF LIEH

Connected
10.53.241.18
255.255.255.252
10.53.241.17
218.104.128.106
0 days, 00:04:26

3-1-2-2

Network Status
fem D

Status

IP Address
Netmask
Gateway
DNS

Connection Duration

3.1.3 Network

PERERE R v FU— 7 OBIRIEEZ TR LE T,

HHEL Xy U —2DIPT RL2EFE T LET,
BALT—Ry NTU—T DRy N AT HRRLET,

WEHELr Y NV =2 D~ b2 2FRLET,

P ERE R vy U — 27 ODNSEE /R L E T,

PERFER R Y N — 7 BEHE S N TV DR O R E RN L E T,

#3122y NU—T AT —H R

ZONR—UTIE, F— b s O —HF oy hF— hOREEERTE T
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Overview Cellular Network WLAN VPN Host List
| WAN
Port Status Type IP Address Netmask Gateway DNS Duration
eth 0 up Static 192.168.22.112 255,255 255.0 192.168.22.1 8888 02m 14s
3-1-3-1
fem  |Descriptn
Port A =P Ry hiR— b OLHEFRRLET,
A —H Xy hFAR—FOREEZFRRLET, TUpl IZ. WANREZITA —
Status YRy Nr—T NI N T HLREAELET, [Downl I, £ —
PRy M —T AN STV DD, WANBSREDN IEZNIZ 72 > TV b =
LEEHRLET,
Type A=Y Fy bR—= b DEAYNLVT v 7 HA T HFRLET,
IP Address A =P Ry FAR—FDIPT FLRAZFKRLET,
Netmask A —H Ry hAR— b DRy h~R T 2R RFLET,
Gateway A =YXy hFR—F+ DF— v FRLET,
DNS A —HPF v hAR— hDODNSZHERLET,
R—FDBEDRDIREET, A —V Ry Nr—TNANA —H Ry bAR— MIEEF
Duration INTHLORBFMZR R LET, F— BRI Ddn, 41— x>

Fr—=T7Angilrs D & RRERF R OFHINE I L E T,

# 3-1-3-1 WAN 25— & 2

3.1.4 WLAN

ZOXR=UTIE, 727 EARA U RV T4 7 > FOERE G Wi-Fi 27 —2 A

RS TE £,

| WLAN Status

Wireless Status Enabled
MAC Address 24:21:24:10:e2:26
Interface Type AP
SSID Gateway FO0E226
Channel Auto
Encryption Type No Encryption
Status Up
IP Address 192.168.1.1
Netmask 255.255.255.0
Connection Duration 4 days, 21:1211
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% 3-1-4-1

WLAN Status

o omepior

Wireless Status R OREE R R L E T,

MAC Address MAC 7 FL 2 &FRLET,

Interface Type A2 —Tx2—ADFEE ( AP} X"Client"72 ) #ERRLET,
SSID SSIDZ &R L&,

Channel HIRTF v RV EFRLET,

Encryption Type WA b FXERRLET,

Status Bk A R R L E T,

IP Address F—=br T =ADIPT RLA&ZFRRFLET,

Netmask 7= F U = A OEHMACT FLAERKRLET,

Gateway MRy N =BT 25— U =2A DT RLRAERRLET,

Connection Duration Wi-Fi 2> T — 7 BNEEFRINTWDHIREROF#HREAEFR R LET,
7 3-1-4-1 WLAN 25— & %

| Associated Stations

IP Address MAC Address Connection Duration

3-1-4-2

Associated Stations
em o ]

IP Address TIBARALS U NERIETITAT L FDOIPT RLAZFKRLE
j—o

MAC Address T RVARA L FERIFZITA T FOMACT L A&EERL
F7,

Wi-Fi %y b U — 27 PREHE STV DI DIFIM AR R L ET,

Connection Duration

#* 3-1-4-2 WLAN 27— &
3.1.5 VPN
Z D= TiE, PPTP, L2TP, IPsec. OpenVPN, DMVPN 72 &' VPN 2 F— % 2

R TE £,
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Overview Cellular Network
| PPTP Tunnel
Name Status
pptp_1 Disconnected
pptp_2 Disconnected
pptp_3 Disconnected
| L2TP Tunnel
Name Status
12tp_1 Disconnected
12tp_2 Disconnected
12tp_3 Disconnected
| IPsec Tunnel
Name Status
ipsec_1 Disconnected
ipsec_2 Disconnected
ipsec_3 Disconnected
| OpenVPN Client
Name Status
openvpn_1 Disconnected
openvpn_2 Disconnected
openvpn_3 Disconnected
| GRE Tunnel
Name Status
gre_1 Disconnected
gre_2 Disconnected
gre_3 Disconnected
| DMVPN Tunnel
Name Status
dmvpn Disconnected

WLAN VPN
Local IP
Local IP
3-1-5-1
Local IP
Local IP
3-1-5-2
Local IP
Local IP
3-1-5-3

Host List

Remote IP

Remote IP

Remote IP

Remote IP

Remote IP

Remote IP

VPN Status

o ek ]
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Name VPN k> RO ERRLET,

Status VPN k> RLDfRREERZ E T L ET,

Local IP VPN k> /LD ua—hvIP 2FRR LET,

Remote IP VPN kLD Y E— MUl R RV IP 2RI LET,

% 3-1-5-1 VPN 25— & &

3.1.6 Host List
ZDON—TTlE, AR MEREMERETE £9,

| DHCP Leases
IP MAC Lease Remaining Time
| MAC Binding
IP MAC
3-1-6-1
Host List
Description

DHCP Leases
IP Address DHCPZ S A4 7> FDIPT RL A& F - LET
MAC Address DHCPZ 5 A4 7 F®DOMACT KL A& FE R LET
Lease Time Remaining DHCPZ A4 7 v hD U —AFAFHIMI AR L ET,

MAC Binding

DHCP —EZDFAJIP U X MIFEEINTWDLIPT KL &

IP & MAC EMAC T RL2&FRRLET,

# 3-1-6-1 IR A R U A b DFHA

H
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3.2 LoRaWAN
Milesight LoRaServer
Device Gateway ;
(End-node) (Packet Forwarder) Network Server  Application Server
Sub-GHz-Radio Internet Communications
< (LoRa) > < (Cellularwired) > < (servers may be co-located)
| One ormore nearby gateways @
Device broadcasts its receiveitand forwardittoa Network Server discards o
@ LoRaWAN packet Network server @ duplicates, decodes header to Application Server decodes
determine application andl packet payload and performs
P function.

@

-

‘ Data encrypted by Network Session Key (NwkSKey)
‘ Payload encrypted by Application Session Key (AppSKey)

3.2.1 Packet Forwarder

3.2.1.1 General

General Radios Advanced Custom Traffic

| General Setting

Gateway EUI 24E124FFFEF35F39
Gateway ID ‘ 24E124FFFEF35F39 ‘
Frequency-Sync ‘ Disabled v ‘

Data Retransmission

Multi-Destination

ID Enable Type Server Address Connect Status Operation
0 Enabled Embedded NS localhost Disconnected
3-2-1-1

General Settings

B

T—bhU A OEAHR T 2RI, WERTE LETS,

Gateway EUI . .
B : ETHAR— h ®OMACT KL X + i TFFFE] Z#fiA
UE— bRy NI =T P —_—~DF— T = A BERFITE A L7255
Gateway ID THIDE AL IZEY, BEIET— F U =AEUIE [A C T8, ZHA]
T,
RIGTHNTFT AT 4 F—2aVIDERIRTSHZ LT, Ry hU—2 W
Frequency-Sync — S G SR WA E A A LT
Data =T A BNHE—D
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Retransmission

Multi-Destination

ConnectionStatus
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Chirpstack/Semtech/Remote Embedded NS/Basic Station % A /D /X r—

TH U= —ICHR LTS E . Ry U — 2 YIS V7RISR R 1005
HOTF—2EELTRFL, Xy NV —JRERICT — X 2 HEELE
R

F—hrUxzAF, VA M TERBROEIM LS TcRy FT—7 H—
W=7 FLRCT—Z &Rk LET,

Ny lr—U 7 U= —OEGRIREEFR T LET,

F 3-2-1-1 —fRIVIRERENT A —F
| Packet Filters

Filters by NetlD default mode White List []
Proprietary Message Filter
Filters by NetiD ‘ White List v‘

| a
Filters by JoinEUI ‘ Black List e ‘

1o [+

Filters by DevEUI ‘ White List V‘

| o] s

3-2-1-2

Packet Filters

Filters by NetlD
Default Mode

TUNEE—FRET T 7 URANEZITIHETIA R X E0LRIRLET,
White List: ZD U X MIFiHi STy bDOHBER Yy NU—T7 HF——|Z
B LET,

Black List: ZD VU & MI7Z2\WATy hOIRERy 8T — 7 P — R—[THE%E L
Ec AN

ProprietaryMessage
Filter

T T ALY Ay —RF v b (Mype=I111) ZiEELRWE D IZ
B LET,

Filters by NetlD

NetlD (2—8T 27 v 7V 73y b Znik 3 imes LEd,

Filters by JoinEUI

JOINEUIDFFHIZ —E T DJoin Y 7 = A h /X5 v N EHHREMRE L2V,

Filters by DevEUI

DevEUIDOFEFHIZ —E T DS MMBE R/ v M &2ERET 50, 6 LRV,

List

RRED 7 4V ) o ZMEETIFHFME Y X b E2RELET, KR THRAS

DODY R MIXILETE ET,

Note:

Wavecrest
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I. Join EUI & Dev EUI O S NEEE STV DS, MFOKRMIC—KT D37 >
h DBPHERE S IVE T,
2. /Xy NERE X A )8 Loriot F 71X Everynet DA, ZOMHEIIRHNE L TWER A,
3. =K RX—TF Ry NI =T P —R—=PB S~ N T = A2 T7 NV H M EEY
WCGAE, =V oA 3Ry N = —N—DOREEEL L HEHLET,

Related Configuration Example
Ny BT T —DERGE

3.2.1.2 Radios

| Radio Channel Setting

Region Us915 V‘ Noise Analyzer ~
Name Center Frequency/MHz
Radio 0 | 9043 \
Radio 1 | 905.1 ]
3-2-1-3

Radios-Radio Channel Setting
rem Jpeepion o

o/ FTOoEEHBIOT—%1L — FHEHT S
LoRaWANS®E I H 7T » #iRIN L TL W, FIFARER  A— Y = A OEF

Region FARNT T IS h T 2 A DEFACE>CRAEDE | KD X T
T
LoRaWAN® s J5fs , <
T A — B ETH
Center LoRaWAN® / — Rip b0 30y b & ZFT 520 OAMH  ESNTODNE
Frequency EEHELET, ICH S x F 4
R 3-2-1-3 R T v RAFRE/RT A —H
| Multi Channels Setting
Enable Index Radio Frequency/MHz
v 0 X [2 ]
‘ 1 [Rados X
@ 2 [Rado0 ] [ 9236 \
@ 3 [Ragor 4] [9222 |
v 4 [Ragor 4] [24 ]
@ 5 | Radio 1 | 5226 |
@ 6 | Radio 1 | [ 9228 \
v 7 [Ragor v [9230 |
Woavecrest
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% 3-2-1-4

Radios-Multi Channel Setting

Enable
Index

Radio

Frequency/MHz

| LoRa Channel Setting
Enable

vl

Description

ZOF XN TRTy FEEETEDL X
THITIE, 7V w7 LTLTEEN,

U A FADIAFEF 2R L ET,

FLEEEE LTI PA0ETILT VA1 2 BiE
VL 7EE Y,

ZDOF v RNV DEEEEADLTLIES
VN, HPH RO E I 20+0.4625,

#3214 v LFF ¥ U FIRENT A—H

Radio Frequency/MHz Bandwidth/KHz

Radio 0 v 9238 | [ 250kHz

3-2-1-5

Radios-LoRa Channel Setting

Description

Enabled

/

Radio 0

LoRaWAN® Higk 1]

FaA MTHSE
E3ch

Spread Factor

SF7

Default

Enable

Radio

Frequency/MHz

Bandwidth/MHz

Spread Factor

| FSK Channel Setting
Enable

v

Radio 0 v

IDF R TR Ty FERXRETEHL951C
THIE, 77U v 7 LTL7EE,

FLLNEREE LTIV 0 FERIT T4 1 &8
B 7230,

ZOF ¥ U RNVDREEEEATILTLES

VN, #EPE D E 0.9,

ZDF ¥ U RVOEIBIEEZ AT LT EE 0,

TR A HE 7R VAR 2 BB O 72 &V, AR
BORENF v o TR L — M L.y b
STy U RUEE L — MRS L ET,

% 3-2-1-5 LoRa F ¥ RV E/NT A —H

Radio Frequency/MHz Bandwidth/KHz

[ 5240 ‘ | Kz v

3-2-1-6

Radios-FSK Channel Setting

Description

Enabled

Radio O

SIS & F
—g—

500KHz
LoRaWAN® Hiilg <<
A — X LETHES
NWTWDAFIZHES
EET

DataRate

50000

Enable

Radio

Wavecrest

IV T HE ZOF X FNALTRT Y M &
EETEDHEIICRYET,
FRLDEEREE LTI PA0EI3 T VA 1 2
L 72 &,

Disabled

Radio 0
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S JE T
ZOF X FRADOEPIEAT LTS i
Frequency/MHz . HosxFET
VY, HEEE oL A R £0.9,

ZOF ¥ RNV OFEIEZ AL TLES Sof s JE I ki
Bandwidth/MHz VN, HESE(E : 125KHz, 250KHz. 500KHz HoSxF4
Data Rate FT—HX L — 2 AN LTLEE Y, #iF: 500~ 500

25000,

#F 3-2-1-6 FSK F ¥ RILFKE /T A —H

3.2.1.3 Noise Analyzer

JARXTF T4 =ik, FEEE TRV D ) A X ERXAFr > L, 22— =0
BREE T WRIRAB 2 0T U Bl 72 Bl & 2 18R T~ 5 72 O DR 2 3~ 2 72 D IS A
SHAVET, RSSUEET ¥ RNV DREEZ R LE T, RSSHEDMERWE E, 55Ok
BIXRAFTY, RN b —U 74U —X—2fHAT 58RI, ZOREE A
THZEIFHEREINEEA, XUV T RRICEEE S X DR BEEND DT

T,
| Radio Channel Setting
Supported Freq Us915 7 Noise Analyzer
Noise Analyzer ‘) Running
Settings Sweep Freq ‘ Genaral Freq v

0-63: 902.3-914.9 MHz

64-71: 903-914.2 MHz

Sweep Time Custom v

[24 h
O~ Current Value ~()- Weighted Average Value
RSSI/dBm
0 MH:

-20
-40
-60
. = /N N\ :

— —— et e

s e L ~
-1004—¢ g =
1164
502:3 9027 903.1 9035 9038 904:3 9047 905.1 9055 9059 906:3
v
3-2-1-7

Noise Analyzer
hom — Jomertn o |

Enable JARXTF AV —HRREAICT I, TH 6% 2 | Disabled
Uo7 LTLEE,
JEPEE AR | FEPH 2 IR LT < 2 &0,
General LoRaWAN® Hiiigh /35 A — & 2 -5 < FH
Sweep Freq ” General Feq
Custom: JE N E#HiHEZ W A X~ A A LET
JARTF T A EEGEIZ, EIE—ERFRNIC
Bz LET,
HAZLERIRUIZGE. /A XTF T AP — X FHpi%
E SR RE 2 & BERICIEIE LET,

a
Wavecrest
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L A RXTF T A PSRRI OT — X BRI
B2 A7, REZ I AZ LARETHI 2B
Wiz LEJ,

F32-1-7 VA RTFTA P —FRENRT A —X

3.2.1.4 Advanced
ZOEZTarTiE, BE—arOEEE XL OREEICET 23 MR EIC DWW TR L E 7,

| Beacon Setting

Beacon Period ’ 0 V‘ s
Beacon Freq \ 869525000 1 Hz
Beacon Datarate ’ SF9 v‘
Beacon Channel Number \ 1 vl
Beacon Freq Step ’ 200000 ‘ Hz
Beacon Bandwidth \ 125000 V‘ Hz
Beacon TX Power ’ 14 ‘ dBm
Beacon Time Sync Type \ GPS v ‘
3-2-1-8

Advanced-Beacon Setting

275 ABTF A ZADELEIMA DT DI — N7 = A D
Beacon Period E—arEEET MR TT, 0k, F— U =AM 0
= EEEFELAVWIEEERLET,

S LT3
Beacon F SR e B A
—a b "9, .
eacon Freq Ve ) Sx ¥
S LT3
Beacon N . . JEE ST
Datarate E—aroF =25 b=t SxF
Beacon Channel T AR LEREIR L T-28E ., 22— —Z158F TOHIM
Number THAE~A XTH T ENBAHETT,
Beacon Freq Step -
v — = D R R T, 200000
Beacon Bandwidth
v— o o OHIE T3, HAL - Hz 12500 Hz
Beacon TX Power R . Xfhts LT B
E—aDiEEEIITT, JE 9 R E
DEFET
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Beacon Time Sync
Type

Beacon Time
Offset

v — o OEFEEE Z A 7 & GPSE 72 1ZUTCH B B < | GPS
77X,

BEZIEH 2 4 7" UTC OGE, F— F o = A 13T AT A
Bl oF 7y hEME L, TOMEEZ 27 5 ABFT |0
INA RZHEIY B TEF,

F32-18 FHERE—a L IRT A —H

| Intervals Setting

Keep Alive Interval ‘ 10 ]s
Stat Interval ‘ 30 ‘ s
Push Timeout ‘ 100 ' ms

| Forward CRC Setting

Forward CRC Disabled 0O

Forward CRC Error ]

Forward CRC Valid
3-2-1-9

Keep Alive

Interval

Stat Interval

Push Timeout
Forward CRC
Disabled

Forward CRC Error

Forward CRC Valid

Wavecrest

T=hrU A nbXy N =7 —"—~FEFENDF
=TT ATy FOMBEAN LTI ESN, Zh

10
R DR LE L, MR SNET,
AiPH : 1~3600,
7= h U = A OIEHEREZ Ry bU =7 Y= =T 30

THRMREATI LTS EE N, #iPH : 1~3600,

P T =N ) — FOF—ZEEE L%, W

— RN DIEELEFFRT DX A LT T NE AT 100
LTCL7Z&, #H : 1~1999,

CRCHEMENIZ LIZIRRETZIE L2y b E Ry hTU—2

PN EETE S LS ICLET Disabled
B+ bE, CRCET—DHDHZESTy FeFxy MU )
— e N TEELET, Disabled
BT HE, CRCHARRIRETRIE LIy MEx

Enabled

Y R =7 = N—ITHEEL LT,

#F 3-2-1-9 N T A —H
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| LBT Settings

Enable

RSSI Target ‘ -80 ’ dBm

%] 3-2-1-10

Clom ——owsrpion P i

LBTHSHE O B #hfb £ 7= 1Ix Mahfb 2 47 £ ., LBT (Listen
Before Talk) (X, ZF o U 7 F ¥ RN T A KIVIREETH

Enabl Disabled
navie BINEIMEBAL. Fr KT I REA R RS B
OIFEHENET,
G AU9IS F5 K TN US9I5 1 LBT FEREICS IS LT £
/Vo

ZEERIEBOT v RIVOIEREEEZ AT LT EES VW, Fr >
RSSI Target IV D FEELDORSSIDS FEAEE/ B AT D& . £ DF ¥ R/ -80
IFZExRuE L Rizp S E T, &iPA - -120~0

# 3-2-1-10 & 72 LBT /3T A — X
3.2.1.5 Custom
AL LEEET— RN LIcHa. Ry 7 ZITMBEDO ATy b7+ U —
H—HET7 7 ANEFRIR LTIy N7+ V=X —Z&ETEET, "Save"x 2 U
I T DHERARELEET 7 A IVONEPREFESIL, "Apply" 227 U v 7325 L%
ENRANIRD 9, "Clear"x 27V v 735 EMRER Yy 7 AONENT X TIHE
SNET, BHET 7 A NOFIRTFIENRDLN L 72 WEATX, "Example"2 27 U > 7 L
TERAN—VICBE L T ES 0,
Note: 7 A ¥ L% I1IWeb GUID /X v MRIEREL FEX LE T,

General Radios Advanced Custom Traffic

| Custom Configuration

Enable

Example

{

"SX1302_conf™: {

“spidev_path": "/dev/spidev0.0",
“lorawan_public™ true,

"clksrc™ 0,

"antenna_gain": 0, /* antenna gain, in dBi */
"antenna_cfg": "ITXIRX",

“full_duplex™ false,

“precision_timestamp”: {

“enable”: false,

"max_ts_metrics": 255,

“nb_symbols™ 1

%
“radio_0": {
“enable” true,
"type": "SX1250",

U e Lot 7o Vo Vo YaVa Vo

Wavecrest
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%] 3-2-1-11

3.2.1.6 Traffic
N7 407 RXR=VIIBENTDHE, F— b U2 ADBZELRRELTDO NT 7 4 v 7R
FTREINET, FAT T 7 4 v 7 &2ERT DX, Refreshz 2 U » 27 LK<
77 &,

| Traffic Setting

Rfch Direction Time Ticks Frequency Datarate Coderate RsSI SNR Data

‘QOpHBQeCAWADB1XIEdbpIt5PQkqlYGSAsDxstafeVL5

rNNFO+oWwHTVBALZUKNnhPAgivb5b7nLKJFNCBFSO

0 up 08:31:04 3553571894 9225 SF7BW125 45 86 78

OVOPdWECUZIEUrpD/mkBVGGVYSZgXFwIGAVW2thQ0
2

Qlby3gYAFQFVFYGGPBWvq1gbXPHIGIC5d5Gu/xRjd88

0 up 08:30:11 3500460169 9225 SF10BW125 45 2 140

0 up 08:29:11 3440449087 9221 SF10BW125 45 22 125 Qlby3gYAFAFVI8G3DF/Kd5UzyyDoFrzlsUSWBRCCh+c=
QOPHBQECAGADB1WVQ20uO0UkGSIyCEX2VZ9pagge
XUS50tCD7sNS7mhm4kiLIKgfhNca3SqDaHg8nWwX03

0 up 08:28:32 3400743559 922.1 SF7BW125 45 81 70
Ph65HV-+nPpuxWWQK3rREQV2ts0uSKES +0jdZhEOGO

ZAT

QOpHBQEBAQANVCIQQ73JXIRIYFg4GCHRMA4Tp+

0 up 08:28:14 3383423515 922.1 SF10BW125 45 7 102

D5FGSLCfoZAObODJEXs87xJIMM=

% 3-2-1-12

I =

Refresh DT =22 ANFTHITIE, 2bbx 27U v 7 LTLEEN,
Clear TRTOT—HEWHEETDHITNEZ U v 7 LTLEEN,

Rfch ZDONRTy FDOF v RNV ERRLET,
Direction Oy FOFMERRTLET,

Time ZoRT Y bOZERLE TR LET,
Ticks ZDONRT Y DT 4 v R RLUET,
Frequency F v FNVDOJEBEFRRLET,

Datarate F¥ RXNDOT—H L — hEFRLET,
Coderate ZDORTy FOFFEERER R LET,
RSSI ZEESRELR R LET,

SNR ZORTy bOEGHMEE R R LET,

TRy DA m— R (Baseb4) FFoxLFET,

Data
Note : Loriot 3 X T Actility /X% > b 7 U — X —TIIHERE L £ A,

F32-1-1l T T 4w T RTFRA—H

3.2.2 Network Server

3.2.2.1 General

Wavecrest
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| General Setting

Enable

Platform Mode O

NetiD | 010203 |

Join Delay ‘ 5 ' sec

RX1 Delay 1 sec
Lease Time | 8760-0-0 | hh-mm-ss
Log Level ’ info VI

| Global Channel Plan Setting

Channel Plan ‘ Us915 v ‘
Channel ] 8-15 \
3-2-2-1

tom  Joeserpton oo |
General Setting

Enable IV T LRy U= —"—F— RRFIT7 | Enabled
DEJ,
FHZT DL F— F U = A % Milesight loT )

Platform Mode . Disabled
7 7 v K& = ldYeastar Workplace” 7 v b 7 4 — A|ZHE
ACEIR

NetlD Xy P =@ F A2 AT LTI ES N, 010203

T RTFNRARX BRy PY =27 H =" —C

Join_request_message #iXfE L T2, =2 K7
Join Delay NAZAWR Yy P =7 ==L HEEFEEND 5

Join_accept_message & 5215 7~ % 72 O IZRX 1 % B < #E i

M S FTORIBRRERZ AT LT EE 0,

T RTNAANT TN Ry SRR ELTH

5, XUV 7y bEZETLHIZDIZRXI &2 B
RX1 Delay <A T2 E TOMRRHEZ AT LT EE W, I

B L 72BN WIREINIZ 72 5 £ TOR 2 AL
T ZEw, BAFRRH--BTY, B A 7n

Lease Time OTAA DA, U — AR\ T D&, = K7 | 876000-00-00
NAZAF Ry NI =7 P —R—|CHESINT D HLE
NHY ET,

Log level 07 L oULZIRIRL TS 72 &0, 1

Channel Plan Setting

Channel Plan EO VI BEIORTFO Y v 0EEKET %L | F—b T =AD
— MZEH T DLoRaWAN®TF v R L7 5w & F5 O | B EICEFE L E
LTEEW, THIAFREZ2TF v RV T 0%, F— 1+ T
VA DEFNAIZE - THERRY £9,

Wavecrest
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T RTNRA APFEEDO R T ¥ RV THEIETE 5
L olcLET,
EADEFITT DL, CRWAN®Y Hiilk X5 R

— A UETHEEENTWDT 7 3 /L DY

FEAREET ¥y XL T RTEMEH LET, Fv F—rT D
Channel INDA LT oI A ANITTDHIENTEE EEOTETE L
4, Examples: Ern

[, 40: F ¥ RV & F v 1 /L40% AL
1-40: F ¥ /LI B F ¥ 1 L40% [0k
1-40, 60: F v KL D25 F ¥ K /L4058 L T + 1 /160

=L
K 3-2-2-1 FeANRT X=X
Note: — O HIIE /N Y =—2 5 > TliE, TFIHD LoRaWAN® Hulik TFFrf STV 5
Ba. BN T & LT, EU868 X° KR920 ™ L 5 IZ LoRaWAN® Hitlik /X7 2 —
X TCEZRISIVTWVRVIBINT v VRV ERETHIENTEET, LLFORE IS
72 E0

Additional Channels

Frequency(MHz) Min Datarate Max Datarate Operation

3-2-2-2

Additional Channels
fem  Jomen o |

Frequency/MHz BINTZ OB E AT LT TZE0, Null
T RTFARAADHERT—FL— e AL T
TZEV, HiPH L, LoRAWAN® Hill )T X — X 3

Max Datarate . DRO (SFI2,
%‘/G;E/q‘ﬁiﬁéﬂ‘(b\éWE&C%OD\TD\ij_O |25kHZ)

T RTFNA AR/ T —H L — "2 ATJLT

Min D SIS, HEPRIILRAVWANGMIE/S 7 A — 5% DR3(SF9,125kH
tarat ’
in Datarate ECHEISN TWARNRFICH SX 4, ( &

R 3-2-223BMT T L RF XA —X

3.2.2.2 Application

TV —rarbi, FMCHMNELIZIRCZ A TOT 34 AOEEIRTT,
2—H =X, R LY —_"—CEETDOIMNENDH D —HDOT A AZFE LT Y
T—a BT ENTEET,

B2 |
Wavecrest
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oy r—vain Bov s LT s e nTaET B:,0..0
CTr 7V r—varzmELED, Vw35 TERTEET,
| Applications
Name ‘ cloud ‘
Description ‘ cloud ‘
Metadata
Metadata Details devEUI deviceName applicationlD (] gatewayTime () cellularlP
| Data Transmission
Type Operation

Save Cancel

3-2-2-3

Application

N

T = ar a7 s A NNDLARETEATI LT &0,

Name
5l : smoker-sensor-app
o ZOTTVr—=varOElE AT L TIIZEN,
Description §
B JERGNER T U r— a3 v
TNAAPRRA a— Ra—FT v 7 ZBMLEERC, Ty 7 U278y b
Metadata THBIMICRET 2 HAE R RIRTEX 5 X5 IC LET,

F—Z %, MQTT, HTTP, F/ZIZHTTPS 2 ha L2 fEH L T, BEHEDD
AR LY —NR—ZEEEINET, |27 F U r—3 3 TliE, MQTTIr®E &
HTTP (HTTPS) k&I >TOLovBEMTEEHA,

Data Transmission

#3223 7V —v g NT A —H

MQTT Integration
Type | marT v|
Configuration Mode ‘ Manual Configuration v ’
Status .

3-2-2-4

MQTT Settings
_ Description

Type HA TR MQTT & LTEIRL TS ZEVY,
BREE— Fa@IRL T ZaEu,
Manual Configuration: 7 =~ 7 X— B TRI A —F ZFHELE T,
Getvia HTTP: 77 v K 7 4 — AICHTTPY 7 =X F {5 L, MQTT#
ENRTA—H R LET,

Status MQTTH:IK B A R L E 77,

Get viaHTTP

Configuration Mode

B3 |
Wavecrest
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Platform URL HTTPY 7 =R FEEET L7 7 v 74— AURLZ BN L T ZE
AN
Custom Format Ty F T F—LICERETHOHTTP U 2 2 X FORNEE D AZ~A
RLET,
#3224 MQTT RE/XT A —X
| General
Broker Address 1 |
Broker Port | ]
Client ID [ |
Connection Timeout/s | 30 ]
Keep Alive Intervalls 1 60 I
Data Retransmission
3-2-2-5
| User Credentials
Enable
Password 2
| TLS
Enable
SSL Secure
| wil
Enable
Will Retain (]
Will Message
3-2-2-6

Wavecrest
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| Topic

Uplink data

Downlink data

Multicast downlink data

Join notification

ACK notification

Error notification

Request data

Response data

Data Type

MAKE SENSING MATTER

topic Retain

| o Tawso
\ faso
\ Caso
| : E—
| o aso
\ 0 Y
| Taso ]
\ o fwso ]

3-2-2-7

MQTT Settings - Manual Configuration

Description

BrokerAddress

Broker Port

Client ID

ConnectionTi
meout/s

Keep
Alivelnterval/s

Data
Restransmi

ssion

F— S B ZET B OMQTT I B ——DT FL A,

F— R EZETHEDOMQTT I B — I — DR — h&EETT,

747 MIDIE, == 57 T4 T v b OEAOHBIT T,
DT TZA4 T EREICH— =28 L TWDEE. ZHUE—ET
BHHBLENRDHY, QoS BEUV2 THA v &— V2S5 72 DI R AKX
T7,

TIAT L NINEERA A LT U MR EEE LN WSS,
nNibobLHipshEd, #PH : 1~65535

Eotl X Wl
T4 T RIS — R IR LTk, 7 T4 T MIEMMICN— FE—
FoXG s NS — R—ICEE L, o e LEJ, HiPH . 1~65535

HMbie. v b U — 27 REIE S 7258 2R 10,000 D7 — & % %t
JEL. Fy hU—ZEERZRICT — 2 2 HEE LET,

User Credentials

Enable
Username
Password

TLS

Enable

Mode

SSL Secure

Wavecrest

Z— P —FBREE AN L ET,
MQTTV v — I —~DOEEHIFE AT 22—V —4 T,
MQTTZV v — I —~DOEHUE AT DA T — R TT,

MQTTIEEIZ I T HTLSHF S b= HEhT L E T,

Note: MQTT 7 1 —» — DTN HiveMQD &, TLS A4 L, 47 a v %
[CA signed server certificate. & L Ci%E L T 72 &\,
THCOBAFEAE) £ TCABL VP — A —GEHE ] »HBEUE
X\, CA signed server certificate: /31 227V — KITW5D

AL/ (CA) FBITOFEHFETHRIEL £7,

Self signed certificates: fRFEFH D 7 A % & CA GEHE (crt £721% pem) | 7
A7 > FREAE (crt) . BRLOWEHE (key) 27 v 7m— RNLET,

HMbie., 77— b U = A TEEAFEO ML MEEL £,
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Enable

Will Topic

Will QoS
Will Retain
Will Message

Topic

MQTTZY ZA4 7 v FRERFHR NG, AN 4 LA vE—UNHEW
CEfEESNET, %\TA4X@ﬁ%%$%%ELk . MOT A R

TuX LY —R—TTF NS ADF T T A REE é”ﬁ%ﬂﬁ”ét ICEEA L E
—é"o

TFANTANA =V EZETEEODD Ny VB AX~A A LE
j—o
QoS0. QoSl. QoS2IFIfEE CTRERETT,

AT DE, REEEA -2 v E—C L L TEHRELET,

KAKIRIEA v =V ORNEE DA Z~ A X LET,

Data Type

Topic

Retain

QoS

MQTTV v — A — & OBWBEICHEAT 27— 28

Uplink Data: 7 /31 AN6D7 v 7V 730y haZfg LET,

Downlink 7 /XA Z~D XY v 7 a<wy REE, B—F A Z~D X7
Voo a<sy RIEENLELREETX. :@FEy?’U%WPﬁMP
I$deveui] ZIBAIL. FE v ZETERFHICEEEDT /XA ZDEUNTHE & #i 2 T <

TZEW,

Multicast Downlink Data: v~/ F % ¥ X h /L —F X o) 7 a<wy Ri

%18 L £ 9°Join Notification: 7" — kU = A BBMFF [T v FEXEL. 7

NWNAANRRy NT—=ZIZBMT D27 LGE., SEamaExE LE

7

ACKX U7 U v o<y RIEFRFICT NA ADPDBACK A » M EZ[E L

Ee

Error Notification: /34 A6 0= T — 7w M EZFE L E T,

Requestdata: 7'— F 7 =1 ONS (Xv NV —27H%—ER) M- RETD
DY s NEEREFELET,

Response data: U 7/ = X MIxtd 2 I8E %5 LET,

RTV wvallERlENET —20oO Ny 74,

BT BE, ZOME Y I7ORFTAvE—E2IT A AyE—TEL
TEE LET,

QoS 0 — | [B] D Al

ZHRERLEHERFETHY, AvE—FIEOARRESNES, 272
L. BHEENSKBEWVE—RFE220D E9,

QoS | —b7e &b — )&

ZOLLTIER, AvE—UnA7e < &b I ENIMEIRICEMS S E 3723,

BEEEIRASE SN D ATREE D B D £ 37

QoS 2 — BT 1[A]

QoS2 T MQTT BT A EEL~ILDY—ERATT, ZDOL~LTiE, KA
vE—UNEBEREINTEZEEHEICL T ERTIZEIND I EBMRIESNE

T, QoS2 Ik b LT, IbEVWT—EXWNE L~ T1,

W

F 3-2-2-5 MQTT € - FEMERR /X T A —X%

HTTP/HTTPS Integration

Wavecrest
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| HTTP Header
Header Name Header Value Operation
(]
| URL
Data Type URL
Uplink data [ |

Join notification ' |

ACK notification ’ |

Error notification | ‘

3-2-2-8

HTTP/HTTPS Settings

Description

HTTP Header

Header Name HTTP ~v ¥ —ZRBITF 5 BT +—/L REETT,
Header Value HTTP~ > % — D1,

URL

HTTP/HTTPS— S —IZKE & 57— 2 AL,

Uplink Data: 7 /3 A 6D7 v U v 7 307y b 25 LET

Join Notification: 7' — U = A BEBMFF R v REFEFE L. T34 ARy
Data Type RO —Z B INTE B LS IC LESE. SIEmEZIE LET

ACK Notification: ¥ 7>V v 7 o= REERFIZT SA ANBACK A v N &

ZELET

Error Notification: 7 /34 AL DT — 7y M EZFLET

Topic AR SNET — 28O Ny 74,
URL F— B 5T B2 DHTTPIHTTPS Y — X —DURL T4,
¢ 3-2-2-6 HTTP/HTTPS i# /3T A — X

Related Configuration Example

TV — g VERTE

3.2.2.3 Payload Codec

~NAa— RKa—7F v 7 X, Milesight LORAIWAN® 7 /31 ZZHHAGA FE T2 A 1 —
Ka—Fv 7477V &EL, 7—X%D7a—FBIORzra— KEaEHIZ
TWET, =2—HF =X, 7 T FOT XA AD_XA a—Ra—F v I B HAH
~A XL, BHIOSUTT v 7V 7 BIOFE O T OarT Y a i
LT DHZEHAGETT,

B7 |
Wavecrest
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Inbuilt Payload Codec Library

| Inbuilt Payload Codec Library

Library Version 131

Obtaining Type ﬁ

Note: Ensure that the Intemet access is

=]

000000 OCOO CE

@

Name Payload Decoder Function Payload Encoder Function Object Mapping Function
AM102 v
AM102L
AM103
AM103L
AM104
Am107
AM307
AM307L

AM308

LN € B XS KRR K
C <IN C 'S S CIR K

S £ ERY € BN € N € BK

AM308L

Showing 11010 0f 96 rows | 10+  rows per page - 2|3|a|s

3-2-2-9

Inbuilt Payload Codec Library
e e

Library Version Milesight 7 /XA AD_XA B — Ra—FT v 753477 VDNN—T g %K
mLET,
Milesight 7 /XA AD XA — Ka—F v 7 73477V EEHTLX 4 7%
BIRL T 7ZEWY, Online: 7' — h U = A OEPFEHFAREL LA & —Fx
v MERRFIC, N—Ya CEHEmE LCSE. BEIICESR S E
Obtaining Type R
=P — KT "Fetch"RNZ 227 U v 7 LT, BHRILE FB) THERT D
Z & HA[AETY, Obtain (Local% 7 V v 7 L CziplERD~LA r— K=
—FT IRy =T E Ty Tua—RL, 27U v I35 A4T7F YN
FHINET, Miesight XA 7— Fa—F v 7y Fr— 2O T,
IHELMBETLr— RLTLIEEN,
N a— RFa—F v 7IZxiT 5 Milesight ®HET NV E2FRLET,

Name

Payload Decoder

Function F O B NFIET B E D A TR LET,
Payload

Encoder T a— X = FET DNETFLET,
Function

Object Mapping

Function FTOm s by B TBEEET B E D A ES LET,
_ Fa—FBLUEL a— S ORMERT LET, JEHFCADRVEE
Details H. SAm— Ra—F v 7 N AL <A LT EE,

#3227 WNERXA U —Ra—F v 7747 T VNRFT A=K

Custom Payload Codec

Wavecrest



IN([IEETs] ]88 MAKE SENSING MATTER

| Custom Payload Codec

Name uc100v2

Description

Template Horg

| Function

Test

) {
LesightDeviceencode(input.data);

Object Mapping Function

JSON Function  Page Configuration

3-2-2-10

Custom Payload Codec
fom  [Descrpon

Name
Description

Template

Payload Decoder
Function

Payload Encoder
Function

Object Mapping

Function

Test

Note:

Wavecrest

AAL DAL m— Fa—F y 7 OEFOLXRNEAT LTS,
IORA = Ra—F 7 OBRMEAS LTS,

PEFONENA m— Ra—F v 7 %7 FL— R LTRIRL T
S,

EISONBUCZEH L £3, 728, B0~y 4 —iIblanks EOFI L [F L TH %
VER B Y ET,

TR AP, v— Rzva—FE T AX <A AL, JSONEXD X > &
—Vzl6ttER D a < NICEHBLET, B~y —i3, A
BIERIETHD Z LICTHEEL TSN,

LoRaWAN® % vz — 3 ZBACnet % /= (IModbus 4 7' ¥ = 7 MIEHT 5~ v
VU TR AE DAL A AL TLEEN, LLFD22o0BIHEEZ ML F
ERE

JSON Function : Bi%% % JSONEATiBM L £,

Page Configuration : ~— & TR EML £,

RAa— Ra—F v 75X NOHMEE - 138901k,

Input : 22 F 2 EFERWVIGHERRDOEDT — & | FLIFSONER D a2~ K
EANLTLES N,

fPort : LoORaWAN®T /XA ZADT 7Y r— =3 AR — FTY, MilesightT
INAATIET 74/ R T8 LD £,

Decoder : 161/ DAE DT — % % JSONJE DO FACEH L £ 3,
TestEn : JSONFEX D a~ v K& 6D o~ NICERLET,

Decoder/Encoder TestResult : 72— FE 72T a— RS ERE#R
RLET,

Object Mapping TestResult : = = — ¥ —F /2|35 a— & — 28T 54
TV OB EMHERLET,

#3228 WAL LA B —Ra—F v I /RT X=X
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. ~fe—RFFa—F—BILORxzra—F—"CTxf L T DlavaScript?d 23— 5 > [XES2020 C9,
2. A=A m—Ra—F v r/O7Fa—¥—BIO0xzra—F—TlHAINDEHK
XiE, RCHEHZETLE, A—THLH24ENH D 77,

Object Mapping Function -JSON Function Example:
{
"object”: [
{

"id": "ipso_version”,

"name": "IPSO Version",

"value": ",

"unit": ",

"access_mode": "R",

"data_type": "TEXT",

"value_type": "STRING",

"max_length": 6,

"bacnet_type": "character_string_value_object”,
"bacnet_unit_type_id": 95,

"bacnet_unit_type": "UNITS_NO_UNITS"

{
"id": "temperature_unit",
"name": "Temperature Unit",
"value": ",
"unit": ",
"access_mode": "RW",
"data_type": "ENUM",
"value_type": "UINTS",
"values": [
{ "value": 0, "name": "celsius" },
{ "value": 1, "name": "fahrenheit" }
J
"bacnet_type": "multistate_value_object”,
"bacnet_unit_type id": 95,
"bacnet_unit_type": "UNITS_NO_UNITS",

"reference": ["temperature_control_mode", "temperature_target"]

Wavecrest m
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Object Mapping Function-JSON Configuration

e omeipion |

ZOEE, Ta— =Bl a— ¥ —0EKL LB L TWDOLIHNERDY
Er e

id

name
value

unit

access_mode

data_type

value_type
values

max_length

bacnet_type

bacnet_unit_type_i

d

bacnet_unit_type

Wavecrest

MBS U TEADETEIZT D0, REEZ T AZ A XL T ESN,
REEATT, EMOEFIZL TSN,
ZERHOFEFITT D0, BLBEITSUTHMEZ AN LTI ZIN,
IOFTV =l bOT 7 EAET— ReEELET, i HModbus L X 2 X
A XL T D@D TF

Option ‘ Description Modbus Register Type

R ALY TA4AZ V= AT ALY
i AL

w EHXIAHLHA A, REFFLTURE
RwW BehE & aA, REFLIRAHF
ZOEBDOEDE A TEHEHZ LET, b 2A4TFa
Option ‘ Description Modbus Register Type
TEXT I?ﬁl{iﬂ@?‘~5’g 1 P IS R
U TNEE >

BT — 5 (B &
[ONER: UMY U=k AN

NUMBER Gl - e ANV RE AR R F
0L IDHD AT —H A -

BOOL Bl - R 2 DRE BT, = A

ENUM B ANV AR RFFL A S

Note:7 — X TIZ3ENUM T, SRR /XT X — X NZE [T/ 54E | Modbus L ¥ A&
& % A 7% "Input Register" & 7= |X"Holding Register"|ZF% ET 5 Z & ZBEIOH =
LET,

MR B AT 3 D UINT8, INT8, UINTI6, INTI6, UINT32, INT32, FLOAT,
STRING,

ZDEDOEDFH AR EL T,

i % 4 753 STRING DA, UFEHN DI KE F 721X Modbus L P 2 ¥ DK
BERELET,

SIGELTWDA T g

TIa AT N, T ANNA Tz N, TR HIA T2
M NAFIVEAT V27 b ASAFTIVANFT V=0 b, XA T IUVHAFTY
= M, SATFRT—NMEFT V=2V b, s VFRATF—bMANFT V=V b, =
NFAT— b ATV =7 B

ZHELDON -V THEFR TE 5BACnet = MDA AL T 72X,

CHELOFHBICEHMEINLTUVWABACnet =y N2 A FE AN LTLEE,

m


https://github.com/Milesight-IoT/codec/blob/release/bacnet_unit.md
https://github.com/Milesight-IoT/codec/blob/release/bacnet_unit.md
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ZOELZMOEL L P TRE T 25813, & 2K 418
MLTLS7ZS Y,

#32294 7=/ b~y B V- JSON B S5 A — &

reference

Object Mapping Function

JSON Function  Page Configuration

O
Data Type Numeric Type Access Mode Unit Reference Operation
TEXT R
TEXT R
TEXT R
TEXT R
TexT : ® - : BEB
lorawan_class ENUM R a
res: BOOL R
devi BOOL R - B2
battery NUMBER UINT8 R % a B
temperature NUMBER FLOAT R “ - B
Showing 110 10 of 51 rows | 10+  rows per page « 2(3|4(5]|8|>»

3-2-2-11

Object Mapping Function-Page Configuration
(fem  [Desepton

Add LA 7y FEBMLET,

Object Name FT s VA ERRLET,

Data Type ZDF TV bDOT—EFRAERRILET,

Numeric Type T — 271753 NUMBER D354, HiER 2 £~ LET,
Access Mode DX T2 bOT IV ERAE—RFRERRLET,
Unit LOFT V=l PO ERFLET,

Reference ZOF TV NCEET LA TV b ERFILET,

A A7 =0 bEmELET,

B: coA 7= F oA TV x s MBI T, BT
IRLDOAT V= MEIHICRESNALERD Y ET,

Bl 47v=s babiBmLET,

F 3221047 V= b~ v B THERE - N— DR T A — &

#

Operation

Wavecrest
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Add

Object Name
Object Description

Data Type

L< |

Access Mode

BACnet Forwarding

B

Object Type

Modbus Forwarding

Register Type

Data Format

11 1 1@

Register Quantity

3-2-2-12

Object Mapping Function-Add an Object
o e |

, HANET a— X —Feidmr a—F — DKL LR —ThHHMERH Y F
Object Name +

Object Description . -
FT7V =7 FOFBHTY,

Data Type DX T2 NOT—HZHTT,

Value 0/1 T —ZBNRBOOLOELA, 0L IDAT — X AMEEZRE L ET,
EnumerationNum

ber T =N ENUM D56, e T 24 72 a OB ERELET,
Numeric Type T = 2 RNEETR OSE . BUEOT &2 E L E T,

Unit T —Z A5 NUMBER D45, A7 V=7 hOBME#HELET,

Maximum Length . . _ -
TS NRTEXTOHA, 7F A FORRKEEZRELET,

Access Mode IDOF T FNOT I EAE— T,

BACnet BACnet 7 V=2 hN\T A —Z DFHMER T T DITITAMTL T IZE 0,

Forwarding INBDRTA—=HF, F=H2RLT 72— FIGE L THBRICAS S
nWET,

Modbus 7' ¥ =7 b XT XA =X DA R RT H-DICHGCLF
T, TNHEDONRTA—HL, T—XRLT A — NI CTHE)
I AT &N FE9,

K322 ATVl b~y TR - AT =7 FXT XA —Z DB

Modbus

Forwarding

3.2.2.4 Profiles

a7 A JLlE, RaWAN® ML 7 2 R — B R ERET DD KRy hT—
— RN LT LT, ZOKRE L BB T A —FZERLET, ZNODNE
EFRT, = RTFNRS A A—I— Tk TR EN 2 HERH D £, UG67 (12
1L 8 DT NRA AT 7 A NLPFEARESNTEY, 2—F—ITFH LW\T /A 2T

Wavecrest
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077 ANEERT DI ELTEET,
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| Device Profiles

Name Max TXPower Join Type Class Type Operation
ClassA-ABP 0 ABP Class A
ClassA-OTAA 0 OTAA Class A
ClassB-ABP 0 ABP Class A Class B
ClassB-OTAA 0 oTAA Class A Class B
ClassC-ABP 0 ABP Class A Class C
ClassC-OTAA 0 OTAA Class A Class C
ClassCB-ABP 0 ABP Class A Class B Class C
ClassCB-OTAA 0 OTAA Class A Class B Class C
3-2-2-13

| Device Profiles

Name ‘ ’
Max TXPower ‘ 0 ’
Join Type ‘ OTAA ] )
Class Type ClassA [JClassB []ClassC
Advanced ]

3-2-2-14

Device Profiles Settings
fom —JDeerpton

Name TNRARAT BT 7 A NVOL4HTE AT LTI,
HKIGEEENEAILTIIZEN,
Max TXPowerld, Ui AHE%E D KEIRPL~/LZxtd 58 L-~ULEZ /R LET, 0
TXPower LIRREIRPZ B LT 2 2 L &2k L E T, EIRPE 3% 5 B 5l w8 /)
(Equivalent Isotropically Radiated Power) % f§ L £,
Join Type [OTAA] BET TABP] 2HIBIRL TS EE 0,

7T AANFIBEINCEESILTWET, 7 T ABELITY FACOT = v IR
I ABEIRT L LT, 7 7AXA T EBIMTETET,

1B« 7 7 AB& 9 % 55 Packet Forwarder > Advanced (2 &5\ C B — =1
JA#Z B u LS OEICRET DLERH Y £,

Class Type

F322- 12T XA AT T 7 A IVEE/NNT A—H

Wavecrest B
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ADR

MAC Version | 102 v,
Regional Parameters Revision ’ B v‘
RX1 Datarate Offset ' 0 v‘
RX2 Datarate ] DR8(SF12, 500kHz) v‘
RX2 Channel Frequency ' 923300000 i Hz
Frequency List ’ ‘ Hz
Device Channel ' ‘

3-2-2-15

Device Profile Advanced Settings

N L | S

T RFAALADT —H L— b ERET D005

ADR — R x Ay hU— s S S E o L Enable
iﬁ—o
) T2 RFSA AT D LoRaWANCD R — 2 5 v %
MAC Version BRI L E 5, 1.0.2
Regional e . L " .
Parameter T2 RTNA AKX T X — X SCEOKET 5
Revision hik.

RXI Datarate
Offset

TV T =X — MIESHTRXI T —X L—
FaddET LIS A7y FTT,

LoRaWAN® sk
INT A —H E
THEINTW

RX2 Datarate

RX2 Channel
Frequency

Frequency List

Device Channel

PingSlot Period

PingSlot DataRate

PingSlot Freq

ACK Timeout

Wavecrest

RX2 ZEU 4 RUWERAEND R2T—H 1L — %
ASTLTLEE W,

RX2ZAE U 4 v RO S HRX2T v o RIVJE K
.

TG RFER E D JE I E U A FTY, #PHiE
LoRaWAN®HIIE /X T X — & SCECHE SN TV DN
HIZESWTUVWET,

Fx L RNA T v I AEANITLT, TOT A A
DEEET ¥ o RNV EEBLTLL LI, RET D
L. = F R0 bEREINET, 2
DBEREIL. CN470/US9I5/AU9I5 7 — 7 = A TD I
B TT,

PingSlot 7 BH < Wi T3,

B ) I mZE5dT D) —FROTF—%1L— |k,

Fo ) BZET D — ROJEEE,

H U T RE OEGRIT ) DIRER T,
TOF T a NI T ABRBIONT T A CITDI
W ET,

LNEICEESE
i‘é—o

Null

Null

fi kb
st LTV 5
b S
EFET
SIS LT3
b S
EFET

Class B: 10
Class C: 10



Milesight

3.2.2.5 Device

MAKE SENSING MATTER

32213 T XA AT BT 7 A IVDFERMGRE T A —H

TN AL 1E. LoRaWAN® v h U — 7 128 L., WE2{THo = RT3 1 A &5

| Device

Bulk Import Delete All Export Al Search 0 |
Device Name Device EUI Device-Profile Payload Codec Application Last Seen Status Operation
uc100 uc100 uc100v2 test 2 hours ago Online

Showing 1 to 1 of 1 rows

LEJ,
3-2-2-16

N

Add

Bulk Import

Delete All
Export All
Device Name
Device EUI

Device-Profile
Payload Codec

Application

Last Seen

Status

Operation

Wavecrest

TNA A EBIMLUET,
Ty —brEFUra—RL, HHEHOT N AL R — M LET,
Note:7 o L — 7 7 A L DOFRD R LITIZHIBR L 2T 723V, £T
WZIEBET NA ZADERPEENTWET,
YR MNDTRTOTSA ZZHIBRLET,
TRTOTANA ZERECSVT 7 AL LT AR —FLET,
TN ADLERERRLET,
TNA ADEUIE FR L ET,
TNAADTNARAT T 7 AN ERRFTLET,
TN ADERF A R— Ra—FT v 7 E2RRLET, FMEHRET
LIZ1FE 7Y v 7 LTLIEEN,
TNRAADT IV r—arBxER R LET,
BRICZAE LTz FORZ 2RI LET,
FNRAADAT —H AR RLET,
Never activated: 7 /N1 ARy N —ZZBMLT=Z &, 7
v hEREELEZELDD EHA,
Offline: 7 /3 A R X H¥ A L7 U FRFEINIZ AT v FEEELEFATL,
online: 7 /31 A X A L7 7 MREEINIC S P EEEFE LE L,
TN, ZADWREE T ITHIREITVE T,

K 3-2-2-14 T/XA ART A —H
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Device Name | lora-sensor |
Description | a short description of your node ‘
Device EUI | 24e1641194784358 |
Device-Profile | ClassA-OTAA v|
Application | cloud v|
Payload Codec | v|
Port K |
Modbus RTU Data Transmission | Disable v‘

Frame-counter Validation 0

Application Key Default Value @ Custom Value

Device Address ‘
Network Session Key ’

|
|
|
Application Session Key ‘ ‘
|
|
|

Uplink Frame-counter ’ 0

Downlink Frame-counter ‘ 0

Timeout ’ 1440 min
3-2-2-17

Device Configuration
fem  Joeen

Device Name DT NNA RADLRTEATI LT 7ZE0,

Description ZHLHDTNA ADFPAEAT LTI IEI VY,

Device EUI THELDTANA ADEUIE AT LTL &,

Device-Profile TNRARAT BT 7 A )L ERBEOLTZE0,

Application TV =g a7 AN ERBERORIEIN,

Payload Codec RAvu—RFa—F v 7 X—=II|Z{FET HPayload Codec = —F v 7 % ik
R TEE 0,
TNRAADKE T Y I R— a2 AL TLEE W, Milesight 7 /3 A AT

fPort (X7 7 4L kT 85 T,

UIFOWTNZ @R LT 7Z&EV : "Disabled". "Modbus RTU to TCP",
"Modbus RTU over TCP", = DF%HEIT Milesight LoRaWAN® =22 f 2 — 5
Modbus RTU Data = (UC501/UC300 72 &) (2O B H S v E 9,
Transmission Modbus RTUto TCPZ & 1 7> h7’Modbus TCPx~ > R&ZXFE L, =2
kB —Z ®ModbusT — & #ER TX £,

Modbus RTU over TCPZ ¥ A 7 > b7 Modbus RTU=Z~ > K&HEF L., =2
k@ —F DModbusT — ¥ Z HRTE £,

Modbus RTU Fport  Milesight LoRAWAN® = o | o — 5 — L UG67[E] D FEiEm 5 FHIZ, LoRaWAN® 7 L
— LR — R EATLTLIZEW, #ilH : 2~84, 86~223,

@

Wavecrest



N/[IEET81a18  MAKE SENSING MATTER

TERD © ZOfEIE. Milesight LoORaWAN® =1 > k71— 5 @ Fport & Rl —TH %
VERH D £,

TCP 7 747 k& UGE7 (TCPH—/—& LTC) MoOTFT—X{EBEMRD

TCP Port TCP R— k& AN LTL 72 &V, #iPH : 1~65535,
Frame-Counter TU—LA T ZORREE T DL, VT LA R AEICR DT
Validation O, XU T o B3 BAbhvET,

T RFNRL AN L DT VT 4 _X—2a TRy hU— 2 (283
L, TV = arx—&2EALTCT Y r—va kv ¥ —
Application Key AEHINET,
Default Value: Milesight =2 K5 /34 2ADF 7 /L M
5572404C696E6B4C6F52613230313823 T,
Custom Value: =2 KT 34 RZE L TT U F—%EFEF#RL T ZE W,
FTNA AT RLAL, BEOFR Yy NI =27 NTI 2 RT3 2281 L %

Device Address +.

Network Ay PU—2 %y a1 3mREAOLOTY, WmARITINEZMEMNL

Session Key T, TR_RTCOT v TV I TF—H A vE—DOMIC (A v e—THEMHE
2—R) FREFEO-HWEHAEL, T — X OELMEEMELE T,
AppSKeyix, Wi RKEBEDOT FV r—varvtyiarxd—C4, 77V 7

Application

—Ya =R lbiROmFTHERAIN, TS —ra VEROT
—H Ay E—VDXA r— K7 ¢ —/L RO S I OME S LE2ITVE
7,

F Y hT =T P =R ~T vV 7 TEEENZT X7 L — LD

ERLET, ZURTARAL AZESTA 27 VA RER, =2 FFR

AR E > TREESNET, =2—F—iF, BAHZ L RT3 1 2% FH)

TUEY hTHIZENARETT, ZOHA, YZZ T M A L7

L= U 2B IOYEET S RT A, AT 2Ry hU—27 ¥ —

N—FEDOT7 V=LA T 2E, 02Uy hEvET,

Py N =T = R=NHT RN ZADE T ) I TR LIeT —
BT —LDETT, Xy hI—I P —_"—iZLoTHMLET, =—F
—IXEAHAZ RTFRAL ZAZTFEB T Y T2 0N TE, ZOHA,

Session Key

Uplink Frame-
counter

Downlink Frame-

counter VT RTRAS A LDOT =BT E, ZDOxT Ly RT3 2 TxHE
TERY NT—H—N— kD7 L —AH w20y SR E
KR

. TNAADA T A NF T T A RAEEHET DG, &EPH : 1~4320

Timeout A

# 3-2-2-15 TNA ARRIENT A—H
Related Configuration Example

TN AFRTE

3.2.2.6 FUOTA

Firmware Update Over the Air (FUOTA) X, ==F% v A M E70iI~ /L FFH v A M &
EHL T RTINS AT 77— T =7 ORFH LA T D 72O DT,
Before using this feature, ensure the end device supports the standard
LoRaWANLoRaWANGEQTA protocol. xfjiz L TV 5 Z & & THERL &0,

Wavecrest a
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| FUOTA

N ams St Sfm Demos Create Time Start Time End Time Operation
0 sk e . e
3-2-2-18
FUOTA
i Jowoior
Add A7 EBMT 512127 Y v 7 LTLESN,
Delete BATYVANDF = IRy 7 RAZTF oy T AN, 7V 7 TDHETh
LDOHAT EZHIRTEET,
Task Name B AT 4T,
Firmware ZDEAITTCT v T —RT5757—L0UxT TH,

S A7 DAKEE,
Pending: # 27 Z W 2 FEDOKZ Z BRHH L TZS 0,
Waiting: 7 v 77 L — Rt v v a » OEKRERSE TI,

Status Executing: 172 < & b IBDT AL ANT v 77 L— FiERAEE LT E
9, Finished: X TCOTNA ADRKNEZIZX T =2 A NV EEGTT v S 7 L—
FRER ARG LE L,
EFICT v T L—R&nk/7T o7 7L —FRFEINTWVWDLT A
Progress 2 DH,
Create Time DX AT EVERR LT-EH),
Start Time DX AT ERRT HEEH T,
End Time ZDOHRY T T HREH T,
s =7 DAF—2 ZBPBERBIFOHEIT, ZOX A EfEELTL
77U,
Bl s «oosmampLc< s, 554 200 - 7= A1
Operation R R AL Tk,
Bl » s 27—sanmTons, 7oS /- KTT 2 AN LEF
INA RN L TH AT ZFHETLTL 30,
: HAG AT —ZAPMERE P LTI THROEESE., 20X 27 &5
LT 7EEuy,
# 3-2-2-16 FUOTA /8T X — X%
Add FUOTA Tasks

I. AdddR % %27 1) v 27 LT, FUOTA ¥ A7 ZiBINL £,

2. X ARAURELWK L T,

50 |
Wavecrest
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MAKE SENSING MATTER

| Task Settings

Task Name ‘
Start Time ‘ 2025-04-10 10:13 E‘
Description ‘

| Firmware Setting

Firmware ‘ ‘ Upload a new firmware file Select an official firmware file
Fragment Size ‘ 88 ‘ Bytes
Fragment Interval ‘ 5000 ‘ ms
Redundancy percent ‘ 30 %
| Multicast Setting
Datarate | DR3 (SF9, 125kHz) vl
Frequency | 505300000 He
3-2-2-19

Add Task Settings

Basic Information

Description

Task Name
Start Time

Description

BADH{ BTN AZ<A R LET,
DX R BT HRFELERE L E9,
ZDOEAT DFAEAT LT IEIN,

Firmware Settings

Firmware

Fragment Size

Fragment

Interval

Wavecrest

T T —=RTLET7 77— b0 =TEA R — LT ZEN,

Upload a new firmware file: = — V)67 7 — AU =T %A VR —FLE
j—o

SelectanE T'#ILET L EZRINL, ARV =TV A b Fyra— KT
577 — AT ERBEITEIN, A —Xy MIT Z78ATHITIE
F— b U = A BMLETT

Select an official firmware file

Please select the product model first v
Search (0]
Firmware Name

Product Model Firmware Version Support Hardware Version Support Firmware Version Description

No matching records found

T =BT =T T AINEZ DOV A RHGE L, KT A RITHI Y
ToNnET, BEHEITT 74/ MEOEFITL TEB T EI N,

Fy N — I BRRENEMEE D IIARLERGAIX. COEEZ64FE T ITENLL
T T 2ROV LET, >y N7 — V7 ERENBFRIGAI.

ZOMEEESL L CIRGEEZ M XY 5D Z ENFFETT,

TR, RN T 77— T =T OB ZE 0 Y CHRIE T, BEiXT 7+
I MEDOEFICLTEBWTL EE,

Iy N =7 BRBENEMEETLIIARERERGS. JOMEET~I10LL iz
T EBEIOWEZLET, Xy P —VBRENBIREA. ZOMEEZI
LI ZETREREEELR EIEDZ ENAEETT,
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FRAREZ T 7 =BT =T 77 AND > METED 7= HI1230%D T3
oy REEELET, BRIZT 74V MEOEFIZLTBWTLEEV,

Redundancy Fy MU=V RENEHEETIIRBR GG, REREE N LS5
Percent O, ZDEAE40~50%LL EIZHERT ot aBEID LET, xv FU—T B

B BE A, COMERLT Z L nTE £,

Multicast Settings

Datarate THRARZEVETLET 77—V =T TIF7T A FDOTF—H L —F T
‘é—o

Frequency FRARZ T 77— 02T 777 A bE2EIOVLTEHE T ) 7 DFEK

¥C9,
3% 3-22-17 X AV RTF A —X

3. TDH AR EFITTDHT ANA AZBIRLTL7ZEV, FUETLOTNA ZAZERLTL7Z
éll\o

| Multicast Device List ( Selected Devices: 1)

The current list has filtered out devices that are currently executing OTA tasks and automatically matched devices that meet the upgrade conditions

Search O
0 Device Name Device EUI Product Model Profile Name Current Firmware Version Current Hardware Version
@] em320-th 24e124 EM32X ClassA-OTAA vi3 vi2
m] 009569060000ef35 009569 - ClassA-OTAA
@] WS302 24e124 WS302 ClassA-OTAA
m] TERRY-WT101 24e124 WT10X,wt10X ClassA-OTAA
@] WS502 24e124 WS50X ClassC-OTAA
O cl 24e124 EM30X ClassA-OTAA
=] 300 24e124 UC300 ClassC-OTAA
terry-wt101 24e124 WT10X,wt10X ClassA-OTAA vi3 vl
3-2-2-20

4. Savex 7 Vv 7 LT, ZNHDHEATHEXIFIFZLTLIEE U,

3.2.2.7 Multicast Groups
Milesight 7 — F 7V = A X, = RT RS APEST T 7 A=V EETD
7DDy T ABETNEY T ACTNTF XX A I —TOERIZIE L TEBY £97,

| Multicast Groups

Add Search

O

Multicast Address Group Name Number of Devices Operation

No matching records found

< LT X ¥ A NI —FIIRIBABPT A 2 (T bbithtEyiarx—) Th
D, TV U, BERMEX T D7, MACa~ 2 Rigxf e LTEY FH A,

3-2-2-21
fm  Deseipin
Add < ILF Xy A NIA—FEBEMLET,

Wavecrest
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Group Name
Number of Devices

Operation

Group Name

Multicast Address

Multicast Network Session Key

Multicast Application Session Key

Class Type
Datarate
Frequency

Frame-counter

Selected Devices

Add Device

TN—T DB EFRRLET,

TN—T DTN AFKFTERRTLET,

~IVF Xy A NI N—TERET TR LE T,
F322-18 ¥ NTFHF ¥ XA NI N—TINT X=X

|
|
|
|

\ Class C v’

’ DR8(SF12,500KHz) v[

\ 923300000 ]Hz

o |
w

3-2-2-22

Multicast Group Configuration
fom e

Group Name

Multicast Address

Multicast
NetworkSession Key

Multicast
ApplicationSession Key

Class Type
Datarate
Frequency
Frame-counter

Ping Slot Periodicity

Selected Devices

Wavecrest

DO FHF Y A RNTIL—TFDOLHTEATIL T IZE,

CDITN—TNDOET XA ADT /XA AT KL X (Dev Addr) T
ER
ZDITN—THNOET A ADFy hT—7 &y ra rF— (Netwks
Key) T9,

ZDOITN—THNOET A RAZBT LTIV r—rarkeyia
> % — (AppSKey) T,

PS5 ABBLNY TACIEA T a T,
B ) o I mZf5d 5 /) — ROTF—X1L—F
ZDITN—=TNOET A ZADE T ) 7 BT,

Py NI =T P —=R=DE T TR ADE ) I NZE LT
— 2T L —ADHTT, Xy hT—IH—R—LoTA 27V ALk
EnFE,

v z2ny hEBELSEBTYT, ZEZ T ABT Y RT3 1 R |Z
O HE A X E T,

ZDTN—THNDOTXRTDOTFNNA, AL ZFKrs LET,



IN([IEETs] ]88 MAKE SENSING MATTER

Add Device TNET YA RNNST A A EBMLET,
#3-2-2-19 ¥ LFF ¥ A KT IL—THRENRT A —H

3.2.2.8 Gateway Fleet
Milesight 7 — F UV =A%, = FU=A Ry =7 H—R—ZHFEHTEET, |

| Gateway Fleet

Gateway ID Name Status Last Seen Operation
24E124FFFEF12263 Local Gateway Connected 2021-04-19 16:12:27

D — 1T = A FREKI00B DS — b7 = A kG TE £,

3-2-2-23
I T S
Gateway ID F—hry=AIDEZETLET,
Name = U A DLEHRERRITLET,
Status T— FU = A OHERHIREBER I LET,
Last Seen E’i?’ﬁ IRTy FEZELIERAZR R LET,
Operation — FU = A OFFEE T ITHIBREITVET,

# 322205 — 7 x=2A TV — KT A —H

Gateway ID l ’

Name I ’

Location

GPS info will be displayed by default or can be changed manually

Latitude I Eg:0.026811 ’
Longitude [ Eqg:-18.286764 ’
Altitude l Eg:207 ’ m
3-2-2-24
fem oeerpon ]
Gateway ID F=F T A BHNT DD —BEDOF— T =2/ IDEAS LT ZEW,
Name D= A DEZETEATI LT ZEN,

F—bhU A DGPST —FIXIZ I CTRETEET, ¥~ FT A NGPST
— B EFEE LIRS, VAZA R LT —2 T EEXEINET,

Location

#3222 =T 2 A BRENRT A—H
3.2.2.9 Packets

T—F U= A B 1000 [HDO T >y hERRL, T AZAav s N
EETHHEEZ IS L TERY £,

Wavecrest
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| Send Data To Device
Device EUI Type Payload Port Confirmed

| Send Data to Multicast Group

Multicast Group Type Payload Port
v AsCIl v ‘ | 85
| Network Server
Device EUl/Group Gateway ID Frequency Datarate RSSI/SNR Size Fent Type Time Details
No matching records found
3-2-2-25

Send Data To Device/Multicast Group

Device EUI

Multicast
Group

Type
Payload

Port

Confirmed

N = REZETIT XA ADEUl ZATTLTLIEEW,

L) P EFRETDLVNALTFXIXY AN NA—THRIRL T ESN, v LF
Xy 2 k7 L—71% Multicast Groups % 7 CiBII T £9°,

NAa—FRFANR Y7 RAZATTTHXA v— ROMBEEZBRERORL 7Z 3V ¢ ASCIIL,
Hex. base64,

DT NRARZEEFETEZA v E—TVEANLTLEE N,

FRA RER Yy T =2 P —R—f D34 MrEIZH 3 5 LoRaWAN® 7 L
— LR — B AN LT IEEN,

Bk, = RFERAL A FZE T o8y REZEL, Xy hU—2
—X— 2%t L C"Confirmed" & JIEET 2L RH D F4, ~/LF %+ 2 MEREIT
MeRERZ 7 ) o 7 IZ6HE LTV ER A,

# 3-22-22 TR ANDT —HEFNNT A —X

Network Server

fom e |

Clear Log
Clear Downlink
Device EUI/Gro
Frequency
Datarate

SNR

RSSI

Size

Fent

Type

Wavecrest

Ry T =T P —N—CEEENTTy va a2 VT LET,
Queue FORAL ACEEIRL TR WWE T ) o X a—2 7 VT LET,
up FNRAZADEUl £F21FZ~ L F XY A NI NA—TDOEUl ZFE R LET,

Ny FEBICHERA SN TV D AR ERRLET,

Ny FEBIEAISR WS T—H L — hEaRRFLET,

BEXHF L ER R LET,

SZEEBREAS U r—F—aKFLET,

NA =Y A XeFKRLET,

TL—bh U B ERRFLET,

Ry hOXA T ERRLET

JnAcc - ZMAKGE T v b

JnReq - 2R AT b

UpUnc- 7 v 7" U v 7 KRR/ v b
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UpCnf- 7 > 7 U 7 fERBEH/X 7 v b - BERER y R U =T B D
ACK %

DnUnc- v > U > RiliR/r v b

DnCnf- ¥ 7 U L VRERE R v b - = RFASAAL ZANG

DACKIEE % Bk
Time Xy EEEEITRGE S NTFELER R LET,

3 3-2-2-23 N hoXT X —H

a 27Uy 735L, Ny FOFEMEREEGTEET, DIFICRTEY TY

Packet Details

Dev Addr/Multicast Addr 0614B991

GwEUI 24E124FFFEF0E225

AppEUI 24E124C0002A0001

Device EUl/Group Name 24E124126A210644

Class Type Class C

Immediately

Timestamp 2721022973

Type UpUnc

Adr false

AdrAcKReq false

Ack false

Fent 969

Port 85

3-2-2-26
Com ———oesepion

Dev Addr/Multicast
Addr

TR ZADT RLVA[<VLFFHFX A NI N—TDT7 RLRAEFERLET,

GweEUI F— T xzA DEUIZERRLET,
AppEUI T RFAL ADT T Y r—a VEUIEFER LET,
DevEUI/Group R } R
Name TS R TF ¥ A NI N—THDOEUIEE R L ET,
Class Type TNRARETNINT XY A NITN—T DI FGAEA T HERRLET,
Immediately ZOXT LY IRy NEBEBIZEETH0E 5D,
i NT Y hT7F U= —ORE%R, ZONT Y b EZET D E TORIE A2 R
Timestamp L&, HAL: IV

SNy FOREAERRLET
JnAcc - BN~ MnReq - ZNE R > b
UpUnc- 0 U 7 Ks8|k

-
ype UpCnf- 10 U 7B %EH N » b - ERRy P U —27 b DACKIGE

Wavecrest



Milesight

Adr

AdrAcKReq

Ack

Fent

FPort

Modulation
Bandwidth
SpreadFactor
Bitrate
CodeRate
SNR

RSSI

Power
Payload (b64)
Payload (hex)

Json

MIC

Related Topic

MAKE SENSING MATTER

DnUnc- 27U v 7 KRB )4 v b

DnCnf- ¥ U U U 7 fEGRIEHNRT v b - =0 RT3 A b DACKIRE &
2R

True: =2 K/ — KN ADR ZHBZhIC L TWET,

False : =2 K/ — RIZ ADR ZHhZ L TWEH A,

Xy NI =BT v TNV I Ay —V5aZEL TSI LRI L
O, /— FIXEHIIZ ADRACKReq A v E—VHIXELET, T4 I E
v FOEETY, True Xy hU—21F, 7o 7V 7 XAvbe—U52Z{EF 1L
TW5HZ & 2T 5=, ADR_ACK_DELAY Bl CTISETHSLENH Y £
T

False: ADRMEZIZ 72 > TUWN B 2y, v b U — 2 23ADR_ACK_DELAYHRFH N IZ
IR L EH A

True: 2D 7 L — A% ACK T,

B ZOT7 L —ALZACK TlEdHV £H A,

ZORT Yy hDT =L I B ERRLET, Xy M=% —n"—1F T
TV DT VL= AT B EBL, = R AL R LTHE T Y
VI DT EEERLET,

Oy FEFEEFET DFPort TY, Z DT v FAMACa Y ROBGE .
R—RMFOE D ET, 2oy NITFV r—varT—4nEgEnd
Wa. A— MIoLSL (1~233) L7220 £,

LoRal iE, MELEALoRaZEH TN EZHHA L T DHZ L& FR L £,
ZOF ¥ RORINEEZ R L ET,
IDFXYFNVNDAT Ly K77 7 X —%F R LET,

ZDOF xRNV DEy hL— hE2RRILET,

IDOFx L FNLDa— KL —haRRFLET,

ZDOF ¥ o FILDSNREFRR L ET,

ZDOFx o RNVDOZAZTEE (RSS) A#FRRLET,
TNAADEEEINERFTLET,

O v DT FY r—a M a— FEFRRLET,

Oy " OT TV r—arfu— FERRLET,

Ta— KEOT—Z R R LET,

o7y FOMICEERRLET, MICE X, BB A v E—TAEEa—F
M Z & T, MHDR. FHDR. FPort, 35 J U5k X 4172FRMPayload® 7 ¢ —
v RIZx L CRESIE T,

% 3-2-2-24 X R OFEMRT A —H

TN ADT — 2 iK[E

3.3 Protocol Integration

3.3.1 BACnet Server

UG67/XLoRaWAN®7» HBACnet~D 7 — h 7 = A & L THREL . BMST X7 L&D
K IGERRICLET, ZoMiEEZ ZHHICZ2 DR, WA a— RKa—7
7 TA T T VDONR—T g N

Wavecrest
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B CH D 2 & 2B L. 3T HLoRaWAN®T /XA A IZTE LS B— RKa—F v 7 3B
MENTNDZ & &2 TR TZENN,

3.3.1.1 Server

| Server
Enable
Network Type \ BACnet/IP v\
UDP Port | 47808 |
Device ID | 135283 |
Device Name ’ UG -6222D0210731 |
BBMD o
Global Object
Global Object Details status frequency (J rssi snr (J datarate (J frame_count
Automatically Add Objects 0O

%] 3-3-1-1

Server Settings
N

Enable BACnet V— _R—REREZ A E 72 I3 EHIC LT,
Network Type Xy b U —2 % A 7 %BACnet/IPE 72 1ZBACnhet/SCH> 53R L TL 72 &V,
. ZDY— Y= A DBACnet7 /XA AIDTY, BACnett vy bV —7 L CT—H&
Device ID ThHHMEND Y ET,
Device Name BACnett v h U —27 NTTF /A A& RTHEHADLHITI,

FMbts, 7 — b U = 1T T A RS L THEBIMIZZ 0 — L F 7Y
=7 FEBMLET, ZOF7 T a VRBPLINTHRWVWERED, b
DT a— I NVF Tl FEHIBRTAZEITTEER A,
Status: TN ADF T A UNIFT T A
Global Object Frequency : 7 /31 AD7T v 7 U > 7 J&l#%
RSSI : /XA ADT v 7Y v 7 ZAZRRE
SNR: 734 ZAD7T » 7Y > 27 SNR
Datarate : 7 /31 ADT v 7Y 7 F—H L — |k
Frame_count: 7 /XA A LY U7 7L —AhH T k (FCNT)

AutomaticallyAdd = Fzhbtg, V' — bV = A1IR Yy FU— 7 P —R—TT A A EBINT DR
Objects o, XA B—Ra—F v 7 IZESWTHBNICA T =7 FEEBEIMLE
D

K 3-3-1-1 ==X TF A —x
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| Server

Enable

Network Type | BACnet/IP v|
UDP Port ‘ 47808 ’
Device ID | 135283 l
Device Name | UG67-6222D0210731 |
BBMD

IP Address ‘ ’
IP Port | 47808 ]
Time TO Live ‘ 60000 ] s

3-3-1-2

Server-BACnet/IP Settings
N L

UDP Port

BBMD

Wavecrest

BACnet/IP DiBIEAR— F&3RE L £, #ifH : | ~65535,

7 7 4/ hOKR— KL 47808 T,

BB 3y hU—2 %7 Xy F®D BACnet T /3 A & HEE S5 HERH
5854 . BBMD (BACnet/IP 71— K& ¥ A NEBLT XA R) 2HFHLT
=AW

IP : BBMD 7 NA R ETFINET NIA AL A RNTDIPT RLRAEAT)
LTLEEn,

IP Port : A7 /A ABERHD UDP/IP R— k&2 AT L TL 72 &0,

Time TO Live : #MB7 NA 2B ERITHEH S D TT,

% 3-3-1-2 4—/3—_BACnet/IP /XT A — X
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Network ID 1
UuID 24e12418-0732-24e1-2418-073224e12418
Global Object ]
Automatically Add Objects ]
Heartbeat Timeout 300
| Node
Enable

Primary Hub URI ’ ’

Primary Hub Status

Failover Hub URI l ’

Failover Hub Status

| Lo Lo
| e

| Direct Connections

Enable
Incoming Connections
QOutgoing Connections

CAFile

Browse Delete

Client Certificate File Delete

Client Key File Browse Delete

17 118 O

|
| sowse
|

3-3-1-3

Server-BACnet/SC Settings

Iy NI =T BT B0 Ry NT—ZIDEFELTLEE W, FAL

Network ID Fw hT—ZIDEESTF AL ZAMO BN, —F 4 > Z 7 U CHEISEE
TEET,
uuID BACnet/SC % FU—ZIZBIFTDH7F— b+ =D UUID ZFKR~rLET,

HeartbeatTimeout

NTET ) = Fign—breE— Ty FERETOMREZREL X

‘*

Enable J—RELTEMET 2 EI ERELET,
. TIASINTOURIZREL T, URTERX (7 FLARIPE 21T B A
Primary Hub URI AK) WSS T N LRI — h

Primary HubStatus = FRETITA I NTRIOBERIREEZFRRLET,

Failover Hub URI ) — RN T T AU NNT DI T 2 A NV LTS D T = A A —
— T DOURIZRELET,

60 |
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= RET oA NF— = TRIOBGREEZ R LET, URITEX
Failover Hub Status R
(T RVARIZIPET2IX R AL HK)  wsSH T N X — b
CA File
Client Certificate File =~ Browse =7 U v 7 L TR —H /L RANL 7 7 A L &@ER L, [Import %
TV L TCT77A4NVET v 7r—RLTLEEW,

Client Key File

Direct Connections

Enable o> ) — RE&OBEBEERERET DI, B E i maiciE L <
VAN

o> ) — R b O A G EITEDICLET, HKIO/ —FRETZ

D — b T = AR TEE T,

Port Number: 85t 4 754 28— FE B EZHEL T LI,

CA File/Server Certificate File/Server Key File: Browse 7 U v 7 L, ©—
Incoming HNIRAINE T 7 A NVEFRRLUIZE, Import 227 Vv 27 LTI 7 A NVL%ET
Connections v Fa— RLTL XV, DevicelD: 7 — b T = A ([ZEEGET D/ — KT 34

AID&EFRRLET,

UUID: 7 — b 7 = A ICEEHET D / — RT3 ADUUIDE R R LE T,

VMAC: 7' — MU = A IZHEHE T D / — RT3 ADVMACAR R R L ET,

Status: ' — F 7V =1 & — FEOEFIREZ R R LET,

oD ) — R~ E AN EIATEINZLES, 5 — bV =AM ITREK
10BD / — RiIZEER c& £7,
CA File/Client Certificate File/Client Key File: Browse =7 U v 7 L Tu—%
WRANSE T 7 ANVERRL, Import 227 Y v 27 LTI 7 A VET v 7R
Outgoing —FLET,
Connections Name: B9 % / — K04 il E L %7,
URL: #ft35 / — FOURIZRELE T, URIEX (7 FLRZIPEZIZR
AAH) T WSSH T N XN — |
Status: 7 — bV =1 &/ — FREOERIKEEZFR RLET,

# 3-3-1-3 —/3—-BACnet/SC /X T A — ¥

3.3.1.2 BACnet Object

| BACnet Object

Add Object [ AddNC Object | Bulk import Bulk Export Search 6]
= (@ Object Name Object Type Object Instance Nr  Present Value Unit Updates Update Time cov Operation
- WT101

‘WT101.temperat. Analog-Value 0 - °Cc 0 - Disabled
WT101.temperat...  Analog-Value 1 & =C 0 - Disabled
3-3-1-2

N

] ZOV—N—TENT R GR AT 7 FEERIRT DI, 7Y v
Add Object LTL7EZEW, =7 =A 135 KI10,0000 DA 72 = 7 BT xt
JELTHRY £,

Wavecrest



Milesight

MAKE SENSING MATTER

ER_RAE— RFa—F vy 7 ONENRELWNWT EEHERL., T34 ANIE
LW o—RFa—F v 7 ZBIRLTWNDZ EE2 TR TZEE N,

| Add BACnet Object

Obejct Object Name Object Type Unit Related Object Operation
AM308

% batlery AM308 battery Analog.input v % ]
buzzer_status AN308 buzzer_status Binary-Input v a8

co2 AM308 c02 Anaiog-input v ppom B

T T LDZEHBERETDHOD@MI T A (NC) XA TDAT
T MEBMLULET, F— MU = A IFRK200EDONCHA T 2 = 7
F OB L TWET,

Add NC Object

Bulk Import BELDOBACnetd 7V =7 e A VAR— T DD T T L= EX Y
vr—KRLET,

Bulk Export THEOA T V=7 FEEIRL, xsxEROT7 7 A/ LTx=r AR
— FWLET,

Delete HIBRL72WA T 2P = 7 FEBINL T EE0,

Object Name BACnet 47 ¥ =7 NOAFRERRLET,

Object Type DX T "DOEA TR LET,

Object Instance Nr
Present Value
Units

Updates

Update time

IDF T2 VDAL AF L ARABEEERRLET,

F Tl FORIMEEERRLET,

DA T V=l FOMEORAERTLET,

ZDOFT Ve FOMEOEHREAN ER R LET,

ZOFTV = AT =X RSB IO LR AR LET,

cov COV (EDEF) BEMNE I hEFRRLET,

Operation FT xS OREEIITHIBREITOE T,
F 3-3-1-2BACnet 7 =7 F U A hXT X —H
BACnet Object

Device Name ’ AM308 v ‘

LoRa Object {tmnew ?]

Object Name ’ AM308 battery ‘

Object Type ’ Analog-Input v‘
The Object Instance ‘ 105 ’
Unit %(98) '7’
Description ‘ ’
cov )
Event Detection 0O

[ 3-3-1-3

BACnet Object Configuration
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T owipion

Device Name TR, ADL R EFRR L ET,
LoRa Object X9 BHLloRaA 7 ¥ =7 FDLA4RTEFR L ET,
Object Name ZOFT V= NIEADOLHTE AT A X LET,

FT =T N IA T, STV ATINE, 7w 7 AT TE,

Object Type ~NF AT — FADIMTIME, B ZOSCFIMEN SR L TS 7ZE 0,

The Object Instance R . .
AT M AZ AT NAL A AL TLTEEN,

Description ZOF TV FOFBEATTLTIEE N,

) ZOMEDT T =L WETDHITITAEDN LTI ES, £7, bl d
Event Detection BIODEMY FAFT V= N ERT HLERH Y £,

Analog Input/Output/Value

Units CDOF T2l FOEOHENZ RN L T EE0,
FT Vs NOMENET INT=HE. BACnet—/3— (F—F D7 =A)
cov (EHT LUMEOBAIZBACHetZ T4 7 MCEELET, Zhdr e

AT DOFT V= MTOHBHENET,

ATV = MEPRZOWEISE L, $FBA5EEICDZ, BAChet
COVincrement — y— s (F— b =o) HiEIEERELET,

Relinquish Default = ==~ > R WHE, 7T W0V UV —27 5 7 4L MEIZERE

SNET,
Binary Input/Output/Value
Polarity NAF YU AT D AT — 5 X% "Normal"£ 721X "Reverse" & L TEFE L F
‘é—o
NAFVRAT 27 NOMEDOT 77 4 TIREIZBIT B S22 T
Active Text &AL 97, Example: R Z B3 E v, NA F U AN OEE

T VT 47T XA MX"Pressed" & EFTTE 9,

NAFVEIFT 27 SOEDIET 7T 4 TIREIZRBIT D EX S N5
BAEEAMT £, Example: R % DA, IET 7T 4 T T MR
"Not Pressed" & EFR T F9,

Inactive Text

Relinquish Default = =i~ > RAELE LA WEES. A F U NTIZOKEET 7 + /v MEISHE
ESNET,

MultiState Input/Output/Value

Number of States o N L
RREEEZRE L., SREOAFIZERLET,

Relinquish Default gy RN WEE, v~ VF AT — M ZOBET 7 4L MEL L
TREINET,

Event Detection

Notification Class DT T—DDZEEEZRET DT T AR LT 7ZE0,

Event WET DA~ POFBFEZERL TS EEW,

. ATy WAL TIT F TS A T O BRI E 1 IR E L
Limit Event EBICA N b ERET DN EBIRL TS,

Deadband HERETIZBN T, BIEDMER (LBRE—F v RN R) EE2IE

(FRRAE+T » KX R) fEIZEBERFifE L CR- 728546, HEITE
/AN NEERLET, ZOF T a T iae s A TORIC
WA S ET,

Wavecrest



IN([IEETs] ]88 MAKE SENSING MATTER

Time Delay

Alarm Value

Fault Value

Feedback Value

Notification Type

BACnet Object

Object Name

Obiject Type

The Object Instance
Description
To-Offnormal Priority
To-Fault Priority
To-Normal Priority

Ack Required

Recipient List

BHAEOMENBEMESEM I T 28546, 1345 B0 L MEEZE 2 7215
BITBRY | TS, ZTHET A RN b ERENZLET,

BBIERFRINICBIE DM ERME L FE LGS, [B]E) X2 F &R
HELET, BEFRFFNICBIEOMEN LR & HF L < LWnEE. [1E
Wl AR ERELET, 20T a0E, S FU AT, A
FUE, ~VFAT—bMAS, FE~YATF AT — MEOHIZHEA
NWET,

BUE DM AR & %5 LW GE . "Fault" A X 2 iE L E T,
YNTFAT = bANELBYNAVF AT = MEOHN ZOA T v a vz h
LET,
WBIERFRINICBIAEDOMENR 7  — Ry ZHEHE L WGEE, BAEIREL ~
Y hEWRELET, BERFHENICEIEOMEN T 4 — Ry 7L HE L <L
WS IEEREAS X hERELET, ZOF T v a LIETALTF AT
— FMHHATEIF A T U B OB A AEETT,

WS A T aT T—EEIFAN FBEIRL TS IZE 0,

% 3-3-1-3BACnet 7V = 7 FRE/NRXT A —H

‘ Notification-Class v
K

To Offnormal To Fault To Normal

Issue Notifications

Device ID Valid Days From time To Time Process Identifier Transitions Operation

Type

[ +]

3-3-1-4

Notification Class BACnet Object Configuration

fom oeen

Object Name
Object Type

The Object Instance

Description

To-Offnormal

Wavecrest

IDOF TV =T NMTEABADELATE DAL~ A AL T EEN,
B AL LTCHEHEINTWVWET,

FT I MA VAR RETAZ A XL TLIEE,

ZOFT V=2 FOBRBHEAN LTI IES W,

ZEENA N FBHET N DB T 2B ERZ T 2R ELE
9, #PH : 0~255 (03 b EE, 25503 b EHE TRRLY)
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Priority
To-Fault Priority

To-NormalPriority

_ DAY MIBWT, ZEEDPHERICET 77— A v®—V% 57— b
Ack Required U A TEET B BENRH B E D PEIEL T ES0,
AR MRHEBREMEI I, 0BT T ARERRINTZGAE, A
MEEIARY X MIGEH SN ToZEHERBICHEINET, 12D Y R ME
BRI0E DZIEH EXETEET,
Device ID: B DOZEXNRE /2D T /34 ADIDTT,
Valid Days : if%i % 2415 3 2 G 2h e i <9,
From time to time: i# 01 % %5 9" % 4 20 7o Re il .
Process7 7 — L D% G L 725 7w A & RTHAIT- T, Bl XX,
Recipient List 7o AT UIRSE T T — A, AFERT T — 5, 3T MRS
T I EEBEWRT AL ENH 0 £,
Issue iTN ¥ A 7% [HEFRFEH ) £7-13 TRMEZR] HOJINLET,
T N = A DR BN E T L WA, B EA A %
FLET,
Transitions: #t%5 S5 A N M OFREL BN L 7,

3 3-3-1-4 N2 7 A BACnet A7 2 =7 FRE/NRNT A —H

3.3.2 Modbus Server

57— b % = A [ZModbus#—/3— (R L—7) & LCEEL, PLC/BMSS 27 A7
5 ®dModbus RTU % 72 13Modbus TCP 1~ & K% %12 L. LoRaWAN®T /3 A Z~D
A EEEATO ZENARETT . AEEL ZRIHICR DN, NE~A 7— K=
—T I ITAT T DONRN=T g URERHIRTH D Z L EER L, ks T D
LoRaWAN®T /XA ZIZIE L WA m— Ra—F v 7 BBIMSTWD Z & & T
B T2,

3.3.2.1 Server

| server
Add Sea 0]

Status Name IP Address Port Connection Type Device Number Modbus Object Count Operation

Enable servert 192.168.1.1 7001 Modbus RTU Over TCP 0 0

Showing 1 to 1 of 1 rows

3-3-2-1

e o

Modbus¥—/3— (R L—7) ZBMNMLET, 15O —h7 A THRK

Add I5E D — N —HETE ET,

Status IOV —R_R—DOFHREEZR I LET,

Name Y= R—DL4FTER R L ET,

IP Address ZDOY—R—DIPT RLAEFRFL, 7V v 735 EiEMEHRET
XFET,

Port OV —R—DiEER— M EERLET,
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Connection Type

Device Number

MAKE SENSING MATTER

DY —NRN—DFfRF A TR LET,
DOV —R—DF R AEBER R LET,

Modbus Object Count = D% —/N—DModbust 7 V=7 NOKEFRRL, TOKE 7V v

Operation

Enable

Name

Network Interface
Port

Connection Type
Type

Global Object

Global Object Details

Description

T 5 LM AE MR CEET,
Z DY — S B R E IR L E T,
#3321 PR ST R K

| Y
| Modbus TCP v
‘ Per-device Server ID v‘
¥ status (] frequency [Jrssi (] snr [] datarate (] frame_count

3-3-2-2

Server Settings
N

Enable

Name

Network
Interface

Port

Connection Type

Type

Global Object

Wavecrest

Z @ Modbus Y — N —E [N E T ITMIHIT LET,

OV —N—%RT 1D DO—EDOLARE I AZ A XA LET,
DOV —s3—hModbusZ T ATk (AKX —) LIBEETDHHDOR
Y RT—=0 A =T 2 —AEBTRN LTI, KT S R E, B
HUVE— T Ty b7+ —LEDBBICERDIRXY NT—T 4 X —
T — RIS L TR D £,

AV — = DiEfE AR — hZBE L £, #iPH 0 1~65535,

DY —_—DFE S A T HEIR L T EE N,

Modbus Modbus?Z 1 7 > b 7’Modbus TCPIE XD~ K& Z D
ModbusV—/N—|ZEfE L F 9,

Modbus RTU over TCP: Modbus 7 7 1 7 > ~ i, Z ®Modbust—/N—|Z
Modbus RTUIE D =~ o REEELET,

Z ®Modbust—/N—DH— R —IDX £ S HFELET, I,
ModbusZ T A 7 & b M3 H — "= %FHIT D7D SN E T,

No serverID : X TDT /A AMEBE DY — R—IDEFEH L F T,
Per-device server ID : 7 /34 A Z L (I —N—IDEBRETH Z L EXIEH L
N

HIMEE, Y=o AAIET R TOT A R LTl r—rLtT7 Y
=7 MEBBIZEBIILET., 2047 a URESEI R VRY |
N a— VATVl MIHIBRTE FHA,

Status: 7 /31 ADA T A AT T A WKKE

Frequency : /34 2D 7 v 7V o 7 J&8 ek
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Description
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RSSI: /X4 ZAD7 7Y 7 RSSI

SNR : T34 2D 7T v 7V > 7 SNR

Datarate : /N4 2T v SV LI F—FL— |k
Frame_count: 7 /XA 27 > U 7 7 L—ALH 7 | (FCNT)

IOV — _R—DFAEZEML T ZI,
#3322 Y — N—FE/NT A —H

3.3.2.2 ModbusObject

| Modbus Object

Modbus Object ‘ server1(port 7001) V‘

Bulk Import Bulk Export Select All Search O ‘
+ [(J Name Register Type Register Address Data Format Related Register Present Value Update Time Operation
+ 0O Wr201-1 (Server ID: 1)

3-3-2-3

@ el ]

Modbus Object

Add

Bulk Import

Bulk Export

Delete
Select All/DeslectAll

Name

Register Type
Register Address
Data Format
Related Object
Present value

Update time

Operation

Wavecrest

F TV x s N EIBINEB X UOWET S Modbus P— N—Z 8K L £9,
OV = R—TBENTERGRA T Vs FERIRT DI, 2BbHEY
Uo7 LTLEEV, ¥ — U = A XHKI0,000D A7 T2 ME
WP L TR Y £,

Note: XA/ B — Ra—F v 7 ORNENIELWI L 2R L., T34 AN
ELWnWfr—Ra—F v 7 28R LTND I L& THERIIZIN,

| Add Modbus Object

Name Register Type Data Format Register Quantity Related Object Operation
J wr101
& attery Input Register v UINT16_ba v 1!
& change_report_enable Coll o Flag 1 [#]
chid_ock_confg enable = ] Fg 1 B

D Modbus A7 V=V hEA LVR— T DBT2ODOT T L—hEH
vom—RLET,

T AR—=FLTEWNWAT V=7 FPEBIRL, xIsxBEXD7 714 10E LT
T AR—FLTLTEEVY,

HIBRL7oWnWA 7 V7 FEBIRL TSI,

TRTOAT V=7 b BPRERRIER L £,

ZOXT V=T FOLARTEFR T LET,

TOFA T2 DLV REE AL T ERFRLET,

ZOF TV 2T PDOLIVRAET RLAEFRLET,

ZOF T2l bOT—ERERERRTLET,

BEA 7Y MR RLET,

ATV =l FORFEEZFR T LET,

B-AT7 Y= bRT S E G LOER LR 2R L ET,

AT MERELET,

[ 47 V=2 b EHRLET,
S SUERAT Vs MR, COTA avES Y v s

HE. MOFE—FFTINTFAAAL RCA T =7 FEBINEIZEMALE
j‘o
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Add Object : IR L72T SA A AT V=7 bEBIILET,
CoverER I N/T A R L TAT V=7 FEWEHAL, BIRENh
72T R, ADTDOF TV =y FREIEZ VT I N ET,

Modbus Object

| Add Object v/
Add Object
Sy Search (@)
Cover Object
Name

uc100-2

# 3-3-2-3Modbus 7 V=2 FU R FNDIRT A—X

Modbus Object

Object Name battery

LoRa Object battery

Register Type v Input Register R
Register Address 0

Data Format UINT16_ba Y,
Register Quantity 1

Description

Unit % v

Related Object

3-3-2-4

Modbus Object Configuration

D

Object Name TOFT V2l MIERDOARTE AT A XL TLIZENY,
LoRa Object St d BLloRad 7 V=2 hDA4ARTIEFR RLET,
Object Name IDOF TVl NMIEG DL AT~ A XL TLIEEN,

Modbus L' A X X A SR LET,

Discrete Input: FEA B D B, 0 BL | ORBED A EZEHET,
Register Type Coil: it AEXTHEE, 0L | DR EEGHE T,

Holding Register: Fi/» & & AlRg, 7w Jfl, LT3R EEEte,

Input Register: 70 B, 7w 7l XFHR EEERET,

) FT Vel NEBEMNMT LB, 207 RUATHBIMICAERSLET, £
Register Address 7o =7 R L AFZBICHE LT ET, #ibH 0 0~65535

68|
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*

) A—L T RAZ 2 AT DT R AL, 1-D0DModbust—/3—P TH
RHMENH Y E£T,

2) T RLAFIVPAXEICEHELES, 2047V 2 boT R
AMOTL P AZEINROEE, ROF T V=2 bOT KL A(H2
(0+2) LA EDETRITNIERY TH A,

Data Format ZOF T x hDOT =R ERTEIILRIRLET,
Register Quantity IOFTV 2 r OV EREHEF T LET,
Description ZOFT V=l FOFBHAEATIL T IZE 0,

Unit ZOF TV =7 PORBMLAZRIRL TS0,

B L VA X EFORLET, SOFT Vs FEHEATRICE, B
LURA Y B RSB S ALBEN D O T, X5 LAVEA, ZoA7

Related Register .
Vxl NOEFEIXT ANV LET,

% 3-3-2-4 Modbus 72 = 7 MR NT A —X&
3.4 Network
3.4.1 Interface

3.4.1.1 Port

A =Ry FAR—NMIA—P Ry b —T A THRRL, A ¥ —Fy FT 7 EX
DIA[RE T, SO ¥ A 7ITHkHE L TUWET,

-StaticlP : 1 —% %~ F€WANA > X —7 =—ADIPT RL A, v h~AZ 47—}k
T xAERELET,

-DHCP : 1 —H% %~ "WANA > X —7 =—RZA%ZDHCPZ 747 h& LT

FAEL. HERIZIPT FLAZES L £,

-PPPOE : A —H% %~ FWANA > X —7 = —A%PPPoEYZ A4 7 F& L TRELET,

— Dok 1
Port eth 0 v
Connection Type Static IP v
IP Address 192.168.23.150
Netmask 255.255.255.0
Gateway 192.168.23 1
MTU 1500
Primary DNS Server 8.88.8
Secondary DNS Server 223555
Enable NAT

% 3-4-1-1

a
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Port Setting

L S

ethO R— M & LCTHEE XN, AN TWVWHAR—bF  eth0

T‘?‘O

ConnectionType
[StaticIP) . [DHCP Client] . [PPPoE] 7> iR~ DHCP

LTL7EEN,
MTU RRABIEHAL 2 E L T2 E 0, 1500
Primary DNS Server

774~ UDNSZHELET, 8.8.8.8
Secondary DNS Rk -
Server T H UDNSERRE L ET, 223.5.5.5

NATHERE A B E 70X RN LET, BT D &, N
Enable NAT TG R MPEAT Y 2 IPICERTE £, HH

F3-4-1-1 R— rRT X —XH

Related Configuration Example
A=Y xR v Mk

1. Static IP Configuration
HER Y NI =T DA —P Ry hAR— MZEEIPEEHID Y THIGE, =—H—
"Static IP"E— RZ BN TE £,

— Port_1

Port [ etho v/
Connection Type | staticip v|
IP Address [ 192.168.23.150 ‘
Netmask | 255.255.255.0 ‘
Gateway ‘ 192.168.23.1 ‘
MTU [ 1500 ‘
Primary DNS Server \ 8888 ‘
Secondary DNS Server [ 223555 ‘
Enable NAT

Muitiple IP Address

IP Address Netmask Operation

3-4-1-2

D L S

IP Address A HF—Fy NMZT 7B RARERIPT RL XA &2FHE L 192.168.23.150

9,
Netmask A =P Ry hFR—bFDORY h~ATEHRELET, 255.255.255.0
Gateway A =YXy bAR—=FDF =+ A DIPT KL AZFE  192.168.23.1
LET,
Multiple IP
Address A=Y %y A= FDOEIPT FL A EZFRELET, L

E
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FK34-12BEEIP/NT A —H

2. DHCP Client

SEEFR > B U —2 T DHCP — "=k s TR Y, A —¥ x> F WAN A
VH =T x2—RIZIPT RLAREID B THENTWDHEA, =—F —(X"DHCP
Client"t— RZEIR L CTIP 7 RL A Z HBEWNCESE T2 ¢ nc&E £,

= Port 1
Port | etho v|
Connection Type ‘ DHCP Client W ]
MTU | 1500 \
Use Peer DNS O
Primary DNS Server ‘ 8888 1
Secondary DNS Server ‘ 223555 ‘
Enable NAT

3-4-1-3

DHCP Client
hon o ]

PPPEEREHIC 7 DNSZ HENMICEE L £9, = —F—23 K X

Use Peer DNS A 4 H AT D BT IEDNS S L B T,

# 3-4-1-3DHCP 7/ A T2 k3T A —X

3. PPPoE

PPPOEL (X, A —V R > N EOKRA U MY —FRA v b barziElEsd, =
— W —i%, STTOBHE S RUTEE-SWTPPPOEY T4 7 > Mo A A b —/L§ 505
DNV ET, PPPOEAFIHT 22 LT, VE— T 7 BAT A R FHF2—P—
AEMT LI ENAREE 2D FT,

a
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— Port 1
Port | eth0 vl
Connection Type | PPPoE vl
Username ‘ |
Password \ |
Link Detection Intervail(s) | 60 ‘
Max Retries lo ‘
MTU | 1500 |
Use Peer DNS o
Primary DNS Server ‘&ssa ‘
Secondary DNS Server ‘223555 ‘
Enable NAT

[X]3-4-1-4

PPPoE
fem  |Descripon

Username A B —Fy F Y —ERFa 4% (ISP) oiRftEn/-a—F—4 %2 A7
LTLZE,
Password THIROA v Z =y R —ERTEAAL X (ISP) ORI/ 2T —

FEASD LT IZEN,
Link Detection

Interval (s) Vo7 BHoDoN—FEe— MHEREZREL T EE0, @il 1~
600,
Max Retries HAXNT v T =2 AN LT BRORRKERITHERZRE L T EIV,

#ipH - 0~9,
PPPE:REFIC 7 DNSZ HENMIZEUG L ET, =2—VF =N KA AL 4 %55
Use Peer DNS 99 2 B2 IZDNS S B G,

% 3-4-1-4 PPPOE /X5 X — X
3.4.1.2 WLAN

ZokZ v a TR Wi 2y B — 2T 53T A —Z OFRETIEIZ DV T
LFE9, UG67 iTxtits L TWET,
802.11 b/gin 2, AP E— RE/IZZ/ 947 FE—RTHR—-FLTEO £,
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Port WLAN Cellular Loopback

| WLAN
Enable
Work Mode ‘ AP v‘
SSID Broadcast
AP Isolation O
Radio Type ‘ 802.11n(2.4GHz) v ’
Channel ‘ Auto M ’
ssiD ‘ |
BSSID | |
Encryption Mode ‘ No Encryption V) ‘
Bandwidth | 20mHz v|
Max Client Number ‘ 10 ‘

| IP Setting
Protocol [ Static IP v‘
IP Address ‘ ‘

DHCP Settings
Netmask ‘ ‘
3-4-1-5
| WLAN

Enable

Work Mode ‘ Client v’ Scan

SSID ‘ |

BSSID ‘ |

Encryption Mode ‘ WPA-PSK/WPA2-PSK V‘

Cipher ‘ Auto VI

| |

| IP Setting

Protocol ‘ Static IP v ’

IP Address ‘ |

Netmask [ 2552552550 |

Gateway ‘ I

3-4-1-6

WLAN Settings
fem  [Descripon |

Enable WLAN % B 3h/MEhiz LE 7,
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Work Mode =2 OEMEET— FEBIRLET, 472 a3 i "Client"F 721X
[AP] T,
TIRBAKRAL L FOMACT RLAZ AN LTLIEEY, Xy hU—7
BSSID BT 1T 1L, SSIDE 72 1XBSSIDO WA AN TX £,
SSID T I EBARA L FDOSSIDEATILTL EEVY,
Client Mode
Scan "Scan"RZ &7 Vw7 LT, DT I7R®BRARA b EeBEBRLTL
72 &0,

B fbE— RZ®ERL TLEEW, 472 3 »IE"No Encryption”,
"WEP Open System", "WEP Shared Key". [WPA-PSK| . [WPA2-
PSKJ| . [WPA-PSK/WPA2-PSK] . "WPA-Enterprise", "WPA2-Enterprise",
"WPA-Enterprise/WPA2-Enterprise" T,

bR EIR LEd, A7 3 id"Auto". TAES] . [TKIP) .

Encryption Mode

Cipher [AES/TKIP) T,

Key WEP/WPA I 5L DRI - TIF IN/8E AT LT IZE W,
XSupplicant Type lPeap) . fLeap) . [TLSy . [TTLS] 22HEIRL T Z &0,
User WPA/WPA2-Enterprise D —H—% AF L TL &0,

Anonymousldentity

WPA/WPA2-Enterprise DFEAFRBIE A A L T 7ZS W,

Phase2 WPA/WPA2-Enterprise D7 = — X2 Z AF LT &,

Public ServerCertificate WPA/WPA2-Enterprise 7 7 £ AR A 7~ & OFRFEITMHEH S 537 Y
> 7= N—REE T,

AP Mode

SSIDO 7 11— R ¥ A FNEHL I N TWDHIGEA., o BRMRRIT

SSID Broadcast SSIDERH CTEETA, TOD, 22—V —FEHLy hT—27IZT
7B AT BEOICFETSSIDEZ AT T 50LENH D £97,
) STHER NI o TV DA, APICT 7 B AT 5T _RTCHO—H—
AP Isolation E. A IICIE{R T & ARV RIEC RS L E T

MRS A T EBRIR L T &, 723 0% 1802.11b (2.4

Radio Type GHz)l . [802.11g
24 GHz)] . BXL 1 1802.11n (2.4 GHz)] T,
Channel W F v 2L EBBRLET, 72 3 VT "Aue". 1] . (2]
My <4,
et E— REEIN L E£9, 47 3 »IE"No Encryption", [WEP A4 —
Encryption Mode T AT A . IWEPHHFXx—] . [WPA-PSK] . [WPA2-PSK] .
[WPA-PSK/WPA2-PSK| T,
. B FREBIRL T 23, BIKIX"Auto".  TAES] . [TKIP] .
Cipher [AES/TKIP] CF,
WPARS AL O FRIIEA X —F AN L TLIEE Y, T 74/ FD/IR
Key 7 — X Tiotpassword T,
Bandwidth HAE 2 B L T < 72 & v, BIRMIE 120MHz) & [40MHz) T,

_ PO BT I EARA L FE LCRELEEAICT 7R
Max Client Number ' 5rer2 0 51 7o h oS BOE L £,

Protocol Wy NU—Z 1B ITA 7 e haLziRELET,
IP Address IR NPT —ZIZBITDIPT FLRAEHRELET,
Netmask MRy NT— TRy h~ AT EHRELET,

B
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Gateway IRy NI = DX — oA ZRELET,
% 3-4-1-5 WLAN /XT X — X

Port WLAN Cellular Loopback
< GoBack
SSID Channel Signal Cipher BSSID Security Frequency
Vison Sensor_006602 Auto -94dBm Auto 24:21:24:00:66:02 No Encryption 2462MHz
Network
Milesight_Test Auto -88dBm AES ec:26:ca:99:3a:a4 WPA-PSK/WPA2-PSK 2437MHz
Network
3-4-1-7
Client Mode-Scan
SSID SSID Z &R L £ 9,
Channel T v XL 2R LET,
Signal RS S AR LET,
BSSID T EARA L FOMACT RLRAERRLET,
Security EfbE— RFEeFRRLET,
Frequency HERR D JE B FoR L ET,
Join Network REE7 Y7 LT, BRERY PU—ZIZHHL TS0,

%% 3-4-1-6 WLAN A X ¥ /8T A —X
Related Topic

Wi-Fi 777V 7 —3 3 > DO f

3.4.1.3 Cellular (Cellular Version Only)

ToEIZTa T, BEAT—FRy NI — VBT B85 A —Z OB EITFIEIT OV TE L
9,

~J
[
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| Cellular Setting

Enable

Network Type ‘ Auto v l

APN | |

Username ‘ l

Password I 2 ‘

Access Number | ’

PIN Code | P ‘

Authentication Type ‘ None v l

Roaming

Customize MTU O

MTU | 1500

Custom Subnet Mask ‘ l

Custom DNS Server I ‘

Enable IMS O

SMS Center | |
3-4-1-8

Connection Setting ()]

Enable NAT

Restart When Dial-up failed 0O

ICMP Server | 8888 |

Secondary ICMP Server | 223555 |

ICMP Detection Max Retries ‘ 3 ‘

ICMP Detection Timeout ( 5 ‘ S

ICMP Detection Interval ‘ 15 ‘s

| SMS Settings

SMS Mode | PDU v|

% 3-4-1-9

General Settings
L

Enable IOFTvarEFov I TDHE, BATERESENT/Y E5,

a
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Network Type

APN

Username

Password

Access Number

PIN Code

Authentication Type

Roaming

Customized MTU

MTU

Custom Subnet
Mask

Custom DNS Server

Enable IMS
SMS Center

Enable NAT

Restart When Dial-
up failed

ICMP Server

Secondary ICMP
Server

ICMP Detection Max
Retries

ICMP Detection
Timeout

ICMP Detection
Interval

SMS Mode

Wavecrest
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"Auto", "Auto 3G/4G". "4G Only", "3G Only" ) HE#EIR L T2 &1,

HE) : ZbiVMEBSDO Ry N —Z ICHBIICES: LET, 4GDO L : 4GX
v NT— 7 DI L F 9,

A

BEEFWVOHID A X —Fy T —E AT a3 % (ISP) MRS 5,
PEBESEN A VLT v T OT 72 ARA > "4 (APN) Z# AL TL 7
é l/\0

BEFWVOHIEO A F—Fy FP—E R T o810 K (ISP) itz
EREM A A YVT v 7RO —Y -2 %2 AN LT ZE0,
BEEFWoO AL 2 —Ry R —E X7 a4 X — (ISP) 23345, #
WEIRAAXYNT v THEBRHADONNAT— 2 AN LT IEE W,
BEEWVOHIRISPM R T 2R ESE X A YL T v 7RO A Y LT v
B —FEFEANLTLIIEIN,

SIMua v 7 ZfiEERT 5728 D4~8HTOPINZ— RZ AN LT &0,

[PAP] . TCHAP] 2»5H&EIR L TL 72 &V,

"None"\

0— T EHEELITESCLET,

KRB EHEAL (MTU) 202X~ A X HEEZHDEZI3EHHIcLE4, &
HOYE . T3 ATEEFEEOMTUR EEZFEHA L ET,
BRIGEHEMNAZZRELET, & : 68~1500,

BALT—HY TRy h~ R T B DAZ~A A LET, ZZADES.
A AT T =BT YT Ry b2 BERALET,
Note: = OREFEIT — D ENL T —F P 2 — L TOHFIG L TWET,
TN T—DNS P —RN—% W AX~v A A LET, ZEADOEHEE. T/ Rt T
—Fa N B =TS DNS — N — 2 L E 1,

IMSEERE 2 A E 7213\ LE T,

SMS X wt— O, fnk, B#, BEZ2ITHo>2— B LSMStE ¥ —DFK
ZATILTL7ZEU,

aVA)

NATHEREZ ARV E 72T TR LE T,

COBREEAEINCT DL XATYAT v IHREE T = AV LTIeEE. F— b
VA TEEIICEEH L E T,

ICMP D — =D IP 7 RLAZFZELE T,

Note: ping fRHHSFFAI STV D2 E Sy, FLLIE LW ICMP H—/X—D 7
R L 2220 TIE, ISP IZBMWAEDLE L 723V, ping MIHSFFRT S 4T
ROVEEIE., 2OV — =07 RLAFZEADOEFIC LT EE,

tHFZY ICMP Y ——D IP 7 FL XA ZFRELET,

ICMPHR 723 7 = A /L LT23BE O RFR TR Z & E L ET,

ICMPRHH DX A 27 0 FERELET,

ICMPHRH DR Z R E L E 9,

SMSE— K% [TEXT) & [PDU] 7mHBIRL T 72 &0,
K 3-4-1-7 PR ERE /N T A —H

B
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Connection Setting
Connection Mode ‘ Connect on Demand v \
Redial Interval(s) ‘ 5 ’
Max Idle Time(s) | 60 |
Triggered by Call O
Triggered by SMS O

3-4-1-10

B eesids ]

Connection Mode
Connection Mode "Always Online" & "Connect on Demand"7>H &R L T 7280,
Redial Interval(s) FXA v LMORFRRREEHRE L £7, &M : 0~3600,

HAEDY I BT A RWVIREBICH DLE D7 — b 7 = A O Kkt

Max ldle Time(s) Fﬂﬁi&%}ﬁ bi—g—o %ﬁ : 10~3600,

FFEDEBMEETNOLDHERBEZE LGS, F'— MU oA IXHBIVIC
Triggered by Call FTITA T ROLEHEG Ry NI —2 F— N DY £
j—(]

WEG B U A — O L — 7 &R LT 2 &0, System > General

Call Group Settings > Phone T&EFF /7 /L — 7 X EL TSV,

FRE DR ERENORFED SMS 25T 5L, V= U =A1347
Triggered by SMS FTA U RPOEERHEFER Y T — 27— RICHBINIZEI Y DY

Er I

U —=JHDOSMS 7 V—T7 AR L T 7Z S0, System > General > &7
SMS Group S

REICEHL, SMSZNL—TEZHZELTLEEN,
Settings > Phone % 3% & L T 72300,
SMS Text R H—L72H5SMSONEE AT L T 7ZE W,
# 3-4-1-8 HEATEERE N T A — X
Related Topics
iRty 7V r—3 3 O
Bk /) —F

3.4.1.4 Loopback

NWN—T Ry I A B —Tx2—R L, 777 4 7EENTNHDLERD, F— T =A
DID ZEEWZHIZDIMHEHEINET, A F—T=2—ARFX T LTWDLEHE,
T—hUxAD ID ZFHERIRTZMLENRHD | ZOR/E, OSPF OUHFFH 2N E
<7 FEF, LB ->T, F'—F7=2ADID ELTNA—T RNy I 4 H—T x—
AEMHAT D EeBEIOW-LET,

NW—T Ry A Z—=T ==X, F— U =A OB OERABR R A X
—T7 2 —ATT, T7H/NVEDORIETIX, F'— b U xA BITNV—T RNy 7 A H
— 7 2 — AIFIE L ETAD, BB U TEKRT D2 ENTEET,

a
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| Loopback Address
IP Address [ 127.0.0.1 |
Netmask [ 255000 |

| Multiple IP Addresses

IP Address Netmask Operation

%] 3-4-1-11

Loopback

e [pewin oo

IP Address 25 R AT 127.0.0.1
Netmask Z5 B AR A 255.0.0.0
Multiple EFEDIPT R R LIRS, 22— — M DIPYT R LR &2
IPAddresses ETDHIENTEET, Null

FT34-19 NV —TF Ny I RNTA—H

3.4.1.5 VLAN Trunk
UG77 — h 7 =AMl A1 —HV Ry FAR—FNBVLANKLK T 27 2547 & LT

| VLAN settings
Interface VvID Operation
eth0 v

#{EL., VLANIDZEI D ¥ ConsZ ezt LT Ed, kv, FF7
S T DYENES TR £9, VLAN IDZ%E L7854, [Network] > [Interface]
> [Port] ®7R— RhiX, ethO.x (x{XVLAN ID) & L CBIRFA[HETY, VLANGREIL,

DT 7/ FTIHEAERSTEYET, FFEDOA ¥ —7 = —ATH LVWLAN

PRI S =Y g RS el = [ 1227V v 27 LTLTESN,
X 3-4-1-12

VLAN Trunk
hon ——Toepten |

Interface VLAN A > X —7 = — R ZEIR L TLZEV, T 7 4/ b Tl eth0 IZEE
ENTWVWET,
VID VLAN O Z L ID Z3%E LE3, #H : | ~4094,

#* 3-4-1-10VLAN F T 7 /RF A —4

3.4.2 Firewall

ZokrvarTix, vV A FTry s ACL, DMZ, R—h~vv b7 MAC
NA VT4 TIREDT 7 AT T H— 8T A — X DBEFIFEIZOWTHEA L ET,
TrAT T A —ME Ty FOWNERE (e b 3R 2 A REIU5ESE IP T
KL z27p L) 2K\,

a
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A F—=Fy bhprbu—=)x )T xy hU—=27~) BIXOuERHTGH (m—D1
T TRy T —=IMH A Z—FRy h~) IZBWC, m hagbxH AL %
fEICI5E5EIPT R L R 72 E DR N OWNERFEIZ S TRES T 2 6l i# 2 F297 L
F9, UKV, F— b MU oA RLERLBETIMEL, n—h =Y T Ry b
U= HNORA P IR#ESND Z EERFEL X T,

3.4.2.1 Security

Security ACL DMZ Port Mapping MAC Binding

| Website Blocking by URL Address

URL Address hitp:// I
| Website Blocking by Keyword
Keyword ‘ '
[X13-4-2-1
Website Blocking
URL Address 7y LIEWHTTPT KL 2 & AL TL &0,
K 4 X—U—REANTDHZETRHEDY =TV A heT vy /7 TEE
eywor T BRATICTEIT64LTTT,

#3221l X2 U T 4T X—XH

3.4.2.2 ACL

77 EZHI#Y A b (ACL) 1, —#HEDOY Yy F TNV ERET HI LT, Xy
N =D A B =T 2= ADNT T4 T BT NZ I T L, FFEDORY MY
— 27 77 4 v GEEIIXIPT RLR72E) ~OT7 7B AFFR[E /132812346 L
FT, F— b= ADBNTry "EZETLHE, BUIEOA U Z—7 = —RITHH S
NDHACLL— VIS TT 4 — /v RO SIVET, FRED /T v MBS 7z
%, FRIERE SITZHRSICHE > T, e 25737y ha~D 7T 7 & AFFAl E 72134k
12N FENE SV E T,

ACLICX »CEEESNI=T —H /Ny hDO~ v F L 7 —)uiE, 7 a—oikhsl % &
LT OHMOETHMENT LN TEET,
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| ACL Setting

Default Filter Policy Accept M

| Access Control List

Type | extended v
o | )
Action | permit v]
Protocol [ip v]
Source IP | |
Source Wildcard Mask | 0000 |
Destination IP ‘ |
Destination Wildcard Mask | 0000 |
Description ] |

| Interface List

Interface In ACL OutACL Operation

[+

[%]3-4-2-2

Description

ACL Setting
"Accept" & "Deny" ) HIER L TS 7ZE WY,

Default Filter Policy TIEREEY 2 MIEFEINL TRy NI, T4V RO T ¢
NHERY —IC Lo TRBESNE T,

Access Control List

Type "Extended"35 L UM'Standard" 2 6 & A T EIBRIRL T 72X 0,

D Z—YP—EFRD ACL FHZTT, Hi : 1~199,

Action "Accept" & "Deny" 7> HIEIR L T 72 X0,

Protocol lip) . Tiempl . Ttep) . Tudp) . BLU 11-255) 67w h =
EBIRL T 7230,

Source IP %5-7;5«;?\/ FY—27 FL A (ZEHDODEEIZT D LT XITEEE

Source Wildcard Mask =~
HEEITERY RT—2 T RLADTA )L R — K~ A7 T,

Destination IP $edety hU—2 7 KL A (0000 X9 _XTEEKRLET) .

Destination Wildcard

Mask SESET RLADU A )L Rh— R<w R 7 T,

Description F—ID&ZFF> 7 N—T O EZ AT L T TEE N,

ICMP Type ICMP/ X7 > hDE A T ANTTLTLEEW, FipH : 0~255,

ICMP Code ICMP/X7 > b a— R&E AL T 72V, i : 0~255,

Source Port Type BEILAR— FOMREZBIRL TSN, #l: FFEEFR— b, F— &
BH 72 &

Source Port EETAR—FEFERELET, #H : | ~65535,

Start Source Port Bt E e — M E S LR E LE T, #iPH : 1~65535,

End Source Port REILAR— O TE S ZRE L ET, P : 1~65535,

Destination Port SESCAR— FOFEEAZBINL T 72E W, Flx L, FFEDR— b, KA—
I~ %t PH .,

B |
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Type i
Destination Port FEMEAR— FEFEERE L E T, HPH : 1~65535,

Start Destination Port . o
BRARZEE AR — M EFERE L £ I, #iPH : 1~65535,

End Destination Port TR — IEEEHFELET, HiPH : 1~65535,

More Details A— hOFHRERRLET,

Interface List

Interface TIZRREEHEAOR Y NU—T A HX—T = — A& RIRLET,
In ACL ACLID WBHFERB T 7 4w 7O — LV EBRL T ZE0,
Out ACL EE T T4 v 7 HDL—LEZACLIDSEIRL TL &V,

#+ 3422 ACL /RT A —X
3.4.2.3 DMZ
DMZ X, R— vy B TIREINDI A — FERE, T XTOR— FDNARS
NTWBENER Y hT—Z NDOFRA RTT,
| pmz

Enable 0

DMZ Host | ’
Source Address ‘

3-4-2-3

T

Enable DMZ # 68 %h £ 7213 mahic UE9,

DMZ Host NER >y hU—2 EODMZAEA RDIPT KL A& ATTLTL 7ZE0,

DMZRA MIT 7 B ATELEELIPT RLAZBEEL TS ZE
Source Address v

[0.0.0.0/0] %X, +_XTHTF FL2xrxEHRLET,
#* 3-4-2-3DMZ /T A — X

3.4.2.4 Port Mapping (DNAT)
Y — EZANNECTRE L 2556 (BIxIX, V=7 %A FSNBICABE S

TWDEERE) | NBT RLRANST 77 4 TR NI ET, £ LT,

N—=Z—=FLBFT77AT V=D =T A NLTDEREZELET, €D
. T OERLE NI L £, 2 OLWIIDNAT & FHE, BT/ —
R LR —E AR THEHA SN ET,

FLE— ko B 2 LA BT 5. (M8 152 ) v 2 LT RS0,
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| Port Mapping
Source IP Source Port Destination IP Desgg;""“ Protocol Description Operation
[ —] — ] )
3-4.2-4

Port Mapping

o oo

B—H)VIPT RLRIZT IV EBATEDLRA MERIEIRY T —F %
Source IP fem Lk,

0.0.0.0/0 1T+ _XTHEEBRLET,
EBEANT Y FERERET D TCP £721Z UDP R— F 2 A L TL Z &V,

Source Port &P 1~65535,

o ZEA L F =T 2= ATRE LIy FRREEND5EHIP T R
Destination IP L 2B AN LTS,

o ZAER— M TZELEAT v FP RSN D TCPEZIZUDPAR — k2 A
Destination Port jj L/——C < fié l/\o %E@ . |~655350
Protocol T = a OB T T, [TCP) F7-1% TUDP] 75 3R

LTLZENY,

Description Z DO —/L DA T,

#3424 R— oL TDNNT RA—H

Related Configuration Example
NAT 77V r—< a > DOl

3.4.2.5 MAC Binding
MAC A T 4 70, RSN TRy hU—2 T 78R R MIHD
MAC 7 RLZ2&L IP 7 RLZZHBAELTHARRA MNEIRETADIERHEINET,

| MAC Binding List

MAC Address IP Address Description Operation
I - | B8
3-4-2-5

MAC Binding List

o oespin

MAC Address NRAVT 4 ITMACT RLAZRELET,
IP Address RA L RFTBIPT RLARAZERELET,

L FEMAC-PLT DA T 4 TN — L DERE TR LT 5720, @t
Description BIIC SEEA S A,

# 3-4-25MAC A VT 4 TR TG R —H
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3.4.3 DHCP

UG67 I£. Wi-Fi 78 AP E— R TCEIfET 2546, IP 7 RL A ZEA T 5 DHCP H—/3— L&
LTRETHZENTEET,

DHCP Server

— DHCP Server_1

Secondary DNS Server l

Enable
Interface | wlan0 vl
Start Address | 192.168.66.100 |
End Address | 1921686619 |
Netmask | 2652552550 |
Lease Time(Min) | 1440 ]
Primary DNS Server | 8888 \
|
|

Windows Name Server l

Static IP
MAC Address IP Address Operation

3-4-3-1

DHCP Server

L I S

Enable DHCPH— —Z G E 72z L, Hxh
wlan £ VX —T7 =2 —ADIHNBNIP T KL AZEAATH I &
Interface AL E S wlanO
StartAddress DHCPZ S A4 7 MI U —RAENDIPT RL A7 —/LDBH
W A e L% 192.168.1.100
DHCPZ A4 7 v MZEID B THNDIPT RL AT —/LdD
End Address T AN LT 192.168.1.199
DHCPZ T A 7> s SDHCPY— R—n 5 BfS 9 5IP7 R L
Netmask ADY T F oy hvAY EERLET 2552552550
Lease Time 7547 FBDHCPY— R— LB L7ZIPT KL A%
(Min) W CE %Y — AWM A e Lk, P 1~loog0, 440
Primary DNS i -
Server 7Z7 A4~ UDNSY—"—ZFHELFT, 8.8.8.8
Secondary . . -
DNS Server X UDNSY — R—ZHELET, Null
Windows Bi#3 L7= Windows f > ¥ —x > h x—I 27 % —EX  Nul
EEHRZLET,
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NameServer DHCPZ 7 A 7 > s IDHCPY— 3 — 7 5 Hitf59~ 5 Windows
f B —Fy hR—I T —ERTY, @HEILLEMO E
FIZLTEBNTL U,

DHCPZY Z A4 7 > MIFHTREDPMACT FL AEZEE L
MACAddress 34 (OMACT FLAEBEADLDICLTIESV. Nl
BZEAERET D720 TY)
DHCPZ T A 7 > NI THEDIPT FL A ZEE L
IP Address 5 5 (DHCP#HIPHSCd 2 TN D D ET) . Null
# 3-4-3-1 DHCP Y — _R—D/XT X —H
3.4.4 DDNS

#1473 ZDNS (DDNS) &id, FAA L F—AHT AT L (DNS) WO FR—I2H
—R—ZHBICERH TR THY ., TS LY 2—P—ZENIPT KL R &
I RAA HIZZA VT RARET DH I EDRAREEL 72D 97,

DDNSIZZ 747 > Y —/L & U CHEE L, DDNSH—/3— & O RN M EE T,
E & BT DR, =2— P — W RA A 4T a A X —D 7 =7 %A b
BRI L., AL CAZEHETLHDMNENRD D £7,

| DDNS Method List

Name Interface Sirvice Username UserID Password Server Server Path Hostname Ay O?er

ype nd IP ation

| | [Lwen0 ] | oynor v] | | | | | | |
3-4-4-|

o Jomeinion

Name DDNSIZ 0 R T WARTE T T 72 E W,

Interface DDNSE A AADLETHEHT LA ¥ —T7 = — R EZFKEL T
LTSV,

Service Type DDNSH—E R m /A X — %R IRL T 7EE 0N,

Username DDNS®EH D2 —H —Z 2 A S L TLEEV,

User ID B AH L DDNS —_"—Da2—%— D Z AN LTLEEN,

Password DDNSEEHD AT — REZ AN LTIV,

Server DDNSH—/S—D4 2 AT L TL 2 E W,

Hostname DDNSH DA A M &2 AN LT 7EE 0,

Append IP BAEDIPT K L R ZDDNSY— S — DB P S 22BN L %
D

% 3-4-4-1 DDNS /X5 X —#

3.4.5 Link Failover

Tk aTiE, VRRPEE 2 E DY) 7 7 = A VA — X —BEIE DR E ST IEIZ DWW TRt L
=S

Configuration Steps

I. | DL EFE®oSLAEIE ICMP 72 —7) ZE#HRLET,
2. SLAEIED AT —Z 22857800 | DLLEFEOBA T2 FEERLET,

a
Wavecrest


https://en.wikipedia.org/wiki/Domain_Name_System
https://en.wikipedia.org/wiki/Domain_Name_System
https://en.wikipedia.org/wiki/Domain_Name_System
https://en.wikipedia.org/wiki/Name_server
https://en.wikipedia.org/wiki/Name_server

IN([IEETs] ]88 MAKE SENSING MATTER

3. oI F TVl MCBEEMNTONTT U — g > (VRRPROHRHL—TFT ¢

2E) mEZLLET,
3.4.5.1 SLA

SLARRE X, V27 7 —T0HEOREMENsNET, 77+ T n—T XA
ZIXICMP T,

SLA Track WAN Failover

| SLA Entry

Second:;ydlr::essstmaﬂon Data Size Interval(s) Timeout(ms) Packet Start Time Operation

ID Type Destination Address e,

[1 | | icmp-echo v|[s8ss | [223555 | |56 15 | [ 5000 [3 [ now ]

3-4-5-1
LA

SLA 1 > F w7 A, K 10 HD SLA % E %80
D TEES, #PH: 1~10,

ICMP-ECHO 1%, U 7 3B L TWA 1 E S )
Type icmp-echo

MWERRIT 272D DT 75V s DX A T TY,

Destination Address BHEXN7ZIPT KL 2T, 8.8.8.8
SecondaryDestination .
Address BEENT=E I X UIPT KL A, 223.5.5.5
Data Size =P —EFOT — X YA R, P : 0~1000, 56
Interval (s) Z—PF—EFOMRH MG, B : 1~608400, 30

i ICMPIRH! 7 = A V2 E T D 72 @ OSB3 5 =
Timeout (ms) — P —EFD X A LT T R, P 1~300000, 5000

FSLAT B —TIZRBIT D3y b A EEFRL
Packet Loss Count F3, REFLDO Ny ha 2 A B E LT85 5
A, SLATu—F I T AL 0 E9,

B AAREZ], "Now" & ZEFA LT HaEiR LT 72
Start Time S, ZEAXXTFIE. ZOSLAMHEBIB L2 & now
EEWRLET,

7% 3-4-5-1 SLA XT A —X
3.4.5.2 Track
N7y ZREIFX, SLAEY 2—/b, NIy IETVa—)b TV T —a rET
— VOB L EH T DO TWET, M v ZREIXT U r—
3T a2 L ESLAE Y 2 — /LOMICHLE L, oML L CTHESLAT Y 2 —
NDAEBEEHR L, 7TV r—a B2 — I L TR S A 2 —7
= — A&t LU ET,
Linkage between Track Module and SLA module
REETETTHE, P T v I EY 22— /L ESLAE Y = — /LB OB EEBIR DN S 11
F9, SLAE Y 2 —bid, V7 RESCRy N =7 RT3 —< A0, B&
PN T7 v 7BV 2= b ~OEMICEH SN ES, BmEERIZ. FT v 7 OWREZE
bz 2 A4 LY —IZBUNT 2 DI ET,

B6 |
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- EWIZHRHENTESGAE, HeT D h Ty ZHEBEE TIER) 700 97,
- BB T oA LTeSE . ST 2 BBME B IX [Negative] &72 0 £,

Linkage between Track Module and Application Module

BEHR., NI v IV a— N ET TV — 3 Y o — LM OB EEBIGR NN
SNET, FT v IZHEEICEENEUBRIZIE, ISR MLEREMNT 7 r—
TarEYa—~EREENET,

BAE, VRRPROEFIL—T 4 L T E DT TV r—v g VEV a—/UE, T w7
TV a—/L & OEEENAHE T,

TTV =g 'Y a— IR EMEITOHE, V=T 4T DT AR
BIHOENR EDOHBIZX Y, BEATHSND RN H D 3, £D/D,
FZ v ZHEHOIKENZILLIEEICT 7Y r—a ey a— /b ~liid 54 4
R T %, =P ETREREBIERFE AR E TE £,

SLA Track WAN Failover

| Track Object

ID Type SLAID Interface Negative Delay(s) Positive Delay(s) Operation

[1 || sla v[[1 ][ wiano v| o | [ 1 ‘

]

3-4-5-2

N

Now o ATy A, RIOMED ST > 7B ENAHETT,

Index GEDH - 1~10,

Type F 72 a i Tsla) & Tinterface] T, SLA
SLA ID EF A SLA ID, |
Interface ATF— R RAEBRBTAA L H—T 2 —RAEBINLTLF XY, | cellular0

A LB =T 2= ANKX T REIZ R ST 56 ECIISLAT =
— T N7 AN LTSS, EREICKX U REBICEE I DR
W2, T2 CRRE SN FFfFR L £ 9, #iPH  0~180 (01XHN
FFYJ U R x BB LET) o

FEFEEIBNIE LGS, BBICAT—X 2% [Ty I&
EETHEMI, T2 CTlRESI-FEREFHE L 9, % : 0~

Positive Del |
ositive Delay (5) 180 (OIXEIRFG) B % 2 0k L) .

#3452 N T I RNTA—XH

Negative Delay (s)

3.4.5.3 WAN Failover

WANY = A LA —s3—=L L, £ =P Ry FWANA VX —T =2 — R L1 T —A
PHE—=T 2= AMDT =2 A NF—R—ZfE LET, FFEDA U —T = — ADIY
[ SOBE IR R R 1T L 0 — B R EENIER AT 2 2 WVEES . 7o — L — b &R0k
NN I T T A HE—T 22— ANYVIRZ D 2 ENARETT,

B7 |
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ZHICKRY, Ry T T A E—T 2= AN —ERRIEL G EME, XY NT—T T
n—%5 35 2 LT, T2 EROmEEEMES M ELE T

AL A B =T 2 —ADY IARENRT v T XU B B oloa, AT A
IR I T oA B =T 2—ZAD Y 7 ICHI IR Z1T 5 O TIER< . H 50U ORE
ST BIERF R 2w Ve UE T, BIERFERREE & A A A o F— T = — ADIKRENZ
TUDEEDOLEIRY VAT RINR I T T A X —T 2 —ADY 7 ~GPREAT
WET, ENLUSNOLGEIX. AT AIFEEINET A,

SLA Track WAN Failover
| WAN Failover
Main Interface Backup Interface Startup Delay(s) Up Delay(s) Down Delay(s) Track ID Operation
| Celulard v/ | eho v| |30 | o RE NE v|
[+
[4]3-4-5-3
WAN Failover
Paametrs — TDeion oo
Main Interface VoA B —Tx2—RABRAA Y7 LTHRRRL TS -
Uy,
Backup Interface VoA B —T 2= A&y 77 v 77 L U TGERLTL
7ZE 0,
EE) R T X TR Y RN EN e D E TORERR 2R E L
Startup Delay (s) *4. % : 0~300, 30

TTA <V A H—T = — AN"Fail Detection"7)> 5 "Success Detection"

Up Delay (s) CEID DL, RERMICESW T B2 2 BIES 52 Ly 0
TEEJ, #iPH :0~180 (OIFRANRFEI D Brx B L £9)
TIA VA E =T == ANRNEFHRENDS 7 = A VI8 D 3%
DO, RERMICESWTH Y R ZBIESEDHZ A TEE

D Del
own Delay (5) . HGPE 0~ 180 (OIXENEEE) D % A Tk L £ )

Track ID NT w7 BHRE, EREADO T v 7 IDERIRLE T,

F 3-4-5-3 WAN 7 = A LA — " — )XF A —H
3.4.6 VPN
BT Z7 A X—bxry hU—2 (VPN) (X, OO T A RXR— Ry VT —T &%
BT D7D S, T3 ANRNEERTF vy 32V Z I LT~ FHDOFR > b
U— UMM GEDOFRy NU—T ~EcE b Kol LFET,
UG67!%. DMVPN, IPsec, GRE, L2TP, PPTP, OpenVPNIZ/ll 2. IPsec kD GRE¥
L WIPsec FDOL2TPIZKHS L THE D £,

3.4.6.1 DMVPN
A F I T « <wVFRA L MU T T A RX—bxry U —2 (DMVPN) I,
mGRE & IPsec # fl A GO 72 H O T, MEEDOAFLVPNY — R—00 — K7 = A 2%

B8 |
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HEFIZ, VoA MEHTTF— 2 &R 2082y U —2 TH,
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| DMVPN Settings

Enable

Hub Address

GRE HUB IP Address

|
Local IP Address ‘
|
GRE Local IP Address ‘

GRE Mask | 2552662550
GRE Key ‘ o J
Negotiation Mode | Main v|
Encryption Algorithm | AEs128 v|
Authentication Algorithm | mDs v|
DH Group | MODP768-1 v|
| A
Local ID Type | Defaut v/
IKE Life Time(s) | 10800 ]
SA Algorithm | DES-MDS v|
PFS Group | NULL v|
Life Time(s) | 3600 |
3-4-6-|
DPD Time Interval(s) \ 30 |
DPD Timeout(s) ‘ 150 |
Cisco Secret ‘ s |
NHRP Holdtime(s) ‘ 7200 |
3-4-6-2

DMVPN

= == -

Enable DMVPN Z A2 £ 7213 iC Lk 9

Hub Address DMVPNNT DIPT RLUAEZIE RAA 4 TT,
Local IP address DMVPNE— /L k> RILDIPT KL ATI,
GRE Hub IP Address GRENNT' @D k> FILIPT KL AT,

GRE Local IP Address GRETZ— /L k> RIILDIPT KL AT,

GRE Netmask GRER — /L R RILDR > b~ A7 TH,

b0 |
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GRE Key

Negotiation Mode
Encryption Algorithm

AuthenticationAlgorithm

DH Group

Key
Local ID Type

IKE Life Time (s)

SA Algorithm

PFS Group

Life Time (s)

DPD Interval Time (s)
DPD Timeout (s)
Cisco Secret

NHRP Holdtime (s)

3.4.6.2 IPSec

GRE h > f/bdF—,
"Main" & "Aggressive"7> H BIRUN 7230,

[DES| . [3DES) . TAESI28) . TAESI92] .
WL T ZEN,

[AES256] 7> i3

TMD5] & TSHAI] 7HIREU 723V,

'MODP768_ 1| . [MODPI024_2]|
LR L T 7ZS 0,

ERLAEREEZ AN LTSN,
"Default", [IDJ . [FQDN] .
W,

IKEX T o—a AR LM ERE LET, #iPH : 60
~86400,

[DES_MD5] . [DES_SHAI] .
TAESI128 MD5] .
TAESI192_SHAI] .
LTL7Z&,
TNULL] . TMODP768 I] . [MODPI024 2]
MODPI536-5] 2»HIRWL T 2 &V,

. BEU TMODPI536_5] 7>

"User FQDN"2 LR L TL 72 X

[3DES_SHAI .
[AESI28 SHAI] . [AESI92_MD5] .
[AES256 MD5] . [AES256 SHAI| 7>53%R

CBLTG

IPsec SADHNAM Z 5% E L £ 3, #ilH : 60~86400,
DPD IR 2 3% & L £ 7,

DPD¥ A L7 U F&EFRELET,

Cisco Nhrp % —,

Nhrp 7’8 h /L DFR—/L RZ A LA TT,

% 3-4-6-1 DMVPN /X5 X — X%

IPsec 1%, IR 7 A4 X— Ry NT—7 OIS, X AYLT v THRICLD T
FARXR— IRy NU—7~DY EF— ha—HP =T 7R FITHHTT, IPsec O
RERFAZX, flxoax—F—Da va—HIEBEZMx 52 L, X
V7 4 xR EFEMTEHZ & TT,

IPsec |X, 3 FHOEX 2 VT 4 P —ERERMLEI : 38FE~v ¥ — (AH), 7
Tk tEX =2V T XA m— R (ESP), BLOAS ¥ —xF v hF—ZH (IKE) TI,
AH [ THEARITEEFEHE O T — X OFFEZ FHEIC L E T, ESP [XHEH DOFRGEE 7 —
Z WSO ITITHIE L E T, IKE [T S = — RN s E T, Zhnbd
TlE, AR ME, RAMEF = oA, BEO®F— U =AHDO | DL ED
T2 T7u— 5T L LN TEET,

a
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| IPsec Settings

— IPsec 1

Enable v

IPsec Gateway Address ‘

IPsec Mode l Tunnel v

Local Subnet ‘

|
|
IPsec Protocol ‘ ESP v ’
|
|

Local Subnet Mask ‘

Local ID Type I Default v

Remote Subnet ‘

|
Remote Subnet Mask ‘ I
|

Remote ID Type ‘ Default v

3-4-6-3

L

Enable IPsec F> RN EHAMILET, K3 OO I RABFATSH
ij‘@
UE—Fk IPsec = X—DIPT FLAELIIRAAL L LE AT

IPsec Gateway Address LT a0

IPsec Mode "Tunnel" & "Transport"/» LR L TS 72X WY,

IPsec Protocol TESP] & TAH] 2O LT XV,

Local Subnet IPsec BMR#ET D — BT TRy FDIPT FL A& AHLTL
720,

Local Subnet Netmask IPsec MEET 20— NDXy h~A T AN LTLTEE,

Local ID Type "Default", [IDJ . [FQDN]J . "User FQDN"72>HEIR L TL 72 &
AN

Remote Subnet IPsec NRFET DV E— R TRy FDOIPT KL AEATILTL
7ZEV,

Remote Subnet Mask IPsec RFET DY E—F Ry h~ATZ B ATTLTLEE,

Remote ID type "Default", TIDJ . TFQDN]J . "User FQDN"/» L3R L T 2 &
AN

F% 3-4-6-2 IPsec /XT A — X
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IKE Parameter

[+
IKE Version = v
Negotiation Mode | Main v
Encryption Algorithm | DES v ‘
Authentication Algorithm | MD5 v ‘
DH Group | MODP768-1 v|
Local Authentication | PSK v
Local Secrets | |
XAUTH =
Lifetime(s) ] 10800 ‘
SA Parameter @
SA Algorithm | DES-MDS v
PFS Group | NULL v|
Lifetime(s) | 3600 ‘
DPD Time Interval(s) | 30 ‘
DPD Timeout(s) | 150 ‘
IPsec Advanced v
Enable Compression =]
VPN Over IPsec Type | NONE v

3-4-6-4

IKE Parameter
fem  |Descripton |

IKE Version MKEvl ] B8X O TIKEV2] 7»HIZIRL T2 &0,

Negotiation Mode "Standard" & "Aggressive" 2> H IO 7E X W,

Encryption Algorithm DES] . [3DES) . TAESI28) . TAESI92) . T[AES256] 56 3¥
WO S0,

AuthenticationAlgorithm . . .

IMD5] B LW ISHAL] PHHRBUCTEI W,

DH Group MODP768_ || . [MODPI024 2| . B X" TMODPI536 5] » 5k
WLTLEEW,

Local Authentication [PSK] BLW TCA] MBET|INL T 7ZE 0,

Local Secrets FHFEAFERAE AT LTI EN,

XAUTH XAUTHZ A ZHIZ L7cth. XAUTHZ —F—4 & X2 T — k& AL T<
7ZEW,

Lifetime (s) IKER T m—3 g BT AWM ERELET, P : 60~
86400,

SA Parameter

'DES_MD5) . [DES_SHAIJ . [3DES_SHAI] . [AESI28_MD5] .
SA Algorithm [AESI28_SHAIJ . TAESI92_ MDS) . TAESI92 SHAI] .
[AES256_MD5) . [AES256_SHAI] 735 I#iR L T< 720,

NULL] . [MODP768_I] . [MODPI024 2] . 3 LTt
PFS Group [MODPI536_ 5] 7 BIEILTL &0,

Lifetime (s) IPsec SA DA 278 L E£4 ., #iPH : 60~86400,
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DPD Interval Time(s) UE— MUIDT =AW EHRHT 572D ODPDREIMREFM 2 5% E L £
TO
DPD Timeout(s) DPD¥ A A7 7 b &RELE T, #PH : 10~3600,

IPsec Advanced
Enable Compression BT D E, PNy RO~y X —DNEMRINET,

INONEJ . [GREJ . [L2TP] » 5iEIR L. VPN over IPsec FERE %
VPN Over IPsec Type HHZ LTS &

F 3-4-6-3 IPsec /X T A —X
3.4.6.3 GRE

WHNV—T ¢ 7 d1 7 bk (GRE) (&, IP Xy hU—72 LT v s a/v% L

—T 4T T BTN Ty N T T A e ha T, I,

EfbENTET —F A v =T RIEL, Wi T A KO 7 VAERR

HFERBFATELF vy 3325 hox U o ZHEIiT T,

LFOARIIZEBWT, GRE o RUMekaEMAT 22N TEE7

- GREhM > UFE, HTEWLBEDORY NU—T A4 F—Tx2—ATHDHNPD IS
v NV T XX AT —H Ny MERETEET, IPSec IR TIE~ /LT v R
OB E LT EB TEEH A,

- BREOTa haun—T 4 7 TEER A,

- B BIPT RUVAZFFOR Y MU — 7 BT DHI2IE, O2 0D FRIERD F >
U— 7 NE L2 F9,

| GRE Settings

— GRE._1

Enable i)

Remote IP Address

Local IP Address

Netmask 255.255.255.0

|
|
Local Virtual IP Address ‘
|
Peer Virtual IP Address ‘

Global Traffic Forwarding

Remote Subnet ‘

Remote Netmask ‘

MTU ‘ 1500

Key ‘

Enable NAT v

3-4-6-5

e e

Enable GREMEFEZ AN T DITIET = v 7 2 AN TL 72EW,
Remote IP Address GRE Fo RILDEBEDIE—FIPT RLAZANLTLFX
[
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Local IP Address 0—A/LIPT RLAEFRELET,

Local Virtual IPAddress N . ~ }
GRE h>Rrdm—H/ R RLIPT RLRAEFREL T IZE N,

Netmask O— DRy h~ AT EZHRELET,

Peer Virtual IP Address GRE F > XD U E—HK 2 FILIPT RLAEAHLTLIEE,

Global TrafficForwarding =~ ZOMREZ AT DH &L, T_XCHOT—HX T 7 4 v 71X GRE kv
VR CTEE SN ET,

Remote Subnet GRE h o XNV DYEF— TRy FIPT FLAZADLTLIEEN,

Remote Netmask GREFN > FNLDUE— Ry h~RTZEZAHLTLEEW,

MTU I KRABEHANL A AT L TL 72 &V, HiPH : 64~1500,

Key GREL v RNLDFX— %R ELET,

Enable NAT NAT h I = LBEREE AN L ET,

3 3-4-6-4 GRE /3T X — X
3.4.6.4 L2TP
LAY 2 bV 77 han (L2TP) X, A v F—xRy b —E X7 m /(X
(ISP) 234 v Z—x v N ETIRETZ 4 _X— kx> hTU—2 (VPN) OEIEE A[HEIC
T HDIERATLH, A Y —FRA N bRV 77 a k3 (PPTP) Ok

REERE T,
DMVPN IPsec GRE L2TP PPTP
— R
Enable

Remote IP Address

| |
Username | |
Password | |
Authentication | Auto v ’
Global Traffic Forwarding 0
Remote Subnet | 105220 |
Remote Subnet Mask | 255.255.255.0 |
| r
Use L2TP Peer DNS

3-4-6-6

L2TP
o foesen

Enable L2TPEEBEZ AN 21T, T2y 72 AN TLIEE 0,

Remote IP Address L2TP H—R—DRXT7 Y o 7 IPT RLVAFEZII R AL 45 ANT]
LCTL7E&EY,

Username LTPY— =T 22— —Z 2 AL T E I,
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Password L2TPY— =M g 5 XA T — REZAN L TS0,
o "Auto". [PAP] . [CHAPJ . [MS-CHAPvl] . [MS-CHAPv2]
Authentication MBI LT E &0,

Global TrafficForwarding = OffEZ FHZhICT 2L, T _XTHOF—H T 7 0 v 7%
L2TP b RV CTREE S ET,

Remote Subnet L2TP ME#ET DV E—FIPT7T RLRAZ AL TLEEUY,

Remote Subnet Mask L2TP MR#ET DV E— bRy F~vA 7 Z AL TLLIZENY,

Key L2TP F o R DRAT — REAFTLTLIZE,

Use L2TP Peer DNS BT DL, BT L2TP —S—D DNS 7 FL X &AL F
R

# 3-4-6-5 L2TP /T XA — X

Advanced Settings 2]

Local IP Address ’ ‘

Peer IP Address ‘ ‘

Enable NAT 4
Enable MPPE v
Address/Control Compression )|

Protocol Field Compression @

Asyncmap Value ‘ fE ‘

MRU | 1500

MTU | 1500 ‘

Link Detection Interval(s) ‘ 60 ‘

Max Retries o |

Expert Options ] ‘
2 3-4-6-7

Advanced Settings
[fem  [Desorpon

LRTPZ SA T DR XNMPT FLAEZHRELET, 22O

Local IP Address B, I TAT Y MEIYV— =5 HEIBIZ R R LIPT KL A%
S LET,

Peer IP Address L2TPH— "—D b > FVIPT L A2 AL TL 72 &0,

Enable NAT NAT k7 =V EEREEZ BN LE T,

Enable MPPE MPPER; 5k & B LET,

Address/ControlCompressio . . -

n PPPUIMIML I CTT, =2 — P —Z7 7+ /L FREDE EIZ L THL

ZEmTEES,

Protocol FieldCompression . . -
PPPOYIMIL A TY, =— VP —IZT7 74+ /L PR EDOEFICLTE
ST ENRTEET,
PPP~ 12 k 2 AL SCFHN O WF N TT, 22—V — X T 7 %
Asyncmap Value L MEZMEEF X F3, #PH : O~—ffFfff,

MRU WRNZERMZRELE T, P : 64~1500,
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MTU

Link Detection Interval(s)

Max Retries

Expert Options

3.4.6.5 PPTP

HA v RV —HA b R XY ZFa kL (PPTP)

REEHENA 2% @ LE9, #iPH : 128~1500
ko RN IR T DT D U w7 H H R R e R %
9, #ilF : 0~600,

L2TPEERED 7 = A NV Z R 3 5 72 O O e KFEFRT TR E %
x93, #pH : 0~10,

=L

RELE

L

i

DT 44— RIZIiZ, FDftho PPP Wi L CFH A2 N1 TX £
T, LEFEHNIZEH CTRUI-> T 7ZE 0,

# 3-4-6-6 L2TP /X T XA — X

%, D BALOMEZER

v N —T % ARALE—Fy b EOT T A _— K72 "tunnels" %@ U CHLEIRET S

ZEEABRICTAS Y e LT,

THICERY, ERFEE Ry FY—7 2B —

DREp—=INE YT Xy bU—2 & LTEHRIICHHTE £97

| PPTP Settings

PPTP_1

Enable

Remote IP Address

Username

Password ‘
Authentication ‘

Global Traffic Forwarding

Remote Subnet ‘ ‘

Remote Subnet Mask ‘ ‘

3-4-6-8

PPTP
[fem  [Desciptn |

Enable

Remote IP Address

Username

Password
Authentication

Global
TrafficForwarding

Remote Subnet

PPTPY A7 b aANZILET, HR3IDOD F 2 RIS
nEJ,

PPTPY— X—D T Y » JIPT RLAFEZIZRAAL & E AL
TLEEW,

PPTPH — N—R kT 22— —Z 2 AN L T ZE0,

PPTPH — N—N 3 5 X2 T — FZ AT L TLZ &,

"Auto". [PAP] . [CHAPJ . [MS-CHAPvl] . [MS-CHAPv2| 75
BIRLTLIEEN,

COMRREANCT D E, TRTOT—HX VT 7 4 v IiE
PPTP k> RI/LEEHE CiE(E SIvET,

PPTP DETH 7 Ry MEFELET,

Remote SubnetMask

Wavecrest
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3K 3-4-6-7 PPTP /3T A — X

Advanced Settings v

Local IP Address | |

Peer IP Address | ’

Enable NAT !,
Enable MPPE v
Address/Control Compression

Protocol Field Compression O

Asyncmap Value ‘ e ‘

MRU | 1500 |

MTU | 1500 |

Link Detection Interval(s) | 60 ’

Max Retries E ‘

Expert Options ‘ ]
3-4-6-9

PPTP Advanced Settings
(fem  [Deswipton |

Local IP Address PPTP 27 A7 FDOIPT RLAEZZRELET,

Peer IP Address PPTPH—/3—®D F R /LIPT RLRAZ AL TL7EEW,
Enable NAT PPTPONATHSREZ AN L £ 7,

Enable MPPE MPPERS 5k &2 AN LE T,

Address/ControlCompression =~ PPPOYIHHLA T, 2=V —1Z7 74/ FERED E FIZL THL
LR TEET,
Protocol FieldCompression

PPPOWIMI LA CTY, =2—V—1IT 7V FRREDEFIITDHZ &

NTEET,
PPPZ' 1 k 2 L WIHHESLFHI O WT NN T, 2 —F—FFT 7 41
Asyncmap Value MEDOFEFIZT 2 LN TEXET, HPH : O~
MRU B RZAGHNLZ AT LTL &V, P : 64~1500,
MTU BREERAME A LT EI VY, fiPE : 128~1500,
Link Detection Interval(s) R RNV E R T D700V 7 R ZRE L T EE

VN, #iPH : 0~600,

' PPTPEE D 7 = A NV E T 2720 DR RKERITEIE Z % E L T<
Max Retries XN, #iDH - 0~10,

) DT 4 —/L RIZiE, Z Do PPP HIHIMECFH 4 AT TE F
Expert Options T LFFUEEATKY > T S0,

# 3-4-6-8 PPTP /T X — X

3.4.6.6 OpenVPN Client

OpenVPN (%, fliFfbanictx=2V7 471 —2U—2 EVa2—nNAOxy FY

— I REt, BEIOI v RT Ty T+ — LOBMEMEERMT DA —T Y — XD AR

7TI7A4_X—hkFy hU—27 (VPN) B TF, UG67 IX, K 3 2D OpenVPN 7 7

A7 FNERFFZFITTHZEEZT AR —FLTWET, ovpn 7 7 A /LA EHEEA VR
— hT 50, ZDOL—=TDT R

b8 |
Wavecrest
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X2 UT 4T L —LTU—7 EV2—LRDFRy hU—ZFE, BL O 1=
7Ty N7+ — OB EZIRIE L £, UG67 1E, Ix K 3 5 OpenVPN 7 T A
T NERIKFFZEITT A L2 L TWET, ovpn 7 7 AV ZEEEA A — b
TP, ZORXR—TVTNRIA—FERELTCTIIAT V MERETDHIENTE
E7,

| OpenVPN Client Settings

— OpenVPN Client_1

Enable
Configuration Method ‘ File Configuration v|
Configuration File {openvpn_1-custom.conf | m

~+ OpenVPN Client 2

~+ OpenVPN Client 3

3-4-6-10

OpenVPN Client - File Configuration
(hon —TDosapton

74T v FREDovpnEXT 7 A L (RENBEB LOGEHEONE L ETr) 2RI 21
. 26627 U v LTLKESY, P NIcESNWTI IA TV FERET 7 AL ETH
R7ZEw

Edit IV T HE AR FENTT A NVERETEET,

Export Y= N—RET 7 A NET I AR—FLET,

Delete BETZ7 7 ANVEHIRTAIZIE7 U 7 LTLIEEN,
7 3-4-6-9 OpenVPN 27 5 A 7 > R D/XT A —H

Browse

Configuration Method ‘ Page Configuration v‘
Protocol [ uoe V|
Remote IP Address [ |
Port 1194 |
Interface [wn vl
Authentication [ None V|
Local Tunnel IP [ |
Remote Tunnel IP |
Enable NAT
Compression \ Lzo v‘
Link Detection Interval(s) \ 60 \
Link Detection Timeout(s) 300 ‘
Cipher \ None v‘
MTU [ 1500 |
Max Frame Size [ 1500
Verbose Level [ ErroR v|
Expert Options ‘ ‘
Local Route

Subnet Subnet Mask Operation

3-4-6-11

OpenVPN Client - Page Configuration
om  Towetn

Protocol BRI D h T AR — 7 bzl (UDP £721% TCP) &I L CL 72
S,

Remote IP Address UE—h OpenVPN H— "X—D IP 7 RLRAFEZII FAL A E AT LTS
AN
U & — b OpenVPN —/3—® TCP/UCP — b 2AFZE A LTS, #i

Port : 1~65535,

Wavecrest
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Interface

Authentication Type

Local Virtual IP

Remote Virtual IP

Global TrafficForwarding

Enable TLS Authentication

Compression

Link Detection Interval (s)

Link Detection Timeout

)

Cipher

MTU
Max Frame Size
Verbose Level

Expert Options

Local Route

RABVPNSR v U —27 (v F—T7 =—ADOFHE LT, TUNEZIITAPE i
KL 7ZE VY, TUNT /31 A (HIPv4E 72 1EIPv6 (OSILV 1 ¥3) &7 eaAfk L,
TAPT /A A3 A —HF > 18023 (OSILA ¥2) ZAh7EALLET,
T2ty iarOeXa T 40 2 HET DEOIENT DAY A 7 E IR
LTSN,
Pre-shared: —/X— L [6] U S AL U CRBREZE T LE 7, 152?){?&
Network] > [VPN] > VPN X— |2 &) L, statickey 2 PSK 7 1 —/L RiZ

— R LTL7EE,
Username/Password Y= N— | CEFFREE SN2 —F—F /XA Y — K%
ER L CRFEEE T LET,
X.509 cert: X.509 # A 7 OFEHFELMEH L CRAFLTE T LET, BIRGE,
Network > VPN > Certifications ~<X—IC&Bh L, CAGEHE, 7 J7 4 7 Mk
BRE, 7947 MRMEREZIGT D57 4 — /L RIZA VAR —F LT &N,
X.509 cert + user: = ——4 /32U — RFEFE & X509 FEAEEFREED M 5 & H L
£7,

PREX A 7% [NoneE 7% [ 05, v— IV F RV T RLAZERELE
‘d—O

PRFEZ A 7" None £7-21% lPre-sharedDiF &2, VE— K MR LT KL A
ERRELET,

ZOWREREANZT D & TRTOT —ZiB(51E0penVPN bk /LK Tk

FanhEd,

ALY A 7 BXE09GEHFEOS G, TLSIEAEE M F XA L ET., AL

L7-%1%. Network> VPN >VPN~X—ICHH L, takeyZTAZ  —/L RiTA
— hLTLZEN,

Note: = DA 7" = X tls-auth DAITHIE L TWET, ts-crypt & ZFIH D

Bl =F A= AT a N TOT r—~y bFHIEZBIML TS E

U tls-crypt

/etc/openvpn/openvpn-client| -ta.key

LZOWZ X 27 — X JEME BN E 11T BN T D72 DICHIR LT 7230,

o XNV AR T 27200V o iR ERE L £T, ——L
IIAT 2 RDOWITTHEREINTWVDIHEE, =57 v = SNTED
74T hou—FEE EEELET, #FH : 10~18005),

OpenVPNIZ % A A7 U MMEICHMESLSNET, —_—L 7T 47 DOl
FTHRESNNTWDIHEA, V== a2 ENTER T T4 T FD
0— B VEREE EEE LET, HiPH : 60~3600F0,

NONE, BF-CBC, DES-CBC, DES-EDE3-CBC, AES-128-CBC, AES-192-CBC. AES-256-
CBC BB TS 7ZE W,

BRBEEHALEZ AT LT 72E0, #iFf @ 128~1500,

R7 L —2Y A XE@ELET, #P - 128~1500,

ERROR, WARNING. NOTICE., DEBUG 72 HiER LT 7ZE 0,

DT 4= RIZHIEHL TR E A ) TE T, X7t I =22 TXY)
STLIEEVY,

Example: ncp-ciphers AES-128-GCM; % —J5[f] |

Subnet
Subnet Mask

Wavecrest

72— L—hDIPT RLAZHEELET,
a—HN— b DRy AT EFRELET,
# 3-4-6-10 OpenVPN 27 T A 7 R D/RT A — &
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3.4.6.7 OpenVPN Server

UG67 13, V—T 4 7 ETIFT Y v PRERTCORRIRARA o N —KRA 2 METe
WY FREEERE. B L OV B— T & AEREIC kS L7 OpenVPN H— X — (T %)
JELTWET, ovpn 77 ANV EEEEA VAR — R T D0, ZOX—TUT/NRT A—X
ZRELTCIOY—N—ZRET LI LENTEET,

| OpenVPN Server Settings

Enable
Configuration Method l File Configuration V|
3-4-6-12

OpenVPN Server - File Configuration

hem  Jpeserpton
P N—REDOVPNIEA T 7 AL GREANEFL I CGEAEONE L GL) ZHE T2
Browse X, 2662270 v 7 LTLKESD, YT MBSO TY—RN—RET 7 V&
TR E N

Edit IV FTDHE AVFE— SN T s ANVERETEET,
Export P—R—FET 7 A NVET T AKR—FLET,
Delete BEZ 7 ANVEHIFRT 217V » 27 LTLEEN,

#% 3-4-6-11 OpenVPN H—/N— /X5 X —%

Wavecrest m
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| OpenVPN Server Settings

Enable

Configuration Method ‘ Page Configuration v ’
Protocol ‘ UDP v ’
Port | 1194 ’
Listening IP ‘ ’
Interface ‘ tun V’
Authentication ‘ None v ’
Local Virtual IP | |

Remote Virtual IP ‘ ’

Enable NAT
Compression ‘ LZO v ’
Link Detection Interval ‘ 60 ’
Link Detection Timeout ’ 150 ’
Cipher ‘ None v ’
MTU ‘ 1500 ’
Max Frame Size ‘ 1500 ’
Verbose Level ‘ ERROR v ’
Expert Options ‘ ’
3-4-6-13
Account
Usemname Password Operation
Local Route
Subnet Netmask ‘Operation
Client Subnet
Name Subnet Netmask Operation
3-4-6-14

OpenVPN Server - Page Configuration
I

Protocol BRI T A b7 AR — 70 b=/b%a UDP £72013 TCP 2> 58I L T <
720,
o NA Y RFBHE—HARA NG EIZIPT FL2Z AN LTSV, ZHO
Listening IP FEICT B L. OpenVPNH —/S— T F RTHDA 2 & —7 = —RITAA 2 KL
=3

OpenVPNZ 5 A 7 > MMERIHDTCPIUDPY —E X FEE 2 AN LT EEN,
#ipH : 1~65535,

Port

Wavecrest m



Milesight

Interface

Authentication Type

Local Virtual IP

Remote Virtual IP

Client Subnet

Client Netmask

Renegotiation Interval

Max Clients

Enable CRL

Enable Client to Client

Enable Dup Client

Enable TLS Authentication

Compression

Link Detection Interval (s)

Link Detection Timeout

()

Cipher

MTU

Wavecrest

MAKE SENSING MATTER

A VPN Ry U —2 f L X —T =2—ADHX A 7% TUN F£721% TAP 7> 53
WL TLAEEY, TUN F /31 A% IPv4 £ 721X IPvé (OSI L1 ¥ 3) &0 71k
L. TAP 531 A3 A —HP x> | 8023 (OSI L1 ¥ 2) &7 7 EfbLET,
TRty iar0oeXa VT A MRICERT IS A T2 BIRL T EE
1/\

Pre-shared: —/"— L [F U2 L CRFEZE T LET,
Network] > [VPN] > VPN ~<— |
A—FLTLEEW,
Username/Password: ¥ — S — il CHARE SN —F—£ /SR T — K%
AL CRGEEE T LET,

X.509 cert: X.509% 1 7 OREAEZ LA L CRIEEZE T LE T, BINE,
[Network > VPN > Certifications ~X— I IZBE) L, CAFEE., 7 714 7 Mk
BHE, 7947 MNMERERNET D7 4 — L RIZA v FA—FLTLZE,
X.509 cert + user: = — ' —4//S AT — K & XS5095EHERFEO W T & H L £
D

RAEEZ A 7Y INoneE721% T DG, m— /L F R T R A %F
R

FREEX A 77 TNone £ 7-1% [Pre-shared® ;512
R ELET,

OpenVPNZ 7 A4 7 FADIPT RV AT — /L& E
AT TRy FOR Y bYRY &wR
LET,

COMRRICT — X F ¥ RrAF—FHERrRIT—a L LET, OIFFET 7T
74 T EEW L7,

Y= R—NEFICER T D7 74T > M A KR RIETHIIR L 9,
~20,

Note:Z XD 7 T A 7 o b & tlfd 2 M ENH D 5B, v 7 ODRANE %

LN
WCREBEIL static.key & PSK 7 1 —/L RIiZ A

R LE

VE—h o7 KL A

FLET,

E L. IPT F L XD % il fR

HPH -1

MEH) ICHBLTIEE N,

CRLIGFEZ AN £ 7213 ERNIC L E T,

HEhCd B L, OpenVPNZ T4 7 > FRIEDMHEIGEETCE S X 512720 £
R

[Fl—O @A F /2 IXiFAECEE O 7 A4 7 bR D L 2R LE
j—o

FAREY A X S09FEH E DA, TLSRGEE M E -z Fahic LET, A
L7-#1%. Network VPN VPN~X—UIZRBE) L, takeyZTAT  —/L RIZA V7R
— hLTLEE,

Note: Z DA 7'+ 3 ETLSFEFED A3t L CE Y £9, TLSKF51{k% ZFIH
DEEIT. =X A= F T a NZUTOT7 +—~ v FXCFH|EEML T
<EEW

: tls-crypt /etc/openvpn/openvpn-client| -ta.key

LZOIZ L 57 —Z i 2 AR E I IZTNIZT 2121, THHZBRLTI LS,

F o RN AR T D200 ) 7 B 2R E L £, #~A~t
IITAT U ROEITTRESNTWBEE, V—"—007 v a2 &NT-ED
74T o —NViEE EEEX LET, @ : 10~1800F),

A LT U FEIZOpenVPNFRHENLSNE T, h— =LV T4 7 MO
FTHESNTVDHEE, V== T v a ENFER I TA T FO
o—h VA BEE LET, FEH  60~360070,

NONE, BF-CBC, DES-CBC. DES-EDE3-CBC. AES-128-CBC. AES-192-CBC. AES-256-
CBC MHEIRL TLE &V,

RRNBEHENLZ AN LTS, #H : 64~1500,
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Max Frame Size BR7ZL—AY A4 XZEELET, #PH : 64~1500,

Wavecrest
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Verbose Level T —, BB, Ty I LBIRL T IEE N,
TOT 4= RIZIFME 52 A T&E . HEXFHNITEIan o TREY
Expert Options e
Example: ncp-ciphers AES-128-GCM; % —J5 ] |
Account
RBFEX A TN — P — L3R T — ROEFE, OpenVPNZ T4 T b D —
Username & Password P—Z L RRAT— REZRELET,
Local Route
Subnet 2 —J1 b L— FDIPT KLU RAEZRELET,
Subnet Mask H—=R = DRy b AT EBRIELET,
Client Subnet
Name £ Hii% OpenVPN 7 A 7 v FiFAZEOLESA & L THRELET,
Subnet OpenVPNZ Z A4 7> hOY T3y FERELET,
Subnet Mask OpenVPNZ F A 7 DYV T Xy bRy b~ A7 EFREL T EE N,

# 3-4-6-12 OpenVPN — X—D /T XA — X

3.4.6.8 Certifications

OpenVPN H#— 3—_ OpenVPN 2 5 A 7 > . F£7213 IPsec — 3— & L TENVET
L6, WAEX A TR LT, ZON—Y TRERFEHEBS IS —7 7 A L&A
YAR— M AR— T HENTEET,

| OpenVPN Client

= OpenVPN client_1

e SR
» ==

-+ OpenVPN client_2

-+ OpenVPN client_3

3-4-6-15

Wavecrest
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| OpenVPN Server

— OpenVPN Server

o | oo T e J oo f o
| =33
| oo L
. | =3 3 X
n | = 2
| 3 3 B
Preshared Key | | 5rowse | import |

3-4-6-16

| IPsec

— IPsec_1

A | =3
| =
| | oo |
| Jliases |
| =3

3-4-6-17

3.4.6.9 WireGuard

WireGuardiL, FEFITT 7L Th VD 72708 6@l THARIZRVPN T H 0 | Fedohin D
WS HT 215 H L CuvEJ, WireGuardiZUDP7' a2 k2L Z ML ChT 7 4 v %
fatLE9,

— WireGuard_1

Enable

Interface wg0

Customized Private Key

Private Key

#|

Public Key F8xRHUqMQOfgJTw4V4M7gvi |

Listening Port

DNS

1
|
IP Address ’ |
|
|
\

MTU

Peer Public Key Allowed IP Endpoint Address Operation

06
Wavecrest
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[%]3-4-6-18

T

WireGuard { > % — 7 = — XA Z AN LET., &K 3 DD WireGuard 1
Enable L H T AT S NET,

Interface WireGuard{ > X —7 = — AL R R LET,
_ ) Z OWireGuardA{ > # —7 = — ADFEHEAZ AL ~ A ZF 5028 5
Customized Private Key %?ﬁfﬁ Li_a—_o ﬁ%;j]c: Lf:%él\\ 754 T ]\ oo —% ”—Z))EEER L
TR A AL E9,

Public Key AR L > TAR SN AL R R LET,

IP Address T — AR KEIPT RL AL Ry h~RAZ ZRELET, #:
10.8.0.2/24

o WireGuard/3 7 v b OEZEIEHT 2R - FEaRELET, B

Listening Port WireGuard{ % — 7 = — A Tl H— BB % KB4 5 MEENH 0 %
‘a—o
Z DWireGuard{ > X —7 = — ADDNSY —X—7 RL ZAZRE L F

DNS T, EoFEFICTARE, =X —i3HEBERY N Y= A X —T = —

A (WAN, E/LTF—722L) ODNSY—R—7 FL 2A&HHLET,

Z OWireGuardA{ > # — 7 = — A D KEEENMN (MTU) ZHELF
MTU T, BEWMOEFICTIE, A—F—FER Y NT—T A U H—T = —

A (WAN, BT —72E) OMTUEERA L E T,

(+] 227V v r745L, ZDOWireGuardf{ > ¥ — 7 = — A DWireGuard
Peer Table T EBEIMTE E4. 1 DDOWireGuardA{ > ¥ — 7 = — A3 A K 20{E D
BT BT £,

#* 3-4-6-13 WireGuard /X7 A — %

Edit

Peer ‘ ‘

Public Key ‘ ‘

Allowed IP

X

Route Allowed IP

Preshared Key

Endpoint Address

Keepalive Interval

|
|
Endpoint Port ‘
| 25

3-4-6-19

WireGuard-Peer

T

Peer WireGuard 74 R E L E£9, ZO4AENEL. 2D WireGuard 7 714 7
VIMNT—EBETHIMLENH D 7,

Wavecrest m
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Public Key

Allowed IP

Route Allowed IP

Preshared Key

Endpoint Address

Endpoint Port

Keepalive Interval

3.4.7 HTTP Proxy

WireGuard B 7 % — 3—/7 F 4 7 > FOABEERE LT,

WireGuardt'7 DLANR v T — 27 OEEEDIPT KL AL Ry b~ A7 Z#EL

F£9. % : 192.168.1.0/24

| ©® WireGuard Y7 Zx LT, Hix K 8 DDFFA[ IP 7 KL R3S TE £97,
TR ENZIPT L RDEHIIL—T ¢ > 7 2 BN DHEEE &2 A3 £ 72138

Li—g"o

FRHHEERARELET, TS E—T=2— AL ET A Z—T = —ZADM

TR Bz & E T DM ENH D £

WireGuard 7 —R_R—| 7 S AT FDIPT RLAEZII R AL &%
=

WireGuard ©°7 % — 3—/7 Z 4 7 F DR — 2R E L E9,
Bt S HESL SN T=t% . & DWireGuard1{ > ¥ — 7 = — A X E#AIZ Nn— b
by FEREL., #aiEE L E4, OXIEAEMLEER L £7,

# 3-4-6-13 WireGuard-Peer /XT X — %

F—=rTxzAlE, X2V T 4 FOBRTEEREDOIPT RLAEZE LRSS, HTTP
XY — N — T L TR RO A o Z—%y hY A NEBETHIENTEE

ER
| HTTP Proxy

Enable
Proxy Server Address | ‘
Port [ 3128 |
Detection Cycle(s) | 300 ‘
Proxy Exception ' Direct Connection V‘
Status Disabled

3-4-7-1

HTTP Proxy

fon oo

Enable

Proxy Sever Address
Port

Detection Cycle

Proxy Exception

Status

Wavecrest

HTTP 7' % U HRE A B2V E 72 I3z L E 9,

VI A MEEETLZT oy —"—DT7 LA (IPIRAA %) %
BMELET,

V7T RAMEERETLIZI X P —R"—DR— 2R ELET,

HTTP 71 % 33— R—~ DR N 7 = A L LTS OHFRITRIEZRE L
iﬁ—o

FaF YR~ DN T AN LR AED N T T 4 v I E— R
BN L CTL7E&E 0

Direct Connection: 7= % Z (BT, JIBY—R—~EE+ T T4 vV
EELET,

Traffic Interception: 7' 0 % o — N— L OEERNEIRT L ETET 7 4 v 7
AU A =T M LET,
F—hroxAfTaxi—"—foEpkEEER T LET,

#F 3-47-1 HTTP ' %1 /35 X — X

Ik L

e
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3.5 System

OB a TR, BT I N, T2 EBAY—E X, AT ARG, i@
— P —EFH SNMP, A X b7 T — L7 E DR E DR ITIEICOWTEA L
*7,

3.5.1 General Settings

3.5.1.1 General
— R EICIE., VAT AEWR, T/ EAY—E R, HTTPS SEEL NS EE T,

General System Time SMTP Phone Email
| System
Hostname ‘ GATEWAY ’
Web Login Timeout(s) [ 1800 ’

| Access Service

Enable Service Port
HTTP ’ 80 ’
HTTPS 443

TELNET
O ES |
SSH 22

| HTTPS Certificates

GO oo e

3-5-1-1
L L | S
System
Hostname 2 —P—EEDF — N T =AML, OO FILIT LT 7y ~  GATEWAY
TIHELILERH D 7,
Web BALT U NBFELTSE, BEa A RN ELRD E
LoginTimeout (s) = ¥, #iPH : 100~3600, 1800
Port P—EADOR— FFESERELET, &iPH : 1~65535, -
— ZOFTvarERCTLHE 22— —IFHTTPREHR TF /N1

oo —Hnr AL, Webkil L CT 27 2k Lol &0
WREE A2 0 EF

IDOF T a rEERTD E 22— P —IHTTPSKRH T

HTTPS 2—OBIRYE— LT A RIZn AL, Web 443
BHTT 7B ARBIOHIEITDZ ENAREL 20 £,

TELNET P F, B—HABIRY T— B FRAL RIS A 23
L.

105
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TELNET Z2fE L Cr—h LBl E— b2 J 1
L. &7 3 U &3R%. Web A TT7 7 & 2 X O
THZENTEET,

ZOF T a rERIRT S L = — P —FRIEISSHIRH TF

SSH SNA ZCB—HAABERYE— kb s A 45k
MRARE L 720 £ 77,
HTTPS Certificates

"Browse" R X &7 U v L, PCLOGEFET 7 A /L% BIR
L7z, "Import""RZ %7 Vw7 LTI 7 ANET— Y

Certificate =TT v T a— FLET, "Export' K22 %2 ) v 755
. T ANVDBPCIZTZ I AR— M EZNET, "Delete" R %
IV T HE T ANDHIBRSIET,
"Browse"" R ¥ &7 U w7 L, PCEDODXF—7 7 A /L EEIRL
Key 72t%. "lmport"HRZ L& Vv T BHE T AINNT— |

TxAIT v —REINET, "Export" R &7 U v U
T5HE. T AINBPCIZEY AFR—FENET,
"Delete" "X > % 7 Vw7 55&, 77 ANADPHIBRINET,
K 3-5-1-1 FEARFRENRT A —X
3.5.1.2 System Time
OB a TR ALY —URLRE Y A TG te s AT LML ORRE ST
EIZDOWTH L E T,
Note: to ensure that the gateway runs with the correct time, it's recommended that you
set the system time when configuring the gateway.

| System Time Settings

Current Time 2019-06-12 20:34:32 Wed

Time Zone | 8 China (Beijing) .

Sync Type I Sync with Browser v

Browser Time 2019-06-12 20:34:32 Wed
3-5-1-2

System Time

tem  Descripon
Current Time HEDO AT AZ =R LE T,
Time Zone Faey XX VA2 70y 7 LT, TEHEDX A LY — 1 %

RLTLTEE N,
Fey 77X VRN a27 Y v 7 LT, RARMOEEZ By
<&,
Sync Type Sync with Browser: 7' 7 7 L %) % [FH] L £ 7,
Sync with NTP Server: NTP— /3 — L BEZI 2 R L £ 9,
Set up Manually: F8) CRZ| 253 E L £ 7,

Sync with NTP Server

NTP Server Address NTPH—/X—D7T7 RL A (RAA 4NP) ZEELET,
Frxv %, XYy NIT—2 FONTPZS5A T MIFXF—h U =A
Enable NTP Server L ORI A EH X £,
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#2 3-5-1-2 VAT LWGHNNT A — X

3.5.1.3 SMTP
SMTP (Simple Mail Transfer Protocol) %, FEF A —/LOEZFITMHEHIND

| SMTP Client Settings

Enable

Email Address

Username

Password

SMTP Server Address

Port 25

Enable TLS O

TCP/IP 72 h /LT3, ZDOEZ I 3 TlE, BF A —IVREDOHK FIEIZD
WTCREBH L £ 97,

3-5-1-3

SMTP

SMTP Client Settings

Enable SMTPZ Z A 7 v M REZ BN E T IT MR L E T,

Email Address FEEEZDOA—ILT FLRAEZAHLTLEX VY,

Username EEEFEOA— N2 —ZEZ AT LTI,

Password EEHEDA—NIRAT— RE AL TLZEN,

SMTP Server Address SMTPH—/R—D R A A 44 E ATTLTLTIZE N,

Port SMTP — N—DKR— FEEEZAN LTSIV, & : 1~
65535,

Enable TLS TLS By Sk 2 G2 F 7213 sl UE T,

¢ 3-5-1-3 SMTP % &

Related Topics

PRAVAN v

3.5.1.4 Phone

BEEORRTIX., BEE/ISMS P U T —B XA X FDSMS 77— L2 E#E L £97,
R B RE 2 2 12— h U = A IO B H S E 9,

Wavecrest n
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Phone Number List

Name Number Operation
l List1 654321:123456
3-5-1-4

Description

Phone Number List

Name BTN —T B EEELET,

EHEFEFEAILTLLIZE D, T, BIO T+ & 1) OFEHAMNAEET
T, BHOEFZIX ;] TRUDZLENTEET,

# 3514 G E

Related Topic

* T~ v NEE

3.5.1.5 Email
A —JLEREICIZ., A X FDORX—ILT FT— "N EGENET,

Email List

Name Email Address Operation
‘ list1 sam@user.com;hot@gmail.corr
3-5-1-5

Description

Email List

Name A— IV TN —T DRI EHEL T EIN,

A—)LT RLARAZ AL TLIZE, HEDOA—LT KL AL [;) T

Email Address K5 - L NTxET,

7% 3-5-1-5 XA — L3 E
3.5.2 User Management

3.5.2.1 Account
ZITIE, BEHEoOu A v a— Y — 44 XA — REEFETExET,

Wavecrest n
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Note: it is strongly recommended that you modify them for the sake of security.

| Change Account Info

Username

Old Password

|
|
New Password ‘
Confirm New Password ‘

Save

3-5-2-1

o e ]

Bl —HF—£E2AS LTS, az, 09, " " "" /¢
EoXFEMEATEET, RO LFIHFTIIWT EE A,

Username

Old Password

New Password

HEDONRAT—RE A LT IZEN,
ZERLSNDEREDOASCILF 2 G LW AT — Ra AJJ LT
KEEV, RRT—REARL L bHICFEL LT & 13058
LolEFEeEr, 5~3ILFOESTHLILERDY £,

Confirm New Password HLVWARRT — REFHEANDLTLIEE N,

3.5.2.2 User M

% 3-52-1 T AT MMEH

anagement

ok a ik, lma—Y—7 v NOERR A
IZOWTHEIA L £9, Hi@a—F—DRERIZIZ, FEAEY
B L HAW IEXIANEG ENET,

| User List
Username Password Permission Operation
[ e | [ 3
| test ’ [ ‘ | Read-Only v
]
3-5-2-2

User Management

Username

Password

Permission

Wavecrest

FLna—PF—ZE2 AL TLIEEN, az, 09, " " """l FTEM
HTEFET, PO FITIEHTTITWTEHA,

NAT— RiE, ZAZREBOASCILF TREL T ZE, RAT—
RIZiFD < EBILFLIODEFEE D, 5~3ILFDOR S Th D HLEH
%Dij«o

= — —HER % "Read-Only" & 7= | "Read-write" 7> H BN 7231,
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- HABBVER: 2oL roax—Y—ik, F—F T A OREEFR
TDHDOHAEETT,

- WMAEZZOLATHE, 23— U= OREEFTIEB L
VBRETEET,

F# 3-5-2-2 — P —EF

3.5.2.3 HTTP APl Management
ZDkB VT a o TiE, HTTPAPI 7 7 v MERDEREITIEITHOWTHI LET,

| HTTP API Account

Type l Independent HTTP API Acce V‘
Username ’ ‘
Password l ral ‘
Advanced O

3-5-2-3

User Management
fem Jpeserpion

Web GUI 7T 7> K EREILT HTTPAPI 70 7 v MEBRAZRIRT B>, L L

Type T H oy P EEALT I,
MOTHTy MERERLIH L2 —P -2 %2 T AN EEY, az, 09,
Username "N R EONFEFEHTEET, BPWOXTFIRE T TEEY AL

Password RNRAT— R, ZZEEEERAEBEOASCILFA2 G5O THREL T EEN,

HAEONRATU—RKZAJL, [Transform %27 VU v 2742%&, HTTPAPI 12 7 o
Password o amEriE B O ELS NI AT — RNFRSNET,

3 3-5-2-3 HTTP API &

3.5.3 SNMP

SNMP (X, X N =V BRI DDFRy NT—IVEFHTIAFERAINTVET,
SNMP (X, EEXN R AT ANOEBIEXTEHT — X2 AL ET, AT A%,
AT LDONRAE LA A FRIR T D E BN — X (MIB) THER S L TWET, T
LOEEIT, BT ) r—va il oTYE—FCHRETHZ ENTEET,
T b — 7 BREIZEIT HDSNMPORRE CTlE, NMSE X USNMPEH v 75 L%
TR =T —ITHRETLHLENH D ET,

NMS/ o D7 = U 2 FHEB 3 572 OFREFNAIL FRLo@E Y T3 -

. SNMPEREZ AN L ET,

MBY 7 A V& X a—RL, NMSIZCue— KL%,

MBE = —Z 8 E L £,

VCAMZHE L ET,

H W

Wavecrest n
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3.5.3.1 SNMP

UG671ZSNMPvI, SNMPv2c., SNMPv3/S— 5 U Z25lS L TEY £4, SNMPvIE L
OSNMPV2cidE a2 R 2 =7 o AGEE2 A L TEB Y £9°, SNMPv3|Io—H%—4 &3
AT — NIZ L DGER Sfb a2 L Tk £,

| SNMP Settings

Enable O

Port [ 161 |
System Name [ 24E124FFFEF24660 |
SNMP Version ‘ SNMPv2 v]

Location Information ‘ ’

Contact Information ‘ ’

3-5-3-1

SNMP Settings
hom —omen

Enable SNMPHERE &2 B 2D £ 713\ L £ 9,
SNMPD U A= 7R — M E LE T, #H : 1~65535,

Port .
7 7 4V hOFR— ME 161 TT,

System Name T=hrU A ERT AT 2L E T AT TZS VY,

SNIMP Version SNMP N— 5 &8I L T 72 &V, SNMP vIv2c/v3 IZ5HIGR L
TWET,

Location Information LA E2 A1 LT &,

Contact Information ARSI E R A AT L T 7ZE0,

¢ 3-5-3-1 SNMP /XT X — %

3.5.3.2 MIB View
TOBZarTiE, ATV FOMIB E 2—DBREFIEICHOWTEHBHALET,

uE
Wavecrest



IN([IEETs] ]88 MAKE SENSING MATTER

| View List
View Name View Filter View OID Operation
£ == [ |
| system | | included v| [1361211 ]

3-5-3-2

MIB View
fem  Desoripton

View Name MIB B = — DA FTZ R E L E T

View Filter "Included" & "Excluded"7> 538 L T 72 &V,

View OID OID FEHZEZANLTLZE,

Included BESNEMIB, — FRNOTRTH /) — K27 Tx%1,
Excluded FEESNTZMIB / — FERS T _XTHO /) —RFa s TEET,

# 3-5-3:-2MIB B =2—D/XT A —X

3.5.3.3 VACM
DB aTiX, VCAM /X T A —H OFREFTIEITHOWTIHIHAL F9,

| SNMP v1 & v2 User List

Community Permission MIB View Network Operation

| private | | Read-wiite v| | A v| [ 00000 |

| public | | Read-only v| [ none v| [00000 |
3-5-3-3

VACM

Description

Community I a=T A AEFRELET,

Permission "Read-Only" & "Read-Write" 7> HEEIR L T 72 &\,

MIB View MB E=2—UR LD, HREZFRET D MB E=2—2RIRL T EEN,
Network MB E=—IZ7 7 BAT MRy hI—ZDIPT RLABIUE > MK,
Read-Write FBE SN/ MIB / — FOMERIZ, FEAED & FHEIALTT,

Read-Only FEE ST=MIB — R OMERRIFFEAI Y FHH TF,

SNMP v3 User List
Group Name SNMPv3 7 )L— 7 D4R R E L E T,

E
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Security Level MRRAE7e LIBERE 54k . TRBAES U IR {b) | " Auth/Priv' e BIIR L T2 &0,

MIB B =— U & k5, HEFR % "Read-Only"IZFXET D MIB B = —Z IR L T 72 &0,
Read-Only View

MIB E=— U X 5, HEMR % "Read-write"|ZF%ET D MIB B = —Z 84K L T 72 &0,
Read-Write View

Inform View MB E=—U X )5, HERZ"Inform"IZE%ET D MIB B = — %2R L T 7ZE 0,
# 3-5-3-3 VACM /T A — X%

3.5.3.4 Trap
ZDOEBZ v arTiE, SNMP F T v I b5 %y hU— 7B AZGNCT D HFIEICHOW TR L £

| SNMP Trap

Enable v

SNMP Version | SNMPv2 v

Server Address ‘

|
Port ‘ '
|

Name ‘

B
3-5-3-4

SNMP Trap
fom e |

Enable SNMP 7 v FHEEZ B2 7213z LE 7,

SNMP Version SNMPD /X — 0 g &38R L £ 97, SNMP vI/N2c/v3IZxis L T
B F9,

Server Address NMSDIPT RLAEIEIRNAAL U E T AT TEE N,

UDPR— r & AL TL 72 &V, R— M#iHIX1~65535T

Port +, F 74 FOFR— FEL162TT,

SNMP vI/V2c & ZRIHOBG 1T 7V —T %2 T AN 7ES
W, SNMP V3 % TR DG EIF=2—F — £ &2 T A< 72
Uy,

"NoAuth & No Priv", [FEiEH 0 - FEREFAL] . "Auth & Priv'/n 5
BIL T TEE,

Name

Auth/Priv Mode

#3534 NT o R T XA —X
3.5.3.5 MIiB
DBV arTiE.MB 77 ANMDOX T a— RFIEZOWTHIB L £9,

| MIB Download

MIB File | AGENTX-MIB ba 4| Downioad |

3-5-3-5
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MIB File WEIRMIBY 7 A L Z BIEUVL 7Z2E 0,

Download "Download" "% > %27 U 27 LT, MIBZ 7 A /V&PCIZH 7> ra—
FLTL7Z&W,

#3-535MB & v rm—F

3.5.4 Device Management

3.5.4.1 Auto

a—H—ERkIE, MilesightBlF 727 v b7+ — LB RET O T 7 A NEDAX <A
AL, BRTHZENTEET, HEf v a =B aAMEI ., 7314 &
WA H =Ry MCERINTWDIEE, 73 2377 7 A VEZE L. Y)
IR TEAATINF 4~ DEEEEIT T XA Z M MilacichtBEAR 75 o K7 4+ — A~DE

=y a'iva
MLZFXE | Auto Provision

Enable

Status Connection Failed

Save & Apply

3.5.4.2 Management Platform
ZDOR—TTIX, 73 A A % DeviceHub & 7= [ Milesight B3 77 »~ ~ 7 — A2 HE
L., 77— U oA ZEPRICERERST L2 LN ARETT,

| Management Platform

Enable

Platform Type ‘ DeviceHub 1.0 V\

Activation Server Address l ’

Device Management Server Address ’ ’

Activation Method \ By ID v \
o | |
Password ’ ’
Status Disconnected

Save & Apply

3-5-5-1
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Management Platform

Description
Enable T—h U A ZERT Ty N T — DNCEERT D0 E I NEFREL
i‘é—\O

Milesight DeviceHub 1.0, Milesight DeviceHub 2.0, F 7213 Milesight
Platform Type Development Platform [XA4 7> a3 > & 72 0 £,

T LBEETT Y T+ —LHOEFKEEZR I LET,

Status

DeviceHub 1.0

Activation ServerAddress
DeviceHub @ IP 7 L RAFE 2T KA A >

DeviceHubManagement L L )
Address TN ADBT I8, ANT ‘:%ﬁjﬂé 72 OURLT K I/X“C“ﬁ‘o i -
http://220.82.63.79:8080/acs,

7 — K = A % DeviceHub ¥ — — |28kt T 57200 DT 7T 4 _X—

Activation Method a VEEZEIRL TS, 47T 3 U E"By Authentication ID" & "By
ID" ¢,
Authentication Code DeviceHub/» LA SN7Z78FE2— RE AT LT 72 &0,
ID
BERFE I~ DDeviceHubT 7 7 > b (XA —/L 7 KL R) L RXRATU—R%
Password AN LTLZE W,
DeviceHub 2.0
Server Address DeviceHub @ IP 7 RL A FE T KA A 4,
7% 3-5-5-1

3.5.5 Events

AR MEREIL., FFED VAT LA X DR RAELEBEIC, EXA—ILTTY 79— 2R ETHZ &
NA[RE T,

3.5.5.1 Events
TOR—=TTE, T I9—2b A b —UFERTAH I ENTEET,

Events Events Settings

LoRaWAN Mark as Read Mark All as Read [l Delete All Alarms

Status Type Time Message

l<|> 10 " Goto:‘ HE‘

System

General Settings

User Management

AAA

Device Management

Events

3-5-6-1

15
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N

Mark as Read BIRLIEANR N T I —2 2 HHE L T~—27 LET,
Delete WIRL7=A RN T T7—22HIBRLET,

Mark All as Read FTRCOARNT T —25PRELTY—27 LET,
Delete All Alarms TRTOAR NTFT—L25HIBRLET,

Status AR NT T —LDFHHLMY) AT —F AR RILET,
Type TI—bKkG LB AR NOEESFRRLET,

Time T T — LIS ERA R R L ET,

Message T —LONEERRTLET,

3 3-5-6-1 A X2 hRT R—H
3.5.5.2 Events Settings
o7 a T, BT O AN FOFEEE . EEMNIAE LRI R
— VB X USMSIRA Z 32 T D 02 E O I aRETE £,

| Events Settings

Enable
Phone for Notification ‘ v I
Email for Notification ‘ v '
Events Record Fmail oM
Email Setting SMS Setting
Cellular Up O 0 0
Cellular Down 0 0 0
WAN Up 0 0 0
WAN Down 0 0 0
VPN Up 0O 0 0
VPN Down 0 0 O
Power On 0 0 O
Power Off 0 O 0O
Connect to UPS External Power Supplies 0 0O
Connect to UPS Internal Battery 0 0
UPS Low Power (20%) 0 0
UPS Abnormal Charging 0 0
Disconnect the UPS 0 O
Docker Exception 0 0
Hitp Proxy Down 0 0 O
Http Proxy Up 0 O 0
3-5-6-2
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Event Settings

o Josepin |

Enable "Events Settings" & AT BITIX, T= v 7 B ANTL XN,

Phone for Notification

SMST T — L a5 T HERE /N — T mEIR L T2 &0,

Email for Notification

A=NT T—=LEZETDHIA—NTN—TEFRLTIZEN,

Events =R U2 ADBFIELTWEA X NOFEEE T,

COFT A T =y I EAND L. A2 T T — AOBTEN
Record 3 Event" ~— PIT FRgR S ALE T

) DX T ailTFay 2 ANDE AN NT T —LOMEA
Email B A— L CRE S ET

7V v r$bHE "Emal" =V XA L7 FER, A= T —TF
Email Setting BEECX £

IOFTailTFay B2 ANDE AN NT T —LOMERA
SMS AMSMS TRER SHLE T,

) 727U w74 5L, "Phone" X—IICBENL., BIESNL—TF U R NEHRE
SMS Setting “xF4

K 3-5-6-2 f X2 R RT A —H
Related Topics
A — VERTE

e ST U
5 ati X AL

3.6 Maintenance

Tk a TR, VAT LDAT TR — )L EEPIZOWTE L E T,
3.6.1 Tools

N7 TN a—T 4 7 — T, ping 3B X N traceroute 23 AV E T,

3.6.1.1 Ping

Ping” —/LiX, #MR v B U — 2 ~Dpinga FITT D7Dk STV E T,

| IP Ping
\ o

% 3-6-1-1

em Jomseipion

Host F— R T = A DBINT TR Y BT — 2 ~Ping%& £
fELE,
# 3-6-1-1 IP Ping /X7 X — %
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3.6.1.2 Traceroute

L —Z2L— b Y —E, X NI — I N—TFT 4 T T 2ANDNT TN a—TFT 4 L TIfE

| Traceroute
[ e
HEIET,

3-6-1-2

Traceroute

B JEefms ]

Host W HR LR DA A FDOT RLATY,
#3-6-1-2 hL—RAJ)L— hRT XA —X

3.6.1.3 Packet Analyzer

NNy NTF T AL, Bl A X —T 2 — ATy NaeXxy T ¥ 357D

SHETI,

| Packet Analyzer

Ethernet Interface Any v
IP Address ’
Port ’
Advanced 0

3-6-1-3

Packet Analyzer

I o

Ethernet |

nterface Ry by 7F I HA4 0 X —T7 2 —RAERRNL T TEEN,

IP Address N—H =N T F ¥ T BIPT RLRAEZRELTL I,

Port
Advanced

N—Z =X TF X T HR— e EL TIEE,
A=y 77 O— NV EFRELET, 74—~ ME tepdump TT,

F36-133y ETFIFTA DT A—X

3.6.1.4 Qxdmlog

OB a TR, QXDM Y — L EZ N LT T —FD a—/LOZMa V2 INEST 52 LN

cEET,

Wavecrest



IN([IEETs] ]88 MAKE SENSING MATTER

3-6-1-4

3.6.2 Schedule
ZoEerZ T arTlE, F— MU oA COEMLHEBOREFIEZOWTHB LET,
| Schedule

Schedule Frequency Hour Minute Operation

v Every Month v 1 v 0 v 0 v X
%]

3-6-2-1

o sl

AT a—bA X N OEP:
;7 — b U = A ZEHRICTERE L E T,
Frequency AT a—NEFETT DR ERRL T 7EE,
K 3-62-1 ATV a—NXTA—H

Schedule

3.6.3 Log

AT Lu TR, VAT A0 GEE R TR, =T — EHE AN FOR
R EENTWET, RICEENDLIT —HEHRTHI LT, VAT LE LT
TNy a—T 4 VT HERESC - —L, MEOKER T AT A7 1k AR
EFHIZE— RSN TWDINEI PERETLHZENTEET, VE—Fr 7Y —
N—=OFHANRARETHY , 7= T =TT X THOI AT v 7 % Syslog Watcher
mEDYE— bR T Y= —|IT v e — NLET,

3.6.3.1 System Log

DB arTIE, a7 ANNDE T — REESE, Web ETRIITO0 72K RTHH
HBIZHOW TR L £ 4,
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System Log Log Settings
| Download
File Log File v
| Log
View recent(lines) ’ 20 v
Thu Jul 18 15:01:25 2019 user.notice redis[1859]: Background saving terminated with success A

Thu Jul 18 15:06:26 2019 user.notice redis[1859]: 10 changes in 300 seconds. Saving...

Thu Jul 18 15:06:26 2019 user.notice redis[1859]: Background saving started by pid 11683
Thu Jul 18 15:06:26 2019 user.notice redis[11683]: DB saved on disk

Thu Jul 18 15:06:26 2019 user.notice redis[1859]: Background saving terminated with success
Thu Jul 18 15:11:27 2019 user.notice redis[1859]: 10 changes in 300 seconds. Saving...

Thu Jul 18 15:11:27 2019 user.notice redis[1859]: Background saving started by pid 15776
Thu Jul 18 15:11:27 2019 user.notice redis[15776]: DB saved on disk

Thu Jul 18 15:11:27 2019 user.notice redis[1859]: Backg d saving termi d with

Thu Jul 18 15:16:28 2019 user.notice redis[1859]: 10 changes in 300 seconds. Saving...

Thu Jul 18 15:16:28 2019 user.notice redis[1859]: Background saving started by pid 19899
Thu Jul 18 15:16:28 2019 user.notice redis[19899]: DB saved on disk

Thu Jul 18 15:16:28 2019 user.notice redis[1859]: Background saving terminated with success <

Clear Log

3-6-3-1

System Log
fom  Deserptn |

Download nJ 7y ANEXY L r— RLET,
View recent (lines) AT AE T DRRETER R LET,
Clear Log BEOVAT w27 VT LET,

3 36-3-1 VAT AT DIRNTG A —X

3.6.3.2 Log Settings

Ok arTix, VeE— el Y —nR—Ltuo—hlua lOREEZANT D HEITHONT
Az R =

System Log Log Settings

| Remote Log Server

Enable @

Syslog Server Address ‘ ’

Port l 514 ‘

| Local Log File

Storage ‘ local A

Size [ 1024 K8

Log Severity ‘ Info Y
3-6-3-2

Log Settings
(M R ]
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Remote Log Server

"Remote Log Server"Z Bhizc4 5L, F—FU=A1XTXTD

Enable RF AT E Y E— b — AR LE T

Yo — ho AT A0 P ——DOF7 KL Z (IPIRAA 4)
Syslog Server Address EOAS L AN
Port V"R AT L0 7P —R—DFR— 2 AN LTI EEN,
Local Log File
Storage TP In ST A NERAEVIRGFTHIENTEET,
Size BRETHERT 77 ANDOY A XEFEL T IV,
Log Severity EREDY R M, syslog 7’1 b I /LIZHEHLL TUWET,

3632 AT LT DINTG A —X

3.6.4 Upgrade
Zok7 v ar T WebBBHTF — bV =ADT 77— LU =T %27 v 77 L—
FILECOVWTHALET, BH, 77— 027 D7 v 77 b—RN&{T9
BT D £H A,
THE: 77—AU=T 07 v 77— FHE, V=7 =V ETOBRT—R#EL<
3V, BfEZRATO LT v 77 L— RHRHEiE 50, HEIC K o TR BES 57
REERH D £,

Upgrade

| Gateway

Firmware Version 60.0.0.42-r5

Reset Configuration to Factory Default [

Upgrade Firmware ‘ ‘ Upgrade

3-6-4-1

Upgrade

T
Firmware Version BHEDOD 77— 02T N "N—Vg 2R R LUET,
Reset Configuration to ZOF T aryEBEIRTHE, Ty L — RIS — U=
Factory Default AT T 7 3L FRECY By FERET,
. "Browse"RZ L& Y vy LTH LW 7 —ALUxT 77 A /L%
Upgrade Firmware IR L, "Upgrade"z 27 UV v 7 +5L 77— LT T N7 v 7L
— FENET,

K 3-6-4-1| T ST L — RRF A —H

Related Configuration Example
77— 2027 D7 v 7 7L —FK

3.6.5 Backup and Restore
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Tk a TR, VAT AREERIRDTFTEREIR Ny 7T v T a7 7 A IR
T DHE, N TF Ry I T o PO DICEHERGRED DO ER S5 T
B, REZ 7 ANVET— U = A IET 2 HE, BRXOLEGHMREOT 7 4
MY 'y T D HFECOWTIEH L E T,

Backup and Restore

| Restore Config

| 22 =

| Backup Running-config

Full Backup Batch Backup

| Restore Factory Defaults

3-6-5-1

Backup and Restore
o Do ]

) "Browse"RZ &7 Y v 7 LTRET 7 A /VEERIRL, £ D% " Import" & >
Config File B2V vl LTRET 7 ANES — hT oA 27 v 7a—FLTL S0,

(TR I T o7 Vw23 DE, BIEOHRET 7 A /VEPCIZT T A
R—brLET,

(R TFNy 2T o7 22V rFTDE NIy 73T —X—DF—F
7 A ID, T XTOMAIAI NS % E. WAN OFIJIP 7 KL A, WLAN
PRE. 22— P —EHERE. DeviceHub iBiF 2 — K, 4_XT® APP X T % k&
<, BEOHREEZT 7 AR—KLET,

"Reset"RHX &7 Vo r45L, THHEHREOT 7 3/ FEEICY Yy B &
Reset NET, Uk MUBBRZE T2 L, F— b= LEES L £,

Full Backup

Batch Backup

F3-6-5-1 R 7T o TBIOEITT/NT A—H

Related Configuration Example
TR DT 7 )V FERE~DE T

3.6.6 Reboot
ZOR—=TTIE, F— b= AZ2lEBIL, 274 RXR=VICREDLDZI ENTEE

-

To IMLWRENKOND Z L ZRET D720, 7F— MU =A ZFEET A1
"Save"NZ L AH 7 U v 7 H T LM BEIOWIZLET,
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Reboot

3-6-6-1

3.7 APP

3.7.1 Python

Python 1%, & DO/ SCE AIFEMEIC L D AREH L CWE AT V=2 MEW
onarT U EEETY,

Pythonid 1 > & 7 U #MISFEL LT, a2 — Nt x BT oEHEEEZ A LT
BOET, FFC, 2—F7a vy 7 oXRYDIFHRFEILNCY — T — F“G X7 < 25 H
DA LT FERWD SRS T, CH+oJava/s EOMMSEFE L LT, £V
DIRTE TR Z KRB TE LI UL MR CEBY £, ZOFiEIE, MG
KEBELE T, AR 70 7 J A a2 AlieE T2 a3t L, 2o %EH L HIE
LTRY ET,

2—H—|IPythonZ AWV T T /T a7 ¥ A FEHHICAER L, ThEds 7 n
T LDEEA L Z—T 2= AL LTHERHLEEY, LVEYREETESELEL
D, JERENTZY T AT AT TV % 7L L CPython)» LIFFONMHE D K 9129
HZ ENTEET,

ARE 7 Tz TlE, App-manager, SDK/N— 3 > JRIRA F L— U7 KO BEET
DRI UL 2 iR T D HIEIC DWW TEBA L £ 9, F£72. App-manager D% E & A K
L7200, Python7 7 U Ry r—2% 2 2B A AR— L7720 TDH5Z L LAEETT,

3.7.1.1 Python
| Python
AppManager Status Uninstalled

SDK Version

SDK Path

Available Storage ‘ local v ’

SDK Upload | | m

%] 3-7-1-1

o e

AppManager MZEITIREE ("Uninstalled". "Running". "Stopped"/2 &) %3
AppManager Status ALET

SDK Version AVAF—ILENTWNWD SDK D=2 9 U FRLET,
Wavecrest


http://searchcio-midmarket.techtarget.com/definition/syntax
http://searchsoa.techtarget.com/definition/object-oriented-programming
http://searchsoa.techtarget.com/definition/object-oriented-programming
https://en.wikipedia.org/wiki/Interpreted_language
https://en.wikipedia.org/wiki/Readability
https://en.wikipedia.org/wiki/Code_block
https://en.wikipedia.org/wiki/Whitespace_character
https://en.wikipedia.org/wiki/Whitespace_character
https://en.wikipedia.org/wiki/Java_(programming_language)
https://en.wikipedia.org/wiki/Source_lines_of_code

IN([IEETs] ]88 MAKE SENSING MATTER

SDK Path SDK DA v A h— e 2 % FFALET,

Available Storage SDK%Z A > A b — 3 572D DFHAFRER A ML — U 28R L
TLEE,

SDK Upload Python HHSDK% 7 v 72— KL CTA > A h—/L L £,

Uninstall SDKZ 7 > A A b—/L LET,

View AppManager TEHLIN TNET7T UV Fr—a U ORAT—H R
ERERLET,

# 3-7-1-1 Python /X7 A — %

3.7.1.2 App Manager Configuration
| AppManager
Enable
| App Management
ID App Command Logfile Size(MB) Uninstall

| App Status

App Name App Version SDK Version

3-7-1-2
AppManager Configuration

Description
Python AppManager = H 02 L7=tk, = —% —iX [Python] ¥ =7 X—
Enable ED"Python" R & %27 U v 7325 Z & T, AppManageriZ L > TEHEH S
NTCWBT7T 7Y r— g OREEZMHBRTEET,
App Management

ID A R—= b ENET 7V DIDERFLET,

App Command AVR—= b INET TV r—va v OaHERALET,

Logfile Size(MB) ~ —=—F—EHD 1S 7 7 A AW A X, il : 1~50,

Uninstall TV ET A A R—LLET,

App Name AVR=FENTT 7Y DAFTERRLET,

App Version A A= ESNTZT TV DONR—Va rERRLET,

SDK Version AR —=RENET 7Y DRESHNTWNWASDKONR— g V2R R LE
R

# 3-7-12APP ¥ R — T ¥ —D/RT A —H

3.7.1.3 Python App
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| Import App Package

App Package | m
| Import App Configuration

App Name ‘ v

App Configuration I |

| Debug Script

Debug File ‘ v

Debug Script ’ | m

3-7-1-3

Python APP
I

App Package TV Ny =V EFRRL, A A —FLTLLZE,

App Name BREEALAR— T L2777V R L T IZE,

App Configuration RETZ 7 ANVEREIRL, £ HA—FLTLZEEW,

Debug File AT VTN Ty ANEEZT AF— M LET,

Debug Script TN TG DPython A 7 U 7 M &L, A A — LT
<&V,

% 3-7-1-3 APP /X5 X — X

3.7.2 Node-RED

Node-RED (X, £/ DA ¥ —F v k (oT) ®—fE LT, "— Ko7 T34
A, APl, T A4 Y —ERERARHINC T T I T BIXOERT 572007
7 —_—ZDBHFY —/LTF, Node-RED IX, V=777 UVHPFX—2DT70—=x7
4 ZERMELTED, Ny FNOBEIAW  — RE2H LT, 7o —&fHICh
BT DHZENTEET, SR TA X L ABLIUNRF 2 A MIOWTIX, Node-
RED AT = 7H A b & THHLI IS0,
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3.7.2.1 Node-RED

| Node-RED
Enable 0
SSL Access
Node-RED Version 3.0.2
Node Library Version 1.1.0
Upgrade Node Library l \
All Flows
Restore Factory Defaults

3-7-2-1

Node-RED
e

Enable Node-RED ZHIZ L £ 7,
Launch 27V v 2735 &, Node-RED ¢ Web GUI % fi@h L £ 9,
HTTPSH— & 2 % i1 T 7~Node-REDDOWeb GUIIZT 7 E A T& 5 X
SSL Access = -
I LET,
_ Node-RED D /S— 5 & F R LET, Node-RED D/3— 3 Ld,
Node-RED Version P kU= A &T v TS L K LA OREH T,
Node Library Version )= RIATZ2YVDONR—=Va rEFRRLET,
Upgrade Node Library FATTINR =V AR —FL T/ —RIAT IV %ET v
T —RLET,
All Flows Export TRTHOT7 2 —ZSONERD 7 7 A& L T2/ AR — b LE
‘a—o

Restore FactoryDefault . .
Node-RED D J R TH 7 —F —X ZHELET,

%% 3-7-2-1 Node-RED /X5 % — X%

Milesight |, 7 — FNDU = A DA L F—T = —RZfiHT 7DD AZ~ A XSl /) — T
A 77V ERELTEY £7,
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v Node library

LoRa Input ".:?

wlf.! LoRa Output

) Device Filter ()
¢l Decoder II;\
| GWinfo ()
OEmail Output |
\‘ SMS Input ()

";' SMS Output ’

3-7-2-2

Node Library
D

LoRa Input
LoRa Output

Device Filter

GW Info

Email Output

SMS Input

SMS Output

Z— b= A5 LoRAIWAN® 7 o R E2ZIE LEd, Thid, Ry FU
— Y= R—NENNZ R o TV DB DO HERE L £,
LoRaWAN® ) — R~ F 7 Y v 7 a<wy RE¥EE L E,

FRSL ZEULIZE Y, | DU LEDOEED LoRaWAN® ) — v pF— 2 %27 ¢
YT LET,

F—=hr T2 A DA FEERLET, ZHITiE, [General>>]>[ T X
U MBHAAENC o TWD Z L AR T ALENH D E9,

A—NVEEEFELET, STMPA v ar % [F—hoxof LFEL] T3
W74 . System > General Settings > SMTP SMTP~<— " CSMTPZ Z
ATV NREEATOMLERDH Y £7,

SMSA v —T2ZIE LET, THITHEEEFENER I TV DEED
HHERE L £ 9,

SMSA v E—UE2EELET. ZhiE. BT —DREEFRINTWDLIES
WD HBERE L £ 77,

#3722 ) —FRIATFYNRFTRA—%

Related Configuration Example

Node-RED
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Chapter 4 Application Examples

4.1 Restore Factory Defaults
Method 1:

T AL A —T —A|Za 4L, Maintenance>| (ZiiHrE 4, | REX %7
Vo r325E, THHMHKEOT 74V FREIZ By b TENEIDNEHRT DA >
t—UNFEREINET, TD%, Backup R ¥ &7 U w7 LTLZE,

Reset operation will erase all configuration data on Gateway

and reset the system to factory defaults. Continue?

TO%, F— bV =AIFEE L, ELIC THHMFOREICE TSN ET,

Reset, please do not power off

SYST U MMEUT LT FFOREIZ/ZRY, A4 0 R—=UNHERRINDSET
BRELITZE, ZHNUZED, F— U = DIEFEIZ LB EICY &>
a7z & 2R T 9,

Related Topic
U35 H faf I % E ~ DA T

Method 2:

F—=bho A DUy hARX o ZRDOF, SYSLED B AIRTH5FE TS5 U EY 2y
FARZ 2 Ul T 72 &0,

Wavecrest
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4.2 Firmware Upgrade
= T2 ADT 77— LU T &7 v 77 L — FIINDAMNI. £ T Milesight7
I =T NY R — N ETTHENWELS ZExBEidWwWzLET, F'—hry=A
DT 7 —ILT7 =T 77 ANOYLIEFIE bin] TI,
T =TT T AN EANFH, UTFTOFIEICES>TT v 77— RE%E T LTLEEN,
. AT FoRAST T T L—R] IZBEHILET,
2. "Browse"Z 27 U w7 L, . PCOHIELW T 77— AT xT 77 ANVEFEIRLTLEEV,
3. "Upgrade"x 27 VU v 2 F5&, F— MU AR T 77— =T 77 A/DIEL
xR LET, MERRTIVE, 77— 02T NS U oA AR
&, 777 L — RRBRBIINET,
4. Ty T T =Rk, 77 UYL — U =A OWeb GUIZBHE, 7 v 77 L— RARIER
WZSE T L7eE D E THER S 7230,
Before opening, it is suggested to clean the caches of browser.

| Gateway

Firmware Version 60.0.0.42-r5

Reset Configuration to Factory Default )

Upgrade Firmware ’ Upgrade

Please keep the power on during upgrade.

Related Topic
T L — R

4.3 Network Connection
TF—=hrU AL, Xy NIV ERERET D7D DD H1EZ X% L TUWETF,
4.3.1 Ethernet Connection

I. "Network > Interface > Port" X—IZBEN L, #Hi X A 7H2BIR L TA —HV Ry hAFR—
NDOREEZEIT> TLTEEV, "Save & Apply" %7 U v 7§25 ERENHNZ/ED £9°,

B
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Port WLAN Cellular Loopback VLAN Trunk

— Port_1
Port ’ eth 0 V‘
Connection Type ’ Static IP V‘
IP Address ’ 192.168.44.186 |
Netmask ’ 255.255.255.0 |
Gateway ’ 192,168 44 1 ’
MTU | 1500 |
Primary DNS Server ’ 88838 ’
Secondary DNS Server | 223555 |
Enable NAT

Note: £ —H % v hAR— FDIPT R L AL HRHZIPEZEN 3 A LS. £
WLAND Y7 % hEZEE LT 7ZE0,

Port WLAN Loopback VLAN Trunk
| WLAN

Enable

Work Mode AP v
| IP Setting

192.168.10.1
IP Address
DHCP Settings
Netmask 255.255.255.0

2. T RU=ADA =%y hAR— b, L—F—R0FT L7 EDORERRICEHE L T IZE0,
3. "Maintenance > Tools > Ping"lZBEI L, > N — 7 Ei A MR L T 7230y,
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Ping Traceroute Qxdmlog
Network Server

| IP Ping

PING www.google.com (172.217.25.4): 56 data bytes

64 bytes from 172.217.25 4: seq=0 ttI=117 time=20.090 ms
64 bytes from 172.217.25 4: seq=1 ttI=117 time=19.786 ms
System 64 bytes from 172.217.25 4: seq=2 ttI=117 time=19.797 ms
64 bytes from 172.217.25.4: seq=3 ttI=117 time=19.750 ms

Protocol Integration

Maintenance --- www.google.com ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 19.750/19.855/20.090 ms

Related Topic

AN— FERGE

4.3.2 Cellular Connection (Cellular Version Only)

I. "Network > Interface > Cellular > Cellular Setting" |Zf&E) L, SIM 7 — RO MLE &
VT —IEREREL T EEV, "Save"B L OMApply" &= 7 U v 7325 LEREDN AR
2720 £,

| Cellular Setting

Enable

Network Type

APN

Username

Password

Access Number

PIN Code

Authentication Type None M
Roaming

Customize MTU

MTU | 1500 ]
Enable IMS ()

SMS Center ‘ ‘

2. "Status > Cellular" |28 L. #EEIEEHFOINEBEZ MR L T 7Z XV,
"Connected" & HRIILTWAEE. SIM I — ROX A YT v FITIEFIZTET L
TWET,

w
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Overview Packet Forward Cellular Network WLAN

| Modem

Status Ready

Model EC25

Version EC25ECGAROBAITM1G

Signal Level 23asu (-67dBm)

Register Status Registered (Home network)

IMEI 860425047368939

IMSI 460019425301842

ICCID 89860117838009934120

ISP CHN-UNICOM

Network Type LTE

PLMN ID

LAC 5922

Cell ID 340db83
| Network

Status Connected

|P Address 10.132.132.59

Netmask 255.255.255.240

Gateway 10.132.132.60

Related Topic _
HEAT B RS DX E

e ORI =

4.4 Wi-Fi Application Example

4.4.1 AP Mode

Application Example

UG67ZAPL L TRE L, —HP =7 A A6 D7l L E 7,
Configuration Steps

I. Ty hU—2 > A2 —Tx—Z >WLAN| [ZBEIL., UUTOm@EY IR NNT A —X 2%
TELTLEEN,

Wavecrest



IN([IEETs] ]88 MAKE SENSING MATTER

| WLAN
Enable
Work Mode

SSID Broadcast
AP Isolation

Radio Type
Channel

SSID

BSSID
Encryption Mode
Bandwidth

Max Client Number

FRCOBENFET LE LIS, "Save" KA L "Apply" R & % 27 U v 7 LTL E &0,

802.11n(2.4GHz)

Auto

Gateway_ F1200F

24:¢1:24:11:20:0f

No Encryption

20MHz

10

2. A— 73 EFHLTCY — T2 A DT 7 BRARA » MTEHFH L T 72E0,

[Status > WLAN| (ZEBENT 5 &, APOREB X OREGFT DY T4 7 > Ma—W —{FH

R TE £,

| WLAN Status

Wireless Status
MAC Address
Interface Type
SSID

Channel
Encryption Type
Status

IP Address
Netmask

Connection Duration

4.4.2 Client Mode
Application Example

Wavecrest

Enabled
24:21:24:f1:20:0f
AP
Gateway_F1200F
Auto

No Encryption

Up

192.168.1.1
255.255.255.0

0 days, 02:40:52
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UG67%2Wi-FiZ SA T FE LTEREL, 77B8ARAL > ML TA v X —F% >y MIT 7
A LET,

Configuration Steps
I. Network > Interface > Port "K"— h_X—|ZBEI L, B 1 7% [StaticIP | (2

Status Port WLAN Cellular Loopback VLAN Trunk

Packet Forwarder

— Port_1
Network Server Port ’ eth 0 v‘
Connection Type | Static IP V‘
Protocol Integration
IP Address | 192.168.23.150 ‘
Netmask | 255.255.255.0 ‘
Gateway | 192.168.23.1 ‘
Interface ;
MTU | 1500 ‘
Firewall Primary DNS Server ’ 88838 ‘
DHCP Secondary DNS Server | 223555 ‘
Enable NAT

DDNS

BIRL, £ —HP Ry "WANR— FDIPT RL ZAZHREL T EEN,

2. PCHUGETDETHAR— NMIE#E, F7-1FPoEA > P x 7 Z — R T L T IFE U,
3. 2B a—X—(ZIP7 RL AZFEICTHIV XK CTEJ, Windows 102 AT A& HIZFLEH U

Internet Protocol Version 4 (TCP/IPv4) Properties X

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.
(O Obtain an IP address automatically
(® Use the following IP address:
IP address: 192 ., 168 . 23 , 200

Subnet mask: 255 .255 .255 . 0

Default gateway: 192 . 168 . 23 . 150

Obtain DNS server address automatically
(® Use the following DNS server addresses:
Preferred DNS server:

&
«
2
o

Alternative DNS server:

[Jvalidate settings upon exit " Advanced... |

~LFET .

4. V=2 T T TV EHE, A —V Ry FAR—FDIPT RLZAZ AN LTY = 7GUI
W27 7 EFALTL7EEUY,

5. Network >WLAN [c&&E L., 227V 7 LTWIFIiT ZBRAKRA L FEaBRLET,
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Port WLAN Cellular Loopback
< GoBack
SSID Channel  Signal Cipher BSSID Security Frequency
AAA Auto -61dBm AES 24:21:24:f0:c4:13  WPA-PSKWPA2-PSK  2412MHz

6. 77 BARA L FEITIR L,

Join
Network

fJoin Network| #7 U v 7 L7k, 727 & AR

AL RDONRAT—REZASLTL7ZEN,

Port WLAN

| WLAN
Enable
Work Mode
SSID
BSSID
Encryption Mode
Cipher

Key

| IP Setting

Protocol

TRTORENTET LELIEDL,

7. Status> WLAN (CRBEI L. 7 T4 7 b ORI Z THER < 728U,

| WLAN Status

Wireless Status
MAC Address
Interface Type
SSID

Channel
Encryption Type
Cipher

Status

IP Address
Netmask

Connection Duration

Cellular Loopback
= v|
[ Asa |

‘ 24:61:24:0-c4:13 |

| WPA-PSKIWPA2-PSK v\
= vl
‘ ........ ‘
‘ DHCP Client vl

Enabled
24:e1:24:f0:de:14
Client

AAA

Auto
WPA-PSK/WPA2-PSK
AES

Connected
192.168.1.145
255.255.255.0

0 days, 02:44:45

Save 5L TApply R Z &7 U v 7 LTL 72X,

8. Network >WAN (28I L., wlan0 & A A > A > X —T7 = — R |ZH)V B x TL 72
EV, FH9TDH2ET A= M7 =2ADBWi-RiffH TRy NU—Z 17 7B AT

HE DT £9,
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SLA Track WAN Failover
| WAN Failover
Interface Main Interface Backup Interface  Startup Delay(s) Up Delay(s) Down Delay(s) Track ID Operation
Firewal | wian0 vlf[ emo v|[30 | [0 | [o |1 vl
DHCP

DDNS

Save

Link Failover

Related Topic
WLANGE &

WLANAT —Z A

4.5 Packet Forwarder Configuration

UG67%5— K~ = A |Z1X, Semtech, Basic station, Chirpstack’s &, ¥ D 7 > K
T T =L =N, A=/ IITWET, SRS, F— F T =AYy FT—
JICHHR SN TWND Z & & TR T2 &0,

|. Packet Forwarder > (8 L T< 72 &0y,

General Radios Advanced Custom Traffic

| General Setting

Gateway EUI 24E124FFFEF12257
Gateway ID ‘ 24E124FFFEF12257 ]
Frequency-Sync ‘ Disabled v ’

Multi-Destination

ID Enable Type Server Address Connect Status Operation
0 Enabled Embedded NS localhost Connected

2. F | 22Uy 7L, LRy hU—TH—R_R—ZBILET, Xy U
— 7P R—FREASI L., 2O —_R—ZHHI LT &,

40
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Enable

Type ‘ Semtech v’
Server Address ‘ eul.cloud.thethings.network "
Port Up | 1700 |
Port Down ‘ 1700 ’

Save

3. Packet Forwarder > Radio /- ~2— ICBEI L, LA ETF vy 2L ERELF
T F—hr"U ARy NI B —R—DF ¥ 2 /VIE—THHILENH D F9,

Region | usots vl
Name Center Frequency/MHz
Radio 0 | 9043 |
Radio 1 ‘ 905.0 ‘

Multi Channels Setting

Enable Index Radio Frequency/MHz
0 [ Radioo v/ | 5039 |
1 | Radioo v| | 9041 |
2 | Radio 0 v| [9043 ‘
3 | Radio0 v| [ 9045 |
4 [ Radio 1 v| [ 9047 ‘
5 | Radio 1 v| [ 9049 |
6 | Radio 1 v| [ 905.1 ‘
7 ‘ Radio 1 v‘ [ 9053 |

4. Xy NI =T P =R R THF - T =2 ZBIMLTL I, Ry hU—
7 B — R —EFEOFEMIC DU TIL, Milesight loTX i — X L& T 72 &0y,

4.6 Network Server Configuration

P — k7 = A [ZLoRaWAN® X v kU — 7 H— 33— L L THEBE L. LoRaWAN®T -
RTRA ADT —H Z55 « T L., fER 720 AT AL OZFfR/pE#E L FRBA L
‘6‘0

4.6.1 Connect to Milesight loT Cloud
I. Packet Forwarderi% @ <— VIZBEI L, MAALR Y BT —T B —R_R—ZFHI LT E I,

N
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General Radios Advanced Custom Traffic
Packet Forwarder | General Setting
Gateway EUI 24E124FFFEF12257
Network Server
Gateway ID | 24E124FFFEF12257 \
Frequency-Sync ‘ Disabled e ‘
Multi-Destination
System
ID Enable Type Server Address Connect Status Operation
Maintenance
0 Enabled Embedded NS localhost Connected I

2. Packet Forwarder > Radio > - _— |2 L, FOLEEEE T v o RV ERE

¥ l

Region | usets
Name
Radio 0
Radio 1
Multi Channels Setting
Enable Index Radio
0 | Radio0 vl
1 | Radio 0 v/
2 | Radio 0 vl
3 | Radio 0 v|
4 | Radio 1 vl
5 | Radio 1 vl
6 | Radio 1 v
7 | Radio 1 vl

LTL7ZE 0,
i#o

Center Frequency/MHz

‘ 904.3 ]

| 905.0 |

Frequency/MHz

| 903.9

| 904.1

‘ 904.3

| 9045

‘ 904.9

‘ 905.1

|
|
|
|
| 9047 ‘
|
|
|

‘ 9053

F—=hTzA L RTNRAL ZADTF ¥ 2 FIVERI—THDLLERH Y

3. Network Server > General X—|ZE#) L., * v F U —2 % —,3— L "Cloud Mode"

RN LTk

Wavecrest
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Packet Forwarder

Network Server

System

Maintenance

4. Milesight loT CloudiZ & 2

General Applications Profiles Device
| General Setting
Enable
Cloud Mode
| Milesight loT Cloud vl
NetiD | 010203 |
Join Delay ‘ 5 ‘ sec
RX1 Delay ‘ 1 ‘ sec
Lease Time ‘ 8760-0-0 ‘ hh-mm-ss
Log Level ‘ info v ‘

VLT IEEY, FDik,

My ~— (28 L.,

(+HTHT A X 227V v 27 LT, SNEERH TY— K 7 = A % Milesight loT Cloud(Z
BIMLTLEE, 7F— U = A X "Gateway" A = = — FIZiEMSNLE T,

@ pashbosrd Devices Gateways
B wyevices .
Q
& map
Add
I ®
B reports ® UCaxX52-58
61151109
B4 event centerl)
Nl ucaxe
o~ 61234124
& sharing Center
K e e AM102-

—_— 6128A217520w

=«

History +
Normal 1 & Alarm 1 2 Offline ® In
Device
SN:
soci
* Name:
ux
..............
02
27°C 51% o 2lux
Te Humidit Activity Level (PIR umination

nperature

2 v @
v @
minute P v @
econds ago @l ®

5. %7 — K 7 = A [IMilesight loT Cloud L CH > T 1 RREE 72 0 £97,

@ opashboard Devices Gateways +
=
B my evices
Normal 1 i Offline 0 ® Inactive 0
Associated Devices
Status Name Last Updated

ifd] Triggers
all

4.6.2 Add End Devices

I. Packet Forwarder > General

Wavecrest

(Joined /Not Joined /Failed)

0/1/0 Detail

2 minutes ago

® v ®

REN—VICBEI L, lAIABNSZ AT L TS EENY,
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General Radios Advanced Custom Traffic
Packet Forwarder | General Setting

Gateway EUI 24E124FFFEF12257
Network Server

Gateway ID ‘ 24E124FFFEF12257 \

Frequency-Sync ‘ Disabled V‘

Multi-Destination

System

ID Enable Type Server Address Connect Status Operation
Maintenance

0 | Enabled Embedded NS localhost Connected I

2. Packet Forwarder > Radio > MR- _— (2B #E) L, F.OREKEE T v o RV A2 R T
LTLEE, Y= Uz RTFNRAL ADF ¥ o RIVIEE—THDLLERH D
Er N

Region | us91s v|
Name Center Frequency/MHz
Radio 0 | 9043 |
Radio 1 | %050 |

Multi Channels Setting

Enable Index Radio Frequency/MHz
0 | Radio 0 vl | 9039 |
1 | Radio0 v| | 9041 |
2 | Radio0 v| | 9043 |
3 | Radio 0 v| [ 9045 |
4 | Radio 1 vl [ 9047 |
5 | Radio 1 v| [ 9049 |
6 | Radio 1 v| [ 905.1 |
7 ’ Radio 1 v‘ [ 9053 ‘

3. Network> X—ICBEIL, Xy hUY—Z7 P — =2 G L T ZE0,

Status General Applications Payload Codec Profiles

Packet Forwarder | General Setting

Enable
Network Server

Platform Mode (]

4. Network Server X—IZBEIL, 77UV r— 3 U ZBIMLTL7ZEV,

[
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| Applications

D Name Description Operation
1 Test Test
| Applications
Name cloud
Description cloud
Metadata
| Data Transmission
Type Operation
N e

5. Network Server > Device /XA A XR—Zg#HL. [Add 227V v 27 LT
LoRaWAN® / — RF /A4 2 z2BIM LT 7Z &V, 72, Bulkklmport 27 U v 7425 &

| Device

Add Bulk Import Delete All Search

Device Name Device EUI Device-Profile Application Last Seen Activated Operation

O

No matching records found

TUT L= EEHLTT A R 2~ ETEMNTSZ L HAHETT,

6. T2 RFA ZADEWZ NI L., Save&ApplyZz 27V v 7 LT ZEW, [HFElIX
T RTNARADBREN—TVERIIA I — DO~ =2 T )L TCITHERNTZZT £,
Milesight = K7 /314 ZADF 7 4L FREILLL FD#E Y TY

Wavecrest
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FRA AT T AL OTAAZA T 77 AL
NAMa—Ra—F7 v 7 ETAEBRIRL T EI VAR — | : 85

TV r—vard— T 74 MEZBRIRL TS ZS W, T ax—aff
MT 25 E1E. W AZ MMEZEIRL T 7ZI0,
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Device Name lora-sensor ’

|

Description ‘ a short description of your node ‘
Device EUI | 0000000000000000 ’
Device-Profile ‘ ClassA-OTAA "
Application ‘ cloud V’
Payload Codec ‘ "
fPort ‘ 1 ’
Frame-counter Validation (]

Application Key @ Default Value () Custom Value
Device Address ‘ ‘
Network Session Key ‘ j
Application Session Key ‘ ‘
Uplink Frame-counter ‘ 0 j
Downlink Frame-counter ‘ 0 ‘
Timeout ‘ 1440 ‘ min

7. Network Server > X—IZBEIL, ZDOT XA ANLDT v XV U I NBHHNE D IhE TR

S0,
| Network Server
Search (0] ‘

Device EUl/Group Gateway ID Frequency Datarate RSSI/SNR Size Fent Type Time Details
2E12 24E124 868300000 SFTBW125 441145 23 678 UpUnc Bt e 0 (1)
24E12 24E124 868500000 SFTBW125 441102 23 677 UpUnc Sa (1)
2E12 24E124 868100000 SFTBW125 53140 10 289 UpUnc ool @
24E12 24E124 868100000 SF7BW125 30142 23 676 UpUnc P (1)
2E1 24E124 868100000 SFTBW125 401138 23 675 UpUnc B @
24E12 24E124 868100000 SFTBW125 401140 23 674 UpUnc S (1)
2E12 24E124 868500000 SFTBW125 4015 23 673 UpUnc i (1)
24E12 24E124 868300000 SFTBW125 491138 18 0 JnReq 220508 (1)

10:04:16+08:00

Details 22 U v 75 L. 4y O ET o — FEERE R TE £,
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Packet Details

Y
SpreadFactor 7
Bitrate 0
CodeRate 4/5
SNR 13.5
RSSI -54
Power
Payload(b64) AXVjA2fqAAROPA==
Payload(hex) 0175630367ea0004683c
JSON
“battery™: 99,
“humidity™: 30,
"temperature": 23.4
}
MIC 7f3664cd
v

4.6.3 Send Data to Device
I. Network Server > PacketsiZ®&#EI L., *v NU—27 % — —U X NNONXTF v F &
BLT, TRXAARR Y NU—ZIZIEFIZSIMLTWD Z L& TR 72 S0,

1122612191 868100000 SF7BW125 - - 17 0 JnAcc 2019-08-06T09:22:29+08:00 0

112261219 868100000 SF7BW125 95 -7 18 0 JnReq 2019-08-06T09:22:29+08:00 o

2. FA A EUl BASF B, ) o s R IC N e LT A R S % R
LTL7EEW, 0%, Fouor Do ra<w RER—READLTLIEEY,

| send Data To Device

Device EUI Type Payload Fport Confirmed

| 11226121913 | [ asci v 15 [15 | @

3."Send"# 7 U v 7 LTLIZEY,

4. %2y NI =B — =T XA NHNDONTF Yy NEHERL, T ANRA v —U%
ERWIIZE LD &2 TR TZE W, "Confirmed"Z AN 52 & 2BEIO W
72-LFET, v/ TFrv R MERBITMHERMNES X T ) 712k L TEBY 8 A,

| Ssend Data To Device

Device EUI Type Payload Fport Confirmed

| 11226121913 | ‘ ASCIl v [ 15 \ \ 15 \ @

URARNEFHT DHIZIX"Refresh" 227 U v 73570 U R Lo BB EHERE K%
ETDHIENTEET, T ADY TAXATNY T ACOGE, T34 AXH
Wy R EZELET,

TNy DO A TFIDNCf (XD ) T HERRE N v ) T, X
ey hOBABIKREDOEE., PRl ODA v E—IU N X —ICFEET DD,
BUAENRT Y REREFETERWIEEZERLET, 7 v hOGEERAROEE L,
SNy RIERICEE SN2t B2 R LET,
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1122612191311123 869525000 SF12BW125 - - 6 2 DnCnf 2019-08-06T09:22:55+08:00 Success o

1122612191311123 0 6 2 DnCnf Pending ®
TNAAZANZOE T ) 7 ffggdo N v b &%FE LG RIFIBERIZ TACK]
ZIRfE LET,

Device EUI Frequency Datarate SNR RSSI Size Fent Type Time Details
11226121913 868300000 SF10BW125 - - 0 3 2019-08-06T09:23:44+08:00 o
1122612191 868300000 SF10BW125 105 -75 64 2 2019-08-06T09:23:44+08:00 / °
112261219 869525000 SF12BW125 - = 6 2 DnCnf 2019-08-06T09:22:55+08:00 o
112261219 = 0 6 2 DnCnf o
112261219 868500000 SF10BW125 - - 0 1 DnUnc 2019-08-06T09:22:49+08:00 o

Packets Details

Dev Addr 07e7

GwEUI 24e124ff
AppEUI 5572400 ww
DevEUI 1122612191311123
Immediately -

Timestamp 874346044

Type UpCnf

Adr false
AdrAcKReq false

Ack true

Fent 21

Fport 55

Modulation LORA

ACKM Ttrue] THABE . TRXA AN DOy NEaSE L2 taELET,

TN ADYT T ALEA TN T AADGE . T/NA ANT vV 78y &k
ELIEBTHIO T, X hT =P —R—NF RS, R T —HZEELET,

| Network Server Show the signal-noise ratio.
RSS!
[[search 0] Show the received signal strength
— = indicator
Device EUI Frequency Datarate SNR  RSSI  Size Fcnt  Type Time Details Sua
Show the size of packet
1122612191311123 868300000 SF10BW125 = - 0 19 DnUnc 2019-08-06T09: 49:38+08:00 (1] e
1122612191311123 868300000 SF10BW125 10.8 76 64 21 ACK 2019-08-06T09:49:38+08:00 0 Shov theifisne contey
Type
1122612191311123 868300000 SF10BW125 108 76 64 21 UpCnf 2019-08-06T09:49:38+08.00 1) Show the type of the paceket
JnAcc - Join Accept Packet
1122612191311123 868100000 SF10BW125 8 - 6 18 2019-08-06T09:48:43+08:00 Sy cc@s JnReq - doin Request Packet
UpUnc - Uplink Unconfimmed
1122612191311123 868100000 SF10BW125 98 EQ 64 20 UpCnf 2019-08-06T09:48:43+08:00 [1] it
UpCnf - Uplink Confirmed Packet -
I 1122612191311123 0 6 18 Pending 0 ACK response from network
requested
1122612191311123 868500000 SF10BW125 = = 0 17 DnUnc 2019-08-06109:47-38+08.00 DnUnc - Downlink Unconfirmed
Packet
1122612191311123 868500000 SF10BW125 80 76 64 19 UpCnf 2019-08-06T09:47:38+08:00 (1] [N Downlink Confirmed
L ACK response from end-
1122612191311123 868100000 SF10BW125 = - 0 16 Dnunc 2019-08-06T09: 46:38+08:00 (1] device requested
1122612191311123 868100000 SF10BW125 12 74 64 18 UpCnf 2019-08-06T09:46:37+08:00 0 e
o Show the time of packet was sent
Manial Datrach v | PSRN

Wavecrest E
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End-Device

(Class A) Downlink Confirmed Packet
(Pending) § Network
¢ Server
Network Server communicates with end-device
(downlink) during predetermined response UG85/UG87

e Working Mode:Network Server

Send uplink packet and open
e the Receive Window to reveive

data. N
L4
e Downlink Confirmed Packet
(Success)
4
N
0 «
'Y
L4

| Network Server

5]

Device EUI Frequency Datarate SNR RSSI Size Fent Type Time Details
1122612191311123 868300000 SF10BW125 - - 0 19 DnUnc 2019-08-06T09:49:38+08:00 !!
1122612191311123 868300000 SF10BW125 10.8 -76 64 21 ACK 2019-08-06T09:49:38+08:00 o
1122612191311123 868300000 SF10BW125 10.8 -76 64 “ UpCnf 2019-08-06T09:49:38+08:00 o
1122612191311123 868100000 SF10BW125 means the dewce has recelved thez’gg—gtos 0)9/6863;%88(& o
1122612191311123 868100000 SF10BW125 9.8 77 64 20 UpCnf 2019-08-06T09:48:43+08:00 o
1122612191311123 0 6 18 DnCnf o
1122612191311123 868500000 SF10BW125 - - 0 17 DnUnc 2019-08-06T09:47:38+08:00 o
1122612191311123 868500000 SF10BW125 8.0 -76 64 19 UpCnf 2019-08-06T09:47:38+08:00 o
1122612191311123 868100000 SF10BW125 - - 0 16 DnUnc 2019-08-06T09:46:38+08:00 o
1122612191311123 868100000 SF10BW125 1.2 -74 64 18 UpCnf 2019-08-06T09:46:37+08:00 °

Showing 51 to 60 of 355 rows = 10 « | rows per page ¢ 1 )
Related Topic

RN b

4.6.4 HTTP/MQTT Server

KT — N A Tlik, MQTT, HTTP, i?‘:&iHTTPSj’D kb Ly Bl —
NR—=T RL AT —ZE2RETHODTFT —ZEE T 1 b /L &3R4 % 2 L3 af
HE T,

. #ET 277V r—a &% IRT5121%. Network> [ZBEEIL T 7230,

2. F 12707 L, T—XEREX A T ZBIML T EEU,

HTTP or HTTPS:
A7 w7 Ak 7w b ab & UTHTTPE /ZIIHTTPS 28I L TS 7280y,

Type HTTP v

Wavecrest
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AT w72 BETRDURLE AT LET, BADZFEOT — ¥ 2R H5URLIZEET D Z &3]
ﬁgbﬁj—o

| URL

Data Type URL

Uplink data

ACK notification

Join notification | |
Error notification ‘ |

HTTP(s) ¥ —/3—~D 7 7 & AR 2 — P —FBREHE RPN M E R G E T, ~y ¥ —4
Ly X —HE AT L TLIZE,

| HTTP Header
Header Name Header Value Operation
|| |
MQTT:

2T v ke bat LTMQTTAZRIR L, REET— F& [FEERE) I
RELTLLIEE,

| Data Transmission

Type ‘ MQTT v ‘

Configuration Mode ‘ Manual Configuration v ‘

AT w72 MQTT 7  — I —DHEAREREEZ AT L T IZEUY,

| General

Broker Address I
Broker Port I

Connection Timeout/s I 30

|
|
Client ID | ]
|
|

Keep Alive Intervalls ’ 60

Data Retransmission

150
Wavecrest
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AT T3 R SRS AR LT LS
n‘u\nﬂ;jﬁ‘{ﬁ & L//C:L‘—'H"—mun *Réhﬁ_ munﬂ;);ﬁ @:L‘—'H“_‘% ENAT— K
B ANNTDHRENDH D E9,

| User Credentials

Enable

Usemame ‘ ‘

Password ’ o ‘

[AsSe]

PRREIZREREN L ER2GA1X, T— RE2@IR L, EEHDOCAGEHE, 7 74 7 > ik
HE, 7947 M7 7 A0 E A AR—FLTLTEINY,

| TLS

Enable

Mode l Self signed certificates VI

| Lo oo
Client Certificate File | ] m
Client Key File | | m
SSL Secure

AT T4 T—HZEERIIF TV I EERAO Ry 7 A2 AT L, QoSEIEIRL T
TFEW,

| Topic

Data Type topic Retain
Uplink data | =) [ aoso v|
Downlink data ‘ | QoSO v ‘
Multicast downlink data | | Qoso v|
Join notification ‘ (] ( QoS0 M ‘
ACK notification ‘ O | Qoso v ‘
Error notification ‘ (m) | Qoso v ‘
Request data ‘ [ QoS 0 M ‘
Response data ‘ (@] [ QoS 0 v ‘

4.7 Node-RED

4.7.1 Start the Node-RED

I. [77VU >Node-RED] (ZBE L. Node-RED HREZ A ZHIZ L TL 7280,

2. B, "Start"% 27 U v 2 L CNode-RED®OWeb GUNZEEN L, 7 — h 7 = A

ERILaZ—F—H L RAT—RTr A LTLEENY,

(0]
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=< Node-RED

Usemame

|

D% Password

Node-RED

4.7.2 Send Data by Email

Application Example

AMIO2T A ADT —H % A —)LTEREFELET,

LoRa input - - AM100 ~ A 100 Decover AM100 Data to Emait

Configuration Steps

I. TLoRalnput] /— RZiBILEI, BRI, *> hY—27 P ——F— 0

HMESITE Y, LORAIWANT SA AN Ry 8T —Z B ML TWD I L& Tk

AL TZE Y,

2. BEDOTNA REBIML, FFEDT SA ADT —Z DHBPLEIRIGER,
lLoRaInput] /— RDHBAIZ [TRA AT g v H—| 7 — RZEBIML, 357

Edit Device Filter node

% Properties & B =
Name AM100

Device. EUI 24E124127A270222 +

® e
LoRa Input { ————— AMIO0 ()

A ADEUIEZ AT LTS 7EE0,

3. Milesightt o —F =% %7 a— K§ 5729, "Decoder" / — RZiBINL £7,

[l
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Edit Decoder node

4+ Properties &
fo} Y — = | Name AM 100 Decoder
LoRa Input (- - - AN100 Al 100 Decodel
~ || DeviceType | AM100 Series v

4. 2=y #ZiBINL, SMTPY 24 7 > FORRE., 5B A—NLT KL A B
FORNEFEEFTALTLSZEW,
The time is {{time}}

Deveui is {{deveui}}

Humidity is {{payload.humidity}}

Edit Email Output node

1 Properties & B =
Name AM100 Data to Email
LoRa Input (it ANM100 — AM 100 Decodet
SMTP Option | Custom v
1 User ID @milesight.com
s S . msgpayload Egg Password
SMTP Server
Address smip.exmail.qq.com
Port 25
[1-65535]
Enable TLS ‘7‘
wantn To @milesight.com &
Topic AM100 Data
The time is {{time}}
. Deveui is {{deveul}
Rayload counter is {{payload.humidity}}
- / j‘::z .
=]
— T .
©° > N =L é =) /\ .
) SMTPA 7 > = % [Same as Gateway | |ZRXE I 4LD Y5 [System -> General Settings->

SMTP) (ZBEI L, SMTPZ 74 7 k%3 Ebf<tém
2) LoRaWAN / — K7 — & Z O3 3 ATE R {property name}p &L 72 0 £9°, A—/LF
72IEXSMSDO A~ 1 v — RERUTEHT 2L, "Help"<— %27 U v 7 L CITHERSTE3 VN,

3) &/ — FOHIINEEZMHR T LHIMENRSHLGH51E. 73y 7 7 — RZBIMLTL7TEE0,

5. BENGET LE L5, "Deploy"% 27 U v 7 LTHT_TOREEMAF LT < .

LoRa Input AM100 AM 100 Decoger - AM100 Data to Emai

=

6. AMIO2N 7 — F D = AT —HZ R ETDE. F— b T o A1ET — X & A —)V|THRE

Wavecrest
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AM100 Data
2021-0¢
From @milesight.com>
To Dmilesight.com>
Time: 20215248308 (FH) 17:13 ©
Size: 2 KB
The time is 2021-04-30T09:13:13.872942Z Deveui is 24e124127a270222 Temperature is 30.4 Humidity is 52

Related Topic
Node-RED

[END]
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