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Chapter 1 Product Introduction  

1.1 Overview 

UG67│⁸ ⌂8♅ꜗfiⱠꜟ LoRaWAN®◕⁹∆≢▬▼►♩כSX1302 LoRa♅

♇ⱪ≤ ◒▪♇♪◖▪CPU╩ ⇔⁸2000 ─ⱡכ♪⌐ ⇔╕∆⁹

UG67│⁸ ⇔ 15km⁸ ≢ 2km╩◌Ᵽ⁸⅝≢כ☻ⱴכ♩○ⱨ▫

☻⁸☻ⱴכ♩ⱦꜟ♦▫fi◓⁸∕─ ↄ─ ▪ⱪꜞ◔כ◦ꜛfi⌐ ≢∆⁹ 

UG67│⁸▬כ◘Ⱡ♇♩⁸Wi-Fi⁸☿ꜟꜝכ ⌐╟╢ ─Ᵽ♇◒ⱱכꜟⱣ♇◒▪

♇ⱪ⌐ ∆╢∞↑≢⌂ↄ⁸ ─Ⱡ♇♩꞉כ◘◒כⱣכ The Things Industries⁸

ChirpStack⌂≥ ≤─ ╛⁸ ⌂ ╩ ⌐∆╢ Ⱡ♇♩꞉כ◘◒כ

Ᵽכ╩ ⅎ≡⅔╡╕∆⁹ 

1-1 

1.2 Advantages 

Benefits  

- CPU≤ ⱷ⸗ꜞ╩  

ꜟⱣכ꜡◓┘╟⅔Ⱡ♇♩⁸2.4GHz Wi-Fi⁸◘כ▬ - ─2G/3G/LTE○ⱪ◦ꜛfi⌐╟╡⁸

⅜ ≢∆ 

- ╖ ╖Ⱡ♇♩꞉כ◘◒כⱣכ╩ ⇔⁸ ▫♥כⱤ♪כ◘─ Ⱡ♇♩꞉כ◘◒כⱣ

⌐כ ⇔≡⅔╡╕∆ 

- ▪ⱪꜞ◔כ◦ꜛfi◘כⱣכ♦─┼כ♃ ⌐│MQTT(s)╕√│HTTP(s)ⱪ꜡♩◖ꜟ╩

⇔≡⅔╡╕∆ 

- ⌂ ≢⁸ ╕√│ⱳכꜟ┼─ ╡ ↑⌐ ↕╣≡™╕∆ 

- 3 ─ ⅜ ⇔≡⅔╡╕∆ 

 
Security & Reliability  

כꜝꜟ☿≥♩♇Ⱡ◘כ▬ - ─ ⱨ▼▬ꜟ○כⱣכ/ⱨ▼▬ꜟⱣ♇◒  

- IPsec/OpenVPN/GRE/L2TP/PPTP/DMVPN/WireGuard⌂≥─☿◐ꜙꜞ♥▫ⱨ꜠כⱶ꞉כ◒⌐

 

- ╖ ╖Ɫ⁸╡╟⌐◓♇♪♅♇◊►▪▼►♪כ ₁⌂ⱨ▼▬ꜟ⅛╠ ⌐ ⇔⁸

꜠ⱬꜟ─ ╩  
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Easy Maintenance 

- Milesight DeviceHub ⅔╟┘ Milesight Development Platform │⁸ꜞ⸗כ♩♦Ᵽ▬

☻─ ⌂☿♇♩▪♇ⱪ⁸ ⁸ ╩ ⇔╕∆⁹ 

☻כ▼ⱨכ♃Ⱪ▬fi▼►⌂כꜞ♪ⱨ꜠fiכ◙כꜚ - ≤ ⌂▪♇ⱪ◓꜠

ⱪ◦ꜛfi⌐╟╡⁸○♪כ │ ⌐ ⌐♦Ᵽ▬☻╩ ≢⅝╕∆ 

- WEB GUI≤CLI⌐╟╡⁸ │ ─♦Ᵽ▬☻ ≢╙ ⌂ ≤◦fiⱪꜟ

⌂ ╩ ≢⅝╕∆ 

⁸│כ◙כꜚ - ─SNMP╩ ⇔≡⁸ ─ⱪꜝ♇♩ⱨ◊כⱶ ≢ꜞ

╩☻▬Ᵽ♦♩כ⸗ ⌐ ≢⅝╕∆ 

 

Capabilities  

- ⅜ ⅎ∏ ∆╢ ╩☻▬Ᵽ♦♩כ⸗ꜞ⁸≡™⅔⌐ ⇔╕∆ 

- ◒▪♇♪◖▪ 64 ⱦ♇♩ ARM Cortex-A53 ⱪ꜡☿♇◘⁸ ≢

 1.5GHz ─ ⁸8GB eMMC ╩ ⇔⁸╟╡ ↄ─▪ⱪꜞ◔כ◦ꜛfi

⌐  

- -40°C 70°C/-40°F 158°F─ ™ ⌐  
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Chapter 2 Access to Web GUI 

≢│⁸UG67─Web GUI┼─▪◒☿☻ ⌐≈™≡

כ◙כꜚ⁹∆╕⇔√™ admin 

Ɽ☻꞉כ♪ password 

 
Configuration Steps:  

1. ⅔ ™─◖fiⱧꜙכ♃כ≢꞉▬ꜘ꜠☻Ⱡ♇♩꞉כ◒ ╩ ⌐⇔⁸▪◒☿☻

ⱳ▬fi♩Gateway_XXXXXX WLAN MAC▪♪꜠☻─ 6 ╩ ⇔≡ ⇔≡

ↄ∞↕™⁹♦ⱨ◊ꜟ♩─Wi-FiⱤ☻꞉כ♪│iotpassword≢∆⁹ 

2. ⅔ ™─PC≢WebⱩꜝ►◙ Chrome⅜ ╩ ⅝⁸IP▪♪꜠☻https://192.168.1.1

╩ ⇔≡Web GUI⌐▪◒☿☻⇔≡ↄ∞↕™⁹ 

כ◙כꜚ .3 ≤Ɽ☻꞉כ♪╩ ⇔⁸"Login"╩◒ꜞ♇◒⇔≡ↄ∞↕™⁹ 

    If you enter the username or password incorrectly more than 5 times, the login page will be locked 

for 10 minutes. 

 
4. Web GUI⌐꜡◓▬fi ⁸ ⌐Web GUI─Ɽ☻꞉כ♪╩ ∆╢ ⅜№╡╕

∆⁹Ɽ☻꞉⁸│⌐♪כ ⌂ↄ≤╙1 ─ ≤1 ─ ╩ ╘╢

⅜№╡╕∆⁹ 
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5. ⇔™Ɽ☻꞉כ♪╩ ⇔≡⁸ ►▼ⱩGUI⌐꜡◓▬fi⇔≡ↄ∞↕™⁹►▼

ⱩGUI⌐꜡◓▬fi ⁸◦☻♥ⱶ ─ ─▬▼►♩כ◕╛ ⅜ ≤⌂╡

╕∆⁹ 

Note: Ᵽכ☺ꜛfiv60.0.0.46 ─ │▬▼►♩כ◕⁸ ⌐╙ ⇔≡⅔╡╕∆⁹ 

1. PC╩UG67─ETHⱳכ♩⌐ ⁸╕√│PoE▬fi☺▼◒♃כ ≢ ⇔≡ↄ∞↕™⁹ 

2. ⅔ ™─◖fiⱧꜙכ♃⌐ ≢IP▪♪꜠☻╩ ╡ ≡≡ↄ∞↕™⁹Windows 

10◦☻♥ⱶ╩ ⌐ ⇔╕∆⁹ 

A. ₈◖fi♩꜡כꜟⱤⱠꜟ₉ŕ₈Ⱡ♇♩꞉כ◒≤▬fi♃כⱠ♇♩₉ŕ₈Ⱡ♇♩꞉כ◒≤

☿fi♃₉כ⌐ ⇔⁸"Ethernet" ⅜ ⌂╢ ⅜№╡╕∆ ╩◒ꜞ♇◒⇔≡

ↄ∞↕™⁹ 

 

 

 

 

 

 

 
 

 

 

 

 

 

 

 

 

B. "Properties"ŕ"Internet Protocol Version 4 (TCP/IPv4)"╩ ⇔⁸"Use the following 

IP address"╩ ⇔╕∆⁹∕─ ≥▬▼►♩כ◕⁸ ∂◘ⱩⱠ♇♩ ≢  IP ▪♪

꜠☻╩ ≢ ╡ ≡≡ↄ∞↕™⁹ 
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3. ⅔ ™─PC≢WebⱩꜝ►◙ Chrome⅜ ╩ ⅝⁸IP▪♪꜠☻₈192.168.23.150 ╩

⇔≡Web GUI⌐▪◒☿☻⇔≡ↄ∞↕™⁹ 
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Chapter 3 Web Configuration 

3.1 Status 

3.1.1 Overview 

↓─Ɑכ◕⁸│≢☺כ♩►▼▬─◦☻♥ⱶ ╩ ≢⅝╕∆⁹ 
 

 3-1-1-1 
 

System Information  

Item Description  

Model ◕כ♩►▼▬─⸗♦ꜟ ╩ ⇔╕∆⁹ 

Region ◕כ♩►▼▬⅜ ∆╢LoRaWAN®─ ╩ ⇔╕∆⁹ 

Serial Number ◕כ♩►▼▬─◦ꜞ▪ꜟ ╩ ⇔╕∆⁹ 

Firmware Version ◕כ♩►▼▬─ ─ⱨ□כⱶ►▼▪Ᵽכ☺ꜛfi╩ ⇔╕∆⁹ 

Hardware Version ◕כ♩►▼▬─ ─Ɫכ♪►▼▪Ᵽכ☺ꜛfi╩ ⇔╕∆⁹ 

Local Time ◦☻♥ⱶ─ ─ ╩ ⇔╕∆⁹ 

Uptime 
─▬▼►♩כ◕ ╩ ⇔╕∆⁹ 

CPU Load ◕כ♩►▼▬─ ─ CPU ╩ ⇔╕∆⁹ 

RAM (Capacity/Available) RAM─ ≤ ⌂RAMⱷ⸗ꜞ╩ ⇔╕∆⁹ 

eMMC (Capacity/Available) eMMC─ ≤ ⅝ ╩ ⇔╕∆⁹ 

GPS ◕כ♩►▼▬─GPS♦כ♃╩ ⇔╕∆⁹ 

 3-1-1-1 ◦☻♥ⱶ  
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Milesight UPS⅜♦Ᵽ▬☻⌐ ↕╣╢≤⁸UPS─ ⌐☺כⱭ☻♃כ♥☻╙

↕╣╕∆⁹ ⌐≈™≡│⁸Milesight UPSꜚכ◙כ●▬♪╩↔ ↄ∞↕™⁹ 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
3-1-1-2 

 

 
3.1.2 Cellular (Cellular Version Only) 

↓─Ɑכꜝꜟ☿─▬▼►♩כ◕⁸│≢☺כⱠ♇♩꞉כ◒─ ╩ ≢⅝╕∆⁹ 

 3-1-2-1 
 

Modem Information  

Item Description  
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Status ⸗☺ꜙכꜟ⅔╟┘SIM◌כ♪─ ∆╢ ╩☻♃כ♥☻ ⇔╕∆⁹ 

Model ☿ꜟꜝכꜙ☺⸗כꜟ─⸗♦ꜟ ╩ ⇔╕∆⁹ 

Version ☿ꜟꜝכꜙ☺⸗כꜟ─Ᵽכ☺ꜛfi╩ ⇔╕∆⁹ 

Signal Level ☿ꜟꜝכ ꜠ⱬꜟ╩ ⇔╕∆⁹ 

Register Status SIM◌כ♪─ ╩☻♃כ♥☻ ⇔╕∆⁹ 

IMEI ⸗☺ꜙכꜟ─IMEI╩ ⇔╕∆⁹ 

IMSI SIM◌כ♪─IMSI╩ ⇔╕∆⁹ 

ICCID SIM◌כ♪─ICCID╩ ⇔╕∆⁹ 

ISP SIM◌כ♪⅜ ⇔≡™╢Ⱡ♇♩꞉כ◒ⱪ꜡Ᵽ▬♄כ╩ ⇔╕∆⁹ 

Network Type ─Ⱡ♇♩꞉כ◒♃▬ⱪ LTE⁸3G⌂≥ ╩ ⇔╕∆⁹ 

PLMN ID ─PLMN ID MCC⁸MNC⁸LAC⁸☿ꜟID╩ ╗ ╩ ⇔╕∆⁹ 

LAC SIM◌כ◔꜡─♪כ◦ꜛfi◄ꜞ▪◖כ♪╩ ⇔╕∆⁹ 

Cell ID SIM◌כ♪─ ─☿ꜟID╩ ⇔╕∆⁹ 

 3-1-2-1 ⸗♦ⱶ  

 

 3-1-2-2 
 

Network Status  

Item Description  

Status Ⱡ♇♩꞉כ◒─ ╩ ⇔╕∆⁹ 

IP Address Ⱡ♇♩꞉כ◒─IP▪♪꜠☻╩ ⇔╕∆⁹ 

Netmask ☿ꜟꜝכⱠ♇♩꞉כ◒─Ⱡ♇♩ⱴ☻◒╩ ⇔╕∆⁹ 

Gateway Ⱡ♇♩꞉כ◕─◒כ♩►▼▬╩ ⇔╕∆⁹ 

DNS Ⱡ♇♩꞉כ◒─DNS╩ ⇔╕∆⁹ 

Connection Duration 
Ⱡ♇♩꞉כ◒⅜ ↕╣≡™╢ ─ ╩ ⇔╕∆⁹ 

 3-1-2-2 Ⱡ♇♩꞉כ♥☻◒כ♃☻ 

 

 

3.1.3 Network 

↓─Ɑכ▬─▬▼►♩כ◕⁸│≢☺כ◘Ⱡ♇♩ⱳכ♩─ ╩ ≢⅝╕∆⁹ 
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 3-1-3-1 
 

Network  

Item Description  

Port ▬כ◘Ⱡ♇♩ⱳכ♩─ ╩ ⇔╕∆⁹ 

 
Status 

─♩כⱠ♇♩ⱳ◘כ▬ ╩ ⇔╕∆⁹₈Up₉│⁸WAN⅜ כ▬≢

◘Ⱡ♇♩◔כⱩꜟ⅜ ↕╣≡™╢ ╩ ⇔╕∆⁹₈Down₉│⁸▬כ

◘Ⱡ♇♩◔כⱩꜟ⅜ ↕╣≡™╢⅛⁸WAN ⅜ ⌐⌂∫≡™╢↓

≤╩ ⇔╕∆⁹ 

Type ▬כ◘Ⱡ♇♩ⱳכ♩─♄▬ꜘꜟ▪♇ⱪ♃▬ⱪ╩ ⇔╕∆⁹ 

IP Address ▬כ◘Ⱡ♇♩ⱳכ♩─IP▪♪꜠☻╩ ⇔╕∆⁹ 

Netmask ▬כ◘Ⱡ♇♩ⱳכ♩─Ⱡ♇♩ⱴ☻◒╩ ⇔╕∆⁹ 

Gateway ▬כ◘Ⱡ♇♩ⱳכ◕─♩כ♩►▼▬╩ ⇔╕∆⁹ 

DNS ▬כ◘Ⱡ♇♩ⱳכ♩─DNS╩ ⇔╕∆⁹ 

 
Duration 

ⱳכ♩⅜ ⌂ ⌐♩כⱠ♇♩ⱳ◘כ▬⅜ꜟⱩכ◔♩♇Ⱡ◘כ▬⁸≢

↕╣≡⅛╠─ ╩ ⇔╕∆⁹ⱳכ♩⅜ ♇Ⱡ◘כ▬⁸⅛╢╣↕

⅜ꜟⱩכ◔♩ ↕╣╢≤⁸ ─ │ ⇔╕∆⁹ 

 
3.1.4 WLAN 

 3-1-3-1 WAN ☻♥כ♃☻ 

↓─Ɑ⁸│≢☺כ▪◒☿☻ⱳ▬fi♩╛◒ꜝ▬▪fi♩─ ╩ ╗ Wi-Fi ☻♥כ♃☻

╩ ≢⅝╕∆⁹ 
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 3-1-4-1 
 

WLAN Status 

Item Description  

Wireless Status ─ ╩ ⇔╕∆⁹ 

MAC Address MAC ▪♪꜠☻╩ ⇔╕∆⁹ 

Interface Type ▬fi♃כⱨ▼כ☻─ ₈AP₉╛"Client"⌂≥ ╩ ⇔╕∆⁹ 

SSID SSID╩ ⇔╕∆⁹ 

Channel ♅ꜗⱠꜟ╩ ⇔╕∆⁹ 

Encryption Type ╩ ⇔╕∆⁹ 

Status ╩ ⇔╕∆⁹ 

IP Address ◕כ♩►▼▬─IP▪♪꜠☻╩ ⇔╕∆⁹ 

Netmask ◕כ♩►▼▬─ MAC▪♪꜠☻╩ ⇔╕∆⁹ 

Gateway Ⱡ♇♩꞉כ◕╢↑⅔⌐◒כ♩►▼▬─▪♪꜠☻╩ ⇔╕∆⁹ 

Connection Duration Wi-Fi Ⱡ♇♩꞉כ◒⅜ ↕╣≡™╢ ─ ╩ ⇔╕∆⁹ 

 3-1-4-1 WLAN ☻♥כ♃☻ 

 3-1-4-2 
 

Associated Stations  

Item Description  

IP Address ▪◒☿☻ⱳ▬fi♩╕√│◒ꜝ▬▪fi♩─IP▪♪꜠☻╩ ⇔╕

∆⁹ 

MAC Address ▪◒☿☻ⱳ▬fi♩╕√│◒ꜝ▬▪fi♩─MAC▪♪꜠☻╩ ⇔

╕∆⁹ 

Connection Duration 
Wi-Fi Ⱡ♇♩꞉כ◒⅜ ↕╣≡™╢ ─ ╩ ⇔╕∆⁹ 

 
3.1.5 VPN 

 3-1-4-2 WLAN ☻♥כ♃☻ 

↓─Ɑ⁸│≢☺כPPTP⁸L2TP⁸IPsec⁸OpenVPN⁸DMVPN ⌂≥─ VPN ☻♥כ♃☻

╩ ≢⅝╕∆⁹ 
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 3-1-5-1 
 

 3-1-5-2 

 

 3-1-5-3 
 

VPN Status 

Item Description  
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Name VPN ♩fiⱠꜟ─ ╩ ⇔╕∆⁹ 

Status VPN ♩fiⱠꜟ─ ╩ ⇔╕∆⁹ 

Local IP VPN ♩fiⱠꜟ─꜡כ◌ꜟ IP ╩ ⇔╕∆⁹ 

Remote IP VPN ♩fiⱠꜟ─ꜞ⸗כ♩ ♩fiⱠꜟ IP ╩ ⇔╕∆⁹ 

 3-1-5-1 VPN ☻♥כ♃☻ 

 

 
3.1.6 Host List  

↓─Ɑ⁸│≢☺כⱱ☻♩ ╩ ≢⅝╕∆⁹ 
 

 3-1-6-1 
 

Host List  

Item Description  

DHCP Leases 

IP Address DHCP◒ꜝ▬▪fi♩─IP▪♪꜠☻╩ ⇔╕∆ 

MAC Address DHCP◒ꜝ▬▪fi♩─MAC▪♪꜠☻╩ ⇔╕∆ 

Lease Time Remaining DHCP◒ꜝ▬▪fi♩─ꜞכ☻ ╩ ⇔╕∆⁹ 

MAC Binding 

IP & MAC 
DHCP ◘כⱦ☻─  IP ꜞ☻♩⌐ ↕╣≡™╢ IP ▪♪꜠☻

≤ MAC ▪♪꜠☻╩ ⇔╕∆⁹ 

 3-1-6-1 ⱱ☻♩ꜞ☻♩─  
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3.2 LoRaWAN 

 

 
 
 

 

3.2.1 Packet Forwarder 

3.2.1.1  General 
 

 3-2-1-1 
 

General Settings 

Item Description  

Gateway EUI 
─▬▼►♩כ◕ ╩ ⇔⁸ ≤⇔╕∆⁹ 

ETHⱳכ♩─MAC▪♪꜠☻ + ⌐₈FFFE₉╩  

 
Gateway ID 

▬▼►♩כ◕─┼כⱣכ◘◒כⱠ♇♩꞉♩כ⸗ꜞ ⌐ ⇔√

∆╢ID╩↔ ↄ∞↕™⁹ ≥EUI▬▼►♩כ◕│ ∂≢∆⅜⁸

≢∆⁹ 

Frequency-Sync 
∆╢ⱴꜟ♅♦☻♥▫Ⱡכ◦ꜛfiID╩ ∆╢↓≤≢⁸Ⱡ♇♩꞉כ◒◘

╠⅛כⱣכ ╩ ⇔╕∆⁹ 

Data ◕כ♩►▼▬⅜ ─ 



23 

 

 Wavecrest 

 

Retransmission Chirpstack/Semtech/Remote Embedded NS/Basic Station♃▬ⱪ─Ɽ♇◔כ☺

ⱨ◊꞉כ♄כ⌐ ⇔√ ⁸Ⱡ♇♩꞉כ◒⅜ ↕╣√ ⌐ 100

╩♃כ♦─ ⇔≡ ⇔⁸Ⱡ♇♩꞉כ◒ ╩♃כ♦⌐ ⇔╕

∆⁹ 

Multi-Destination 
♩☻ꜞ⁸│▬▼►♩כ◕ ≢ ⅔╟┘ ↕╣√Ⱡ♇♩꞉כ◘◒כ

Ᵽכ♦⌐☻꜠♪▪כ♃╩ ⇔╕∆⁹ 

ConnectionStatus 

 
Ɽ♇◔כ☺ⱨ◊꞉כ♄כ─ ╩ ⇔╕∆⁹ 

 3-2-1-1 ⌂ Ɽꜝⱷכ♃ 
 

 3-2-1-2 
 

Packet Filters  

Parameters Description  

 
 

Filters by NetID 

Default Mode 

ⱨ▫ꜟ♃⸗כ♪╩Ⱪꜝ♇◒ꜞ☻♩╕√│ⱱ꞉▬♩ꜞ☻♩⅛╠ ⇔╕∆⁹ 

White List: ↓─ꜞ☻♩⌐ ↕╣√Ɽ◔♇♩─╖╩Ⱡ♇♩꞉כ◘◒כⱣכ⌐

⇔╕∆⁹ 

Black List: ↓─ꜞ☻♩⌐⌂™Ɽ◔♇♩─╖╩Ⱡ♇♩꞉כ◘◒כⱣכ⌐ ⇔

╕∆⁹ 

ProprietaryMessage 

Filter 

 

 
ⱪ꜡ⱪꜝ▬◄♃ꜞⱷ♇☿כ☺Ɽ◔♇♩ Mtype=111 ╩ ⇔⌂™╟℮⌐

⌐⇔╕∆⁹ 

Filters by NetID NetID ⌐ ∆╢▪♇ⱪꜞfi◒Ɽ◔♇♩╩ / ⇔╕∆⁹ 

Filters by JoinEUI 
JoinEUI─ ⌐ ∆╢Joinꜞ ◒◄☻♩Ɽ◔♇♩╩ / ⇔⌂™⁹ 

Filters by DevEUI 
DevEUI─ ⌐ ∆╢ Ɽ◔♇♩╩ ∆╢⅛⁸ ⇔⌂™⅛⁹ 

List ─ⱨ▫ꜟ♃ꜞfi◓ ╕√│ ꜞ☻♩╩ ⇔╕∆⁹ ≢ 5

≈─ꜞ☻♩⌐ ≢⅝╕∆⁹ 
 

 
Note: 

 3-2-1-2 Ɽ◔♇♩ⱨ▫ꜟ♃─Ɽꜝⱷכ♃ 
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1. Join EUI ≤ Dev EUI ─ ⅜ ↕╣≡™╢ ⁸ ─ ⌐ ∆╢Ɽ◔♇

♩─╖⅜ ↕╣╕∆⁹ 

2. Ɽ◔♇♩ ♃▬ⱪ⅜ Loriot ╕√│ Everynet ─ ⁸↓─ │ ⇔≡™╕∑╪⁹ 

▫♥כⱤ♪כ◘ .3 Ⱡ♇♩꞉כ◘◒כⱣכ◕⅜כ♩►▼▬⌐ⱨ▫ꜟ♃ ╩ ╡

≡√ ─כⱣכ◘◒כⱠ♇♩꞉│▬▼►♩כ◕⁸ ╩ ⇔≡ ⇔╕∆⁹ 

 
Related Configuration Example 

Ɽ◔♇♩ⱨ◊꞉כ♄כ─  

 

 

3.2.1.2  Radios 

 3-2-1-3 
 

Radios-Radio Channel Setting 

Item Description  Default 

 
 
Region 

╡ / ╡ ⌐♩כ꜠♃כ♦┘╟⅔ ∆╢

LoRaWAN® ⱪꜝfi╩ ⇔≡ↄ∞↕™⁹ ⌂

♅ꜗⱠꜟⱪꜝfi│◕כ♩►▼▬─⸗♦ꜟ⌐╟∫≡ ⌂╡╕

∆⁹ 

 
♦⸗─▬▼►♩כ◕

ꜟ⌐ ≠⅝╕∆ 

 

 
Center 

Frequency 

 

 
LoRaWAN®ⱡכ♪⅛╠─Ɽ◔♇♩╩ ∆╢√╘─

╩ ⇔╕∆⁹ 

LoRaWAN® Ɽ

ꜝⱷכ♃ ≢

↕╣≡™╢

⌐ ≠⅝╕∆ 

 3-2-1-3 ♅ꜗⱠꜟ Ɽꜝⱷכ♃ 
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 3-2-1-4 
 

Radios-Multi Channel Setting  

Item Description  Default 

Enable 
↓─♅ꜗfiⱠꜟ≢Ɽ◔♇♩╩ ≢⅝╢╟℮⌐

∆╢⌐│⁸◒ꜞ♇◒⇔≡ↄ∞↕™⁹ Enabled 

Index ꜞ☻♩ ─ ╩ ⇔╕∆⁹ / 

Radio 
≤⇔≡ꜝ☺○0╕√│ꜝ☺○1╩⅔

┘ↄ∞↕™⁹ Radio 0 

 
Frequency/MHz 

↓─♅ꜗfiⱠꜟ─ ╩ ⇔≡ↄ∞↕

™⁹ ±0.4625⁹ 

LoRaWAN® ♪

◐ꜙⱷfi♩⌐ ≠⅝

╕∆ 

 3-2-1-4 ⱴꜟ♅♅ꜗfiⱠꜟ Ɽꜝⱷכ♃ 

 3-2-1-5 
 

Radios-LoRa Channel Setting 

Item Description  Default 

Enable 
↓─♅ꜗfiⱠꜟ≢Ɽ◔♇♩╩ ≢⅝╢╟℮⌐

∆╢⌐│⁸◒ꜞ♇◒⇔≡ↄ∞↕™⁹ Enabled 

Radio 
≤⇔≡ꜝ☺○ 0 ╕√│ꜝ☺○ 1 ╩⅔

┘ↄ∞↕™⁹ Radio 0 

 
Frequency/MHz 

↓─♅ꜗfiⱠꜟ─ ╩ ⇔≡ↄ∞↕

™⁹ ±0.9⁹ 

⌐ ≠⅝╕

∆ 

Bandwidth/MHz ↓─♅ꜗfiⱠꜟ─ ╩ ⇔≡ↄ∞↕™⁹ 500KHz 

 

 
Spread Factor 

⌂ ╩⅔ ┘ↄ∞↕™⁹

─ ⅝™♅ꜗfiⱠꜟ│ ⌐♩כ꜠ ⇔⁸

↕™♅ꜗfiⱠꜟ│ ⌐♩כ꜠ ⇔╕∆⁹ 

LoRaWAN® Ɽꜝ

ⱷכ♃ ≢ ↕

╣≡™╢ ⌐ ≠

⅝╕∆ 

 3-2-1-5 LoRa ♅ꜗⱠꜟ Ɽꜝⱷכ♃ 
 

 3-2-1-6 
 

Radios-FSK Channel Setting 

Item Description  Default 

Enable 
◒ꜞ♇◒∆╢≤⁸↓─♅ꜗfiⱠꜟ≢Ɽ◔♇♩╩

≢⅝╢╟℮⌐⌂╡╕∆⁹ 
Disabled 

Radio 

 

 

 

 

≤⇔≡ꜝ☺○0╕√│ꜝ☺○1╩⅔

┘ↄ∞↕™⁹ 
Radio 0 
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Frequency/MHz 

↓─♅ꜗfiⱠꜟ─ ╩ ⇔≡ↄ∞↕

™⁹ ±0.9⁹ 

⌐

≠⅝╕∆ 

 
Bandwidth/MHz 

↓─♅ꜗfiⱠꜟ─ ╩ ⇔≡ↄ∞↕

™⁹ 125KHz⁸250KHz⁸500KHz 

⌐

≠⅝╕∆ 

Data Rate ♦כ꜠♃כ♩╩ ⇔≡ↄ∞↕™⁹ ̔500

25000⁹ 

500 

 3-2-1-6 FSK ♅ꜗⱠꜟ Ɽꜝⱷכ♃ 

 

 
3.2.1.3  Noise Analyzer 

ⱡ▬☼▪♫ꜝ▬◙⁸│כ ♅ꜗⱠꜟ─ⱡ▬☼╩☻◐ꜗfi⇔⁸ꜚכ◙כ⅜

╩ ⇔ ⌂ ╩ ∆╢√╘─ ╩ ∆╢√╘⌐

↕╣╕∆⁹RSSI│ ♅ꜗⱠꜟ─ ╩ ⇔╕∆⁹RSSI ⅜ ™╒≥⁸ ─

│ ≢∆⁹Ɽ♇◔כ☺ⱨ◊꞉כ♄כ╩ ∆╢ ⌐│⁸↓─ ╩ ⌐

∆╢↓≤│ ↕╣╕∑╪⁹♄►fiꜞfi◒ ⌐ ╩ ⅎ╢ ⅜№╢√

╘≢∆⁹ 

 

3-2-1-7 
 

Noise Analyzer 

Item Description  Default 

Enable ⱡ▬☼▪♫ꜝ▬◙כ ╩ ⌐∆╢⌐│⁸↓∟╠╩◒

ꜞ♇◒⇔≡ↄ∞↕™⁹ 

Disabled 

 
 
Sweep Freq 

╩ ⇔≡ↄ∞↕™⁹ 

General LoRaWAN® Ɽꜝⱷכ♃ ⌐ ≠ↄ

 

Custom: ╩◌☻♃ⱴ▬☼⇔╕∆ 

 
 

General Feq 

 
 
Sweep Time 

ⱡ▬☼▪♫ꜝ▬◙╩ ⌐⁸╕√│ ⌐

⌐⇔╕∆⁹ 

◌☻♃ⱶ╩ ⇔√ ⁸ⱡ▬☼▪♫ꜝ▬◙כ│

↕╣√ ⅜ ∆╢≤ ⌐ ⇔╕∆⁹ 

 
 

Custom/24h 
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 ⱡ▬☼▪♫ꜝ▬◙כ │ ♃כ♦─ ⌐

╩ ⅎ╢√╘⁸ ╩◌☻♃ⱶ ∆╢↓≤╩⅔ ╘

™√⇔╕∆⁹ 

 

 3-2-1-7 ⱡ▬☼▪♫ꜝ▬◙כ Ɽꜝⱷכ♃ 

 

 
3.2.1.4  Advanced 

↓─☿◒◦ꜛfi≢│⁸ⱦכ◖fi─ ⅔╟┘ ⌐ ∆╢ ⌂ ⌐≈™≡ ⇔╕∆⁹ 

 3-2-1-8 
 

Advanced-Beacon Setting 

Item Description  Default 

 
Beacon Period 

◒ꜝ☻B♦Ᵽ▬☻─ ⅜▬▼►♩כ◕⌐╘√─

ⱦכ◖fi╩ ∆╢ ⅜▬▼►♩כ◕⁸│⁹0∆≢

ⱦכ◖fi╩ ⇔⌂™↓≤╩ ⇔╕∆⁹ 

 
0 

 
 
Beacon Freq 

 
 

ⱦכ◖fi─ ≢∆⁹ 

⇔≡™╢

⌐

≠⅝╕∆ 

 
Beacon 

Datarate 

 
 

ⱦכ◖fi─♦⁹♩כ꜠♃כ 

⇔≡™╢

⌐

≠⅝╕∆ 

Beacon Channel 

Number 
◌☻♃ⱶ╩ ⇔√ ─≢╕8╠⅛1│כ◙כꜚ⁸

≢◌☻♃ⱴ▬☼∆╢↓≤⅜ ≢∆⁹ 
1 

Beacon Freq Step 
ⱦכ◖fi─ ≢∆⁹ 200000 

Beacon Bandwidth 
ⱦכ◖fi─ ≢∆⁹ Hz 12500 Hz 

Beacon TX Power 
ⱦכ◖fi─ ≢∆⁹ 

⇔≡™╢

⌐

≠⅝╕∆ 
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Beacon Time Sync 

Type ⱦכ◖fi─ ♃▬ⱪ╩GPS╕√│UTC⅛╠⅔ ┘ↄ

∞↕™⁹ 

GPS 

Beacon Time 

Offset 

♃▬ⱪ⅜ UTC ─ ⱶ♥☻◦│▬▼►♩כ◕⁸

⌐↓─○ⱨ☿♇♩╩ ⇔⁸∕─ ╩◒ꜝ☻ B ♦

Ᵽ▬☻⌐ ╡ ≡╕∆⁹ 

 
0 

 3-2-1-8 ⌂ⱦכ◖fiⱤꜝⱷכ♃ 

 

 

 3-2-1-9 
 

Item Description  Default 

 
Keep Alive 

Interval 

┼כⱣכ◘◒כⱠ♇♩꞉╠⅛▬▼►♩כ◕ ↕╣╢◐

─♩♇◔ⱪ▪ꜝ▬ⱩⱤכ ╩ ⇔≡ↄ∞↕™⁹↓╣

⌐╟╡ ⅜ ⇔⁸ ↕╣╕∆⁹ 

1 3600⁹ 

 
 
10 

Stat Interval 
─▬▼►♩כ◕ ╩Ⱡ♇♩꞉כ◘◒כⱣכ⌐

∆╢ ╩ ⇔≡ↄ∞↕™⁹ 1 3600⁹ 
30 

 
Push Timeout 

╩♃כ♦─♪כⱡ⅜▬▼►♩כ◕ ⇔√ ⁸◘

─╠⅛כⱣכ ╩ ∆╢♃▬ⱶ▪►♩╩

⇔≡ↄ∞↕™⁹ 1 1999⁹ 

 
100 

Forward CRC 

Disabled 
CRC╩ ⌐⇔√ ≢ ⇔√Ɽ◔♇♩╩Ⱡ♇♩꞉כ◒

┼כⱣכ◘ ≢⅝╢╟℮⌐⇔╕∆⁹ 
Disabled 

Forward CRC Error ⌐∆╢≤⁸CRC◄ꜝכ─№╢ Ɽ◔♇♩╩Ⱡ♇♩꞉

⌐כⱣכ◘◒כ ⇔╕∆⁹ 
Disabled 

Forward CRC Valid ⌐∆╢≤⁸CRC⅜ ⌂ ≢ ⇔√Ɽ◔♇♩╩Ⱡ

♇♩꞉כ◘◒כⱣכ⌐ ⇔╕∆⁹ 
Enabled 

 3-2-1-9 Ɽꜝⱷכ♃ 
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 3-2-1-10 
 

Item Description  Default 

 
 
Enable 

LBT ─ ╕√│ ╩ ™╕∆⁹LBT Listen 

Before Talk │⁸♄►fiꜞfi◒♅ꜗⱠꜟ⅜▪▬♪ꜟ ≢№

╢⅛≥℮⅛╩ ⇔⁸♅ꜗⱠꜟ▪◒☿☻ ╩ ∆╢√

╘⌐ ↕╣╕∆⁹ 

AU915 ⅔╟┘ US915 │ LBT ⌐ ⇔≡⅔╡╕∑

╪⁹ 

 
 
Disabled 

 
RSSI Target 

⅝ ─♅ꜗⱠꜟ─ ╩ ⇔≡ↄ∞↕™⁹♅ꜗⱠ

ꜟ─ ─RSSI⅜ / ─ ⁸∕─♅ꜗⱠꜟ

│ ⅝ ≤ ⌂↕╣╕∆⁹ -120 0 

 
-80 

 

3.2.1.5  Custom 

 3-2-1-10 ⌂ LBT Ɽꜝⱷכ♃ 

◌☻♃ⱶ ╩♪כ⸗ ⌐⇔√ ⁸ Ⱳ♇◒☻⌐ ─Ɽ◔♇♩ⱨ◊꞉כ

כ♄ ⱨ□▬ꜟ╩ ⇔≡Ɽ◔♇♩ⱨ◊꞉כ♄כ╩ ≢⅝╕∆⁹"Save"╩◒ꜞ

♇◒∆╢≤◌☻♃ⱶ ⱨ□▬ꜟ─ ⅜ ↕╣⁸"Apply"╩◒ꜞ♇◒∆╢≤

⅜ ⌐⌂╡╕∆⁹"Clear"╩◒ꜞ♇◒∆╢≤ Ⱳ♇◒☻─ ⅜∆═≡

↕╣╕∆⁹ ⱨ□▬ꜟ─ ⅜╦⅛╠⌂™ │⁸"Example"╩◒ꜞ♇◒⇔

≡ Ɑכ☺⌐ ⇔≡ↄ∞↕™⁹ 

Note: ◌☻♃ⱶ │Web GUI─Ɽ◔♇♩ ╩ ⅝⇔╕∆⁹ 
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 3-2-1-11 

 

 
 

3.2.1.6  Traffic  

♩ꜝⱨ▫♇◒Ɑכ☺⌐ ⅜▬▼►♩כ◕⁸≥╢∆ ⇔√ ─♩ꜝⱨ▫♇◒⅜

↕╣╕∆⁹ꜝ▬Ⱪ♩ꜝⱨ▫♇◒╩ ∆╢⌐│⁸₈Refresh╩◒ꜞ♇◒⇔≡ↄ

∞↕™⁹ 

 3-2-1-12 
 

Item Description  

Refresh ─♦כ♃╩ ∆╢⌐│⁸↓∟╠╩◒ꜞ♇◒⇔≡ↄ∞↕™⁹ 

Clear ∆═≡─♦כ♃╩ ∆╢⌐│◒ꜞ♇◒⇔≡ↄ∞↕™⁹ 

Rfch ↓─Ɽ◔♇♩─♅ꜗfiⱠꜟ╩ ⇔╕∆⁹ 

Direction ↓─Ɽ◔♇♩─ ╩ ⇔╕∆⁹ 

Time ↓─Ɽ◔♇♩─ ╩ ⇔╕∆⁹ 

Ticks ↓─Ɽ◔♇♩─♥▫♇◒╩ ⇔╕∆⁹ 

Frequency ♅ꜗⱠꜟ─ ╩ ⇔╕∆⁹ 

Datarate ♅ꜗⱠꜟ─♦כ꜠♃כ♩╩ ⇔╕∆⁹ 

Coderate ↓─Ɽ◔♇♩─ ╩ ⇔╕∆⁹ 

RSSI ╩ ⇔╕∆⁹ 

SNR ↓─Ɽ◔♇♩─ ╩ ⇔╕∆⁹ 

Data 
↓─Ɽ◔♇♩─Ɑ▬꜡כ♪ Base64 ╩ ⇔╕∆⁹ 

Note Loriot ⅔╟┘ Actility Ɽ◔♇♩ⱨ◊꞉כ♄כ≢│ ⇔╕∑╪⁹ 

 3-2-1-11 ♩ꜝⱨ▫♇◒Ɽꜝⱷכ♃ 

 

 
 

3.2.2 Network Server 

3.2.2.1  General 
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 3-2-2-1 
 

Item Description  Default 

General Setting 

Enable ◒ꜞ♇◒∆╢≤Ⱡ♇♩꞉כ◘◒כⱣכ⸗כ♪⅜ ⌐⌂

╡╕∆⁹ 

Enabled 

Platform Mode 
 Milesight IoT ╩▬▼►♩כ◕⁸≥╢∆⌐

◒ꜝ►♪╕√│Yeastar Workplaceⱪꜝ♇♩ⱨ◊כⱶ⌐

⇔╕∆⁹ 

Disabled 

NetID Ⱡ♇♩꞉כ◒ ╩ ⇔≡ↄ∞↕™⁹ 010203 

 

 
Join Delay 

  ◄fi♪♦Ᵽ▬☻    ⅜Ⱡ♇♩꞉כ◘◒כⱣכ⌐   

Join_request_message   ╩ ⇔≡⅛╠⁸◄fi♪♦

Ᵽ▬☻⅜Ⱡ♇♩꞉כ◘◒כⱣכ⅛╠ ↕╣╢

Join_accept_message╩ ∆╢√╘⌐RX1╩ ↄ

⅜ ℮╕≢─ ╩ ⇔≡ↄ∞↕™⁹ 

 

 
5 

 
 

RX1 Delay 

◄fi♪♦Ᵽ▬☻⅜▪♇ⱪꜞfi◒Ɽ◔♇♩╩ ⇔≡⅛

╠⁸♄►fiꜞfi◒Ɽ◔♇♩╩ ∆╢√╘⌐RX1╩

ↄ ╩∆╢╕≢─ ╩ ⇔≡ↄ∞↕™⁹ 

 
 
1 

 

 
Lease Time 

⇔√ ⅜ ╣⌐⌂╢╕≢─ ╩ ⇔

≡ↄ∞↕™⁹ │ - - ≢∆⁹ ♃▬ⱪ⅜ 

OTAA ─ ☻כꜞ⁸ ⅜ ∆╢≤⁸◄fi♪♦

Ᵽ▬☻│Ⱡ♇♩꞉כ◘◒כⱣכ⌐ ∆╢

⅜№╡╕∆⁹ 

 

 
876000-00-00 

Log level ꜡◓꜠ⱬꜟ╩ ⇔≡ↄ∞↕™⁹  

Channel Plan Setting 

Channel Plan ╡ꜞfi◒⅔╟┘ ╡ꜞfi◒─ ꜠♃כ♦≥

⌐♩כ ∆╢LoRaWAN®♅ꜗⱠꜟⱪꜝfi╩⅔ ┘

ↄ∞↕™⁹↔ ⌂♅ꜗⱠꜟⱪꜝfi│⁸◕כ♩

►▼▬─⸗♦ꜟ⌐╟∫≡ ⌂╡╕∆⁹ 

─▬▼►♩כ◕

⌐ ⇔╕

∆ 
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Channel 

◄fi♪♦Ᵽ▬☻⅜ ─ ♅ꜗⱠꜟ≢ ≢⅝╢

╟℮⌐⇔╕∆⁹ 

─╕╕⌐∆╢≤⁸LoRaWAN®─ Ɽꜝⱷ

♃כ ≢ ↕╣≡™╢♦ⱨ◊ꜟ♩─

♅ꜗⱠꜟ∆═≡╩ ⇔╕∆⁹♅ꜗ

Ⱡꜟ─▬fi♦♇◒☻╩ ∆╢↓≤⅜≢⅝╕

∆⁹Examples: 

1, 40: ♅ꜗⱠꜟ1≤♅ꜗⱠꜟ40╩  

1-40: ♅ꜗⱠꜟ1⅛╠♅ꜗⱠꜟ40╩  

1-40, 60: ♅ꜗⱠꜟ1⅛╠♅ꜗⱠꜟ40⅔╟┘♅ꜗⱠꜟ60

╩  

 

 

 

 

─▬▼►♩כ◕

⌐ ⇔

╕∆ 

 3-2-2-1 Ɽꜝⱷכ♃ 

Note: ─ Ᵽꜞ◄כ◦ꜛfi≢│⁸↔ ─ LoRaWAN® ≢ ↕╣≡™╢

⁸ ⱪꜝfi╩ ⇔≡⁸EU868 ╛ KR920 ─╟℮⌐ LoRaWAN® Ɽꜝⱷכ

♃≢ ↕╣≡™⌂™ ♅ꜗfiⱠꜟ╩ ∆╢↓≤⅜≢⅝╕∆⁹ ─ ╩↔

ↄ∞↕™  

 

 3-2-2-2 
 

Additional Channels  

Item Description  Default 

Frequency/MHz ⱪꜝfi─ ╩ ⇔≡ↄ∞↕™⁹ Null 

 
 
Max Datarate 

◄fi♪♦Ᵽ▬☻─ ╩♩כ꜠♃כ♦ ⇔≡

ↄ∞↕™⁹ │⁸LoRaWAN® Ɽꜝⱷכ♃

≢ ↕╣≡™╢ ⌐ ≠™≡™╕∆⁹ 

 
 

DR0 SF12⁸

125kHz  

 
 
Min Datarate 

◄fi♪♦Ᵽ▬☻─ ╩♩כ꜠♃כ♦ ⇔≡

ↄ∞↕™⁹ │LoRaWAN® Ɽꜝⱷכ♃

≢ ↕╣≡™╢ ⌐ ≠⅝╕∆⁹ 

 
 
DR3(SF9,125kHz) 

 3-2-2-2 ⱪꜝfiⱤꜝⱷכ♃ 

 

 
 

3.2.2.2  Application  

▪ⱪꜞ◔כ◦ꜛfi≤│⁸ ∂ ╕√│ ∂♃▬ⱪ─♦Ᵽ▬☻─ ≢∆⁹

⁸│כ◙כꜚ ⌐כⱣכ◘∂ ∆╢ ⅜№╢ ─♦Ᵽ▬☻╩ ∂▪ⱪꜞ

⌐fiꜛ◦כ◔ ∆╢↓≤⅜≢⅝╕∆⁹ 
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▪ⱪꜞ◔כ◦ꜛfi│⁸ ◒ꜞ♇◒⇔≡ ∆╢↓≤⅜≢⅝╕∆⁹ ╩◒ꜞ♇◒⇔

≡▪ⱪꜞ◔כ◦ꜛfi╩ ⇔√╡⁸ ╩◒ꜞ♇◒∆╢↓≤≢ ≢⅝╕∆⁹ 

 3-2-2-3 
 

Application  

Item Description  

Name 
▪ⱪꜞ◔כ◦ꜛfiⱪ꜡ⱨ□▬ꜟ─ ╩ ⇔≡ↄ∞↕™⁹ 

smoker-sensor-app 

Description 
↓─▪ⱪꜞ◔כ◦ꜛfi─ ╩ ⇔≡ↄ∞↕™⁹ 

▪ⱪꜞ◔כ◦ꜛfi⁹ 

Metadata 
♦Ᵽ▬☻⅜Ɑ▬꜡כ◖♪כ♦♇◒╩ ⇔√ ⌐⁸▪♇ⱪꜞfi◒Ɽ◔♇♩

≢ ⌐ ∆╢ ╩ ≢⅝╢╟℮⌐⇔╕∆⁹ 

Data Transmission 
╩ꜟ◖♩꜡⁸MQTT⁸HTTP⁸╕√│HTTPSⱪ│♃כ♦ ⇔≡⁸⅔ ─◌

☻♃ⱶ◘כⱣכ⌐ ↕╣╕∆⁹1≈─▪ⱪꜞ◔כ◦ꜛfi≢│⁸MQTT ≤

HTTP HTTPS ╩∕╣∙╣1≈∏≈⇔⅛ ≢⅝╕∑╪⁹ 

 3-2-2-3 ▪ⱪꜞ◔כ◦ꜛfiⱤꜝⱷכ♃ 

 

MQTT Integration  

 

 3-2-2-4 
 

MQTT Settings 

Item Description  

Type ♃▬ⱪ╩ MQTT ≤⇔≡ ⇔≡ↄ∞↕™⁹ 

 
 
Configuration Mode 

╩♪כ⸗ ⇔≡ↄ∞↕™⁹ 

Manual Configuration: ►▼ⱩⱭכ☺ ≢Ɽꜝⱷכ♃╩ ⇔╕∆⁹

Get via HTTP: ⱪꜝ♇♩ⱨ◊כⱶ⌐HTTPꜞ ◒◄☻♩╩ ⇔⁸MQTT

Ɽꜝⱷכ♃╩ ⇔╕∆⁹ 

Status MQTT ╩ ⇔╕∆⁹ 

Get via HTTP 
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Platform URL HTTPꜞ ◒◄☻♩╩ ∆╢ⱪꜝ♇♩ⱨ◊כⱶURL╩ ⇔≡ↄ∞↕

™⁹ 

Custom Format ⱪꜝ♇♩ⱨ◊כⱶ⌐ ∆╢ HTTP ꜞ ◒◄☻♩─ ╩◌☻♃ⱴ▬

☼⇔╕∆⁹ 

 3-2-2-4 MQTT Ɽꜝⱷכ♃ 

 3-2-2-5 
 

 

 3-2-2-6 
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 3-2-2-7 
 

MQTT Settings - Manual Configuration  

Item Description  

General 

BrokerAddress 

 
╩♃כ♦ ∆╢√╘─MQTTⱩ꜡⁹☻꜠♪▪─כ◌כ 

Broker Port ♦כ♃╩ ∆╢√╘─MQTTⱩ꜡כ◌כ─ⱳכ♩ ≢∆⁹ 

 
Client ID 

◒ꜝ▬▪fi♩ID│⁸◘כⱣכ⌐ ∆╢◒ꜝ▬▪fi♩─ ─ ≢∆⁹ 

─◒ꜝ▬▪fi♩⅜ ⌐כⱣכ◘∂ ⇔≡™╢ ⁸↓╣│ ≢

№╢ ⅜№╡⁸QoS 1 ⅔╟┘ 2 ≢ⱷ♇☿כ☺╩ ∆╢√╘⌐

≢∆⁹ 

ConnectionTi

meout/s 

 

◒ꜝ▬▪fi♩⅜ ♃▬ⱶ▪►♩ ⌐ ╩ ╠╣⌂™ ⁸ │ ↕

╣√╙─≤╖⌂↕╣╕∆⁹ 1 65535 

Keep 

AliveInterval/s 

 

◒ꜝ▬▪fi♩⅜◘כⱣכ⌐ ⇔√ ⁸◒ꜝ▬▪fi♩│ ⌐Ɫכ♩ⱦכ

♩Ɽ◔♇♩╩◘כⱣכ⌐ ⇔⁸ ╩ ⇔╕∆⁹ 1 65535 

Data 

Restransmi 

ssion 

⁸Ⱡ♇♩꞉כ◒⅜ ↕╣√ ⌐ ╩♃כ♦─ 10,000 

⇔⁸Ⱡ♇♩꞉כ◒ ╩♃כ♦⌐ ⇔╕∆⁹ 

User Credentials 

Enable ꜚכ◙כ ╩ ⌐⇔╕∆⁹ 

Username MQTTⱩ꜡כ◌כ┼─ ⌐ כ◙כꜚ╢∆ ≢∆⁹ 

Password MQTTⱩ꜡כ◌כ┼─ ⌐ ∆╢Ɽ☻꞉⁹∆≢♪כ 

TLS 

 
Enable 

MQTT ⌐⅔↑╢TLS ╩ ⌐⇔╕∆⁹ 

Note: MQTTⱩ꜡כ◌כ─ ⅜HiveMQ─ ⁸TLS ⌐⇔⁸○ⱪ◦ꜛfi╩

₈CA signed server certificate. ≤⇔≡ ⇔≡ↄ∞↕™⁹ 

 

 
Mode 

₈ ₉╕√│₈CA כⱣכ◘ ₉⅛╠⅔ ┘ↄ∞

↕™⁹CA signed server certificate: ♦Ᵽ▬☻⌐ⱪꜞ꜡כ♪↕╣≡™╢

CA ─ ≢ ⇔╕∆⁹ 

Self signed certificates: ─◌☻♃ⱶ CA .crt ╕√│ .pem ⁸◒ꜝ

▬▪fi♩ .crt ⁸⅔╟┘ .key ╩▪♇ⱪ꜡⁹∆╕⇔♪כ 

SSL Secure ⁸◕כ♩►▼▬│ ─ ╩ ⇔╕∆⁹ 
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Will 

 
 
Enable 

MQTT◒ꜝ▬▪fi♩⅜ ↕╣√ ⁸ꜝ☻♩►▫ꜟⱷ♇☿כ☺⅜

⌐ ↕╣╕∆⁹ ⁸♦Ᵽ▬☻─ ╩ ⇔√╡⁸ ─♦Ᵽ▬☻╛

ⱪ꜡◐◦◘כⱣכ⌐♦Ᵽ▬☻─○ⱨꜝ▬fi ╩ ∆╢√╘⌐ ↕╣╕

∆⁹ 

Will Topic ꜝ☻♩►▫ꜟⱷ♇☿כ☺╩ ∆╢√╘─♩Ⱨ♇◒╩◌☻♃ⱴ▬☼⇔╕

∆⁹ 

Will QoS QoS0⁸QoS1⁸QoS2│ ≢ ≢∆⁹ 

Will Retain ⌐∆╢≤⁸ ⱷ♇☿כ☺╩ ⱷ♇☿כ☺≤⇔≡ ⇔╕∆⁹ 

Will Message 
ⱷ♇☿כ☺─ ╩◌☻♃ⱴ▬☼⇔╕∆⁹ 

Topic 

 

 

 

 

 
 

 
Data Type 

MQTTⱩ꜡כ◌כ≤─ ⌐ ♃כ♦╢∆  

Uplink Data: ♦Ᵽ▬☻⅛╠─▪♇ⱪꜞfi◒Ɽ◔♇♩╩ ⇔╕∆⁹ 

Downlink♦Ᵽ▬☻┼─♄►fiꜞfi◒◖ⱴfi♪ ⁹ ♦Ᵽ▬☻┼─♄►fi

ꜞfi◒◖ⱴfi♪ ⅜ ⌂ │⁸↓─♩Ⱨ♇◒⌐꞉▬ꜟ♪◌כ♪

₈$deveui₉╩ ⇔⁸♩Ⱨ♇◒ ⌐ ─♦Ᵽ▬☻─EUI⌐ ⅝ ⅎ≡ↄ

∞↕™⁹ 

Multicast Downlink Data: ⱴꜟ♅◐ꜗ☻♩◓ꜟכⱪ⌐♄►fiꜞfi◒◖ⱴfi♪╩

⇔╕∆Join Notification: ◕כ♩►▼▬⅜ Ɽ◔♇♩╩ ⇔⁸♦

Ᵽ▬☻⅜Ⱡ♇♩꞉כ◒⌐ ∆╢↓≤╩ ⇔√ ⁸ ╩ ⇔╕

∆⁹ 

ACK♄►fiꜞfi◒◖ⱴfi♪ ⌐♦Ᵽ▬☻⅛╠ACKⱤ◔♇♩╩ ⇔

╕∆⁹ 

Error Notification: ♦Ᵽ▬☻⅛╠─◄ꜝכⱤ◔♇♩╩ ⇔╕∆⁹ 

Request data: ◕כ♩►▼▬─NS Ⱡ♇♩꞉כ◘◒כⱦ☻ ╩ ה ∆╢

√╘─ꜞ◒◄☻♩╩ ⇔╕∆⁹ 

Response data: ꜞ ◒◄☻♩⌐ ∆╢ ╩ ⇔╕∆⁹ 

Topic ⱤⱩꜞ♇◦ꜙ⌐ ♃כ♦╢╣↕ ─♩Ⱨ♇◒ ⁹ 

Retain ⌐∆╢≤⁸↓─♩Ⱨ♇◒─ ⱷ♇☿כ☺╩ꜞ♥▬fiⱷ♇☿כ☺≤⇔

≡ ⇔╕∆⁹ 

 

 

 

 

 
QoS 

QoS 0 ð 1 ─╖  

↓╣│ ╙ ⌂ ≢№╡⁸ⱷ♇☿1│☺כ ─╖ ↕╣╕∆⁹√∞

⇔⁸ ⅜ ╙  ⁹∆╕╡⌂≥♪כ⸗™

QoS 1 ð ⌂ↄ≤╙  

↓─꜠ⱬꜟ≢│⁸ⱷ♇☿כ☺⅜ ⌂ↄ≤╙1 │ ⌐ ↕╣╕∆⅜⁸

↕╣╢ ╙№╡╕∆⁹ 

QoS 2 ð ⌐1  

QoS 2 │ MQTT ⌐⅔↑╢ ꜠ⱬꜟ─◘כⱦ☻≢∆⁹↓─꜠ⱬꜟ≢│⁸ ⱷ

⅜☺כ☿♇ ↕╣√ ⌐╟∫≡ ∞↑ ↕╣╢↓≤⅜ ↕╣╕

∆⁹QoS 2 │ ╙ ≢⁸ ╙ ☻ⱦכ◘™ ꜠ⱬꜟ≢∆⁹ 

 3-2-2-5 MQTT  - Ɽꜝⱷכ♃ 

 

 
HTTP/HTTPS Integration  
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 3-2-2-8 
 

HTTP/HTTPS Settings 

Item Description  

HTTP Header 

Header Name HTTP Ⱬ♇♄כ⌐⅔↑╢ ⌂ⱨ▫כꜟ♪ ≢∆⁹ 

Header Value HTTPⱫ♇♄כ─ ⁹ 

URL 

 

 

 
Data Type 

HTTP/HTTPS◘כⱣכ⌐ ♃כ♦╢╣↕ ⁹ 

Uplink Data: ♦Ᵽ▬☻⅛╠─▪♇ⱪꜞfi◒Ɽ◔♇♩╩ ⇔╕∆ 

Join Notification: ◕כ♩►▼▬⅜ Ɽ◔♇♩╩ ⇔⁸♦Ᵽ▬☻⅜Ⱡ♇

♩꞉כ◒⌐ ≢⅝╢╟℮⌐⇔√ ⁸ ╩ ⇔╕∆ 

ACK Notification: ♄►fiꜞfi◒◖ⱴfi♪ ⌐♦Ᵽ▬☻⅛╠ACKⱤ◔♇♩╩

⇔╕∆ 

Error Notification: ♦Ᵽ▬☻⅛╠─◄ꜝכⱤ◔♇♩╩ ⇔╕∆ 

Topic ⌐ ♃כ♦╢╣↕ ─♩Ⱨ♇◒ ⁹ 

URL ♦כ♃╩ ∆╢√╘─HTTP/HTTPS◘כⱣכ─URL≢∆⁹ 

 3-2-2-6 HTTP/HTTPS Ɽꜝⱷכ♃ 

 

 
Related Configuration Example 

▪ⱪꜞ◔כ◦ꜛfi  

 

 

3.2.2.3  Payload Codec 

Ɑ▬꜡⁸│◒♇♦כ◖♪כMilesight LoRaWAN® ♦Ᵽ▬☻⌐ ╖ ╕╣√Ɑ▬꜡כ

╩ꜞꜝⱩ▬ꜝ◒♇♦כ◖♪ ╩♪כ◖fi◄┘╟⅔♪כ◖♦─♃כ♦⁸⇔ ⌐

⁸│כ◙כꜚ⁹∆╕™ Ⱪꜝfi♪─♦Ᵽ▬☻─Ɑ▬꜡כ◖♪כ♦♇◒╩◌☻♃

ⱴ▬☼⇔√╡⁸ ⌐ ∂≡▪♇ⱪꜞfi◒⅔╟┘♄►fiꜞfi◒─◖fi♥fi♠╩

⇔√╡∆╢↓≤╙ ≢∆⁹ 
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Inbuilt Payload Codec Library  
 

 3-2-2-9 
 

Inbuilt Payload Codec Library  

Item Description  

Library Version Milesight♦Ᵽ▬☻─Ɑ▬꜡כ◖♪כ♦♇◒ꜝ▬Ⱪꜝꜞ─Ᵽכ☺ꜛfi╩

⇔╕∆⁹ 

 

 

 
Obtaining Type 

Milesight♦Ᵽ▬☻─Ɑ▬꜡כ◖♪כ♦♇◒ꜝ▬Ⱪꜝꜞ╩ ∆╢♃▬ⱪ╩

⇔≡ↄ∞↕™⁹Online: ◕כ♩►▼▬─ ⅔╟┘▬fi♃כⱠ

♇♩ ⌐⁸Ᵽכ☺ꜛfi ╩ ⇔√ ⁸ ⌐ ↕╣╕

∆⁹ 

כ◙כꜚ │"Fetch"Ⱳ♃fi╩◒ꜞ♇◒⇔≡⁸ ╩ ≢ ∆╢

↓≤╙ ≢∆⁹Obtain ₈Local╩◒ꜞ♇◒⇔≡zip ─Ɑ▬꜡כ♪◖

⅜ꜞꜝⱩ▬ꜝ≥╢∆◒♇ꜞ◒╩ ⁸⇔♪כ꜡ⱪ♇▪╩☺כ◔♇Ɽ◒♇♦כ

↕╣╕∆⁹MilesightⱭ▬꜡כ◖♪כ♦♇◒Ɽ♇◔⁸│≡™≈⌐☺כ

↓∟╠⅛╠♄►fi꜡כ♪⇔≡ↄ∞↕™⁹ 

Name 
Ɑ▬꜡כ◖♪כ♦♇◒⌐ ∆╢ Milesight ⸗♦ꜟ╩ ⇔╕∆⁹ 

Payload Decoder 

Function 
 
⅜כ♄כ◖♦ ∆╢⅛≥℮⅛╩ ⇔╕∆⁹ 

Payload 

Encoder 

Function 

 
◄fi◖כ♄כ⅜ ∆╢⅛ ⇔╕∆⁹ 

Object Mapping 

Function 
 
○Ⱪ☺▼◒♩ⱴ♇Ⱨfi◓ ⅜ ∆╢⅛≥℮⅛╩ ⇔╕∆⁹ 

Details 
─♄כ◖fi◄┘╟⅔♄כ◖♦ ╩ ⇔╕∆⁹↔ ⌐ ╦⌂™

│⁸Ɑ▬꜡כ◖♪כ♦♇◒╩◌☻♃ⱴ▬☼⇔≡ↄ∞↕™⁹ 

 3-2-2-7 Ɑ▬꜡כ◖♪כ♦♇◒ꜝ▬ⱩꜝꜞⱤꜝⱷכ♃ 
 

Custom Payload Codec 
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 3-2-2-10 
 

Custom Payload Codec 

Item Description  

Name ◌☻♃ⱶⱭ▬꜡כ◖♪כ♦♇◒─ ─ ╩ ⇔≡ↄ∞↕™⁹ 

Description ↓─Ɑ▬꜡כ◖♪כ♦♇◒─ ╩ ⇔≡ↄ∞↕™⁹ 

Template ─ Ɑ▬꜡כ◖♪כ♦♇◒╩♥fiⱪ꜠כ♩≤⇔≡ ⇔≡ↄ∞

↕™⁹ 

Payload Decoder 

Function 

♦Ᵽ▬☻─Ɑ▬꜡כ♄כ◖♦♪כ╩◌☻♃ⱴ▬☼⇔⁸16 ♃כ♦─

╩JSON ⌐ ⇔╕∆⁹⌂⅔⁸ ─Ⱬ♇♄כ│blanks ─ ≤ ∂≢№╢

⅜№╡╕∆⁹ 

Payload Encoder 

Function 

♦Ᵽ▬☻─Ɑ▬꜡כ♪◄fi◖כ♄╩◌☻♃ⱴ▬☼⇔⁸JSON ─ⱷ♇☿

16╩☺כ ─◖ⱴfi♪⌐ ⇔╕∆⁹ Ⱬ♇♄⁸│כ ─

≤ ∂≢№╢↓≤⌐↔ ↄ∞↕™⁹ 

 
Object Mapping 

Function 

LoRaWAN®ⱷ♇☿כ☺╩BACnet╕√│Modbus○Ⱪ☺▼◒♩⌐ ∆╢ⱴ♇

Ⱨfi◓ ╩◌☻♃ⱴ▬☼⇔≡ↄ∞↕™⁹ ─2≈─ ╩ ⇔╕

∆  

JSON Function ╩JSON ≢ ⇔╕∆⁹ 

Page Configuration Ɑכ☺ ≢ ╩ ⇔╕∆⁹ 

 

 

 

 

 

Test 

Ɑ▬꜡כ◖♪כ♦♇◒♥☻♩─ ╕√│ ⁹ 

Input ╩ ╕⌂™16 ─ JSON│√╕⁸♃כ♦─ ─◖ⱴfi♪

╩ ⇔≡ↄ∞↕™⁹ 

fPort LoRaWAN®♦Ᵽ▬☻─▪ⱪꜞ◔כ◦ꜛfiⱳ⁹∆≢♩כMilesight♦

Ᵽ▬☻≢│♦ⱨ◊ꜟ♩≢85≤⌂╡╕∆⁹ 

Decoder 16 ─ JSON╩♃כ♦─ ─ ⌐ ⇔╕∆⁹

TestEn JSON ─◖ⱴfi♪╩16 ─◖ⱴfi♪⌐ ⇔╕∆⁹ 

Decoder/Encoder Test Result √╣↕♪כ◖fi◄│√╕♪כ◖♦ ╩

⇔╕∆⁹ 

Object Mapping Test Result ◄fi◖כ♄כ◖♦│√╕כ♄כ⌐⅔↑╢○

Ⱪ☺▼◒♩─ ╩ ⇔╕∆⁹ 

 
Note: 

 3-2-2-8 ◌☻♃ⱶⱭ▬꜡כ◖♪כ♦♇◒Ɽꜝⱷכ♃ 
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{ 

"object": [ 

{ 

"id": "ipso_version", 

"name": "IPSO Version", 

"value": "", 

"unit": "", 

"access_mode": "R", 

"data_type": "TEXT", 

"value_type": "STRING", 

"max_length": 6, 

"bacnet_type": "character_string_value_object", 

"bacnet_unit_type_id": 95, 

"bacnet_unit_type": "UNITS_NO_UNITS" 

}, 

{ 

"id": "temperature_unit", 

"name": "Temperature Unit", 

"value": "", 

"unit": "", 

"access_mode": "RW", 

"data_type": "ENUM", 

"value_type": "UINT8", 

"values": [ 

{ "value": 0, "name": "celsius" }, 

{ "value": 1, "name": "fahrenheit" } 

], 

"bacnet_type": "multistate_value_object", 

"bacnet_unit_type_id": 95, 

"bacnet_unit_type": "UNITS_NO_UNITS", 

"reference": ["temperature_control_mode", "temperature_target"] 

} 

1. Ɑ▬꜡כ♄כ◖♦♪כ⅔╟┘◄fi◖כ♄כ≢ ⇔≡™╢JavaScript─Ᵽכ☺ꜛfi│ES2020≢∆⁹ 

2. Ɑ▬꜡כ♄כ◖♦─◒♇♦כ◖♪כ⅔╟┘◄fi◖כ♄כ≢ ↕╣╢

│⁸ ∂ ╩ ∆ ⁸ ≢№╢ ⅜№╡╕∆⁹ 

 
Object Mapping Function -JSON Function Example: 
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Object Mapping Function -JSON Configuration 

Item Description  

id 
↓─ ─כ♄כ◖fi◄┘╟⅔כ♄כ◖♦⁸│ ≤ ⇔≡™╢ ⅜№╡

╕∆⁹ 

name ⌐ ∂≡ ─╕╕⌐∆╢⅛⁸ ╩◌☻♃ⱴ▬☼⇔≡ↄ∞↕™⁹ 

value ≢∆⁹ ─╕╕⌐⇔≡ↄ∞↕™⁹ 

unit ─╕╕⌐∆╢⅛⁸ ⌐ ∂≡ ╩ ⇔≡ↄ∞↕™⁹ 

 
 
 
access_mode 

↓─○Ⱪ☺▼◒♩─▪◒☿☻⸗כ♪╩ ⇔╕∆⁹ ∆╢Modbus꜠ ☺☻♃♃

▬ⱪ│ ─ ╡≢∆  

 Option Description  Modbus Register Type  

R ╖ ╡

 

♩כꜞ◒☻▫♦ ⁸ ꜠☺

☻♃ 

W ⅝ ╖  ◖▬ꜟ⁸ ꜠☺☻♃ 

RW ╖ ⅝ ◖▬ꜟ⁸ ꜠☺☻♃ 

 
 
 
 
 
 

 
data_type 

↓─ ─ ─♃▬ⱪ╩ ⇔╕∆⁹ ∆╢○ⱪ◦ꜛfi  

 
 
 
 
 
 
 
 
 
 

 
Note:♦כ♃ ⅜ENUM≢⁸ Ɽꜝⱷכ♃⅜ ≢⌂™ ⁸Modbus꜠ ☺☻

♃♃▬ⱪ╩"Input Register"╕√│"Holding Register"⌐ ∆╢↓≤╩⅔ ╘™√

⇔╕∆⁹ 

value_type 
∆╢○ⱪ◦ꜛfi UINT8⁸INT8⁸UINT16⁸INT16⁸UINT32⁸INT32⁸FLOAT⁸

STRING⁹ 

values ↓─ ─ ─ ╩ ⇔╕∆⁹ 

max_length 
─♃▬ⱪ⅜ STRING ─ ⁸ ─ ╕√│ Modbus ꜠ ☺☻♃─

╩ ⇔╕∆⁹ 

 

bacnet_type 

⇔≡™╢○ⱪ◦ꜛfi  

▪♫꜡◓ ○Ⱪ☺▼◒♩⁸▪♫꜡◓ ○Ⱪ☺▼◒♩⁸▪♫꜡◓ ○Ⱪ☺▼◒

♩⁸Ᵽ▬♫ꜞ ○Ⱪ☺▼◒♩⁸Ᵽ▬♫ꜞ ○Ⱪ☺▼◒♩⁸Ᵽ▬♫ꜞ ○Ⱪ☺

▼◒♩⁸ⱴꜟ♅☻♥כ♩ ○Ⱪ☺▼◒♩⁸ⱴꜟ♅☻♥כ♩ ○Ⱪ☺▼◒♩⁸ⱴ

♩כ♥☻♅ꜟ ○Ⱪ☺▼◒♩ 

bacnet_unit_type_i

d ↓∟╠─Ɑכ☺≢ ≢⅝╢BACnetꜚ ♬♇♩ID╩ ⇔≡ↄ∞↕™⁹ 

bacnet_unit_type 
↓∟╠─ ⌐ ↕╣≡™╢BACnetꜚ ♬♇♩♃▬ⱪ╩ ⇔≡ↄ∞↕™⁹ 

] 

} 

Option Description  Modbus Register Type 

TEXT 
⁸♃כ♦─

◦ꜞ▪ꜟ  ꜠☺☻♃⁸ ꜠☺☻♃ 

 

NUMBER 

♃כ♦ ⅔╟

┘ ╩ ╗ ⁸

 

 

꜠☺☻♃⁸ ꜠☺☻♃ 

BOOL 
⁸☻♃כ♥☻─╖─1≥0

Ⱳ♃fi─  ⁸◖▬ꜟ 

ENUM  ꜠☺☻♃⁸ ꜠☺☻♃ 

 

https://github.com/Milesight-IoT/codec/blob/release/bacnet_unit.md
https://github.com/Milesight-IoT/codec/blob/release/bacnet_unit.md
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 3-2-2-9 ○Ⱪ☺▼◒♩ⱴ♇Ⱨfi◓  - JSON Ɽꜝⱷכ♃ 

 

 
 3-2-2-11 

 

Object Mapping Function -Page Configuration  

Item Description  

Add ⇔™○Ⱪ☺▼◒♩╩ ⇔╕∆⁹ 

Object Name ○Ⱪ☺▼◒♩ ╩ ⇔╕∆⁹ 

Data Type ↓─○Ⱪ☺▼◒♩─♦כ♃ ╩ ⇔╕∆⁹ 

Numeric Type ♦כ♃ ⅜ NUMBER ─ ⁸ ╩ ⇔╕∆⁹ 

Access Mode ↓─○Ⱪ☺▼◒♩─▪◒☿☻⸗כ♪╩ ⇔╕∆⁹ 

Unit ↓─○Ⱪ☺▼◒♩─ ╩ ⇔╕∆⁹ 

Reference ↓─○Ⱪ☺▼◒♩⌐ ∆╢○Ⱪ☺▼◒♩╩ ⇔╕∆⁹ 

 
 

Operation 

: ○Ⱪ☺▼◒♩╩ ⇔╕∆⁹ 

: ↓─○Ⱪ☺▼◒♩╩ ─○Ⱪ☺▼◒♩⌐ ↑╕∆⁹ ↑ │⁸

↓╣╠─○Ⱪ☺▼◒♩│ ⌐ ↕╣╢ ⅜№╡╕∆⁹ 

: ○Ⱪ☺▼◒♩╩ ⇔╕∆⁹ 

 3-2-2-10 ○Ⱪ☺▼◒♩ⱴ♇Ⱨfi◓  - Ɑכ☺ Ɽꜝⱷכ♃ 

↓─ ╩ ─ ≤ ∑≡ ∆╢ │⁸↓↓⌐ ╩

⇔≡ↄ∞↕™⁹ 
reference 
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 3-2-2-12 
 

Object Mapping Function -Add an Object 

Item Description  

Object Name 
─כ♄כ◖fi◄│√╕כ♄כ◖♦│ ≤ ≢№╢ ⅜№╡╕

∆⁹ 

Object Description 
○Ⱪ☺▼◒♩─ ≢∆⁹ 

Data Type ↓─○Ⱪ☺▼◒♩─♦כ♃ ≢∆⁹ 

Value 0/1 ♦כ♃ ⅜BOOL─ ☻♃כ♥☻─1≥⁸0 ╩ ⇔╕∆⁹ 

EnumerationNum

ber 

 

♃כ♦ ⅜ ENUM ─ ⁸ ∆╢○ⱪ◦ꜛfi─ ╩ ⇔╕∆⁹ 

Numeric Type ♦כ♃ ⅜ ─ ⁸ ─ ╩ ⇔╕∆⁹ 

Unit ♦כ♃ ⅜ NUMBER ─ ⁸○Ⱪ☺▼◒♩─ ╩ ⇔╕∆⁹ 

Maximum Length 
♃כ♦ ⅜TEXT─ ⁸♥◐☻♩─ ╩ ⇔╕∆⁹ 

Access Mode ↓─○Ⱪ☺▼◒♩─▪◒☿☻⸗⁹∆≢♪כ 

BACnet 

Forwarding 
BACnet ○Ⱪ☺▼◒♩Ɽꜝⱷכ♃─ ╩ ∆╢⌐│ ⌐⇔≡ↄ∞↕™⁹

↓╣╠─Ɽꜝⱷכ♦⁸│♃כ♃ ⌐♪כ⸗☻☿◒▪≥ ∂≡ ⌐ ↕

╣╕∆⁹ 

Modbus 

Forwarding 

Modbus ○Ⱪ☺▼◒♩Ɽꜝⱷכ♃─ ╩ ∆╢√╘⌐ ⌐⇔╕

∆⁹↓╣╠─Ɽꜝⱷכ♦⁸│♃כ♃ ⌐♪כ⸗☻☿◒▪≥ ∂≡

⌐ ↕╣╕∆⁹ 

 3-2-2-11 ○Ⱪ☺▼◒♩ⱴ♇Ⱨfi◓  - ○Ⱪ☺▼◒♩Ɽꜝⱷכ♃─  

 

 
 

3.2.2.4  Profiles  

ⱪ꜡ⱨ□▬ꜟ│⁸LoRaWAN® ▪◒☿☻◘כⱦ☻╩ ∆╢√╘⌐Ⱡ♇♩꞉כ◒◘

⅜כⱣכ ≤∆╢♦Ᵽ▬☻─ ≤ Ɽꜝⱷכ♃╩ ⇔╕∆⁹↓╣╠─

│⁸◄fi♪♦Ᵽ▬☻ⱷכ◌כ⌐╟∫≡ ↕╣╢ ⅜№╡╕∆⁹UG67 ⌐

│ 8 ≈─♦Ᵽ▬☻ⱨ□▬ꜟ⅜ │כ◙כꜚ⁸╡⅔≡╣↕ ⇔™♦Ᵽ▬☻ⱪ
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꜡ⱨ□▬ꜟ╩ ∆╢↓≤╙≢⅝╕∆⁹ 
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 3-2-2-13 

 

 3-2-2-14 
 

Device Profiles Settings  

Item Description  

Name ♦Ᵽ▬☻ⱪ꜡ⱨ□▬ꜟ─ ╩ ⇔≡ↄ∞↕™⁹ 

 
Max 

TXPower 

╩ ⇔≡ↄ∞↕™⁹ 

TXPower│⁸ ─ EIRP꜠ ⱬꜟ⌐ ∆╢ ꜠ⱬꜟ╩ ⇔╕∆⁹0

│ EIRP╩ ⇔≡™╢↓≤╩ ⇔╕∆⁹EIRP≤│

Equivalent Isotropically Radiated Power╩ ⇔╕∆⁹ 

Join Type ₈OTAA₉⅔╟┘₈ABP₉⅛╠ ⇔≡ↄ∞↕™⁹ 

 
 
Class Type 

◒ꜝ☻A│ ⌐ ↕╣≡™╕∆⁹◒ꜝ☻B╕√│◒ꜝ☻C─♅▼♇◒Ⱳ

♇◒☻╩ ∆╢↓≤≢⁸◒ꜝ☻♃▬ⱪ╩ ≢⅝╕∆⁹ 

◒ꜝ☻B╩ ∆╢ Packet Forwarder > Advanced⌐⅔™≡ⱦכ◖fi

╩♀꜡ ─ ⌐ ∆╢ ⅜№╡╕∆⁹ 

 3-2-2-12 ♦Ᵽ▬☻ⱪ꜡ⱨ□▬ꜟ Ɽꜝⱷכ♃ 
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 3-2-2-15 
 

Device Profile Advanced Settings  

Item Description  Default 

ADR 
◄fi♪♦Ᵽ▬☻─♦כ꜠♃כ♩╩ ∆╢√╘─◕

╩כⱣכ◘◒כⱠ♇♩꞉▬▼►♩כ ╕√│ ⌐⇔

╕∆⁹ 

Enable 

MAC Version 
◄fi♪♦Ᵽ▬☻⅜ ∆╢LoRaWAN®─Ᵽכ☺ꜛfi╩

⇔╕∆⁹ 
1.0.2 

Regional 

Parameter 

Revision 

◄fi♪♦Ᵽ▬☻⅜ ∆╢ Ɽꜝⱷכ♃ ─

⁹ 

 
B 

RX1 Datarate 

Offset 
▪♇ⱪꜞfi◒♦כ꜠♃כ♩⌐ ≠™≡RX1♦כ꜠♃כ

♩╩ ∆╢√╘⌐ ↕╣╢○ⱨ☿♇♩≢∆⁹ 

LoRaWAN® 

Ɽꜝⱷכ♃

≢ ↕╣≡™

╢ ⌐ ≠⅝

╕∆⁹ 

RX2 Datarate 
RX2 ►▫fi♪►⌐ ↕╣╢ RX2 ♦כ꜠♃כ♩╩

⇔≡ↄ∞↕™⁹ 

RX2 Channel 

Frequency 
RX2 ►▫fi♪►⌐ ↕╣╢RX2♅ꜗfiⱠꜟ

⁹ 

 
Frequency List 

─ ꜞ☻♩≢∆⁹ │

LoRaWAN® Ɽꜝⱷכ♃ ≢ ↕╣≡™╢

⌐ ≠™≡™╕∆⁹ 

 
Null 

 
 
Device Channel 

♅ꜗfiⱠꜟ▬fi♦♇◒☻╩ ⇔≡⁸↓─♦Ᵽ▬☻

─ ♅ꜗfiⱠꜟ╩ ⇔≡ↄ∞↕™⁹ ∆╢

╙╡╟ꜟⱣꜟ♅ꜗfiⱠכ꜡◓⁸≥ ↕╣╕∆⁹↓

─ │⁸CN470/US915/AU915 ◕כ♩►▼▬≢─╖

≢∆⁹ 

 
 

Null 

PingSlot Period PingSlot ╩ ↄ ≢∆⁹  

PingSlot DataRate  
♄►fiꜞfi◒╩ ∆╢ⱡ⁹♩כ꜠♃כ♦─♪כ 

⇔≡™╢

⌐ ≠

⅝╕∆ 

 
PingSlot Freq 

 
♄►fiꜞfi◒╩ ∆╢ⱡכ♪─ ⁹ 

⇔≡™╢

⌐ ≠

⅝╕∆ 

ACK Timeout 
♄►fiꜞfi◒ ─ ⌐⅛⅛╢ ≢∆⁹ 

↓─○ⱪ◦ꜛfi│◒ꜝ☻ B ⅔╟┘◒ꜝ☻ C ⌐─╖

↕╣╕∆⁹ 

Class B: 10 

Class C: 10 
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 3-2-2-13 ♦Ᵽ▬☻ⱪ꜡ⱨ□▬ꜟ─ Ɽꜝⱷכ♃ 

 

 
 

3.2.2.5  Device 

♦Ᵽ▬☻≤│⁸LoRaWAN® Ⱡ♇♩꞉כ◒⌐ ⇔⁸ ╩ ℮◄fi♪♦Ᵽ▬☻╩

⇔╕∆⁹ 

 3-2-2-16 
 

Item Description  

Add ♦Ᵽ▬☻╩ ⇔╕∆⁹ 

 
Bulk Import 

♥fiⱪ꜠כ♩╩♄►fi꜡⁸⇔♪כ ─♦Ᵽ▬☻╩▬fiⱳ⁹∆╕⇔♩כ 

Note:♥fiⱪ꜠כ♩ⱨ□▬ꜟ─ ─ ⇔ │ ⇔⌂™≢ↄ∞↕™⁹

⌐│ ♦Ᵽ▬☻─ ⅜ ╕╣≡™╕∆⁹ 

Delete All ꜞ☻♩ ─∆═≡─♦Ᵽ▬☻╩ ⇔╕∆⁹ 

Export All ∆═≡─♦Ᵽ▬☻ ╩CSVⱨ□▬ꜟ≤⇔≡◄◒☻ⱳ⁹∆╕⇔♩כ 

Device Name ♦Ᵽ▬☻─ ╩ ⇔╕∆⁹ 

Device EUI ♦Ᵽ▬☻─EUI╩ ⇔╕∆⁹ 

Device-Profile ♦Ᵽ▬☻─♦Ᵽ▬☻ⱪ꜡ⱨ□▬ꜟ ╩ ⇔╕∆⁹ 

Payload Codec 
♦Ᵽ▬☻─ ╖Ɑ▬꜡כ◖♪כ♦♇◒╩ ⇔╕∆⁹ ╩ ∆

╢⌐│◒ꜞ♇◒⇔≡ↄ∞↕™⁹ 

Application ♦Ᵽ▬☻─▪ⱪꜞ◔כ◦ꜛfi ╩ ⇔╕∆⁹ 

Last Seen ⌐ ⇔√Ɽ◔♇♩─ ╩ ⇔╕∆⁹ 

 

 
Status 

♦Ᵽ▬☻─☻♥כ♃☻╩ ⇔╕∆⁹ 

Never activated:  ♦Ᵽ▬☻⅜Ⱡ♇♩꞉כ◒⌐ ⇔√↓≤⅜⌂ↄ⁸Ɽ◔

♇♩╩ ⇔√↓≤╙№╡╕∑╪⁹ 

Offline: ♦Ᵽ▬☻│♃▬ⱶ▪►♩ ⌐Ɽ◔♇♩╩ ⇔╕∑╪≢⇔√⁹ 

Online: ♦Ᵽ▬☻│♃▬ⱶ▪►♩ ⌐Ɽ◔♇♩╩ ⇔╕⇔√⁹ 

Operation ♦Ᵽ▬☻─ ╕√│ ╩ ™╕∆⁹ 

 3-2-2-14 ♦Ᵽ▬☻Ɽꜝⱷכ♃ 
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 3-2-2-17 
 

Device Configuration  

Item Description  

Device Name ↓─♦Ᵽ▬☻─ ╩ ⇔≡ↄ∞↕™⁹ 

Description ↓∟╠─♦Ᵽ▬☻─ ╩ ⇔≡ↄ∞↕™⁹ 

Device EUI ↓∟╠─♦Ᵽ▬☻─EUI╩ ⇔≡ↄ∞↕™⁹ 

Device-Profile ♦Ᵽ▬☻ⱪ꜡ⱨ□▬ꜟ╩⅔ ┘ↄ∞↕™⁹ 

Application ▪ⱪꜞ◔כ◦ꜛfiⱪ꜡ⱨ□▬ꜟ╩⅔ ┘ↄ∞↕™⁹ 

Payload Codec Ɑ▬꜡כ◖♪כ♦♇◒Ɑכ☺⌐ ∆╢Payload Codec ◖כ♦♇◒╩⅔

┘ↄ∞↕™⁹ 

fPort 
♦Ᵽ▬☻─♄►fiꜞfi◒ⱳכ♩╩ ⇔≡ↄ∞↕™⁹Milesight ♦Ᵽ▬☻≢

│♦ⱨ◊ꜟ♩≢ 85 ≢∆⁹ 

 

 
Modbus RTU Data 

Transmission 

─™∏╣⅛╩ ⇔≡ↄ∞↕™ "Disabled"⁸"Modbus RTU to TCP"⁸

"Modbus RTU over TCP"⁹↓─ │ Milesight LoRaWAN® ◖fi♩꜡כꜝ

UC501/UC300 ⌂≥ ⌐─╖ ↕╣╕∆⁹ 

Modbus RTU to  TCP◒ꜝ▬▪fi♩⅜Modbus TCP◖ⱴfi♪╩ ⇔⁸◖fi

╩♃כ♦Modbus─ꜝכ꜡♩ ≢⅝╕∆⁹ 

Modbus RTU over  TCP◒ꜝ▬▪fi♩⅜Modbus RTU◖ⱴfi♪╩ ⇔⁸◖fi

╩♃כ♦Modbus─ꜝכ꜡♩ ≢⅝╕∆⁹ 

Modbus RTU Fport Milesight LoRaWAN® ◖fi♩꜡כꜝכ≤UG67 ─ ⌐⁸LoRaWAN® ⱨ꜠

╩♩כⱶⱳכ ⇔≡ↄ∞↕™⁹ 2 84⁸86 223⁹ 
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↓─ │⁸Milesight LoRaWAN® ◖fi♩꜡כꜝ─ Fport ≤ ≢№╢

⅜№╡╕∆⁹ 

TCP Port 
TCP ◒ꜝ▬▪fi♩≤ UG67 TCP ◘כⱣכ≤⇔≡ ♃כ♦─ ─ 

TCP ⱳכ♩╩ ⇔≡ↄ∞↕™⁹ 1 65535⁹ 

Frame-Counter 

Validation 
ⱨ꜠כⱶ◌►fi♃─ ╩ ⌐∆╢≤⁸ꜞⱪ꜠▬ ⅜ ⌐⌂╢√

╘⁸☿◐ꜙꜞ♥▫⅜ ⌂╦╣╕∆⁹ 

 

 
Application Key 

◄fi♪♦Ᵽ▬☻⅜ ⌐╟╢▪◒♥▫ⱬכ◦ꜛfi≢Ⱡ♇♩꞉כ◒⌐ ∆

╢ ⁸▪ⱪꜞ◔כ◦ꜛfi◐כ╩ ⇔≡▪ⱪꜞ◔כ◦ꜛfi☿♇◦ꜛfi◐כ

⅜ ↕╣╕∆⁹ 

Default Value: Milesight ◄fi♪♦Ᵽ▬☻─♦ⱨ◊ꜟ♩ │ 

5572404C696E6B4C6F52613230313823 ≢∆⁹ 

Custom Value: ◄fi♪♦Ᵽ▬☻⌐ ∂≡▪ⱪꜞ◐כ╩ ⇔≡ↄ∞↕™⁹ 

Device Address 
♦Ᵽ▬☻▪♪꜠☻│⁸ ─Ⱡ♇♩꞉כ◒ ≢◄fi♪♦Ᵽ▬☻╩ ⇔╕

∆⁹ 

Network 

Session Key 

Ⱡ♇♩꞉כ◒☿♇◦ꜛfi◐כ│ ─╙─≢∆⁹ │↓╣╩ ⇔

≡⁸∆═≡─▪♇ⱪꜞfi◒♦כ♃ⱷ♇☿כ☺─MIC ⱷ♇☿כ☺

♪כ◖ ╕√│∕─ ╩ ─♃כ♦⁸⇔ ╩ ⇔╕∆⁹ 

Application 

Session Key 

AppSKey│⁸ ─▪ⱪꜞ◔כ◦ꜛfi☿♇◦ꜛfi◐⁹∆≢כ▪ⱪꜞ◔

≥כⱣכ◘fiꜛ◦כ ─ ≢ ↕╣⁸▪ⱪꜞ◔כ◦ꜛfi ─♦

─♪ꜟכ▫ⱨ♪כ꜡▬Ɑ─☺כ☿♇ⱷ♃כ ⅔╟┘ ╩ ™╕

∆⁹ 

 
 

Uplink Frame-

counter 

Ⱡ♇♩꞉כ◘◒כⱣכ┼▪♇ⱪꜞfi◒≢ ─ⱶכ꜠ⱨ♃כ♦√╣↕

╩ ⇔╕∆⁹◄fi♪♦Ᵽ▬☻⌐╟∫≡▬fi◒ꜞⱷfi♩↕╣⁸◄fi♪♦Ᵽ

▬☻⌐╟∫≡ ⁸│כ◙כꜚ⁹∆╕╣↕ ◄fi♪♦Ᵽ▬☻╩

≢ꜞ☿♇♩∆╢↓≤⅜ ≢∆⁹∕─ ⁸ ◄fi♪♦Ᵽ▬☻ ─ⱨ

┘╟⅔♃ⱶ◌►fiכ꜠ ◄fi♪♦Ᵽ▬☻⌐ ∆╢Ⱡ♇♩꞉כ◘◒כ

Ᵽכ ─ⱨ꜠כⱶ◌►fi♃│⁸0⌐ꜞ☿♇♩↕╣╕∆⁹ 

 
 

Downlink Frame-

counter 

Ⱡ♇♩꞉כ◘◒כⱣכ⅛╠◄fi♪♦Ᵽ▬☻─♄►fiꜞfi◒≢ כ♦√⇔

♃ⱨ꜠כⱶ─ ≢∆⁹Ⱡ♇♩꞉כ◘◒כⱣכ⌐╟∫≡ ◙כꜚ⁹∆╕⇔

│כ ◄fi♪♦Ᵽ▬☻╩ ≢ꜞ☿♇♩∆╢↓≤⅜≢⅝⁸∕─ ⁸

◄fi♪♦Ᵽ▬☻ ─ⱨ꜠כⱶ◌►fi♃≤⁸∕─◄fi♪♦Ᵽ▬☻⌐

∆╢Ⱡ♇♩꞉כ◘◒כⱣכ ─ⱨ꜠כⱶ◌►fi♃│ ⌐0⌐ꜞ☿♇♩↕╣╕

∆⁹ 

Timeout 
♦Ᵽ▬☻─○fiꜝ▬fi/○ⱨꜝ▬fi ╩ ∆╢ ⁹ 1 4320

 

 3-2-2-15 ♦Ᵽ▬☻ Ɽꜝⱷכ♃ 

Related Configuration Example 

♦Ᵽ▬☻  

 

 

3.2.2.6  FUOTA 

Firmware Update Over the Air FUOTA │⁸ꜚ♬◐ꜗ☻♩╕√│ⱴꜟ♅◐ꜗ☻♩╩

⇔≡◄fi♪♦Ᵽ▬☻⌐ⱨ□כⱶ►▼▪─ ╩ ∆╢√╘─ ≢∆⁹

Before using this feature, ensure the end device supports the standard 

LoRaWANLoRaWAN®FUOTA protocol. ⇔≡™╢↓≤╩↔ ↄ∞↕™⁹ 
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 3-2-2-18 
 

FUOTA 

Item Description  

Add ♃☻◒╩ ∆╢⌐│◒ꜞ♇◒⇔≡ↄ∞↕™⁹ 

Delete ♃☻◒ꜞ☻♩─♅▼♇◒Ⱳ♇◒☻⌐♅▼♇◒╩ ╣⁸◒ꜞ♇◒∆╢≤↓╣

╠─♃☻◒╩ ≢⅝╕∆⁹ 

Task Name ♃☻◒ ≢∆⁹ 

Firmware ↓─♃☻◒≢▪♇ⱪ◓꜠כ♪∆╢ⱨ□כⱶ►▼▪≢∆⁹ 

 

 
 
Status 

♃☻◒─ ⁹ 

Pending:  ♃☻◒╩ ∆╢ ─ ╩⅔ ∟ↄ∞↕™⁹ 

Waiting:  ▪♇ⱪ◓꜠כ♪☿♇◦ꜛfi─ ≢∆⁹ 

Executing: ⌂ↄ≤╙1 ─♦Ᵽ▬☻⅜▪♇ⱪ◓꜠כ♪ ╩ ⇔≡™╕

∆⁹Finished: ∆═≡─♦Ᵽ▬☻⅜ ╕√│ⱨ▼▬ꜟ╩ ╗▪♇ⱪ◓꜠כ

♪ ╩ ⇔╕⇔√⁹ 

Progress 
⌐▪♇ⱪ◓꜠כ♪↕╣√ ▪♇ⱪ◓꜠כ♪⅜ ↕╣≡™╢♦Ᵽ▬

☻─ ⁹ 

Create Time ↓─♃☻◒╩ ⇔√ ⁹ 

Start Time ↓─♃☻◒╩ ∆╢ ≢∆⁹ 

End Time ↓─♃☻◒╩ ∆╢ ≢∆⁹ 

 

 

 

 

 
Operation 

⅜☻♃כ♥☻─◒☻♃ ─ ⌐⁸↓─♃☻◒╩ ⇔≡ↄ

∞↕™⁹ 

 
: ♃☻◒─ ╩ ⇔≡ↄ∞↕™⁹ ♦Ᵽ▬☻─ ꜟ▬▼ⱨה

╩☻♃כ♥☻ ╖╕∆⁹ 

⅜☻♃כ♥☻◒☻♃   ─ ⁸▪♇ⱪ◓꜠כ♪≢ⱨ▼▬ꜟ⇔√♦

Ᵽ▬☻⌐ ⇔≡♃☻◒╩ ⇔≡ↄ∞↕™⁹ 

 

⅜☻♃כ♥☻◒☻♃ : ╕√│ ─ ⁸↓─♃☻◒╩

⇔≡ↄ∞↕™⁹ 

 3-2-2-16 FUOTA Ɽꜝⱷכ♃ 

 

Add FUOTA Tasks 

1. AddⱲ♃fi╩◒ꜞ♇◒⇔≡⁸FUOTA ♃☻◒╩ ⇔╕∆⁹ 
 

2. ♃☻◒ ╩ ⇔╕∆⁹ 
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 3-2-2-19 
 

Add Task Settings  

Item Description  

Basic Information  

Task Name ♃☻◒ ╩◌☻♃ⱴ▬☼⇔╕∆⁹ 

Start Time ↓─♃☻◒╩ ∆╢ ╩ ⇔╕∆⁹ 

Description ↓─♃☻◒─ ╩ ⇔≡ↄ∞↕™⁹ 

Firmware Settings  

 

 
 

 

 

 
Firmware 

▪♇ⱪ◓꜠כ♪∆╢ⱨ□כⱶ►▼▪╩▬fiⱳכ♩⇔≡ↄ∞↕™⁹ 

Upload a new firmware file: ꜡כ◌ꜟ⅛╠ⱨ□כⱶ►▼▪╩▬fiⱳכ♩⇔╕

∆⁹ 

Select an╕∏ ⸗♦ꜟ╩ ⇔⁸ ►▼Ⱪ◘▬♩⅛╠♄►fi꜡כ♪∆

╢ⱨ□כⱶ►▼▪╩⅔ ┘ↄ∞↕™⁹▬fi♃כⱠ♇♩⌐▪◒☿☻∆╢⌐│

⅜▬▼►♩כ◕ ≢∆  
 

 

 

 
Fragment Size 

ⱨ□כⱶ►▼▪ⱨ□▬ꜟ│↓─◘▬☼⌐ ↕╣⁸ ♦Ᵽ▬☻⌐ ╡

≡╠╣╕∆⁹ │♦ⱨ◊ꜟ♩ ─╕╕⌐⇔≡⅔™≡ↄ∞↕™⁹ 

Ⱡ♇♩꞉כ◒ ⅜ ╕√│ ⌂ │⁸↓─ ╩64╕√│∕╣

⌐ ╠∆↓≤╩⅔ ╘™√⇔╕∆⁹Ⱡ♇♩꞉כ◒ ⅜ ⌂ │⁸

↓─ ╩ ╛⇔≡ ╩ ↕∑╢↓≤⅜ ≢∆⁹ 

 
Fragment 

Interval 

♦Ᵽ▬☻⌐ⱨ□כⱶ►▼▪─ ╩ ╡ ≡╢ ≢∆⁹ │♦ⱨ◊

ꜟ♩ ─╕╕⌐⇔≡⅔™≡ↄ∞↕™⁹ 

Ⱡ♇♩꞉כ◒ ⅜ ╕√│ ⌂ ⁸↓─ ╩7 10 ⌐ ╛

∆↓≤╩⅔ ╘™√⇔╕∆⁹Ⱡ♇♩꞉כ◒ ⅜ ⌂ ⁸↓─ ╩

╠∆↓≤≢ ╩ ↕∑╢↓≤⅜ ≢∆⁹ 
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Redundancy 

Percent 

♦Ᵽ▬☻│ⱨ□כⱶ►▼▪ⱨ□▬ꜟ─Ɽ◔♇♩ ─√╘⌐30%─ Ɽ

◔♇♩╩ ⇔╕∆⁹ │♦ⱨ◊ꜟ♩ ─╕╕⌐⇔≡⅔™≡ↄ∞↕™⁹ 

Ⱡ♇♩꞉כ◒ ⅜ ╕√│ ⌂ ⁸ ╩ ↕∑╢√

╘⁸↓─ ╩40 50 ⌐ ╛∆↓≤╩⅔ ╘⇔╕∆⁹Ⱡ♇♩꞉כ◒

⅜ ⌂ ⁸↓─ ╩ ╠∆↓≤⅜≢⅝╕∆⁹ 

Multicast Settings  

Datarate ♦Ᵽ▬☻⌐ ╡ ≡╢ⱨ□כⱶ►▼▪ⱨꜝ◓ⱷfi♩─♦כ꜠♃כ♩≢

∆⁹ 

Frequency ♦Ᵽ▬☻⌐ⱨ□כⱶ►▼▪ⱨꜝ◓ⱷfi♩╩ ╡ ≡╢♄►fiꜞfi◒─

≢∆⁹ 

 3-2-2-17 ♃☻◒Ɽꜝⱷכ♃ 

 
3. ↓─♃☻◒╩ ∆╢♦Ᵽ▬☻╩ ⇔≡ↄ∞↕™⁹ ∂⸗♦ꜟ─♦Ᵽ▬☻╩ ⇔≡ↄ∞

↕™⁹ 

 

 3-2-2-20 

4. Save╩◒ꜞ♇◒⇔≡⁸↓╣╠─♃☻◒ ╩ ⇔≡ↄ∞↕™⁹ 

 

 
3.2.2.7  Multicast Groups  

Milesight◕⁸│▬▼►♩כ◄fi♪♦Ᵽ▬☻ ┼♄►fiꜞfi◒ⱷ♇☿כ☺╩ ∆╢

√╘─◒ꜝ☻B╕√│◒ꜝ☻Cⱴꜟ♅◐ꜗ☻♩◓ꜟכⱪ─ ⌐ ⇔≡⅔╡╕∆⁹

ⱴꜟ♅◐ꜗ☻♩◓ꜟכⱪ│ ABP♦Ᵽ▬☻ ∆⌂╦∟ ☿♇◦ꜛfi◐כ ≢№

╡⁸▪♇ⱪꜞfi◒⁸ ⅝♄►fiꜞfi◒⁸MAC◖ⱴfi♪│ ⇔≡⅔╡╕∑╪⁹ 

 3-2-2-21 
 

Item Description  

Add ⱴꜟ♅◐ꜗ☻♩◓ꜟכⱪ╩ ⇔╕∆⁹ 
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Group Name ◓ꜟכⱪ─ ╩ ⇔╕∆⁹ 

Number of Devices ◓ꜟכⱪ─♦Ᵽ▬☻ ╩ ⇔╕∆⁹ 

Operation ⱴꜟ♅◐ꜗ☻♩◓ꜟכⱪ╩ ╕√│ ⇔╕∆⁹ 

 3-2-2-18 ⱴꜟ♅◐ꜗ☻♩◓ꜟכⱪⱤꜝⱷכ♃ 
 

 3-2-2-22 
 

Multicast Group Configuration  

Item Description  

Group Name ↓─ⱴꜟ♅◐ꜗ☻♩◓ꜟכⱪ─ ╩ ⇔≡ↄ∞↕™⁹ 

Multicast Address ↓─◓ꜟכⱪ ─ ♦Ᵽ▬☻─♦Ᵽ▬☻▪♪꜠☻ Dev Addr ≢

∆⁹ 

Multicast 

NetworkSession Key 

 

ⱪכꜟ◓─↓ ─ ♦Ᵽ▬☻─Ⱡ♇♩꞉כ◒☿♇◦ꜛfi◐כ Netwks 

Key ≢∆⁹ 

Multicast 

ApplicationSession Key 

 

ⱪכꜟ◓─↓ ─ ♦Ᵽ▬☻⌐⅔↑╢▪ⱪꜞ◔כ◦ꜛfi☿♇◦ꜛ

fi◐כ AppSKey ≢∆⁹ 

Class Type ◒ꜝ☻ B ⅔╟┘◒ꜝ☻ C │○ⱪ◦ꜛfi≢∆⁹ 

Datarate ♄►fiꜞfi◒╩ ∆╢ⱡכ꜠♃כ♦─♪כ♩ 

Frequency ↓─◓ꜟכⱪ ─ ♦Ᵽ▬☻─♄►fiꜞfi◒ ≢∆⁹ 

 
Frame-counter 

Ⱡ♇♩꞉כ◘◒כⱣכ⅛╠◄fi♪♦Ᵽ▬☻─♄►fiꜞfi◒⅜ ⇔√♦

─ⱶכ꜠ⱨ♃כ ≢∆⁹Ⱡ♇♩꞉כ◘◒כⱣכ⌐╟∫≡▬fi◒ꜞⱷfi♩

↕╣╕∆⁹ 

Ping Slot Periodicity Ⱨfi◓☻꜡♇♩╩ ↄ ≢∆⁹↓╣│◒ꜝ☻B◄fi♪♦Ᵽ▬☻⌐

─╖ ↕╣╕∆⁹ 

Selected Devices ↓─◓ꜟכⱪ ─∆═≡─♦Ᵽ▬☻ ╩ ⇔╕∆⁹ 
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Add Device ⱪꜟ♄►fiꜞ☻♩⅛╠♦Ᵽ▬☻╩ ⇔╕∆⁹ 

 3-2-2-19 ⱴꜟ♅◐ꜗ☻♩◓ꜟכⱪ Ɽꜝⱷכ♃ 

 

 
 

3.2.2.8  Gateway Fleet 

Milesight◕כ◕⁸│▬▼►♩כ♩►▼▬Ⱡ♇♩꞉כ◘◒כⱣכ⌐ ≢⅝╕∆⁹1≈

│▬▼►♩כ◕─ 100 ⌐▬▼►♩כ◕─ ≢⅝╕∆⁹ 

 3-2-2-23 
 

Item Description  

Gateway ID ◕כ♩►▼▬ID╩ ⇔╕∆⁹ 

Name ◕כ♩►▼▬─ ╩ ⇔╕∆⁹ 

Status ◕כ♩►▼▬─ ╩ ⇔╕∆⁹ 

Last Seen ⌐Ɽ◔♇♩╩ ⇔√ ╩ ⇔╕∆⁹ 

Operation ◕כ♩►▼▬─ ╕√│ ╩ ™╕∆⁹ 

 ♃כⱤꜝⱷ♩כꜞⱨ▬▼►♩כ◕ 3-2-2-20 

 3-2-2-24 
 

Item Description  

Gateway ID ◕כ♩►▼▬╩ ∆╢√╘─ ╩ID▬▼►♩כ◕─ ⇔≡ↄ∞↕™⁹ 

Name ↓─◕כ♩►▼▬─ ╩ ⇔≡ↄ∞↕™⁹ 

Location 
≢↓↓│♃כ♦GPS─▬▼►♩כ◕ ♦GPS⅜▬▼►♩כ◕⁹∆╕⅝≢

╩♃כ ⇔√ ⁸◌☻♃ⱴ▬☼⇔√♦כ♃│ ⅝↕╣╕∆⁹ 

 

3.2.2.9  Packets 

▬▼►♩כ◕ 3-2-2-21  Ɽꜝⱷכ♃ 

⁸│▬▼►♩כ◕ ─ 1000 ─Ɽ◔♇♩╩ ⇔⁸♦Ᵽ▬☻⌐◖ⱴfi♪╩

∆╢ ╩ ⇔≡⅔╡╕∆⁹ 



55 

 

 Wavecrest 

 

 

 3-2-2-25 
 

Send Data To Device/Multicast Group 

Item Description  

Device EUI 
Ɑ▬꜡כ♪╩ ∆╢♦Ᵽ▬☻─ EUI ╩ ⇔≡ↄ∞↕™⁹ 

Multicast 

Group 
♄►fiꜞfi◒╩ ∆╢ⱴꜟ♅◐ꜗ☻♩◓ꜟכⱪ╩ ⇔≡ↄ∞↕™⁹ⱴꜟ♅

≢ⱪ│₈Multicast Groups ♃Ⱪכꜟ◓♩☻ꜗ◐ ≢⅝╕∆⁹ 

Type 
Ɑ▬꜡כ♪ Ⱳ♇◒☻⌐ ∆╢Ɑ▬꜡כ♪─ ╩⅔ ┘ↄ∞↕™ ASCII⁸

Hex⁸base64⁹ 

Payload ↓─♦Ᵽ▬☻⌐ ∆╢ⱷ♇☿כ☺╩ ⇔≡ↄ∞↕™⁹ 

Port 
♦Ᵽ▬☻≤Ⱡ♇♩꞉כ◘◒כⱣכ ─Ɽ◔♇♩ ⌐ ∆╢LoRaWAN®ⱨ꜠

╩♩כⱶⱳכ ⇔≡ↄ∞↕™⁹ 

 
Confirmed 

⁸◄fi♪♦Ᵽ▬☻│♄►fiꜞfi◒Ɽ◔♇♩╩ ⇔⁸Ⱡ♇♩꞉כ◒◘

⌐כⱣכ ⇔≡"Confirmed"≤ ∆╢ ⅜№╡╕∆⁹ⱴꜟ♅◐ꜗ☻♩ │

╖♄►fiꜞfi◒⌐ ⇔≡™╕∑╪⁹ 

 3-2-2-22 ♦Ᵽ▬☻┼─♦כ♃ Ɽꜝⱷכ♃ 
 

Network Server 

Item Description  

Clear Log Ⱡ♇♩꞉כ◘◒כⱣכ⌐ ↕╣√Ɽ◔♇♩꜡◓╩◒ꜞ▪⇔╕∆⁹ 

Clear Downlink Queue ♦Ᵽ▬☻⌐ ↕╣≡™⌂™♄►fiꜞfi◒◐ꜙ⁹∆╕⇔▪ꜞ◒╩כ 

Device EUI/Group ♦Ᵽ▬☻─ EUI ╕√│ⱴꜟ♅◐ꜗ☻♩◓ꜟכⱪ─ EUI ╩ ⇔╕∆⁹ 

Frequency Ɽ◔♇♩ ⌐ ↕╣≡™╢ ╩ ⇔╕∆⁹ 

Datarate Ɽ◔♇♩ ⌐ ╩♩כ꜠♃כ♦╢™≡╣↕ ⇔╕∆⁹ 

SNR ╩ ⇔╕∆⁹ 

RSSI ▬fi☺◔כ♃כ╩ ⇔╕∆⁹ 

Size Ɑ▬꜡כ♪─◘▬☼╩ ⇔╕∆⁹ 

Fcnt ⱨ꜠כⱶ◌►fi♃╩ ⇔╕∆⁹ 

 
 

Type 

Ɽ◔♇♩─♃▬ⱪ╩ ⇔╕∆  

JnAcc - Ɽ◔♇♩ 

JnReq - Ɽ◔♇♩ 

UpUnc - ▪♇ⱪꜞfi◒ Ɽ◔♇♩ 
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 UpCnf - ▪♇ⱪꜞfi◒ ╖Ɽ◔♇♩ - Ⱡ♇♩꞉כ◒⅛╠─ 

ACK  

DnUnc - ♄►fiꜞfi◒ Ɽ◔♇♩ 

DnCnf - ♄►fiꜞfi◒ ╖Ɽ◔♇♩ - ◄fi♪♦Ᵽ▬☻⅛╠

─ACK ╩  

Time Ɽ◔♇♩⅜ ╕√│ ↕╣√ ╩ ⇔╕∆⁹ 

 3-2-2-23 Ɽ◔♇♩Ɽꜝⱷכ♃ 
 

   ╩◒ꜞ♇◒∆╢≤⁸Ɽ◔♇♩─ ╩ ≢⅝╕∆⁹ ⌐ ∆ ╡≢∆  
 

 3-2-2-26 
 

Item Description  

Dev Addr/Multicast 

Addr 
 
♦Ᵽ▬☻─▪♪꜠☻/ⱴꜟ♅◐ꜗ☻♩◓ꜟכⱪ─▪♪꜠☻╩ ⇔╕∆⁹ 

GwEUI ◕כ♩►▼▬─EUI╩ ⇔╕∆⁹ 

AppEUI ◄fi♪♦Ᵽ▬☻─▪ⱪꜞ◔כ◦ꜛfiEUI╩ ⇔╕∆⁹ 

DevEUI/Group 

Name ♦Ᵽ▬☻/ⱴꜟ♅◐ꜗ☻♩◓ꜟכⱪ ─EUI╩ ⇔╕∆⁹ 

Class Type ♦Ᵽ▬☻╕√│ⱴꜟ♅◐ꜗ☻♩◓ꜟכⱪ─◒ꜝ☻♃▬ⱪ╩ ⇔╕∆⁹ 

Immediately ↓─♄►fiꜞfi◒Ɽ◔♇♩╩ ∟⌐ ∆╢⅛≥℮⅛⁹ 

Timestamp 
Ɽ◔♇♩ⱨ◊꞉כ♄כ─ ⁸↓─Ɽ◔♇♩╩ ∆╢╕≢─ ╩

⇔╕∆⁹ Ⱶꜞ  

 

 
 

Type 

Ɽ◔♇♩─ ╩ ⇔╕∆  

JnAcc - Ɽ◔♇♩JnReq - Ɽ◔♇♩ 

UpUnc - ╡ꜞfi◒ Ɽ◔♇♩ 

UpCnf - ╡ꜞfi◒ ╖Ɽ◔♇♩ - Ⱡ♇♩꞉כ◒⅛╠─ACK  
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 DnUnc - ♄►fiꜞfi◒ Ɽ◔♇♩ 

DnCnf - ♄►fiꜞfi◒ ╖Ɽ◔♇♩ - ◄fi♪♦Ᵽ▬☻⅛╠─ACK ╩

 

Adr 
True: ◄fi♪ⱡכ♪⅜ ADR ╩ ⌐⇔≡™╕∆⁹ 

False ◄fi♪ⱡכ♪│ ADR ╩ ⌐⇔≡™╕∑╪⁹ 

 

 
 

AdrAcKReq 

Ⱡ♇♩꞉כ◒⅜▪♇ⱪꜞfi◒ⱷ♇☿כ☺╩ ⇔≡™╢↓≤╩ ∆╢√

╘⁸ⱡכ♪│ ⌐ ADRACKReq ⱷ♇☿כ☺╩ ⇔╕∆⁹↓╣│ 1 ⱦ

♇♩─ ↕≢∆⁹True: Ⱡ♇♩꞉⁸│◒כ▪♇ⱪꜞfi◒ⱷ♇☿כ☺╩ ⇔

≡™╢↓≤╩ ∆╢√╘⁸ADR_ACK_DELAY ≢ ∆╢ ⅜№╡╕

∆⁹ 

False: ADR⅜ ⌐⌂∫≡™╢⅛⁸Ⱡ♇♩꞉כ◒⅜ADR_ACK_DELAY ⌐

⇔╕∑╪⁹ 

Ack 
True: ↓─ⱨ꜠כⱶ│ ACK ≢∆⁹ 

↓─ⱨ꜠כⱶ│ ACK ≢│№╡╕∑╪⁹ 

 
Fcnt 

↓─Ɽ◔♇♩─ⱨ꜠כⱶ◌►fi♃╩ ⇔╕∆⁹Ⱡ♇♩꞉כ◘◒כⱣ⁸│כ▪

♇ⱪꜞfi◒─ⱨ꜠כⱶ◌►fi♃╩ ⇔⁸ ◄fi♪♦Ᵽ▬☻⌐ ⇔≡♄►fiꜞ

fi◒─◌►fi♃╩ ⇔╕∆⁹ 

 
FPort 

↓─Ɽ◔♇♩╩ ∆╢FPort≢∆⁹↓─Ɽ◔♇♩⅜MAC◖ⱴfi♪─ ⁸

ⱳ⁹∆╕╡⌂≥0│♩כ↓─Ɽ◔♇♩⌐▪ⱪꜞ◔כ◦ꜛfi♦כ♃⅜ ╕╣╢

⁸ⱳ0│♩כ 1 233 ≤⌂╡╕∆⁹ 

Modulation LoRa≤│⁸ ⅜LoRa ╩ ⇔≡™╢↓≤╩ ⇔╕∆⁹ 

Bandwidth ↓─♅ꜗⱠꜟ─ ╩ ⇔╕∆⁹ 

SpreadFactor ↓─♅ꜗⱠꜟ─☻ⱪ꜠♇♪ⱨ□◒♃כ╩ ⇔╕∆⁹ 

Bitrate ↓─♅ꜗfiⱠꜟ─ⱦ♇♩꜠כ♩╩ ⇔╕∆⁹ 

CodeRate ↓─♅ꜗfiⱠꜟ─◖כ꜠♪כ♩╩ ⇔╕∆⁹ 

SNR ↓─♅ꜗfiⱠꜟ─SNR╩ ⇔╕∆⁹ 

RSSI ↓─♅ꜗfiⱠꜟ─ RSSI ╩ ⇔╕∆⁹ 

Power ♦Ᵽ▬☻─ ╩ ⇔╕∆⁹ 

Payload (b64) ↓─Ɽ◔♇♩─▪ⱪꜞ◔כ◦ꜛfiⱭ▬꜡כ♪╩ ⇔╕∆⁹ 

Payload (hex) ↓─Ɽ◔♇♩─▪ⱪꜞ◔כ◦ꜛfiⱭ▬꜡כ♪╩ ⇔╕∆⁹ 

Json ♦◖כ♪ ╩♃כ♦─ ⇔╕∆⁹ 

 
MIC 

↓─Ɽ◔♇♩─MIC╩ ⇔╕∆⁹MIC≤│⁸ ⱷ♇☿כ☺ ♪כ◖

─↓≤≢⁸MHDR⁸FHDR⁸FPort⁸⅔╟┘ ↕╣√FRMPayload─ⱨ▫כ

ꜟ♪⌐ ⇔≡ ↕╣╕∆⁹ 

 3-2-2-24 Ɽ◔♇♩─ Ɽꜝⱷכ♃ 
 

Related Topic 

♦Ᵽ▬☻┼─♦כ♃  

 

 

3.3 Protocol Integration  

3.3.1 BACnet Server 

UG67│LoRaWAN®⅛╠BACnet┼─◕כ♩►▼▬≤⇔≡ ⇔⁸BMS◦☻♥ⱶ≤─

⌂ ╩ ⌐⇔╕∆⁹↓─ ╩↔ ⌐⌂╢ ⌐⁸ Ɑ▬꜡כ◖♪כ♦

♇◒ꜝ▬Ⱪꜝꜞ─Ᵽכ☺ꜛfi⅜ 
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≢№╢↓≤╩ ⇔⁸ ∆╢LoRaWAN®♦Ᵽ▬☻⌐ ⇔™Ɑ▬꜡כ◖♪כ♦♇◒⅜

↕╣≡™╢↓≤╩↔ ↄ∞↕™⁹ 

3.3.1.1  Server 

 3-3-1-1 
 

Server Settings 

Item Description  

Enable BACnet ◘כⱣכ ╩ ╕√│ ⌐⇔╕∆⁹ 

Network Type Ⱡ♇♩꞉כ◒♃▬ⱪ╩BACnet/IP╕√│BACnet/SC⅛╠ ⇔≡ↄ∞↕™⁹ 

Device ID 
◒כBACnet♦Ᵽ▬☻ID≢∆⁹BACnetⱠ♇♩꞉─▬▼►♩כ◕─↓ ≢

≢№╢ ⅜№╡╕∆⁹ 

Device Name BACnetⱠ♇♩꞉כ◒ ≢♦Ᵽ▬☻╩ ∆ ─ ≢∆⁹ 

 

 

 

 

Global Object 

│▬▼►♩כ◕⁸ ♦Ᵽ▬☻⌐ ⇔≡ ☺Ᵽꜟ○Ⱪכ꜡◓⌐

▼◒♩╩ ⇔╕∆⁹↓─○ⱪ◦ꜛfi⅜ ↕╣≡™⌂™ ╡⁸↓╣╠

╩♩◒▼☺Ᵽꜟ○Ⱪכ꜡◓─ ∆╢↓≤│≢⅝╕∑╪⁹ 

Status: ♦Ᵽ▬☻─○fiꜝ▬fi/○ⱨꜝ▬fi 

Frequency ♦Ᵽ▬☻─▪♇ⱪꜞfi◒  

RSSI ♦Ᵽ▬☻─▪♇ⱪꜞfi◒  

SNR: ♦Ᵽ▬☻─▪♇ⱪꜞfi◒SNR 

Datarate ♦Ᵽ▬☻─▪♇ⱪꜞfi◒♦כ꜠♃כ♩ 

Frame_count: ♦Ᵽ▬☻ ╡ꜞfi◒ⱨ꜠כⱶ◌►fi♩ (FCNT) 

AutomaticallyAdd 

Objects 

 

╩☻▬Ᵽ♦⌐כⱣכ◘◒כⱠ♇♩꞉│▬▼►♩כ◕⁸ ∆╢

⌐⁸Ɑ▬꜡כ◖♪כ♦♇◒⌐ ≠™≡ ⌐○Ⱪ☺▼◒♩╩ ⇔╕

∆⁹ 

 ♃כⱤꜝⱷכⱣכ◘ 3-3-1-1 
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 3-3-1-2 
 

Server-BACnet/IP Settings  

Item Description  

UDP Port 
BACnet/IP ─ ⱳכ♩╩ ⇔╕∆⁹ 1 65535⁹ 

♦ⱨ◊ꜟ♩─ⱳ⁹∆≢ 47808 │♩כ 

 

 

 
BBMD 

⌂╢Ⱡ♇♩꞉כ◒◘ⱩⱠ♇♩─ BACnet ♦Ᵽ▬☻╩ ↕∑╢ ⅜№

╢ ⁸BBMD BACnet/IP Ⱪ꜡כ♪◐ꜗ☻♩ ♦Ᵽ▬☻ ╩ ⌐⇔≡

ↄ∞↕™⁹ 

IP BBMD ♦Ᵽ▬☻╕√│ ♦Ᵽ▬☻꜠☺☻♩ꜝ─ IP ▪♪꜠☻╩

⇔≡ↄ∞↕™⁹ 

IP Port ♦Ᵽ▬☻ ─ UDP/IP ⱳכ♩╩ ⇔≡ↄ∞↕™⁹ 

Time TO Live ♦Ᵽ▬☻ ⌐ ↕╣╢ ≢∆⁹ 

 ♃כBACnet/IP Ɽꜝⱷ-כⱣכ◘ 3-3-1-2 
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 3-3-1-3 
 

Server-BACnet/SC Settings 

Item Description  

Network ID 
Ⱡ♇♩꞉כ◒╩ ∆╢√╘─Ⱡ♇♩꞉כ◒ID╩ ⇔≡ↄ∞↕™⁹ ∂

Ⱡ♇♩꞉כ◒ID╩ ≈♦Ᵽ▬☻ ≢⇔⌂◓fi▫♥כꜟ⁸⅜╖─ ⌐

≢⅝╕∆⁹ 

UUID BACnet/SC Ⱡ♇♩꞉כ◕╢↑⅔⌐◒כ♩►▼▬─ UUID ╩ ⇔╕∆⁹ 

HeartbeatTimeout 

 
ⱢⱩ╕√│ⱡכ♪⌐Ɫכ♩ⱦכ♩Ɽ◔♇♩╩ ∆╢ ╩ ⇔╕

∆⁹ 

Node 

Enable ⱡכ♪≤⇔≡ ∆╢⅛≥℮⅛╩ ⇔╕∆⁹ 

Primary Hub URI 
ⱪꜝ▬ⱴꜞⱢⱩ─URI╩ ⇔╕∆⁹URI ▪♪꜠☻│IP╕√│♪ⱷ

▬fi wss://▪♪꜠☻:ⱳכ♩ 

Primary HubStatus 

 

ⱡכ♪≤ⱪꜝ▬ⱴꜞⱢⱩ ─ ╩ ⇔╕∆⁹ 

Failover Hub URI ⱡכ♪⅜ⱪꜝ▬ⱴꜞⱢⱩ┼─ ⌐ⱨ▼▬ꜟ⇔√ ─ⱨ▼▬ꜟ○כⱣ

╩ⱢⱩ─URIכ ⇔╕∆⁹ 
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Failover Hub Status 
ⱡכ♪≤ⱨ▼▬ꜟ○כⱣכⱢⱩ ─ ╩ ⇔╕∆⁹URI 

▪♪꜠☻│ IP ╕√│♪ⱷ▬fi wss://▪♪꜠☻:ⱳכ♩ 

CA File  
₈Browse ╩◒ꜞ♇◒⇔≡꜡כ◌ꜟⱤ☻⅛╠ⱨ□▬ꜟ╩ ⇔⁸₈Import ╩

◒ꜞ♇◒⇔≡ⱨ□▬ꜟ╩▪♇ⱪ꜡כ♪⇔≡ↄ∞↕™⁹ 

Client Certificate File 

Client Key File 

Direct Connections  

Enable ─ⱡכ♪≤─ ╩ ∆╢⌐│⁸ ╕√│ ⌐ ⇔≡ↄ

∞↕™⁹ 

 

 

 

 

Incoming 

Connections 

─ⱡכ♪⅛╠─ ╩ ╕√│ ⌐⇔╕∆⁹ 10ⱡכ♪╕≢↓

⌐▬▼►♩כ◕─ ≢⅝╕∆⁹ 

Port Number: ╩ ∆╢ⱳכ♩ ╩ ⇔≡ↄ∞↕™⁹ 

CA File/Server Certificate File/Server Key File: Browse ╩◒ꜞ♇◒⇔⁸꜡כ

◌ꜟⱤ☻⅛╠ⱨ□▬ꜟ╩ ⇔√ ⁸Import ╩◒ꜞ♇◒⇔≡ⱨ□▬ꜟ╩▪

♇ⱪ꜡כ♪⇔≡ↄ∞↕™⁹Device ID: ◕כ♩►▼▬⌐ ∆╢ⱡכ♪♦Ᵽ▬

☻ID╩ ⇔╕∆⁹ 

UUID: ◕כ♩►▼▬⌐ ∆╢ⱡכ♪♦Ᵽ▬☻─UUID╩ ⇔╕∆⁹

VMAC: ◕כ♩►▼▬⌐ ∆╢ⱡכ♪♦Ᵽ▬☻─VMAC╩ ⇔╕∆⁹

Status: ◕כ♩►▼▬≤ⱡכ♪ ─ ╩ ⇔╕∆⁹ 

 

 

 

 
Outgoing 

Connections 

─ⱡכ♪┼─ ╩ ╕√│ │▬▼►♩כ◕⁹∆╕⇔⌐

10 ─ⱡכ♪⌐ ≢⅝╕∆⁹ 

CA File/Client Certificate File/Client Key File: Browse ╩◒ꜞ♇◒⇔≡꜡כ◌

ꜟⱤ☻⅛╠ⱨ□▬ꜟ╩ ⇔⁸Import ╩◒ꜞ♇◒⇔≡ⱨ□▬ꜟ╩▪♇ⱪ꜡

 ⁹∆╕⇔♪כ

Name: ∆╢ⱡכ♪─ ╩ ⇔╕∆⁹ 

URI: ∆╢ⱡכ♪─URI╩ ⇔╕∆⁹URI ▪♪꜠☻│IP╕√│♪

ⱷ▬fi wss://▪♪꜠☻:ⱳכ♩ 

Status: ◕כ♩►▼▬≤ⱡכ♪ ─ ╩ ⇔╕∆⁹ 

 ♃כBACnet/SC Ɽꜝⱷ-כⱣכ◘ 3-3-1-3 

 

 

3.3.1.2  BACnet Object 
 

 3-3-1-2 
 

Item Description  

Add Object 
⌐כⱣכ◘─↓ ∆╢ ○Ⱪ☺▼◒♩╩ ∆╢⌐│⁸◒ꜞ♇◒

⇔≡ↄ∞↕™⁹◕כ♩►▼▬│ 10,000 ─○Ⱪ☺▼◒♩ ⌐

⇔≡⅔╡╕∆⁹ 
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 Ɑ▬꜡כ◖♪כ♦♇◒─ ⅜ ⇔™↓≤╩ ⇔⁸♦Ᵽ▬☻⅜

⇔™Ɑ▬꜡כ◖♪כ♦♇◒╩ ⇔≡™╢↓≤╩↔ ↄ∞↕™⁹ 
 

 

 
Add NC Object 

─ⱶכꜝ▪ ╩ ∆╢√╘─ ◒ꜝ☻ NC ♃▬ⱪ─○Ⱪ

☺▼◒♩╩ │▬▼►♩כ◕⁹∆╕⇔ 200 ─NC○Ⱪ☺▼◒

♩─ ⌐ ⇔≡™╕∆⁹ 

Bulk Import ─BACnet○Ⱪ☺▼◒♩╩▬fiⱳכ♩∆╢√╘─♥fiⱪ꜠כ♩╩♄►

fi꜡⁹∆╕⇔♪כ 

Bulk Export ↔ ─○Ⱪ☺▼◒♩╩ ⇔⁸.xlsx ─ⱨ□▬ꜟ≤⇔≡◄◒☻ⱳ

 ⁹∆╕⇔√™♩כ

Delete ⇔√™○Ⱪ☺▼◒♩╩ ⇔≡ↄ∞↕™⁹ 

Object Name BACnet ○Ⱪ☺▼◒♩─ ╩ ⇔╕∆⁹ 

Object Type ↓─○Ⱪ☺▼◒♩─♃▬ⱪ╩ ⇔╕∆⁹ 

Object Instance Nr ↓─○Ⱪ☺▼◒♩─▬fi☻♃fi☻ ╩ ⇔╕∆⁹ 

Present Value ○Ⱪ☺▼◒♩─ ╩ ⇔╕∆⁹ 

Units ↓─○Ⱪ☺▼◒♩─ ─ ╩ ⇔╕∆⁹ 

Updates ↓─○Ⱪ☺▼◒♩─ ─ ╩ ⇔╕∆⁹ 

Update time ↓─○Ⱪ☺▼◒♩⅜♦כ♃╩ ⅔╟┘ ⇔√ ╩ ⇔╕∆⁹ 

COV COV ─ ⅜ ⅛≥℮⅛╩ ⇔╕∆⁹ 

Operation ○Ⱪ☺▼◒♩─ ╕√│ ╩ ™╕∆⁹ 

 3-3-1-2 BACnet ○Ⱪ☺▼◒♩ꜞ☻♩Ɽꜝⱷכ♃ 
 

 3-3-1-3 

 
BACnet Object Configuration  



63 

 

 Wavecrest 

 

I Description  

Device Name ♦Ᵽ▬☻─ ╩ ⇔╕∆⁹ 

LoRa Object ∆╢LoRa○Ⱪ☺▼◒♩─ ╩ ⇔╕∆⁹ 

Object Name ↓─○Ⱪ☺▼◒♩⌐ ─ ╩◌☻♃ⱴ▬☼⇔╕∆⁹ 

 
Object Type 

○Ⱪ☺▼◒♩♃▬ⱪ╩⁸Ᵽ▬♫ꜞ / / ⁸▪♫꜡◓ / / ⁸

ⱴꜟ♅☻♥כ♩ / / ⁸⅔╟┘ ⅛╠ ⇔≡ↄ∞↕™⁹ 

The Object Instance 
○Ⱪ☺▼◒♩▬fi☻♃fi☻╩◌☻♃ⱴ▬☼⇔≡ↄ∞↕™⁹ 

Description ↓─○Ⱪ☺▼◒♩─ ╩ ⇔≡ↄ∞↕™⁹ 

Event Detection 
↓─ ╩ⱶכꜝ▪─ ∆╢⌐│ ⌐⇔≡ↄ∞↕™⁹╕∏⁸ ⌂ↄ≤

╙1≈─ ◒ꜝ☻○Ⱪ☺▼◒♩╩ ∆╢ ⅜№╡╕∆⁹ 

Analog Input/Output/Value  

Units ↓─○Ⱪ☺▼◒♩─ ─ ╩ ⇔≡ↄ∞↕™⁹ 

 
COV 

○Ⱪ☺▼◒♩─ ⅜ ↕╣√ ⁸BACnet◘כⱣכ ▬▼►♩כ◕

│ ⇔™ ─ ╩BACnet◒ꜝ▬▪fi♩⌐ ⇔╕∆⁹↓╣│▪♫꜡◓

♃▬ⱪ─○Ⱪ☺▼◒♩⌐─╖ ↕╣╕∆⁹ 

COV Increment 
○Ⱪ☺▼◒♩ ⅜↓─ ⌐ ⇔√⁸╕√│ ⅎ√ ⌐─╖⁸BACnet

כⱣכ◘ ▬▼►♩כ◕ │ ╩ ⇔╕∆⁹ 

Relinquish Default ◖ⱴfi♪⅜⌂™ ⁸▪♫꜡◓ ♩ꜟ◊ⱨ♦◒כꜞꜞ─↓│ ⌐

↕╣╕∆⁹ 

Binary Input/Output/Value  

Polarity Ᵽ▬♫ꜞ ≡⇔≥"Normal"╕√│"Reverse"╩☻♃כ♥☻─ ⇔╕

∆⁹ 

 
Active Text 

Ᵽ▬♫ꜞ ○Ⱪ☺▼◒♩─ ─▪◒♥▫Ⱪ ⌐⅔↑╢ ↕╣√

╩ ↑╕∆⁹Example:Ⱳ♃fi⅜ ↕╣⁸Ᵽ▬♫ꜞ ⅜1─ ⁸

▪◒♥▫Ⱪ♥◐☻♩│"Pressed"≤ ≢⅝╕∆⁹ 

 
Inactive Text 

Ᵽ▬♫ꜞ ○Ⱪ☺▼◒♩─ ─ ▪◒♥▫Ⱪ ⌐⅔↑╢ ↕╣√

╩ ↑╕∆⁹Example:Ⱳ♃fi─ ⁸ ▪◒♥▫Ⱪ♥◐☻♩│

"Not Pressed"≤ ≢⅝╕∆⁹ 

Relinquish Default ◖ⱴfi♪⅜ ⇔⌂™ ⁸Ᵽ▬♫ꜞ │↓─ ♦ⱨ◊ꜟ♩ ⌐

↕╣╕∆⁹ 

MultiState Input/Output/Value  

Number of States 
╩ ⇔⁸ ─ ╩ ⇔╕∆⁹ 

Relinquish Default ◖ⱴfi♪⅜⌂™ ⁸ⱴꜟ♅☻♥כ♩ │↓─ ♦ⱨ◊ꜟ♩ ≤⇔

≡ ↕╣╕∆⁹ 

Event Detection 

Notification Class ↓─▪ꜝכⱶ─ ╩ ∆╢ ◒ꜝ☻╩ ⇔≡ↄ∞↕™⁹ 

Event ∆╢▬ⱬfi♩─ ╩ ⇔≡ↄ∞↕™⁹ 

Limit Event 
○Ⱪ☺▼◒♩♃▬ⱪ⅜▪♫꜡◓♃▬ⱪ─ ⁸ ╕√│ ⌐ ⇔

√ ⌐▬ⱬfi♩╩ ∆╢⅛╩ ⇔≡ↄ∞↕™⁹ 

Deadband ⌐⅔™≡⁸ ─ ⅜ ♦♇♪Ᵽfi♪ ╕√│

♦♇♪Ᵽfi♪ ⌐ ⇔≡ ∫√ ⁸ │

▬ⱬfi♩╩ ⇔╕∆⁹↓─○ⱪ◦ꜛfi│▪♫꜡◓♃▬ⱪ─╖⌐

↕╣╕∆⁹ 
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Time Delay 

─ ⅜ ⌐ ∆╢ ⁸╕√│ ─╖ ╩ ⅎ√

⌐ ╡⁸♦Ᵽ▬☻│ ∆╢▬ⱬfi♩╩ ™√⇔╕∆⁹ 

 
 
Alarm Value 

⌐ ─ ⅜ ≤ ⇔™ ⁸₈ ₉▬ⱬfi♩╩

⇔╕∆⁹ ⌐ ─ ⅜ ≤ ⇔ↄ⌂™ ⁸₈

₉▬ⱬfi♩╩ ⇔╕∆⁹↓─○ⱪ◦ꜛfi│⁸Ᵽ▬♫ꜞ ⁸Ᵽ▬

♫ꜞ ⁸ⱴꜟ♅☻♥כ♩ ⁸╕√│ⱴꜟ♅☻♥כ♩ ─╖⌐ ↕

╣╕∆⁹ 

Fault Value 
─ ⅜ ≤ ⇔™ ⁸"Fault"▬ⱬfi♩╩ ⇔╕∆⁹ 

ⱴꜟ♅☻♥כ♩ ╕√│ⱴꜟ♅☻♥כ♩ ─╖⅜↓─○ⱪ◦ꜛfi╩

⇔╕∆⁹ 

 
 
Feedback Value 

⌐ ─ ⅜ⱨ▫כ♪Ᵽ♇◒ ≤ ⇔™ ⁸ ▬ⱬ

fi♩╩ ⇔╕∆⁹ ⌐ ─ ⅜ⱨ▫כ♪Ᵽ♇◒ ≤ ⇔ↄ

⌂™ ⁸ ▬ⱬfi♩╩ ⇔╕∆⁹↓─○ⱪ◦ꜛfi│ⱴꜟ♅☻♥

♩כ ╕√│Ᵽ▬♫ꜞ ─╖⅜ ≢∆⁹ 

Notification Type 
♃▬ⱪ╩▪ꜝכⱶ╕√│▬ⱬfi♩⅛╠ ⇔≡ↄ∞↕™⁹ 

 3-3-1-3 BACnet ○Ⱪ☺▼◒♩ Ɽꜝⱷכ♃ 
 

 3-3-1-4 
 

Notification Class BACnet Object Configuration  

Item Description  

Object Name ↓─○Ⱪ☺▼◒♩⌐ ─ ╩◌☻♃ⱴ▬☼⇔≡ↄ∞↕™⁹ 

Object Type ◒ꜝ☻≤⇔≡ ↕╣≡™╕∆⁹ 

The Object Instance 
○Ⱪ☺▼◒♩▬fi☻♃fi☻╩◌☻♃ⱴ▬☼⇔≡ↄ∞↕™⁹ 

Description ↓─○Ⱪ☺▼◒♩─ ╩ ⇔≡ↄ∞↕™⁹ 

To-Offnormal ⅜▬ⱬfi♩ ╩ ═ ⅎ╢ ⌐ ∆╢ ╩ ⇔╕

∆⁹ 0 255 0⅜ ╙ ⁸255⅜ ╙ ≢⌂™  
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Priority  

To-Fault Priority 

To-NormalPriority 

 

Ack Required 
↓─▬ⱬfi♩⌐⅔™≡⁸ ⅜ ♩כ◕╩☺כ☿♇ⱶⱷכꜝ▪

►▼▬⌐ ∆╢ ⅜№╢⅛≥℮⅛╩ ⇔≡ↄ∞↕™⁹ 

 

 

 

 

 

 

 
Recipient List 

▬ⱬfi♩ ⅜ ↕╣⁸↓─ ◒ꜝ☻⅜ ↕╣√ ⁸▬ⱬfi

♩ │ ꜞ☻♩⌐ ↕╣√ ⌐ ↕╣╕∆⁹1≈─ꜞ☻♩│

10 ─ ╩ ≢⅝╕∆⁹ 

Device ID: ─ ≤⌂╢♦Ᵽ▬☻─ID≢∆⁹ 

Valid Days ╩ ∆╢ ⌂ ≢∆⁹ 

From time to time: ╩ ∆╢ ⌂ ⁹ 

Process▪ꜝכⱶ─ ≤⌂╢ⱪ꜡☿☻╩ ∆ ≢∆⁹ ⅎ┌⁸

ⱪ꜡☿☻ 1│ │ⱶ⁸2כꜝ▪ │ⱶ⁸3כꜝ▪

╩≤⌂ⱶכꜝ▪ ∆╢ ⅜№╡╕∆⁹ 

Issue ♃▬ⱪ╩₈ ╖₉╕√│₈ ₉⅛╠ ⇔╕∆⁹

⅜▬▼►♩כ◕ ╖ ─ ╩ ⇔⌂™ ⁸ ╩

⇔╕∆⁹ 

Transitions: ↕╣╢▬ⱬfi♩─ ╩ ⇔╕∆⁹ 

 3-3-1-4 ◒ꜝ☻ BACnet ○Ⱪ☺▼◒♩ Ɽꜝⱷכ♃ 

 

3.3.2 Modbus Server 

כⱣכ◘Modbus│▬▼►♩כ◕ Ⱪכ꜠☻ ≤⇔≡ ⇔⁸PLC/BMS◦☻♥ⱶ⅛

╠─Modbus RTU╕√│Modbus TCP◖ⱴfi♪╩ ⇔⁸LoRaWAN®♦Ᵽ▬☻┼─

╖ ⅝╩ ℮↓≤⅜ ≢∆⁹ ╩↔ ⌐⌂╢ ⌐⁸ Ɑ▬꜡כ♪◖

⅜fiꜛ☺כⱩꜝꜞ─Ᵽ▬ꜝ◒♇♦כ ≢№╢↓≤╩ ⇔⁸ ∆╢

LoRaWAN®♦Ᵽ▬☻⌐ ⇔™Ɑ▬꜡כ◖♪כ♦♇◒⅜ ↕╣≡™╢↓≤╩↔

ↄ∞↕™⁹ 

3.3.2.1  Server 
 

 3-3-2-1 
 

Item Description  

Add 
Modbus◘כⱣכ Ⱪכ꜠☻ ╩ ⇔╕∆⁹1 ≢▬▼►♩כ◕─

15 ⌐כⱣכ◘─ ≢⅝╕∆⁹ 

Status ↓─◘כⱣכ─ ╩ ⇔╕∆⁹ 

Name ◘כⱣכ─ ╩ ⇔╕∆⁹ 

IP Address ↓─◘כⱣכ─IP▪♪꜠☻╩ ⇔⁸◒ꜞ♇◒∆╢≤ ╩ ≢

⅝╕∆⁹ 

Port ↓─◘כⱣכ─ ⱳכ♩╩ ⇔╕∆⁹ 
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Connection Type ↓─◘כⱣכ─ ♃▬ⱪ╩ ⇔╕∆⁹ 

Device Number ↓─◘כⱣכ─♦Ᵽ▬☻ ╩ ⇔╕∆⁹ 

Modbus Object Count ↓─◘כⱣכ─Modbus○Ⱪ☺▼◒♩─ ╩ ⇔⁸∕─ ╩◒ꜞ♇◒

∆╢≤ ╩ ≢⅝╕∆⁹ 

Operation ↓─◘כⱣכ╩ ╕√│ ⇔╕∆⁹ 

 ♃כⱤꜝⱷכⱣכ◘ 3-3-2-1 
 

 

 3-3-2-2 
 

Server Settings 

Item Description  

Enable ↓─ Modbus ◘כⱣכ╩ ╕√│ ⌐⇔╕∆⁹ 

Name ↓─◘כⱣכ╩ ∆╢√╘─ ─ ╩◌☻♃ⱴ▬☼⇔╕∆⁹ 

 
Network 

Interface 

♩Modbus◒ꜝ▬▪fi⅜כⱣכ◘─↓ ⱴ☻♃כ ≤ ∆╢√╘─Ⱡ

♇♩꞉כ◒▬fi♃כⱨ▼כ☻╩ ⇔≡ↄ∞↕™⁹ ♦Ᵽ▬☻│⁸ ⌂

─≥ⱶכ◊ⱪꜝ♇♩ⱨ♩כ⸗ꜞ╢ ⌐ ⌂╢Ⱡ♇♩꞉כ◒▬fi♃כ

ⱨ▼כ☻⌐ ⇔≡⅔╡╕∆⁹ 

Port ◘כⱣכ─ ⱳכ♩╩ ⇔╕∆⁹ 1 65535⁹ 

 

 
Connection Type 

─כⱣכ◘─↓ ♃▬ⱪ╩ ⇔≡ↄ∞↕™⁹ 

Modbus  Modbus◒ꜝ▬▪fi♩⅜Modbus TCP ─◖ⱴfi♪╩↓─

Modbus◘כⱣכ⌐ ⇔╕∆⁹ 

Modbus RTU over TCP: Modbus◒ꜝ▬▪fi♩│⁸↓─Modbus◘כⱣכ⌐

Modbus RTU ─◖ⱴfi♪╩ ⇔╕∆⁹ 

 
 

Type 

↓─Modbus◘כⱣכ◘─כⱣכID♃▬ⱪ╩ ⇔╕∆⁹↓╣│⁸

Modbus◒ꜝ▬▪fi♩⅜ ╩כⱣכ◘ ∆╢√╘⌐ ↕╣╕∆⁹ 

No server ID ∆═≡─♦Ᵽ▬☻⅜ ╩IDכⱣכ◘─ ⇔╕∆⁹ 

Per-device server ID ♦Ᵽ▬☻↔≤⌐◘כⱣכID╩ ∆╢↓≤╩ ⇔

╕∆⁹ 

 

 
Global Object 

⌐☻▬Ᵽ♦─≡═∆│▬▼►♩כ◕⁸ ☺Ᵽꜟ○Ⱪכ꜡◓≡⇔

▼◒♩╩ ⌐ ⇔╕∆⁹↓─○ⱪ◦ꜛfi⅜ ↕╣⌂™ ╡⁸

│♩◒▼☺Ᵽꜟ○Ⱪכ꜡◓─╠╣↓ ≢⅝╕∑╪⁹ 

Status: ♦Ᵽ▬☻─○fiꜝ▬fi/○ⱨꜝ▬fi  

Frequency ♦Ᵽ▬☻─▪♇ⱪꜞfi◒  
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 RSSI: ♦Ᵽ▬☻─▪♇ⱪꜞfi◒RSSI 

SNR ♦Ᵽ▬☻─▪♇ⱪꜞfi◒SNR 

Datarate ♦Ᵽ▬☻─▪♇ⱪꜞfi◒♦כ꜠♃כ♩ 

Frame_count: ♦Ᵽ▬☻▪♇ⱪꜞfi◒ⱨ꜠כⱶ◌►fi♩ (FCNT) 

Description ↓─◘כⱣכ─ ╩ ⇔≡ↄ∞↕™⁹ 

 

3.3.2.2  ModbusObject 

כⱣכ◘ 3-3-2-2  Ɽꜝⱷכ♃ 

 

 

 3-3-2-3 
 

Item Description  

Modbus Object ○Ⱪ☺▼◒♩╩ ⅔╟┘ ∆╢ Modbus ◘כⱣכ╩ ⇔╕∆⁹ 

 

 

 

 

 
Add 

⌐כⱣכ◘─↓ ∆╢ ○Ⱪ☺▼◒♩╩ ∆╢⌐│⁸↓∟╠╩◒

ꜞ♇◒⇔≡ↄ∞↕™⁹◕כ♩►▼▬│ 10,000 ─○Ⱪ☺▼◒♩

⌐ ⇔≡⅔╡╕∆⁹ 

Note:Ɑ▬꜡כ◖♪כ♦♇◒─ ⅜ ⇔™↓≤╩ ⇔⁸♦Ᵽ▬☻⅜

⇔™Ɑ▬꜡כ◖♪כ♦♇◒╩ ⇔≡™╢↓≤╩↔ ↄ∞↕™⁹ 
 

 

Bulk Import ─ Modbus ○Ⱪ☺▼◒♩╩▬fiⱳכ♩∆╢√╘─♥fiⱪ꜠כ♩╩♄

►fi꜡⁹∆╕⇔♪כ 

Bulk Export ◄◒☻ⱳכ♩⇔√™○Ⱪ☺▼◒♩╩ ⇔⁸.xlsx ─ⱨ□▬ꜟ≤⇔≡

◄◒☻ⱳכ♩⇔≡ↄ∞↕™⁹ 

Delete ⇔√™○Ⱪ☺▼◒♩╩ ⇔≡ↄ∞↕™⁹ 

Select All/DeslectAll 

 
∆═≡─○Ⱪ☺▼◒♩╩ / ⇔╕∆⁹ 

Name ↓─○Ⱪ☺▼◒♩─ ╩ ⇔╕∆⁹ 

Register Type ↓─○Ⱪ☺▼◒♩─꜠☺☻♃♃▬ⱪ╩ ⇔╕∆⁹ 

Register Address ↓─○Ⱪ☺▼◒♩─꜠☺☻♃▪♪꜠☻╩ ⇔╕∆⁹ 

Data Format ↓─○Ⱪ☺▼◒♩─♦כ♃ ╩ ⇔╕∆⁹ 

Related Object ○Ⱪ☺▼◒♩╩ ⇔╕∆⁹ 

Present value ○Ⱪ☺▼◒♩─ ╩ ⇔╕∆⁹ 

Update time ↓─○Ⱪ☺▼◒♩⅜♦כ♃╩ ⅔╟┘ ⇔√ ╩ ⇔╕∆⁹ 

 

 
Operation 

: ○Ⱪ☺▼◒♩╩ ⇔╕∆⁹ 

 
: ○Ⱪ☺▼◒♩╩ ⇔╕∆⁹ 

 

: ◖Ⱨכ⅜ ⌂○Ⱪ☺▼◒♩╩ ⇔⁸↓─▪▬◖fi╩◒ꜞ♇◒∆

╢≤⁸ ─ ⸗♦ꜟ♦Ᵽ▬☻⌐○Ⱪ☺▼◒♩╩ ╕√│ ⇔╕

∆⁹  
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 Add Object ⇔√♦Ᵽ▬☻⌐○Ⱪ☺▼◒♩╩ ⇔╕∆⁹ 

Cover ↕╣√♦Ᵽ▬☻⌐ ⇔≡○Ⱪ☺▼◒♩╩ ⇔⁸ ↕╣

√♦Ᵽ▬☻─ ─○Ⱪ☺▼◒♩ │◒ꜞ▪↕╣╕∆⁹ 
 

 

 3-3-2-3 Modbus ○Ⱪ☺▼◒♩ꜞ☻♩─Ɽꜝⱷכ♃ 

 

 

 

 3-3-2-4 
 

Modbus Object Configuration  

Item Description  

Object Name ↓─○Ⱪ☺▼◒♩⌐ ─ ╩◌☻♃ⱴ▬☼⇔≡ↄ∞↕™⁹ 

LoRa Object ∆╢LoRa○Ⱪ☺▼◒♩─ ╩ ⇔╕∆⁹ 

Object Name ↓─○Ⱪ☺▼◒♩⌐ ─ ╩◌☻♃ⱴ▬☼⇔≡ↄ∞↕™⁹ 

 

 
Register Type 

Modbus ꜠ ☺☻♃♃▬ⱪ╩ ⇔╕∆⁹ 

Discrete Input: ╖ ╡ ⁸0 ⅔╟┘ 1 ─ ─╖╩ ╖╕∆⁹ 

Coil: ╖ ⅝ ⁸0≤1─ ─╖╩ ╖╕∆⁹ 

Holding Register: ╖ ⅝ ⁸▪♫꜡◓ ⁸ ⌂≥╩ ╗⁹ 

Input Register: ╖ ╡ ⁸▪♫꜡◓ ⁸ ⌂≥╩ ╖╕∆⁹ 

Register Address 
○Ⱪ☺▼◒♩╩ ∆╢ ⁸↓─▪♪꜠☻│ ⌐ ↕╣╕∆⁹╕

√⁸↓─▪♪꜠☻│ ⌐ ⇔≡™╕∆⁹ 0 65535 
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1) ꜠☺☻♃♃▬ⱪ─▪♪꜠☻│⁸1≈─Modbus◘כⱣכ ≢

⌂╢ ⅜№╡╕∆⁹ 

2) ▪♪꜠☻│꜠☺☻♃ ⌐ ⇔╕∆⁹↓─○Ⱪ☺▼◒♩─▪♪꜠

☻⅜0≢꜠☺☻♃ ⅜2─ ⁸ ─○Ⱪ☺▼◒♩─▪♪꜠☻│2

0+2 ─ ≢⌂↑╣┌⌂╡╕∑╪⁹ 

Data Format ↓─○Ⱪ☺▼◒♩─♦כ♃ ╩ ╕√│ ⇔╕∆⁹ 

Register Quantity ↓─○Ⱪ☺▼◒♩─꜠☺☻♃ ╩ ⇔╕∆⁹ 

Description ↓─○Ⱪ☺▼◒♩─ ╩ ⇔≡ↄ∞↕™⁹ 

Unit ↓─○Ⱪ☺▼◒♩─ ╩ ⇔≡ↄ∞↕™⁹ 

 
Related Register 

꜠☺☻♃╩ ⇔╕∆⁹↓─○Ⱪ☺▼◒♩╩ ⅝ ╗ ⌐│⁸

꜠☺☻♃╙ ⌐ ⅝ ╗ ⅜№╡╕∆⁹∕℮⇔⌂™ ⁸↓─○Ⱪ

☺▼◒♩─ │ⱨ▼▬ꜟ⇔╕∆⁹ 

 3-3-2-4 Modbus ○Ⱪ☺▼◒♩ Ɽꜝⱷכ♃ 

3.4 Network 

3.4.1 Interface  

3.4.1.1  Port 

≢ꜟⱩכ◔♩♇Ⱡ◘כ▬│♩כⱠ♇♩ⱳ◘כ▬ ⇔⁸▬fi♃כⱠ♇♩▪◒☿☻

⅜ ≢∆⁹3 ─ ♃▬ⱪ⌐ ⇔≡™╕∆⁹ 

- StaticIP ♩כ◕IP▪♪꜠☻⁸Ⱡ♇♩ⱴ☻◒⁸─☻כ▼ⱨכ♃Ⱡ♇♩WAN▬fi◘כ▬
►▼▬╩ ⇔╕∆⁹ 

- DHCP ▬כ◘Ⱡ♇♩WAN▬fi♃כⱨ▼כ☻╩DHCP◒ꜝ▬▪fi♩≤⇔≡

⇔⁸ ⌐IP▪♪꜠☻╩ ⇔╕∆⁹ 

- PPPoE ≡⇔≥♩PPPoE◒ꜝ▬▪fi╩☻כ▼ⱨכ♃Ⱡ♇♩WAN▬fi◘כ▬ ⇔╕∆⁹ 

 3-4-1-1 
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Port Setting  

Item Description  Default 

Port eth0 ⱳכ♩≤⇔≡ ↕╣⁸ ↕╣≡™╢ⱳכ♩

≢∆⁹ 

eth 0 

ConnectionType 

 
₈Static IP₉⁸₈DHCP Client₉⁸₈PPPoE₉⅛╠

⇔≡ↄ∞↕™⁹ 

DHCP 

MTU ╩ ⇔≡ↄ∞↕™⁹ 1500 

Primary DNS Server 
ⱪꜝ▬ⱴꜞDNS╩ ⇔╕∆⁹ 8.8.8.8 

Secondary DNS 

Server ☿◌fi♄ꜞDNS╩ ⇔╕∆⁹ 223.5.5.5 

Enable NAT 
NAT ╩ ╕√│ ⌐⇔╕∆⁹ ⌐∆╢≤⁸

ⱪꜝ▬ⱬכ♩IP╩ⱤⱩꜞ♇◒IP⌐ ≢⅝╕∆⁹  

 3-4-1-1 ⱳכ♩Ɽꜝⱷכ♃ 

 

 
Related Configuration Example 

♩♇Ⱡ◘כ▬  

 
 

1. Static IP Configuration  

Ⱡ♇♩꞉כ▬⅜◒כ◘Ⱡ♇♩ⱳכ♩⌐ IP╩ ╡ ≡╢ │כ◙כꜚ⁸

"Static IP"⸗כ♪╩ ≢⅝╕∆⁹ 

 

 3-4-1-2 
 

Static IP 

Item Description  Default 

IP Address ▬fi♃כⱠ♇♩⌐▪◒☿☻ ⌂IP▪♪꜠☻╩ ⇔

╕∆⁹ 

192.168.23.150 

Netmask ▬כ◘Ⱡ♇♩ⱳכ♩─Ⱡ♇♩ⱴ☻◒╩ ⇔╕∆⁹ 255.255.255.0 

Gateway ▬כ◘Ⱡ♇♩ⱳכ◕─♩כ♩►▼▬─IP▪♪꜠☻╩

⇔╕∆⁹ 

192.168.23.1 

Multiple IP 

Address ▬כ◘Ⱡ♇♩ⱳכ♩─ IP▪♪꜠☻╩ ⇔╕∆⁹ ⌂⇔ 
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 3-4-1-2  IP Ɽꜝⱷכ♃ 

 

 
2. DHCP Client 

Ⱡ♇♩꞉כ◒≢ DHCP ◘כⱣכ⅜ ▬ Ⱡ♇♩ WAN◘כ▬⁸╡⅔≡╣↕

fi♃כⱨ▼כ☻⌐ IP ▪♪꜠☻⅜ ╡ ≡╠╣≡™╢  DHCP"│כ◙כꜚ⁸

Client"⸗כ♪╩ ⇔≡ IP ▪♪꜠☻╩ ⌐ ∆╢↓≤⅜≢⅝╕∆⁹ 

 

 3-4-1-3 
 

DHCP Client 

Item Description  

Use Peer DNS 
PPP ⌐Ⱨ▪DNS╩ ⌐ ⱷ♪⅜כ◙כꜚ⁹∆╕⇔

▬fi ╩ ∆╢ ⌐│DNS⅜ ≢∆⁹ 

 3-4-1-3 DHCP ◒ꜝ▬▪fi♩Ɽꜝⱷכ♃ 

 

 
3. PPPoE 

PPPoE≤│⁸▬כ◘Ⱡ♇♩ ─ⱳ▬fi♩♠כⱳ▬fi♩ⱪ꜡♩◖ꜟ╩ ⇔╕∆⁹ꜚ

⁸│כ◙כ ─ ⌐ ≠™≡PPPoE◒ꜝ▬▪fi♩╩▬fi☻♩כꜟ∆╢

⅜№╡╕∆⁹PPPoE╩ │☻▬Ᵽ♦☻☿◒▪♩כ⸗ꜞ⁸≢≥↓╢∆ כ◙כꜚ

╩ ∆╢↓≤⅜ ≤⌂╡╕∆⁹ 
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3-4-1-4 
 

PPPoE 

Item Description  

Username ▬fi♃כⱠ♇♩◘כⱦ☻ⱪ꜡Ᵽ▬♄ ISP ⅛╠ כ◙כꜚ√╣↕ ╩

⇔≡ↄ∞↕™⁹ 

Password ↔ ─▬fi♃כⱠ♇♩◘כⱦ☻ⱪ꜡Ᵽ▬♄ ISP ⅛╠ ↕╣√Ɽ☻꞉כ

♪╩ ⇔≡ↄ∞↕™⁹ 

Link Detection 

Interval (s) ꜞfi◒ ─√╘─Ɫכ♩ⱦכ♩ ╩ ⇔≡ↄ∞↕™⁹ 1

600⁹ 

Max Retries ♄▬ꜘꜟ▪♇ⱪ⌐ⱨ▼▬ꜟ⇔√ ─ ╩ ⇔≡ↄ∞↕™⁹

0 9⁹ 

Use Peer DNS 
PPP ⌐Ⱨ▪DNS╩ ⌐ ⱷ▬fi♪⅜כ◙כꜚ⁹∆╕⇔ ╩

∆╢ ⌐│DNS⅜ ≢∆⁹ 

 

3.4.1.2  WLAN 

 3-4-1-4 PPPOE Ɽꜝⱷכ♃ 

↓─☿◒◦ꜛfi≢│⁸Wi-Fi Ⱡ♇♩꞉כ◒⌐ ∆╢Ɽꜝⱷכ♃─ ⌐≈™≡

⇔╕∆⁹UG67 │ ⇔≡™╕∆⁹ 

802.11 b/g/n ╩⁸AP ⸗כ♪╕√│◒ꜝ▬▪fi♩⸗כ♪≢◘ⱳ⁹∆╕╡⅔≡⇔♩כ 
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 3-4-1-5 
 

 

 3-4-1-6 
 

WLAN Settings 

Item Description  

Enable WLAN ╩ / ⌐⇔╕∆⁹ 
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Work Mode ◕כ♩►▼▬─ ╩♪כ⸗ ⇔╕∆⁹○ⱪ◦ꜛfi│"Client"╕√│

₈AP₉≢∆⁹ 

BSSID 
▪◒☿☻ⱳ▬fi♩─MAC▪♪꜠☻╩ ⇔≡ↄ∞↕™⁹Ⱡ♇♩꞉כ◒

⌐ ∆╢⌐│⁸SSID╕√│BSSID─™∏╣⅛╩ ≢⅝╕∆⁹ 

SSID ▪◒☿☻ⱳ▬fi♩─SSID╩ ⇔≡ↄ∞↕™⁹ 

Client Mode 

Scan "Scan"Ⱳ♃fi╩◒ꜞ♇◒⇔≡⁸ ↄ─▪◒☿☻ⱳ▬fi♩╩ ⇔≡ↄ

∞↕™⁹ 

 
 
Encryption Mode 

╩♪כ⸗ ⇔≡ↄ∞↕™⁹○ⱪ◦ꜛfi│"No Encryption"⁸

"WEP Open System"⁸"WEP Shared Key"⁸₈WPA-PSK₉⁸₈WPA2-

PSK₉⁸₈WPA-PSK/WPA2-PSK₉⁸"WPA-Enterprise"⁸"WPA2-Enterprise"⁸ 

"WPA-Enterprise/WPA2-Enterprise"≢∆⁹ 

Cipher 
╩ ⇔╕∆⁹○ⱪ◦ꜛfi│"Auto"⁸₈AES₉⁸₈TKIP₉⁸

₈AES/TKIP₉≢∆⁹ 

Key WEP/WPA ─ ╙∫≡ ↕╣√ ╩ ⇔≡ↄ∞↕™⁹ 

XSupplicant Type ₈Peap₉⁸₈Leap₉⁸₈TLS₉⁸₈TTLS₉⅛╠ ⇔≡ↄ∞↕™⁹ 

User WPA/WPA2-Enterprise ─ꜚכ◙כ╩ ⇔≡ↄ∞↕™⁹ 

AnonymousIdentity 

 
WPA/WPA2-Enterprise ─ ╩ ⇔≡ↄ∞↕™⁹ 

Phase2 WPA/WPA2-Enterprise ─ⱨ▼2☼כ ╩ ⇔≡ↄ∞↕™⁹ 

Public ServerCertificate 

 

WPA/WPA2-Enterprise ▪◒☿☻ⱳ▬fi♩≤─ ⌐ ↕╣╢ⱤⱩꜞ

כⱣכ◘◒♇ ≢∆⁹ 

AP Mode 

 
SSID Broadcast 

SSID─Ⱪ꜡כ♪◐ꜗ☻♩⅜ ↕╣≡™╢ ⁸ ─ │

SSID╩ │כ◙כꜚ⁸╘√─⧵⁹╪∑╕⅝≢ Ⱡ♇♩꞉כ◒⌐▪

◒☿☻∆╢√╘⌐ ≢SSID╩ ∆╢ ⅜№╡╕∆⁹ 

AP Isolation 
AP ⅜ ⌐⌂∫≡™╢ ⁸AP⌐▪◒☿☻∆╢∆═≡─ꜚכ◙כ

│⁸ ⌐ ≢⅝⌂™ ≢ ↕╣╕∆⁹ 

Radio Type 
♃▬ⱪ╩ ⇔≡ↄ∞↕™⁹○ⱪ◦ꜛfi│₈802.11b (2.4 

GHz)₉⁸₈802.11g 

(2.4 GHz)₉⁸⅔╟┘₈802.11n (2.4 GHz)₉≢∆⁹ 

Channel ♅ꜗⱠꜟ╩ ⇔╕∆⁹○ⱪ◦ꜛfi│ "Auto"⁸₈ 1₉⁸₈ 2₉

 ............................................................................................................₈11₉≢∆⁹ 

 
Encryption Mode 

╩♪כ⸗ ⇔╕∆⁹○ⱪ◦ꜛfi│"No Encryption"⁸₈WEP ○כ

ⱪfi◦☻♥ⱶ₉⁸₈WEP ◐₉⁸₈כWPA-PSK₉⁸₈WPA2-PSK₉⁸

₈WPA-PSK/WPA2-PSK₉≢∆⁹ 

Cipher 
╩ ⇔≡ↄ∞↕™⁹ │"Auto"⁸₈AES₉⁸₈TKIP₉⁸

₈AES/TKIP₉≢∆⁹ 

Key 
WPA ─ ╩כ◐ ⇔≡ↄ∞↕™⁹♦ⱨ◊ꜟ♩─Ɽ☻

꞉₈│♪כiotpassword≢∆⁹ 

Bandwidth ╩ ⇔≡ↄ∞↕™⁹ │₈20MHz₉≤₈40MHz₉≢∆⁹ 

Max Client Number 
≡⇔≥♩ⱳ▬fi☻☿◒▪╩▬▼►♩כ◕ ⇔√ ⌐▪◒☿☻

⌂◒ꜝ▬▪fi♩─ ╩ ⇔╕∆⁹ 

IP Setting 

Protocol Ⱡ♇♩꞉כ◒⌐⅔↑╢ⱪ꜡♩◖ꜟ╩ ⇔╕∆⁹ 

IP Address Ⱡ♇♩꞉כ◒⌐⅔↑╢IP▪♪꜠☻╩ ⇔╕∆⁹ 

Netmask Ⱡ♇♩꞉כ◒≢Ⱡ♇♩ⱴ☻◒╩ ⇔╕∆⁹ 
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Gateway Ⱡ♇♩꞉כ◕─◒כ♩►▼▬╩ ⇔╕∆⁹ 

 3-4-1-5 WLAN Ɽꜝⱷכ♃ 
 

 3-4-1-7 
 

Client Mode-Scan 

SSID SSID ╩ ⇔╕∆⁹ 

Channel ♅ꜗⱠꜟ╩ ⇔╕∆⁹ 

Signal ╩ ⇔╕∆⁹ 

BSSID ▪◒☿☻ⱳ▬fi♩─MAC▪♪꜠☻╩ ⇔╕∆⁹ 

Security ⸗כ♪╩ ⇔╕∆⁹ 

Frequency ─ ╩ ⇔╕∆⁹ 

Join Network Ⱳ♃fi╩◒ꜞ♇◒⇔≡⁸ Ⱡ♇♩꞉כ◒⌐ ⇔≡ↄ∞↕™⁹ 

 3-4-1-6 WLAN ☻◐ꜗfiⱤꜝⱷכ♃ 
 

Related Topic 

Wi-Fi ▪ⱪꜞ◔כ◦ꜛfi─  
 

3.4.1.3  Cellular (Cellular Version Only) 

↓─☿◒◦ꜛfi≢│⁸☿ꜟꜝכⱠ♇♩꞉כ◒⌐ ∆╢Ɽꜝⱷכ♃─ ⌐≈™≡ ⇔

╕∆⁹ 
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 3-4-1-8 

 

 

 3-4-1-9 
 

General Settings 

Item Description  

Enable ↓─○ⱪ◦ꜛfi╩♅▼♇◒∆╢≤⁸☿ꜟꜝכ ⅜ ⌐⌂╡╕∆⁹ 
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Network Type 

"Auto"⁸"Auto 3G/4G"⁸"4G Only"⁸"3G Only"⅛╠ ⇔≡ↄ∞↕™⁹ 

╙ ™ ─Ⱡ♇♩꞉כ◒⌐ ⌐ ⇔╕∆⁹4G─╖ 4GⱠ

♇♩꞉כ◒─╖⌐ ⇔╕∆⁹ 

⌂≥⁹ 

APN 
⅔ ╕™─ ─▬fi♃כⱠ♇♩◘כⱦ☻ⱪ꜡Ᵽ▬♄ ISP ⅜ ∆╢⁸

♄▬ꜘꜟ▪♇ⱪ ─▪◒☿☻ⱳ▬fi♩ APN ╩ ⇔≡ↄ∞

↕™⁹ 

Username ⅔ ╕™─ ─▬fi♃כⱠ♇♩◘כⱦ☻ⱪ꜡Ᵽ▬♄ ISP ⅛╠ ↕╣√⁸

♄▬ꜘꜟ▪♇ⱪ כ◙כꜚ─ ╩ ⇔≡ↄ∞↕™⁹ 

Password ⅔ ╕™─ ─▬fi♃כⱠ♇♩◘כⱦ☻ⱪ꜡Ᵽ▬♄כ ISP ⅜ ∆╢⁸

♄▬ꜘꜟ▪♇ⱪ ─Ɽ☻꞉כ♪╩ ⇔≡ↄ∞↕™⁹ 

Access Number 
⅔ ™─ ISP⅜ ∆╢ ♄▬ꜘꜟ▪♇ⱪ ─♄▬ꜘꜟ▪♇ⱪ

☿fi♃כ ╩ ⇔≡ↄ∞↕™⁹ 

PIN Code SIM꜡ ♇◒╩ ∆╢√╘─4 8 ─PIN◖כ♪╩ ⇔≡ↄ∞↕™⁹ 

Authentication Type 
"None"⁸₈PAP₉⁸₈CHAP₉⅛╠ ⇔≡ↄ∞↕™⁹ 

Roaming ꜡כⱵfi◓╩ ╕√│ ⌐⇔╕∆⁹ 

Customized MTU MTU ╩◌☻♃ⱴ▬☼∆╢ ╩ ╕√│ ⌐⇔╕∆⁹

─ ⁸♦Ᵽ▬☻│ ─MTU ╩ ⇔╕∆⁹ 

MTU ╩ ⇔╕∆⁹ 68 1500⁹ 

Custom Subnet 

Mask 

כꜝꜟ☿ ◘ⱩⱠ♇♩ⱴ☻◒╩◌☻♃ⱴ▬☼⇔╕∆⁹ ─ ⁸♦Ᵽ

כꜝꜟ☿│☻▬ ⅜ ∆╢◘ⱩⱠ♇♩ⱴ☻◒╩ ⇔╕∆⁹ 

Note: ↓─ │ ╖─≢ꜟכꜙ☺⸗כꜝꜟ☿─ ⇔≡™╕∆⁹ 

Custom DNS Server ☿ꜟꜝכ DNS ◘כⱣכ╩◌☻♃ⱴ▬☼⇔╕∆⁹ ─ ⁸♦Ᵽ▬☻│☿ꜟꜝ

⅜כ♄▬ⱪ꜡Ᵽכ ∆╢ DNS ◘כⱣכ╩ ⇔╕∆⁹ 

Enable IMS IMS ╩ ╕√│ ⌐⇔╕∆⁹ 

SMS Center 
SMSⱷ♇☿כ☺─ ⁸ ⁸ ⁸ ╩ ─כ♃SMS☿fiꜟ◌כ꜡℮

╩ ⇔≡ↄ∞↕™⁹ 

Enable NAT NAT ╩ ╕√│ ⌐⇔╕∆⁹ 

Restart When Dial-

up failed 
↓─ ╩ ⌐∆╢≤⁸♄▬ꜘꜟ▪♇ⱪ⅜ ⱨ▼▬ꜟ⇔√ ♩כ◕⁸

►▼▬│ ⌐ ⇔╕∆⁹ 

 
 

ICMP Server 

ICMP ◘כⱣכ─ IP ▪♪꜠☻╩ ⇔╕∆⁹ 

Note: ping ⅜ ↕╣≡™╢⅛≥℮⅛⁸╕√ ⇔™ ICMP ◘כⱣכ─▪

♪꜠☻⌐≈™≡│⁸ISP ⌐⅔ ™ ╦∑ↄ∞↕™⁹ping ⅜ ↕╣≡™

⌂™ │☻꜠♪▪─כⱣכ◘─↓⁸│ ─╕╕⌐⇔≡ↄ∞↕™⁹ 

Secondary ICMP 

Server ☿◌fi♄ꜞ ICMP ◘כⱣכ─ IP ▪♪꜠☻╩ ⇔╕∆⁹ 

ICMP Detection Max 

Retries ICMP ⅜ⱨ▼▬ꜟ⇔√ ─ ╩ ⇔╕∆⁹ 

ICMP Detection 

Timeout ICMP ─♃▬ⱶ▪►♩╩ ⇔╕∆⁹ 

ICMP Detection 

Interval ICMP ─ ╩ ⇔╕∆⁹ 

SMS Mode SMS⸗₈╩♪כTEXT₉≤₈PDU₉⅛╠ ⇔≡ↄ∞↕™⁹ 

 3-4-1-7 Ɽꜝⱷכ♃ 
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 3-4-1-10 
 

Item Description  

Connection Mode 

Connection Mode "Always Online"≤"Connect on Demand"⅛╠ ⇔≡ↄ∞↕™⁹ 

Redial Interval(s) ♄▬ꜘꜟ ─ ╩ ⇔╕∆⁹ 0 3600⁹ 

Max Idle Time(s) 
─ꜞfi◒⅜▪▬♪ꜟ ⌐№╢ ─▬▼►♩כ◕─

╩ ⇔╕∆⁹ 10 3600⁹ 

 
Triggered by Call 

─ ⅛╠─ ╩ ⇔√ │▬▼►♩כ◕⁸ ⌐

○ⱨꜝ▬fi⸗כ♪⅛╠ Ⱡ♇♩꞉כ⸗◒כ♪⌐ ╡ ╦╡╕

∆⁹ 

Call Group 
כ●ꜞ♩ ─ ╩ⱪכꜟ◓ ⇔≡ↄ∞↕™⁹System > General 

Settings > Phone ≢ ╩ⱪכꜟ◓ ⇔≡ↄ∞↕™⁹ 

 
Triggered by SMS 

─ ⅛╠ ─ SMS ╩ ⱨ○│▬▼►♩כ◕⁸≥╢∆

ꜝ▬fi⸗כ♪⅛╠ Ⱡ♇♩꞉כ⸗◒כ♪⌐ ⌐ ╡ ╦╡

╕∆⁹ 

SMS Group 
כ●ꜞ♩ ─SMS◓ꜟכⱪ╩ ⇔≡ↄ∞↕™⁹System > General

⌐ ⇔⁸SMS◓ꜟכⱪ╩ ⇔≡ↄ∞↕™⁹ 

Settings > Phone ╩ ⇔≡ↄ∞↕™⁹ 

SMS Text ♩ꜞ●כ≤⌂╢SMS─ ╩ ⇔≡ↄ∞↕™⁹ 

 
Related Topics 

 3-4-1-8 Ɽꜝⱷכ♃ 

▪ⱪꜞ◔כ◦ꜛfi─  

 ⱪכꜟ◓

 

3.4.1.4  Loopback 

Ⱪ▫♥◒▪⁸│☻כ▼ⱨכ♃ⱪⱣ♇◒▬fiכꜟ ↕╣≡™╢ ▬▼►♩כ◕⁸╡

─ ID ╩ ⅝ ⅎ╢√╘⌐ ↕╣╕∆⁹▬fi♃כⱨ▼כ☻⅜♄►fi⇔≡™╢ ⁸

╩ ID ─▬▼►♩כ◕ ∆╢ ⅜№╡⁸∕─ ⁸OSPF ─ ⅜

ↄ⌂╡╕∆⁹⇔√⅜∫≡⁸◕כ♩►▼▬─ ID ≤⇔≡ꜟכⱪⱣ♇◒▬fi♃כⱨ▼כ

☻╩ ∆╢↓≤╩⅔ ╘™√⇔╕∆⁹ 

▬▼►♩כ◕⁸│☻כ▼ⱨכ♃ⱪⱣ♇◒▬fiכꜟ ─ ⅛≈ ⌂▬fi♃

─♩ꜟ◊ⱨ♦⁹∆≢☻כ▼ⱨכ ▬▼►♩כ◕⁸│≢ ♃ⱪⱣ♇◒▬fiכꜟ⌐

│☻כ▼ⱨכ ⇔╕∑╪⅜⁸ ⌐ ∂≡ ∆╢↓≤⅜≢⅝╕∆⁹ 
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 3-4-1-11 
 

Loopback 

Item Description  Default 

IP Address  127.0.0.1 

Netmask  255.0.0.0 

Multiple 

IPAddresses 
─IP▪♪꜠☻≤│ │כ◙כꜚ⁸⌐ ─IP▪♪꜠☻╩

∆╢↓≤⅜≢⅝╕∆⁹ 
Null 

 3-4-1-9 ꜟ  ♃כⱪⱣ♇◒Ɽꜝⱷכ

 

3.4.1.5  VLAN Trunk 

UG67◕כ▬⁸│▬▼►♩כ◘Ⱡ♇♩ⱳכ♩⅜VLAN♩ꜝfi◒◒ꜝ▬▪fi♩≤⇔≡

⇔⁸VLAN ID╩ ╡ ≡╠╣╢↓≤╩ ⇔≡⅔╡╕∆⁹↓╣⌐╟╡⁸♩ꜝⱨ

▫♇◒─ ⅜ ⌐⌂╡╕∆⁹VLAN ID╩ ⇔√ ⁸[Network] > [Interface] 

> [Port ] ─ⱳ⁸│♩כeth0.x x│VLAN ID ≤⇔≡ ≢∆⁹VLAN │⁸ 

─♦ⱨ◊ꜟ♩≢│ ≤⌂∫≡⅔╡╕∆⁹ ─▬fi♃כⱨ▼כ☻⌐ ⇔™VLAN

ꜝⱬꜟ╩ ∆╢⌐│⁸[  ]╩◒ꜞ♇◒⇔≡ↄ∞↕™⁹ 

 3-4-1-12 
 

VLAN Trunk 

Item Description  

Interface VLAN ▬fi♃כⱨ▼כ☻╩ ⇔≡ↄ∞↕™⁹♦ⱨ◊ꜟ♩≢│ eth0 ⌐

↕╣≡™╕∆⁹ 

VID VLAN ─ꜝⱬꜟ ID ╩ ⇔╕∆⁹ 1 4094⁹ 

 3-4-1-10 VLAN ♩ꜝfi◒Ɽꜝⱷכ♃ 

 

3.4.2 Firewall 

↓─☿◒◦ꜛfi≢│⁸►▼Ⱪ◘▬♩Ⱪ꜡♇◒⁸ACL⁸DMZ⁸ⱳכ♩ⱴ♇Ⱨfi◓⁸MAC 

Ᵽ▬fi♦▫fi◓⌂≥─ⱨ□▬▪►◊כꜟⱤꜝⱷכ♃─ ⌐≈™≡ ⇔╕∆⁹ 

ⱨ□▬▪►◊⁸│ꜟכⱤ◔♇♩─ ⱪ꜡♩◖ꜟ☻♃▬ꜟ⁸ /  IP ▪

♪꜠☻⌂≥ ⌐ ≠™≡⁸ 
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▬fi♃כⱠ♇♩⅛╠꜡כ◌ꜟ◄ꜞ▪Ⱡ♇♩꞉כ◒┼ ⅔╟┘ ꜟ◌כ꜡

◄ꜞ▪Ⱡ♇♩꞉כ◒⅛╠▬fi♃כⱠ♇♩┼ ⌐⅔™≡⁸ⱪ꜡♩◖ꜟ☻♃▬ꜟ⁸

/ IP▪♪꜠☻⌂≥─Ɽ◔♇♩─ ⌐ ≠™≡ ∆╢ ╩ ⇔

⅜▬▼►♩כ◕⁸╡╟⌐╣↓⁹∆╕ ⌂ ≢ ♩♇Ⱡ▪ꜞ◄ꜟ◌כ꜡⁸⇔

꞉כ◒ ─ⱱ☻♩⅜ ↕╣╢↓≤╩ ⇔╕∆⁹ 

 
 

3.4.2.1  Security 

3-4-2-1 
 

Website Blocking  

URL Address Ⱪ꜡♇◒⇔√™HTTP▪♪꜠☻╩ ⇔≡ↄ∞↕™⁹ 

Keyword 
╩♪כ꞉כ◐ ∆╢↓≤≢ ─►▼Ⱪ◘▬♩╩Ⱪ꜡♇◒≢⅝╕

∆⁹ │64 ≢∆⁹ 

 3-2-2-1 ☿◐ꜙꜞ♥▫Ɽꜝⱷכ♃ 

 

 

3.4.2.2  ACL 

▪◒☿☻ ꜞ☻♩ ACL │⁸ ─ⱴ♇♅fi◓ꜟכꜟ╩ ∆╢↓≤≢⁸Ⱡ♇

♩꞉כ◒▬fi♃כⱨ▼כ☻─♩ꜝⱨ▫♇◒╩ⱨ▫ꜟ♃ꜞfi◓⇔⁸ ─Ⱡ♇♩꞉

◒♇▫ⱨꜝ♩◒כ IP▪♪꜠☻⌂≥ ┼─▪◒☿☻ ╕√│ ╩ ⇔

╩♩♇◔Ɽ⅜▬▼►♩כ◕⁹∆╕ ∆╢≤⁸ ─▬fi♃כⱨ▼כ☻⌐ ↕

╣╢ACLꜟכꜟ⌐ ∫≡ⱨ▫כꜟ♪⅜ ↕╣╕∆⁹ ─Ɽ◔♇♩⅜ ↕╣√

⁸ ↕╣√ ⌐ ∫≡⁸ ∆╢Ɽ◔♇♩┼─▪◒☿☻ ╕√│

⅜ ↕╣╕∆⁹ 

ACL⌐╟∫≡ ─כ꜡⁸ⱨ│ꜟכꜟ◓Ɽ◔♇♩─ⱴ♇♅fi♃כ♦√╣↕ ╩

≤∆╢ ─ ≢╙ ∆╢↓≤⅜≢⅝╕∆⁹ 
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3-4-2-2 
 

Item Description  

ACL Setting 

 
Default Filter Policy 

"Accept"≤"Deny"⅛╠ ⇔≡ↄ∞↕™⁹ 

▪◒☿☻ ꜞ☻♩⌐ ╕╣≡™⌂™Ɽ◔♇♩│⁸♦ⱨ◊ꜟ♩─ⱨ▫

ꜟ♃ⱳꜞ◦כ⌐╟∫≡ ↕╣╕∆⁹ 

Access Control List  

Type "Extended"⅔╟┘"Standard"⅛╠♃▬ⱪ╩ ⇔≡ↄ∞↕™⁹ 

ID ꜚכ◙כ ─ ACL ≢∆⁹ 1 199⁹ 

Action "Accept"≤"Deny"⅛╠ ⇔≡ↄ∞↕™⁹ 

Protocol ₈ip₉⁸₈icmp₉⁸₈tcp₉⁸₈udp₉⁸⅔╟┘₈1-255₉⅛╠ⱪ꜡♩◖ꜟ

╩ ⇔≡ↄ∞↕™⁹ 

Source IP Ⱡ♇♩꞉כ◒▪♪꜠☻ ─╕╕⌐∆╢≤∆═≡╩

⇔╕∆ ⁹ 

Source Wildcard Mask 
Ⱡ♇♩꞉כ◒▪♪꜠☻─꞉▬ꜟ♪◌כ♪ⱴ☻◒≢∆⁹ 

Destination IP Ⱡ♇♩꞉כ◒▪♪꜠☻ 0.0.0.0 │∆═≡╩ ⇔╕∆ ⁹ 

Destination Wildcard 

Mask ▪♪꜠☻─꞉▬ꜟ♪◌כ♪ⱴ☻◒≢∆⁹ 

Description ID╩ ─ⱪכꜟ◓≈ ╩ ⇔≡ↄ∞↕™⁹ 

ICMP Type ICMPⱤ◔♇♩─♃▬ⱪ╩ ⇔≡ↄ∞↕™⁹ 0 255⁹ 

ICMP Code ICMPⱤ◔♇♩─◖כ♪╩ ⇔≡ↄ∞↕™⁹ 0 255⁹ 

Source Port Type ⱳכ♩─ ╩ ⇔≡ↄ∞↕™⁹ ⱳ⁸♩כⱳכ♩

⌂≥⁹ 

Source Port ⱳכ♩ ╩ ⇔╕∆⁹ 1 65535⁹ 

Start Source Port ⱳכ♩ ╩ ⇔╕∆⁹ 1 65535⁹ 

End Source Port ⱳכ♩─ ╩ ⇔╕∆⁹ 1 65535⁹ 

Destination Port ⱳכ♩─ ╩ ⇔≡ↄ∞↕™⁹ ⅎ┌⁸ ─ⱳ⁸♩כⱳכ

♩ ⁸ 
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Type ⌂≥ 

Destination Port ⱳכ♩ ╩ ⇔╕∆⁹ 1 65535⁹ 

Start Destination Port 
ⱳכ♩ ╩ ⇔╕∆⁹ 1 65535⁹ 

End Destination Port ⱳכ♩ ╩ ⇔╕∆⁹ 1 65535⁹ 

More Details ⱳכ♩─ ╩ ⇔╕∆⁹ 

Interface List  

Interface ▪◒☿☻ ─Ⱡ♇♩꞉כ◒▬fi♃כⱨ▼כ☻╩ ⇔╕∆⁹ 

In ACL ACL ID ⅛╠ ♩ꜝⱨ▫♇◒ ╩ꜟכꜟ─ ⇔≡ↄ∞↕™⁹ 

Out ACL ♩ꜝⱨ▫♇◒ ╠⅛ACL ID╩ꜟכꜟ─ ⇔≡ↄ∞↕™⁹ 

 

3.4.2.3  DMZ 

 3-4-2-2 ACL Ɽꜝⱷכ♃ 

DMZ │⁸ⱳכ♩ⱴ♇Ⱨfi◓≢ ↕╣╢ⱳכ♩╩ ⅝⁸∆═≡─ⱳכ♩⅜ ↕

╣≡™╢ Ⱡ♇♩꞉כ◒ ─ⱱ☻♩≢∆⁹ 

 

 

 

 

 

 

 

 

 
 3-4-2-3 

 

DMZ 

Item Description  

Enable DMZ ╩ ╕√│ ⌐⇔╕∆⁹ 

DMZ Host Ⱡ♇♩꞉כ◒ ─DMZⱱ☻♩─IP▪♪꜠☻╩ ⇔≡ↄ∞↕™⁹ 

Source Address 
DMZ ⱱ☻♩⌐▪◒☿☻≢⅝╢  IP ▪♪꜠☻╩ ⇔≡ↄ∞↕

™⁹ 

₈0.0.0.0/0₉│⁸∆═≡─▪♪꜠☻╩ ⇔╕∆⁹ 

 

3.4.2.4  Port Mapping (DNAT) 

 3-4-2-3 DMZ Ɽꜝⱷכ♃ 

⅜☻ⱦכ◘ ≢ ≤⌂╢ ⅎ┌⁸►▼Ⱪ◘▬♩⅜ ⌐ ↕╣

≡™╢ ⌂≥ ⁸ ▪♪꜠☻⅛╠▪◒♥▫Ⱪ⌂ ⅜ ↕╣╕∆⁹∕⇔≡⁸

─⧵⅜▬▼►♩כ◕─ꜟכ◊►▪▬□ⱨ│√╕כ♃כꜟ ╩ ⇔╕∆⁹∕─

⁸∕─ ╩ ⌐ ⇔╕∆⁹↓─ │DNAT≤ ┌╣⁸ ⌐ כ◘

ⱦ☻≤ ☻ⱦכ◘ ≢ ↕╣╕∆⁹ 

⇔™ⱳכ♩ⱴ♇Ⱨfi◓ꜟכꜟ╩ ∆╢⌐│⁸[    ]╩◒ꜞ♇◒⇔≡ↄ∞↕™⁹ 
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 3-4-2-4 
 

Port Mapping  

Item Description  

Source IP 
╩◒כIP ▪♪꜠☻⌐▪◒☿☻≢⅝╢ⱱ☻♩╕√│Ⱡ♇♩꞉ ꜟ◌כ꜡

⇔╕∆⁹ 

0.0.0.0/0 │∆═≡╩ ⇔╕∆⁹ 

Source Port 
Ɽ◔♇♩╩ ∆╢ TCP ╕√│ UDP ⱳכ♩╩ ⇔≡ↄ∞↕™⁹

1 65535⁹ 

Destination IP 
▬fi♃כⱨ▼כ☻≢ ⇔√Ɽ◔♇♩⅜ ↕╣╢  IP ▪♪

꜠☻╩ ⇔≡ↄ∞↕™⁹ 

Destination Port 
ⱳכ♩≢ ⇔√Ɽ◔♇♩⅜ ↕╣╢TCP╕√│UDPⱳכ♩╩

⇔≡ↄ∞↕™⁹ 1 65535⁹ 

Protocol ▪ⱪꜞ◔כ◦ꜛfi─ ⌐ ∂≡⁸₈TCP₉╕√│₈UDP₉⅛╠

⇔≡ↄ∞↕™⁹ 

Description ↓─ꜟכꜟ─ ≢∆⁹ 

 3-4-2-4 ⱳכ♩ⱴ♇Ⱨfi◓─Ɽꜝⱷכ♃ 

 

 
Related Configuration Example 

NAT ▪ⱪꜞ◔כ◦ꜛfi─  

 

 

3.4.2.5  MAC Binding 

MAC Ᵽ▬fi♦▫fi◓│⁸ ↕╣√ Ⱡ♇♩꞉כ◒▪◒☿☻ꜞ☻♩⌐№╢ 

MAC ▪♪꜠☻≤ IP ▪♪꜠☻╩ ⇔≡ⱱ☻♩╩ ∆╢√╘⌐ ↕╣╕∆⁹ 

 

 3-4-2-5 
 

MAC Binding List  

Item Description  

MAC Address Ᵽ▬fi♦▫fi◓MAC▪♪꜠☻╩ ⇔╕∆⁹ 

IP Address Ᵽ▬fi♪∆╢IP▪♪꜠☻╩ ⇔╕∆⁹ 

Description 
MAC-IPⱭ▪─Ᵽ▬fi♦▫fi◓ꜟכꜟ─ ╩ ⇔╛∆ↄ∆╢√╘⁸

⌐↔ ↄ∞↕™⁹ 

 3-4-2-5 MAC Ᵽ▬fi♦▫fi◓Ɽꜝⱷכ♃ 
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3.4.3 DHCP 

UG67 │⁸Wi-Fi ⅜ AP ⸗כ♪≢ ∆╢ ⁸IP ▪♪꜠☻╩ ∆╢ DHCP ◘כⱣכ≤

⇔≡ ∆╢↓≤⅜≢⅝╕∆⁹ 

 3-4-3-1 
 

DHCP Server 

Item Description  Default 

Enable DHCP◘כⱣכ╩ ╕√│ ⌐⇔╕∆⁹  

Interface 
wlan ▬fi♃כⱨ▼כ☻─╖⅜ IP ▪♪꜠☻╩ ∆╢↓≤

╩ ⇔╕∆⁹ 
wlan0 

StartAddress 

 

DHCP◒ꜝ▬▪fi♩⌐ꜞכ☻↕╣╢IP▪♪꜠☻ⱪכꜟ─

╩ ⇔╕∆⁹ 
192.168.1.100 

End Address 
DHCP◒ꜝ▬▪fi♩⌐ ╡ ≡╠╣╢IP▪♪꜠☻ⱪכꜟ─

╩ ⇔╕∆⁹ 
192.168.1.199 

Netmask 
DHCP◒ꜝ▬▪fi♩⅜DHCP◘כⱣכ⅛╠ ∆╢IP▪♪꜠

☻─◘ⱩⱠ♇♩ⱴ☻◒╩ ⇔╕∆⁹ 
255.255.255.0 

Lease Time 

(Min) 
◒ꜝ▬▪fi♩⅜DHCP◘כⱣכ⅛╠ ⇔√IP▪♪꜠☻╩

☻כꜞ╢⅝≢ ╩ ⇔╕∆⁹ 1 10080⁹ 
1440 

Primary DNS 

Server ⱪꜝ▬ⱴꜞDNS◘כⱣכ╩ ⇔╕∆⁹ 8.8.8.8 

Secondary 

DNS Server ☿◌fi♄ꜞDNS◘כⱣכ╩ ⇔╕∆⁹ Null 

Windows ⇔√ Windows ▬fi♃כⱠ♇♩ ⱠכⱵfi◓ ◘כⱦ☻

╩ ⇔╕∆⁹ 

Null 
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NameServer 

 

DHCP◒ꜝ▬▪fi♩⅜DHCP◘כⱣכ⅛╠ ∆╢Windows

▬fi♃כⱠ♇♩ⱠכⱵfi◓◘כⱦ☻≢∆⁹ │ ─╕

╕⌐⇔≡⅔™≡ↄ∞↕™⁹ 

 

Static IP 

MACAddress 

 

DHCP◒ꜝ▬▪fi♩⌐ ≢ ─MAC▪♪꜠☻╩ ⇔

╕∆ ─MAC▪♪꜠☻≤ ⌂╢╙─⌐⇔≡ↄ∞↕™⁹

╩ ↑╢√╘≢∆ ⁹ 

 
Null 

IP Address 
DHCP◒ꜝ▬▪fi♩⌐ ≢ ─IP▪♪꜠☻╩ ⇔

╕∆ DHCP ≢№╢ ⅜№╡╕∆ ⁹ 
Null 

 3-4-3-1 DHCP ◘כⱣכ─Ɽꜝⱷכ♃ 
 

3.4.4 DDNS 

♄▬♫Ⱶ♇◒DNS DDNS ≤│⁸♪ⱷ▬fiⱠכⱶ◦☻♥ⱶ DNS ─Ⱡכⱶ◘

╩כⱣכ ⌐ ∆╢ │כ◙כꜚ╡╟⌐╣↓⁸╡№≢ IP▪♪꜠☻╩

♪ⱷ▬fi ⌐◄▬ꜞ▪☻ ∆╢↓≤⅜ ≤⌂╡╕∆⁹ 

DDNS│◒ꜝ▬▪fi♩♠כꜟ≤⇔≡ ⇔⁸DDNS◘כⱣכ≤─ ⅜ ≢∆⁹

╩ ∆╢ │כ◙כꜚ⁸⌐ ⌂♪ⱷ▬fi ⱪ꜡Ᵽ▬♄כ─►▼Ⱪ◘▬♩

⌐ ⇔⁸♪ⱷ▬fi ╩ ∆╢ ⅜№╡╕∆⁹ 

 

 

 

 

 

 
 

 3-4-4-1 
 

DDNS 

Item Description  

Name DDNS⌐╦⅛╡╛∆™ ╩ ↑≡ↄ∞↕™⁹ 

Interface DDNS≤ ╖ ╦∑≡ ∆╢▬fi♃כⱨ▼כ☻╩ ⇔≡

ↄ∞↕™⁹ 

Service Type DDNS◘כⱦ☻ⱪ꜡Ᵽ▬♄כ╩ ⇔≡ↄ∞↕™⁹ 

Username DDNS כ◙כꜚ─ ╩ ⇔≡ↄ∞↕™⁹ 

User ID ◌☻♃ⱶ DDNS ◘כⱣכ◙כꜚ─כ ID ╩ ⇔≡ↄ∞↕™⁹ 

Password DDNS ─Ɽ☻꞉כ♪╩ ⇔≡ↄ∞↕™⁹ 

Server DDNS◘כⱣכ─ ╩ ⇔≡ↄ∞↕™⁹ 

Hostname DDNS ─ⱱ☻♩ ╩ ⇔≡ↄ∞↕™⁹ 

Append IP ─IP▪♪꜠☻╩DDNS◘כⱣכ─ Ɽ☻⌐ ⇔╕

∆⁹ 

 3-4-4-1 DDNS Ɽꜝⱷכ♃ 

 
 

3.4.5 Link Failover 

↓─☿◒◦ꜛfi≢│⁸VRRP ⌂≥─ꜞfi◒ⱨ▼▬ꜟ○כⱣכ ─ ⌐≈™≡ ⇔

╕∆⁹ 

Configuration Steps  

1. 1 ≈ ─ SLA ICMP ⱪ꜡כⱩ ╩ ⇔╕∆⁹ 

2. SLA ─☻♥כ♃☻╩ ∆╢√╘─ 1 ≈ ─ ○Ⱪ☺▼◒♩╩ ⇔╕∆⁹ 

https://en.wikipedia.org/wiki/Domain_Name_System
https://en.wikipedia.org/wiki/Domain_Name_System
https://en.wikipedia.org/wiki/Domain_Name_System
https://en.wikipedia.org/wiki/Name_server
https://en.wikipedia.org/wiki/Name_server
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3. ♩ꜝ♇◒○Ⱪ☺▼◒♩⌐ ↑╠╣√▪ⱪꜞ◔כ◦ꜛfi VRRP╛ ◓fi▫♥כꜟ

⌂≥ ╩ ⇔╕∆⁹ 

3.4.5.1  SLA 

SLA │⁸ꜞfi◒ⱪ꜡כⱩ ─ ⌐ ↕╣╕∆⁹♦ⱨ◊ꜟ♩─ⱪ꜡כⱩ♃▬

ⱪ│ICMP≢∆⁹ 

 3-4-5-1 
 

SLA 

Item Description  Default 

ID 
SLA ▬fi♦♇◒☻⁹  10 ─ SLA ╩

≢⅝╕∆⁹ 1 10⁹ 
1 

 

Type 
ICMP-ECHO │⁸ꜞfi◒⅜ ⇔≡™╢⅛≥℮

⅛╩ ∆╢√╘─♦ⱨ◊ꜟ♩─♃▬ⱪ≢∆⁹ 

 

icmp-echo 

Destination Address ↕╣√IP▪♪꜠☻≢∆⁹ 8.8.8.8 

SecondaryDestination 

Address ↕╣√☿◌fi♄ꜞIP▪♪꜠☻⁹ 223.5.5.5 

Data Size ꜚכ◙כ ⁹☼▬◘♃כ♦─ 0 1000⁹ 56 

Interval (s) ꜚכ◙כ ─ ⁹ 1 608400⁹ 30 

Timeout (ms) 
ICMP ⱨ▼▬ꜟ╩ ∆╢√╘─ ⌐ ∆╢ꜚ

כ◙כ ─♃▬ⱶ▪►♩⁹ 1 300000⁹ 
5000 

 
Packet Loss Count 

SLAⱪ꜡כⱩ⌐⅔↑╢Ɽ◔♇♩꜡☻ ╩ ⇔

╕∆⁹ ╖─Ɽ◔♇♩꜡☻ ╩ ⇔√

⁸SLAⱪ꜡כⱩ│ⱨ▼▬ꜟ≤⌂╡╕∆⁹ 

 
5 

 
Start Time 

⁹"Now"≤ ⅛╠ ⇔≡ↄ∞

↕™⁹ │⁸↓─SLA ╩ ⇔⌂™↓≤

╩ ⇔╕∆⁹ 

 
now 

 3-4-5-1 SLA Ɽꜝⱷכ♃ 
 

3.4.5.2  Track 

♩ꜝ♇◒ │⁸SLA⸗☺ꜙ⁸ꜟכꜙ☺⸗◒♇ꜝ♩⁸ꜟכ▪ⱪꜞ◔כ◦ꜛfi⸗☺ꜙ

ꜟכ ─ ╩ ∆╢√╘⌐ ↕╣≡™╕∆⁹♩ꜝ♇◒ │▪ⱪꜞ◔כ◦

ꜛfi⸗☺ꜙכꜟ≤SLA⸗☺ꜙכꜟ─ ⌐ ⇔⁸ ⌂ ≤⇔≡ SLA⸗☺ꜙכ

ꜟ─ ╩ ⇔⁸▪ⱪꜞ◔כ◦ꜛfi⸗☺ꜙכꜟ⌐ ⇔≡ ↕╣√▬fi♃כⱨ

╩☻כ▼ ⇔╕∆⁹ 

Linkage between Track Module and SLA module 

╩ ꜟכꜙ☺⸗SLA≥ꜟכꜙ☺⸗◒♇ꜝ♩⁸≥╢∆ ─ ⅜ ↕╣

╕∆⁹SLA⸗☺ꜙ⁸│ꜟכꜞfi◒ ╛Ⱡ♇♩꞉כ◒Ɽⱨ◊כⱴfi☻─ ⁸⅔╟

─┼ꜟכꜙ☺⸗◒♇ꜝ♩┘ ⌐ ↕╣╕∆⁹ │⁸♩ꜝ♇◒─

╩♃▬ⱶꜞכ⌐ ∆╢─⌐ ∟╕∆⁹ 
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- ⌐ ↕╣√ ⁸ ∆╢♩ꜝ♇◒ │₈ ₉≤⌂╡╕∆⁹ 

- ⅜ⱨ▼▬ꜟ⇔√ ⁸ ∆╢ │₈Negative₉≤⌂╡╕∆⁹ 

 
Linkage between Track Module and Application Module  

ꜟכꜙ☺⸗fiꜛ◦כ◔ꜞⱪ▪≥ꜟכꜙ☺⸗◒♇ꜝ♩⁸ ─ ⅜

↕╣╕∆⁹♩ꜝ♇◒ ⌐ ⅜ ∂√ ⌐│⁸ ⅜ ⌂ ⅜▪ⱪꜞ◔כ

◦ꜛfi⸗☺ꜙכꜟ┼ ↕╣╕∆⁹ 

⁸VRRP╛ ◒♇ꜝ♩⁸│ꜟכꜙ☺⸗fiꜛ◦כ◔ꜞfi◓⌂≥─▪ⱪ▫♥כꜟ

─≥ꜟכꜙ☺⸗ ⅜ ≢∆⁹ 

▪ⱪꜞ◔כ◦ꜛfi⸗☺ꜙכꜟ┼ ╩ ℮ ╛ꜟ▬▼fi◓─ⱨ▫♥כꜟ⁸

─ ╣⌂≥─ ⌐╟╡⁸ ⅜ ↕╣╢ ⅜№╡╕∆⁹∕─√╘⁸

♩ꜝ♇◒ ─ ⅜ ⇔√ ⌐▪ⱪꜞ◔כ◦ꜛfi⸗☺ꜙכꜟ┼ ∆╢♃▬

Ⱶfi◓╩⁸ꜚכ◙כ⅜ ⌂ ╩ ≢⅝╕∆⁹ 

 3-4-5-2 
 

Item Description  Default 

Index 
♩ꜝ♇◒▬fi♦♇◒☻⁹ 10 ─♩ꜝ♇◒ ⅜ ≢∆⁹

1 10⁹ 
1 

Type ○ⱪ◦ꜛfi│₈sla₉≤₈interface₉≢∆⁹ SLA 

SLA ID ╖ SLA ID⁹ 1 

Interface ☻♥כ♃☻╩ ∆╢▬fi♃כⱨ▼כ☻╩ ⇔≡ↄ∞↕™⁹ cellular0 

 
 
Negative Delay (s) 

▬fi♃כⱨ▼כ☻⅜♄►fi ⌐⌂∫√ ⁸╕√│SLAⱪ꜡

√⇔ꜟ▬▼Ⱪ⅜ⱨכ ⁸ ⌐♄►fi ⌐ ↕╣╢

⌐⁸↓↓≢ ↕╣√ ⇔╕∆⁹ 0 180 0│

╡ ⅎ╩ ⇔╕∆ ⁹ 

 
 
0 

 
 
Positive Delay (s) 

⅜ ⇔√ ⁸ ⌐ⱪ₉♇▪₈╩☻♃כ♥☻⌐

∆╢ ⌐⁸↓↓≢ ↕╣√ ⇔╕∆⁹ 0

180 0│ ╡ ⅎ╩ ⇔╕∆ ⁹ 

 
 
1 

 3-4-5-2 ♩ꜝ♇◒Ɽꜝⱷכ♃ 

 
3.4.5.3  WAN Failover 

WANⱨ▼▬ꜟ○כⱣכ▬⁸│≥כ◘Ⱡ♇♩WAN▬fi♃כⱨ▼כꜝꜟ☿≥☻כ▬

fi♃כⱨ▼כ☻ ─ⱨ▼▬ꜟ○כⱣכ╩ ⇔╕∆⁹ ─▬fi♃כⱨ▼כ☻─

╛ ☻ⱦכ◘╡╟⌐ ⅜ ⌐ ⅎ⌂™ ⁸ⱨ꜡כ꜠כ♩╩

⌐Ᵽ♇◒▪♇ⱪ▬fi♃כⱨ▼כ☻┼ ╡ ⅎ╢↓≤⅜ ≢∆⁹ 
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↓╣⌐╟╡⁸Ᵽ♇◒▪♇ⱪ▬fi♃כⱨ▼כ◘⅜☻כⱦ☻ ╩ ⅝ ⅞⁸Ⱡ♇♩꞉כ◒ⱨ

╩כ꜡ ♃כ♦⁸≢≥↓╢∆ ─ ⅜ ⇔╕∆⁹ 

ⱷ▬fi▬fi♃כⱨ▼כ☻─ꜞfi◒ ⅜▪♇ⱪ⅛╠♄►fi⌐ ╡ ╦∫√ ⁸◦☻♥ⱶ

│Ᵽ♇◒▪♇ⱪ▬fi♃כⱨ▼כ☻─ꜞfi◒⌐ ╩ ℮─≢│⌂ↄ⁸№╠⅛∂╘

↕╣√ ╩ ™√⇔╕∆⁹ ╙ⱷ▬fi▬fi♃כⱨ▼כ☻─ ⅜♄

►fi─╕╕─ ⌐ ╡⁸◦☻♥ⱶ│Ᵽ♇◒▪♇ⱪ▬fi♃כⱨ▼כ☻─ꜞfi◒┼ ╩

™╕∆⁹∕╣ ─ │⁸◦☻♥ⱶ│ ↕╣╕∑╪⁹ 

3-4-5-3 
 

WAN Failover 

Parameters Description  Default 

Main Interface ꜞfi◒▬fi♃כⱨ▼כ☻╩ⱷ▬fiꜞfi◒≤⇔≡ ⇔≡ↄ∞↕

™⁹ 

-- 

Backup Interface ꜞfi◒▬fi♃כⱨ▼כ☻╩Ᵽ♇◒▪♇ⱪꜞfi◒≤⇔≡ ⇔≡ↄ

∞↕™⁹ 

-- 

Startup Delay (s) 
♩ꜝ♇◐fi◓ ⱳꜞ◦כ⅜ ⌐⌂╢╕≢─ ╩ ⇔

╕∆⁹ 0 300⁹ 
30 

 
Up Delay (s) 

ⱪꜝ▬ⱴꜞ▬fi♃כⱨ▼כ☻⅜"Fail Detection"⅛╠"Success Detection"

⌐ ╡ ╦╢ ⁸ ⌐ ≠™≡ ╡ ⅎ╩ ↕∑╢↓≤⅜

≢⅝╕∆⁹ 0 180 0│ ╡ ⅎ╩ ⇔╕∆  

 
0 

 
 
Down Delay (s) 

ⱪꜝ▬ⱴꜞ▬fi♃כⱨ▼כ☻⅜ ⅛╠ⱨ▼▬ꜟ ⌐ ╡

╦╢ ⁸ ⌐ ≠™≡ ╡ ⅎ╩ ↕∑╢↓≤⅜≢⅝╕

∆⁹ 0 180 0│ ╡ ⅎ╩ ⇔╕∆ ⁹ 

 
 
0 

Track ID ♩ꜝ♇◒ ⁸ ╖─♩ꜝ♇◒ID╩ ⇔╕∆⁹ -- 

 

3.4.6 VPN 

 3-4-5-3 WAN ⱨ▼▬ꜟ○כⱣכ Ɽꜝⱷכ♃ 

ⱪꜝ▬ⱬכ♩Ⱡ♇♩꞉כ◒ VPN │⁸ ≈─ⱪꜝ▬ⱬכ♩Ⱡ♇♩꞉כ◒╩

⌐ ∆╢√╘⌐ ↕╣⁸♦Ᵽ▬☻⅜ ⌂♅ꜗⱠꜟ╩ ⇔≡ ─Ⱡ♇♩

꞉כ◒⅛╠ ─Ⱡ♇♩꞉כ◒┼ ≢⅝╢╟℮⌐⇔╕∆⁹ 

UG67│⁸DMVPN⁸IPsec⁸GRE⁸L2TP⁸PPTP⁸OpenVPN⌐ ⅎ⁸IPsec ─GRE⅔

╟┘IPsec ─L2TP⌐ ⇔≡⅔╡╕∆⁹ 

3.4.6.1  DMVPN 

♄▬♫Ⱶ♇◒הⱴꜟ♅ⱳ▬fi♩ ⱪꜝ▬ⱬכ♩Ⱡ♇♩꞉כ◒ DMVPN │⁸

mGRE≤IPsec╩ ╖ ╦∑√╙─≢⁸ ─ VPN◘כⱣכ◕╛כ♩►▼▬╩

http://whatis.techtarget.com/definition/server
http://whatis.techtarget.com/definition/server
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∑∏⌐⁸◘▬♩ ╩♃כ♦≢ ∆╢ ⌂Ⱡ♇♩꞉⁹∆≢◒כ 
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 3-4-6-1 
 

 

 3-4-6-2 
 

DMVPN 

Item Description  

Enable DMVPN ╩ ╕√│ ⌐⇔╕∆⁹ 

Hub Address DMVPNⱢⱩ─IP▪♪꜠☻╕√│♪ⱷ▬fi ≢∆⁹ 

Local IP address DMVPN꜡  fiⱠꜟ─IP▪♪꜠☻≢∆⁹♩ꜟ◌כ

GRE Hub IP Address GREⱢⱩ─♩fiⱠꜟIP▪♪꜠☻≢∆⁹ 

GRE Local IP Address GRE꜡  fiⱠꜟ─IP▪♪꜠☻≢∆⁹♩ꜟ◌כ

GRE Netmask GRE꜡  fiⱠꜟ─Ⱡ♇♩ⱴ☻◒≢∆⁹♩ꜟ◌כ
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GRE Key GRE ♩fiⱠꜟ◐⁹כ 

Negotiation Mode "Main"≤"Aggressive"⅛╠⅔ ┘ↄ∞↕™⁹ 

Encryption Algorithm 
₈DES₉⁸₈3DES₉⁸₈AES128₉⁸₈AES192₉⁸₈AES256₉⅛╠

⇔≡ↄ∞↕™⁹ 

AuthenticationAlgorithm 

 
₈MD5₉≤₈SHA1₉⅛╠⅔ ┘ↄ∞↕™⁹ 

DH Group 
₈MODP768_1₉⁸₈MODP1024_2₉⁸⅔╟┘₈MODP1536_5₉⅛

╠ ⇔≡ↄ∞↕™⁹ 

Key ╩ ⇔≡ↄ∞↕™⁹ 

Local ID Type "Default"⁸₈ID₉⁸₈FQDN₉⁸"User FQDN"⅛╠ ⇔≡ↄ∞↕

™⁹ 

IKE Life Time (s) IKEⱠ◗◦◄כ◦ꜛfi⌐⅔↑╢ ╩ ⇔╕∆⁹ 60

86400⁹ 

 
 
SA Algorithm 

₈DES_MD5₉⁸₈DES_SHA1₉⁸ ₈3DES_SHA1₉⁸

₈AES128_MD5₉⁸₈AES128_SHA1₉⁸₈AES192_MD5₉⁸

₈AES192_SHA1₉⁸₈AES256_MD5₉⁸₈AES256_SHA1₉⅛╠

⇔≡ↄ∞↕™⁹ 

PFS Group 
₈NULL₉⁸₈MODP768_1₉⁸₈MODP1024_2₉⁸⅔╟┘

₈MODP1536-5₉⅛╠ ⇔≡ↄ∞↕™⁹ 

Life Time (s) IPsec SA─ ╩ ⇔╕∆⁹ 60 86400⁹ 

DPD Interval Time (s) DPD ╩ ⇔╕∆⁹ 

DPD Timeout (s) DPD♃▬ⱶ▪►♩╩ ⇔╕∆⁹ 

Cisco Secret Cisco Nhrp ◐⁹כ 

NHRP Holdtime (s) Nhrp ⱪ꜡♩◖ꜟ─ⱱכꜟ♪♃▬ⱶ≢∆⁹ 

 

3.4.6.2  IPSec 

 3-4-6-1 DMVPN Ɽꜝⱷכ♃ 

IPsec │⁸ ⱪꜝ▬ⱬכ♩Ⱡ♇♩꞉כ◒─ ╛⁸♄▬ꜘꜟ▪♇ⱪ ⌐╟╢ⱪ

ꜝ▬ⱬכ♩Ⱡ♇♩꞉כ◙כꜚ♩כ⸗ꜞ─┼◒כ▪◒☿☻⌐ ⌐ ≢∆⁹IPsec ─

⅝⌂ │⁸ ⌐♃כꜙfiⱧ◖─כ◙כꜚ─₁ ╩ ⅎ╢↓≤⌂ↄ⁸☿◐ꜙ

ꜞ♥▫ ╩ ≢⅝╢↓≤≢∆⁹ 

IPsec │⁸3 ─☿◐ꜙꜞ♥▫◘כⱦ☻╩ ⇔╕∆ Ⱬ♇♄כ (AH)⁸◌ⱪ

☿ꜟ ☿◐ꜙꜞ♥▫Ɑ▬꜡כ♪ (ESP)⁸⅔╟┘▬fi♃כⱠ♇♩◐כ  (IKE) ≢∆⁹

AH │ ⌐ ─♃כ♦─ ╩ ⌐⇔╕∆⁹ESP │ ─ כ♦≥

♃ ─ ⌐ ⇔╕∆⁹IKE │ ♪כ◖ ⌐ ↕╣╕∆⁹↓╣╠∆═

≡│⁸ⱱ☻♩ ⁸ⱱ☻♩≤◕כ♩►▼▬ ▬▼►♩כ◕┘╟⅔⁸ ─ 1 ≈ ─

╩כ꜡ⱨ♃כ♦ ∆╢↓≤⅜≢⅝╕∆⁹ 

http://searchenterprisewan.techtarget.com/definition/virtual-private-network
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 3-4-6-3 
 

IPsec 

Item Description  

Enable IPsec ♩fiⱠꜟ╩ ⌐⇔╕∆⁹  3 ≈─♩fiⱠꜟ⅜ ↕╣

╕∆⁹ 

IPsec Gateway Address 
IP ▪♪꜠☻╕√│♪ⱷ▬fi ─כⱣכ◘ IPsec ♩כ⸗ꜞ ╩

⇔≡ↄ∞↕™⁹ 

IPsec Mode "Tunnel"≤"Transport"⅛╠ ⇔≡ↄ∞↕™⁹ 

IPsec Protocol ₈ESP₉≤₈AH₉⅛╠ ⇔≡ↄ∞↕™⁹ 

Local Subnet IPsec ⅜ ╩☻꜠♪▪ ⱩⱠ♇♩─ IP◘ꜟ◌כ꜡╢∆ ⇔≡ↄ

∞↕™⁹ 

Local Subnet Netmask IPsec ⅜ ╩◒☻Ⱡ♇♩ⱴ─ꜟ◌כ꜡╢∆ ⇔≡ↄ∞↕™⁹ 

Local ID Type "Default"⁸₈ID₉⁸₈FQDN₉⁸"User FQDN"⅛╠ ⇔≡ↄ∞↕

™⁹ 

Remote Subnet IPsec ⅜ ╩☻꜠♪▪ ⱩⱠ♇♩─ IP◘♩כ⸗ꜞ╢∆ ⇔≡ↄ

∞↕™⁹ 

Remote Subnet Mask IPsec ⅜ ╩◒☻Ⱡ♇♩ⱴ♩כ⸗ꜞ╢∆ ⇔≡ↄ∞↕™⁹ 

Remote ID type "Default"⁸₈ID₉⁸₈FQDN₉⁸"User FQDN"⅛╠ ⇔≡ↄ∞↕

™⁹ 

 3-4-6-2 IPsec Ɽꜝⱷכ♃ 
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 3-4-6-4 
 

IKE Parameter 

Item Description  

IKE Version ₈IKEv1₉⅔╟┘₈IKEv2₉⅛╠ ⇔≡ↄ∞↕™⁹ 

Negotiation Mode "Standard"≤"Aggressive"⅛╠⅔ ┘ↄ∞↕™⁹ 

Encryption Algorithm ₈DES₉⁸₈3DES₉⁸₈AES128₉⁸₈AES192₉⁸₈AES256₉⅛╠⅔

┘ↄ∞↕™⁹ 

AuthenticationAlgorithm 

 
₈MD5₉⅔╟┘₈SHA1₉⅛╠⅔ ┘ↄ∞↕™⁹ 

DH Group ₈MODP768_1₉⁸₈MODP1024_2₉⁸⅔╟┘₈MODP1536_5₉⅛╠

⇔≡ↄ∞↕™⁹ 

Local Authentication ₈PSK₉⅔╟┘₈CA₉⅛╠ ⇔≡ↄ∞↕™⁹ 

Local Secrets ╩ ⇔≡ↄ∞↕™⁹ 

XAUTH XAUTH╩ ⌐⇔√ ⁸XAUTHꜚכ◙כ ≤Ɽ☻꞉כ♪╩ ⇔≡ↄ

∞↕™⁹ 

Lifetime (s) IKEⱠ◗◦◄כ◦ꜛfi⌐⅔↑╢ ╩ ⇔╕∆⁹ 60

86400⁹ 

SA Parameter 

 
SA Algorithm 

₈DES_MD5₉⁸₈DES_SHA1₉⁸ ₈3DES_SHA1₉⁸₈AES128_MD5₉⁸

₈AES128_SHA1₉⁸₈AES192_MD5₉⁸₈AES192_SHA1₉⁸

₈AES256_MD5₉⁸₈AES256_SHA1₉⅛╠ ⇔≡ↄ∞↕™⁹ 

PFS Group 
₈NULL₉⁸₈MODP768_1₉⁸₈MODP1024_2₉⁸⅔╟┘

₈MODP1536_5₉⅛╠ ⇔≡ↄ∞↕™⁹ 

Lifetime (s) IPsec SA ─ ╩ ⇔╕∆⁹ 60 86400⁹ 
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DPD Interval Time(s) ꜞ⸗כ♩ ─ⱨ▼▬ꜟ╩ ∆╢√╘─DPD ╩ ⇔╕

∆⁹ 

DPD Timeout(s) DPD♃▬ⱶ▪►♩╩ ⇔╕∆⁹ 10 3600⁹ 

IPsec Advanced 

Enable Compression ⌐∆╢≤⁸IP Ɽ◔♇♩─Ⱬ♇♄כ⅜ ↕╣╕∆⁹ 

VPN Over IPsec Type 
₈NONE₉⁸₈GRE₉⁸₈L2TP₉⅛╠ ⇔⁸VPN over IPsec ╩

⌐⇔≡ↄ∞↕™⁹ 

 3-4-6-3 IPsec Ɽꜝⱷכ♃ 
 

3.4.6.3  GRE 

ꜟ☿fi◓◌ⱪ▫♥כꜟ GRE │⁸IP Ⱡ♇♩꞉כ◒ ≢ ─ⱪ꜡♩◖ꜟ╩ꜟ

ꜟ☿fi◓∆╢√╘⌐Ɽ◔♇♩╩◌ⱪ▫♥כ ∆╢ⱪ꜡♩◖ꜟ≢∆⁹↓╣│⁸◌ⱪ

☿ꜟ ╩☺כ☿♇ⱷ♃כ♦√╣↕ ⇔⁸ ≢◌ⱪ☿ꜟ ⅔╟┘◌ⱪ☿ꜟ

╩ ≢⅝╢♅ꜗⱠꜟ╩ ∆╢♩fiⱠꜞfi◓ ≢∆⁹ 

─ ⌐⅔™≡⁸GRE ♩fiⱠꜟ ╩ ∆╢↓≤⅜≢⅝╕∆  

- GRE♩fiⱠꜟ│⁸№√⅛╙ ─Ⱡ♇♩꞉כ◒▬fi♃כⱨ▼כ☻≢№╢⅛─╟℮

⌐ⱴꜟ♅◐ꜗ☻♩♦כ♃Ɽ◔♇♩╩ ≢⅝╕∆⁹IPSec ≢│ⱴꜟ♅◐ꜗ☻

♩─ ╩ ≢⅝╕∑╪⁹ 

- ─ⱪ꜡♩◖ꜟ│ꜟכ♥▫fi◓≢⅝╕∑╪⁹ 

- ⌂╢IP▪♪꜠☻╩ ≈Ⱡ♇♩꞉כ◒╩ ∆╢⌐│⁸ ─2≈─ ─Ⱡ♇♩

꞉כ◒⅜ ≤⌂╡╕∆⁹ 

 3-4-6-5 
 

GRE 

Item Description  

Enable GRE ╩ ⌐∆╢⌐│♅▼♇◒╩ ╣≡ↄ∞↕™⁹ 

Remote IP Address GRE ♩fiⱠꜟ─ ╩☻꜠♪▪ IP ♩כ⸗ꜞ─ ⇔≡ↄ∞↕

™⁹ 

http://searchunifiedcommunications.techtarget.com/definition/Internet-Protocol
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Local IP Address ꜡כ◌ꜟ IP ▪♪꜠☻╩ ⇔╕∆⁹ 

Local Virtual IPAddress 
GRE ♩fiⱠꜟ─꜡כ◌ꜟ ♩fiⱠꜟ IP ▪♪꜠☻╩ ⇔≡ↄ∞↕™⁹ 

Netmask ꜡כ◌ꜟ─Ⱡ♇♩ⱴ☻◒╩ ⇔╕∆⁹ 

Peer Virtual IP Address GRE ♩fiⱠꜟ─ꜞ⸗כ♩♩fiⱠꜟ IP ▪♪꜠☻╩ ⇔≡ↄ∞↕™⁹ 

Global TrafficForwarding 

 

↓─ ╩ ⱨ▫♇◒│ GRE ♩fiꜝ♩♃כ♦─≡═∆⁸≥╢∆⌐

Ⱡꜟ ≢ ↕╣╕∆⁹ 

Remote Subnet GRE ♩fiⱠꜟ─ꜞ⸗כ♩◘ⱩⱠ♇♩ IP ▪♪꜠☻╩ ⇔≡ↄ∞↕™⁹ 

Remote Netmask GRE♩fiⱠꜟ─ꜞ⸗כ♩Ⱡ♇♩ⱴ☻◒╩ ⇔≡ↄ∞↕™⁹ 

MTU ╩ ⇔≡ↄ∞↕™⁹ 64 1500⁹ 

Key GRE♩fiⱠꜟ─◐כ╩ ⇔╕∆⁹ 

Enable NAT NAT ♩ꜝⱣכ◘ꜟ ╩ ⌐⇔╕∆⁹ 

 

3.4.6.4  L2TP 

 3-4-6-4 GRE Ɽꜝⱷכ♃ 

꜠▬ꜘ 2 ♩fiⱠꜞfi◓ⱪ꜡♩◖ꜟ (L2TP) │⁸▬fi♃כⱠ♇♩◘כⱦ☻ⱪ꜡Ᵽ▬♄ 

(ISP) ⅜▬fi♃כⱠ♇♩ ≢ ⱪꜝ▬ⱬכ♩Ⱡ♇♩꞉כ◒ (VPN) ─ ╩ ⌐

∆╢√╘⌐ ∆╢⁸ⱳ▬fi♩♠כⱳ▬fi♩♩fiⱠꜞfi◓ⱪ꜡♩◖ꜟ (PPTP) ─

≢∆⁹ 

 3-4-6-6 
 

L2TP 

Item Description  

Enable L2TP ╩ ⌐∆╢⌐│⁸♅▼♇◒╩ ╣≡ↄ∞↕™⁹ 

Remote IP Address L2TP ◘כⱣכ─ⱤⱩꜞ♇◒ IP ▪♪꜠☻╕√│♪ⱷ▬fi ╩

⇔≡ↄ∞↕™⁹ 

Username L2TP◘כⱣכ⅜ כ◙כꜚ╢∆ ╩ ⇔≡ↄ∞↕™⁹ 

http://searchwindevelopment.techtarget.com/definition/ISP
http://searchenterprisewan.techtarget.com/definition/virtual-private-network
http://searchnetworking.techtarget.com/definition/Point-to-Point-Tunneling-Protocol
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Password L2TP◘כⱣכ⅜ ∆╢Ɽ☻꞉כ♪╩ ⇔≡ↄ∞↕™⁹ 

Authentication 
"Auto"⁸₈PAP₉⁸₈CHAP₉⁸₈MS-CHAPv1₉⁸₈MS-CHAPv2₉

⅛╠ ⇔≡ↄ∞↕™⁹ 

Global TrafficForwarding 

 

↓─ ╩  │◒♇▫ⱨꜝ♩♃כ♦─≡═∆⁸≥╢∆⌐

L2TP ♩fiⱠꜟ ≢ ↕╣╕∆⁹ 

Remote Subnet L2TP ⅜ ╩☻꜠♪▪ IP ♩כ⸗ꜞ╢∆ ⇔≡ↄ∞↕™⁹ 

Remote Subnet Mask L2TP ⅜ ╩◒☻Ⱡ♇♩ⱴ♩כ⸗ꜞ╢∆ ⇔≡ↄ∞↕™⁹ 

Key L2TP ♩fiⱠꜟ─Ɽ☻꞉כ♪╩ ⇔≡ↄ∞↕™⁹ 

Use L2TP Peer DNS ⌐∆╢≤⁸Ⱨ▪ L2TP ◘כⱣכ─ DNS ▪♪꜠☻╩ ⇔╕

∆⁹ 

 3-4-6-5 L2TP Ɽꜝⱷכ♃ 

 3-4-6-7 
 

Advanced Settings  

Item Description  

 
Local IP Address 

L2TP◒ꜝ▬▪fi♩─♩fiⱠꜟIP▪♪꜠☻╩ ⇔╕∆⁹ ─

⁸◒ꜝ▬▪fi♩│◘כⱣכ⅛╠ ⌐♩fiⱠꜟIP▪♪꜠☻╩

⇔╕∆⁹ 

Peer IP Address L2TP◘כⱣכ─♩fiⱠꜟIP▪♪꜠☻╩ ⇔≡ↄ∞↕™⁹ 

Enable NAT NAT ♩ꜝⱣכ◘ꜟ ╩ ⌐⇔╕∆⁹ 

Enable MPPE MPPE ╩ ⌐⇔╕∆⁹ 

Address/ControlCompressio

n 

 

PPP ♩ꜟ◊ⱨ♦│כ◙כꜚ⁹∆≢ ─╕╕⌐⇔≡⅔ↄ

↓≤⅜≢⅝╕∆⁹ 

Protocol FieldCompression 

 
PPP─ ♩ꜟ◊ⱨ♦│כ◙כꜚ⁹∆≢ ─╕╕⌐⇔≡⅔

ↄ↓≤⅜≢⅝╕∆⁹ 

Asyncmap Value 
PPPⱪ꜡♩◖ꜟ ◊ⱨ♦│כ◙כꜚ⁹∆≢⅛╣∏™─

ꜟ♩ ╩ ≢⅝╕∆⁹ 0 ffffffff⁹ 

MRU ╩ ⇔╕∆⁹ 64 1500⁹ 
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MTU ╩ ⇔╕∆⁹ 128 1500 

Link Detection Interval(s) 

 

♩fiⱠꜟ ╩ ∆╢√╘─ꜞfi◒ ╩ ⇔╕

∆⁹ 0 600⁹ 

Max Retries 
L2TP ─ⱨ▼▬ꜟ╩ ∆╢√╘─ ╩ ⇔

╕∆⁹ 0 10⁹ 

Expert Options 
↓─ⱨ▫⁸│⌐♪ꜟכ∕─ ─ PPP ╩ ≢⅝╕

∆⁹ │ ≢ ∫≡ↄ∞↕™⁹ 

 3-4-6-6 L2TP Ɽꜝⱷכ♃ 

 

 

 

 

3.4.6.5  PPTP 

ⱳ▬fi♩♠כⱳ▬fi♩♩fiⱠꜞfi◓ⱪ꜡♩◖ꜟ PPTP │⁸ ⅜ ─ Ⱡ

♇♩꞉⁸╩◒כ ▬fi♃כⱠ♇♩ ─ⱪꜝ▬ⱬכ♩⌂"tunnels"╩ ∂≡ ∆╢

↓≤╩ ⌐∆╢ⱪ꜡♩◖ꜟ≢∆⁹↓╣⌐╟╡⁸ │ Ⱡ♇♩꞉כ◒╩

─ ≡⇔≥◒כⱠ♇♩꞉▪ꜞ◄ꜟ◌כ꜡⌂⅝ ⌐ ≢⅝╕∆⁹ 

 

 3-4-6-8 
 

PPTP 

Item Description  

Enable PPTP◒ꜝ▬▪fi♩╩ ⌐⇔╕∆⁹ 3≈─♩fiⱠꜟ⅜ ↕

╣╕∆⁹ 

Remote IP Address PPTP◘כⱣכ─ⱤⱩꜞ♇◒IP▪♪꜠☻╕√│♪ⱷ▬fi ╩ ⇔

≡ↄ∞↕™⁹ 

Username PPTP◘כⱣכ⅜ כ◙כꜚ╢∆ ╩ ⇔≡ↄ∞↕™⁹ 

Password PPTP◘כⱣכ⅜ ∆╢Ɽ☻꞉כ♪╩ ⇔≡ↄ∞↕™⁹ 

Authentication 
"Auto"⁸₈PAP₉⁸₈CHAP₉⁸₈MS-CHAPv1₉⁸₈MS-CHAPv2₉⅛╠

⇔≡ↄ∞↕™⁹ 

Global 

TrafficForwarding 

 

↓─ ╩  │◒♇▫ⱨꜝ♩♃כ♦─≡═∆⁸≥╢∆⌐

PPTP ♩fiⱠꜟ ≢ ↕╣╕∆⁹ 

Remote Subnet PPTP ─Ⱨ▪◘ⱩⱠ♇♩╩ ⇔╕∆⁹ 

Remote SubnetMask 

 
PPTP◘כⱣכ─Ⱡ♇♩ⱴ☻◒╩ ⇔╕∆⁹ 
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 3-4-6-7 PPTP Ɽꜝⱷכ♃ 

 3-4-6-9 
 

PPTP Advanced Settings 

Item Description  

Local IP Address PPTP ◒ꜝ▬▪fi♩─ IP ▪♪꜠☻╩ ⇔╕∆⁹ 

Peer IP Address PPTP◘כⱣכ─♩fiⱠꜟIP▪♪꜠☻╩ ⇔≡ↄ∞↕™⁹ 

Enable NAT PPTP─NAT ╩ ⌐⇔╕∆⁹ 

Enable MPPE MPPE ╩ ⌐⇔╕∆⁹ 

Address/ControlCompression PPP─ ♩ꜟ◊ⱨ♦│כ◙כꜚ⁹∆≢ ─╕╕⌐⇔≡⅔ↄ

↓≤⅜≢⅝╕∆⁹ 

Protocol FieldCompression 
PPP─ ♩ꜟ◊ⱨ♦│כ◙כꜚ⁹∆≢ ─╕╕⌐∆╢↓≤

⅜≢⅝╕∆⁹ 

Asyncmap Value 
PPPⱪ꜡♩◖ꜟ ꜟ◊ⱨ♦│כ◙כꜚ⁹∆≢⅛╣∏™─

♩ ─╕╕⌐∆╢↓≤⅜≢⅝╕∆⁹ 0 ffffffff⁹ 

MRU ╩ ⇔≡ↄ∞↕™⁹ 64 1500⁹ 

MTU ╩ ⇔≡ↄ∞↕™⁹ 128 1500⁹ 

Link Detection Interval(s) 

 

♩fiⱠꜟ ╩ ∆╢√╘─ꜞfi◒ ╩ ⇔≡ↄ∞↕

™⁹ 0 600⁹ 

Max Retries 
PPTP ─ⱨ▼▬ꜟ╩ ∆╢√╘─ ╩ ⇔≡ↄ

∞↕™⁹ 0 10⁹ 

Expert Options 
↓─ⱨ▫⁸│⌐♪ꜟכ∕─ ─ PPP ╩ ≢⅝╕

∆⁹ │ ≢ ∫≡ↄ∞↕™⁹ 

 3-4-6-8 PPTP Ɽꜝⱷכ♃ 

 

3.4.6.6  OpenVPN Client 

OpenVPN │⁸ ↕╣√☿◐ꜙꜞ♥▫ⱨ꜠כⱶ꞉כꜙ☺⸗⁸◒כꜟ ─Ⱡ♇♩꞉

◒כ ⁸⅔╟┘◒꜡☻ⱪꜝ♇♩ⱨ◊כⱶ─ ╩ ─☻כ♁ⱪfiכ○╢∆

ⱪꜝ▬ⱬכ♩Ⱡ♇♩꞉כ◒ VPN ≢∆⁹UG67 │⁸  3 ≈─ OpenVPN ◒ꜝ

▬▪fi♩╩ ⌐ ∆╢↓≤╩◘ⱳ⁹∆╕™≡⇔♩כovpn ⱨ□▬ꜟ╩ ▬fiⱳ

 Ɽꜝⱷ─☺כⱭ─↓⁸⅛╢∆♩כ

http://searchenterpriselinux.techtarget.com/definition/open-source
http://searchenterprisewan.techtarget.com/definition/virtual-private-network
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☿◐ꜙꜞ♥▫ⱨ꜠כⱶ꞉כꜙ☺⸗⁸◒כꜟ ─Ⱡ♇♩꞉כ◒ ⁸⅔╟┘◒꜡☻

ⱪꜝ♇♩ⱨ◊כⱶ─ ╩ ⇔╕∆⁹UG67 │⁸  3 ─ OpenVPN ◒ꜝ▬

▪fi♩╩ ⌐ ∆╢↓≤╩ ⇔≡™╕∆⁹ovpn ⱨ□▬ꜟ╩ ▬fiⱳכ♩

∆╢⅛⁸↓─Ɑכ☺≢Ɽꜝⱷכ♃╩ ⇔≡◒ꜝ▬▪fi♩╩ ∆╢↓≤⅜≢⅝

╕∆⁹ 

 3-4-6-10 
 

OpenVPN Client - File Configuration  

Item Description  

 
Browse 

◒ꜝ▬▪fi♩ ─ovpn ⱨ□▬ꜟ ⅔╟┘ ─ ╩ ╗ ╩ ∆╢⌐

│⁸↓∟╠╩◒ꜞ♇◒⇔≡ↄ∞↕™⁹◘fiⱪꜟ⌐ ≠™≡◒ꜝ▬▪fi♩ ⱨ□▬ꜟ╩↔

ↄ∞↕™   

Edit ◒ꜞ♇◒∆╢≤⁸▬fiⱳכ♩↕╣√ⱨ□▬ꜟ╩ ≢⅝╕∆⁹ 

Export ◘כⱣכ ⱨ□▬ꜟ╩◄◒☻ⱳ⁹∆╕⇔♩כ 

Delete ⱨ□▬ꜟ╩ ∆╢⌐│◒ꜞ♇◒⇔≡ↄ∞↕™⁹ 

 3-4-6-9 OpenVPN ◒ꜝ▬▪fi♩─Ɽꜝⱷכ♃ 

 
 

 3-4-6-11 
 

OpenVPN Client - Page Configuration  

Item Description  

Protocol ⌐ ∆╢♩ꜝfi☻ⱳכ♩ⱪ꜡♩◖ꜟ UDP ╕√│ TCP ╩ ⇔≡ↄ∞

↕™⁹ 

Remote IP Address ꜞ⸗כ♩ OpenVPN ◘כⱣכ─ IP ▪♪꜠☻╕√│♪ⱷ▬fi ╩ ⇔≡ↄ∞↕

™⁹ 

Port 
☻ⱦכ◘ TCP/UCP ─כⱣכ◘ OpenVPN ♩כ⸗ꜞ ╩ ⇔≡ↄ∞↕™⁹

1 65535⁹ 

http://searchenterpriselinux.techtarget.com/definition/module
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Interface 

VPNⱠ♇♩꞉כ◒▬fi♃כⱨ▼כ☻─ ≤⇔≡⁸TUN╕√│TAP╩⅔

┘ↄ∞↕™⁹TUN♦Ᵽ▬☻│IPv4╕√│IPv6 OSI꜠ ▬ꜘ3 ╩◌ⱪ☿ꜟ ⇔⁸

TAP♦Ᵽ▬☻│▬כ◘Ⱡ♇♩802.3 OSI꜠ ▬ꜘ2 ╩◌ⱪ☿ꜟ ⇔╕∆⁹ 

 

 

 

 

 

Authentication Type 

╩▫♥ꜞꜙ◐☿─fiꜛ◦♇☿♃כ♦ ∆╢√╘⌐ ∆╢ ♃▬ⱪ╩

⇔≡ↄ∞↕™⁹ 

Pre-shared: ◘כⱣכ≤ ∂ ╩ ⇔≡ ╩ ⇔╕∆⁹ ⁸

Network] > [VPN] > VPN Ɑכ☺⌐ ⇔⁸static.key ╩ PSK ⱨ▫כꜟ♪⌐▬fi

ⱳכ♩⇔≡ↄ∞↕™⁹ 

Username/Password:◘כⱣכ ≢ כ◙כꜚ√╣↕ /Ɽ☻꞉כ♪╩

⇔≡ ╩ ⇔╕∆⁹ 

X.509 cert: X.509 ♃▬ⱪ─ ╩ ⇔≡ ╩ ⇔╕∆⁹ ⁸

Network > VPN > Certifications  Ɑכ☺⌐ ⇔⁸CA ⁸◒ꜝ▬▪fi♩

⁸◒ꜝ▬▪fi♩ ╩ ∆╢ⱨ▫כꜟ♪⌐▬fiⱳכ♩⇔≡ↄ∞↕™⁹ 

X.509 cert + user:  ꜚכ◙כ /Ɽ☻꞉כ♪ ≤ X.509 ─ ╩ ⇔

╕∆⁹ 

Local Virtual IP ♃▬ⱪ⅜₈None╕√│₈ ─ ╩☻꜠♪▪ꜟfiⱠ♩ꜟ◌כ꜡⁸ ⇔╕

∆⁹ 

Remote Virtual IP 
♃▬ⱪ⅜₈None ╕√│₈Pre-shared─ ☻꜠♪▪ꜟfiⱠ♩♩כ⸗ꜞ⁸⌐

╩ ⇔╕∆⁹ 

Global TrafficForwarding 

 

↓─ ╩ ♃כ♦─≡═∆⁸≥╢∆⌐ │OpenVPN♩fiⱠꜟ ≢

↕╣╕∆⁹ 

 

 
Enable TLS Authentication 

♃▬ⱪ⅜X.509 ─ ⁸TLS ╩ ╕√│ ⌐⇔╕∆⁹ ⌐

⇔√ │⁸Network> VPN >VPNⱭכ☺⌐ ⇔⁸ta.key╩TAⱨ▫כꜟ♪⌐▬fi

ⱳכ♩⇔≡ↄ∞↕™⁹ 

Note:↓─○ⱪ◦ꜛfi│ tls-auth ─╖⌐ ⇔≡™╕∆⁹tls-crypt ╩↔ ─

│⁸◄◐☻Ɽכ♩○ⱪ◦ꜛfi⌐ ─ⱨ◊כⱴ♇♩ ╩ ⇔≡ↄ∞

↕™ tls-crypt 

/etc/openvpn/openvpn-client1-ta.key 

Compression LZO⌐╟╢♦כ♃ ╩ ╕√│ ⌐∆╢√╘⌐ ⇔≡ↄ∞↕™⁹ 

Link Detection Interval (s) 
♩fiⱠꜟ ╩ ∆╢√╘─ꜞfi◒ ╩ ≥כⱣכ◘⁹∆╕⇔

◒ꜝ▬▪fi♩─ ≢ ↕╣≡™╢ √╣↕ꜙ◦♇ⱪ╠⅛כⱣכ◘⁸ ⅜

◒ꜝ▬▪fi♩─꜡כ◌ꜟ ╩ ⅝⇔╕∆⁹ 10 1800 ⁹ 

Link Detection Timeout 

(s) 

OpenVPN│♃▬ⱶ▪►♩ ⌐ ─♩fi▪▬ꜝ◒≥כⱣכ◘⁹∆╕╣↕

≢ ↕╣≡™╢ √╣↕ꜙ◦♇ⱪ╠⅛כⱣכ◘⁸ ⅜◒ꜝ▬▪fi♩─

ꜟ◌כ꜡ ╩ ⅝⇔╕∆⁹ 60 3600 ⁹ 

Cipher 
NONE⁸BF-CBC⁸DES-CBC⁸DES-EDE3-CBC⁸AES-128-CBC⁸AES-192-CBC⁸AES-256-

CBC ⅛╠ ⇔≡ↄ∞↕™⁹ 

MTU ╩ ⇔≡ↄ∞↕™⁹ 128 1500⁹ 

Max Frame Size ⱨ꜠כⱶ◘▬☼╩ ⇔╕∆⁹ 128 1500⁹ 

Verbose Level ERROR⁸WARNING⁸NOTICE⁸DEBUG ⅛╠ ⇔≡ↄ∞↕™⁹ 

 
Expert Options 

↓─ⱨ▫כꜟ♪⌐ ╩ ≢⅝╕∆⁹ │☿Ⱶ◖꜡fi≢

∫≡ↄ∞↕™⁹ 

Example: ncp-ciphers AES-128-GCM; ◐כ  1 

Local Route 

Subnet ꜡כꜟꜟ◌כ♩─ IP ▪♪꜠☻╩ ⇔╕∆⁹ 

Subnet Mask ꜡כꜟꜟ◌כ♩─Ⱡ♇♩ⱴ☻◒╩ ⇔╕∆⁹ 

 3-4-6-10 OpenVPN ◒ꜝ▬▪fi♩─Ɽꜝⱷכ♃ 
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3.4.6.7  OpenVPN Server 

UG67 │⁸ꜟכ♥▫fi◓╕√│Ⱪꜞ♇☺ ≢─ ⌂ⱳ▬fi♩♠כⱳ▬fi♩╕√

│◘▬♩ ☻☿◒▪♩כ⸗ꜞ┘╟⅔⁸ ⌐ ⇔√ OpenVPN ◘כⱣכ⌐

⇔≡™╕∆⁹ovpn ⱨ□▬ꜟ╩ ▬fiⱳ⁸⅛╢∆♩כ↓─Ɑכ☺≢Ɽꜝⱷכ♃

╩ ╩כⱣכ◘─↓≡⇔ ∆╢↓≤⅜≢⅝╕∆⁹ 

 3-4-6-12 
 

OpenVPN Server - File Configuration  

Item Description  

 
Browse 

כⱣכ◘ ─OVPN ⱨ□▬ꜟ ⅔╟┘ ─ ╩ ╗ ╩ ∆╢

⌐│⁸↓∟╠╩◒ꜞ♇◒⇔≡ↄ∞↕™⁹◘fiⱪꜟ⌐ כⱣכ◘≡™≠ ⱨ□▬ꜟ╩

↔ ↄ∞↕™   

Edit ◒ꜞ♇◒∆╢≤⁸▬fiⱳכ♩↕╣√ⱨ□▬ꜟ╩ ≢⅝╕∆⁹ 

Export ◘כⱣכ ⱨ□▬ꜟ╩◄◒☻ⱳ⁹∆╕⇔♩כ 

Delete ⱨ□▬ꜟ╩ ∆╢⌐│◒ꜞ♇◒⇔≡ↄ∞↕™⁹ 

 3-4-6-11 OpenVPN ◘כⱣכⱤꜝⱷכ♃ 
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 3-4-6-13 

 3-4-6-14 
 

OpenVPN Server - Page Configuration  

Item Description  

Protocol ⌐ ∆╢♩ꜝfi☻ⱳכ♩ⱪ꜡♩◖ꜟ╩ UDP ╕√│ TCP ⅛╠ ⇔≡ↄ

∞↕™⁹ 

Listening IP 
Ᵽ▬fi♪∆╢꜡כ◌ꜟⱱ☻♩ ╕√│IP▪♪꜠☻╩ ⇔≡ↄ∞↕™⁹ ─

╕╕⌐∆╢≤⁸OpenVPN◘כⱣכ│∆═≡─▬fi♃כⱨ▼כ☻⌐Ᵽ▬fi♪⇔

╕∆⁹ 

Port 
OpenVPN◒ꜝ▬▪fi♩ ─TCP/UDP◘כⱦ☻ ╩ ⇔≡ↄ∞↕™⁹ 

1 65535⁹ 
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Interface 

 VPN Ⱡ♇♩꞉כ◒▬fi♃כⱨ▼כ☻─♃▬ⱪ╩ TUN ╕√│ TAP ⅛╠

⇔≡ↄ∞↕™⁹TUN ♦Ᵽ▬☻│ IPv4 ╕√│ IPv6 (OSI ꜠ ▬ꜘ 3) ╩◌ⱪ☿ꜟ

⇔⁸TAP ♦Ᵽ▬☻│▬כ◘Ⱡ♇♩ 802.3 (OSI ꜠ ▬ꜘ 2) ╩◌ⱪ☿ꜟ ⇔╕∆⁹ 

 

 

 

 

 

Authentication Type 

▫♥ꜞꜙ◐☿─fiꜛ◦♇☿♃כ♦ ⌐ ∆╢ ♃▬ⱪ╩ ⇔≡ↄ∞↕

™⁹ 

Pre-shared: ◘כⱣכ≤ ∂ ╩ ⇔≡ ╩ ⇔╕∆⁹ ⁸

Network] > [VPN] > VPN Ɑכ☺⌐ ⇔⁸static.key ╩ PSK ⱨ▫כꜟ♪⌐▬fi

ⱳכ♩⇔≡ↄ∞↕™⁹ 

Username/Password:◘כⱣכ ≢ כ◙כꜚ√╣↕ /Ɽ☻꞉כ♪╩

⇔≡ ╩ ⇔╕∆⁹ 

X.509 cert: X.509♃▬ⱪ─ ╩ ⇔≡ ╩ ⇔╕∆⁹ ⁸

[Network > VPN > Certifications  Ɑכ☺⌐ ⇔⁸CA ⁸◒ꜝ▬▪fi♩

⁸◒ꜝ▬▪fi♩ ╩ ∆╢ⱨ▫כꜟ♪⌐▬fiⱳכ♩⇔≡ↄ∞↕™⁹ 

X.509 cert + user: ꜚכ◙כ /Ɽ☻꞉כ♪≤X.509 ─ ╩ ⇔╕

∆⁹ 

Local Virtual IP ♃▬ⱪ⅜₈None╕√│₈ ─ ╩☻꜠♪▪ꜟfiⱠ♩ꜟ◌כ꜡⁸ ⇔╕

∆⁹ 

Remote Virtual IP 
♃▬ⱪ⅜₈None ╕√│₈Pre-shared─ ☻꜠♪▪ꜟfiⱠ♩♩כ⸗ꜞ⁸⌐

╩ ⇔╕∆⁹ 

Client Subnet OpenVPN◒ꜝ▬▪fi♩ ─IP▪♪꜠☻ⱪכꜟ╩ ⇔╕∆⁹ 

Client Netmask ◒ꜝ▬▪fi♩◘ⱩⱠ♇♩─Ⱡ♇♩ⱴ☻◒╩ ⇔⁸IP▪♪꜠☻─ ╩

⇔╕∆⁹ 

Renegotiation Interval ↓─ ╩כ◐ꜟⱠꜗ♅♃כ♦⌐ Ⱡ◗◦◄כ◦ꜛfi⇔╕∆⁹0│ ▪◒♥

▫Ⱪ ╩ ⇔╕∆⁹ 

 
Max Clients 

⅜כⱣכ◘ ⌐ ≢⅝╢◒ꜝ▬▪fi♩ ╩ ≢ ⇔╕∆⁹ 1

20⁹ 

Note: ─◒ꜝ▬▪fi♩╩ ∆╢ ⅜№╢ │⁸꜡◓─ ╩

₈ ₉⌐ ⇔≡ↄ∞↕™⁹ 

Enable CRL CRL ╩ ╕√│ ⌐⇔╕∆⁹ 

Enable Client to Client ⌐∆╢≤⁸OpenVPN◒ꜝ▬▪fi♩ ⅜ ⌐ ≢⅝╢╟℮⌐⌂╡╕

∆⁹ 

Enable Dup Client 
─ ╕√│ ≢ ─◒ꜝ▬▪fi♩⅜ ∆╢↓≤╩ ⇔╕

∆⁹ 

 

 
Enable TLS Authentication 

♃▬ⱪ⅜X.509 ─ ⁸TLS ╩ ╕√│ ⌐⇔╕∆⁹ ⌐

⇔√ │⁸Network VPN VPNⱭכ☺⌐ ⇔⁸ta.key╩TAⱨ▫כꜟ♪⌐▬fiⱳ

 ↄ∞↕™⁹≡⇔♩כ

Note:↓─○ⱪ◦ꜛfi│TLS ─╖⌐ ⇔≡⅔╡╕∆⁹TLS ╩↔

─ │⁸◄◐☻Ɽכ♩○ⱪ◦ꜛfi⌐ ─ⱨ◊כⱴ♇♩ ╩ ⇔≡

ↄ∞↕™ tls-crypt /etc/openvpn/openvpn-client1-ta.key 

Compression LZO⌐╟╢♦כ♃ ╩ ╕√│ ⌐∆╢⌐│⁸↓∟╠╩ ⇔≡ↄ∞↕™⁹ 

Link Detection Interval (s) 
♩fiⱠꜟ ╩ ∆╢√╘─ꜞfi◒ ╩ ≥כⱣכ◘⁹∆╕⇔

◒ꜝ▬▪fi♩─ ≢ ↕╣≡™╢ √╣↕ꜙ◦♇ⱪ╠⅛כⱣכ◘⁸ ⅜

◒ꜝ▬▪fi♩─꜡כ◌ꜟ ╩ ⅝⇔╕∆⁹ 10 1800 ⁹ 

Link Detection Timeout 

(s) 

♃▬ⱶ▪►♩ ⌐OpenVPN⅜ ─♩fi▪▬ꜝ◒≥כⱣכ◘⁹∆╕╣↕

≢ ↕╣≡™╢ √╣↕ꜙ◦♇ⱪ╠⅛כⱣכ◘⁸ ⅜◒ꜝ▬▪fi♩─

ꜟ◌כ꜡ ╩ ⅝⇔╕∆⁹ 60 3600 ⁹ 

Cipher 
NONE⁸BF-CBC⁸DES-CBC⁸DES-EDE3-CBC⁸AES-128-CBC⁸AES-192-CBC⁸AES-256-

CBC ⅛╠ ⇔≡ↄ∞↕™⁹ 

MTU ╩ ⇔≡ↄ∞↕™⁹ 64 1500⁹ 
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Max Frame Size ⱨ꜠כⱶ◘▬☼╩ ⇔╕∆⁹ 64 1500⁹ 
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Verbose Level ◄ꜝ⁸כ ⁸ ⁸♦Ᵽ♇◓⅛╠ ⇔≡ↄ∞↕™⁹ 

 
Expert Options 

↓─ⱨ▫כꜟ♪⌐│ ╩ ≢⅝⁸ │☿Ⱶ◖꜡fi≢ ╡

╕∆⁹ 

Example: ncp-ciphers AES-128-GCM; ◐כ  1 

Account  

Username & Password 
♃▬ⱪ⅜ꜚכ◙כ /Ɽ☻꞉כ♪─ ⁸OpenVPN◒ꜝ▬▪fi♩─ꜚכ

כ◙ ≤Ɽ☻꞉כ♪╩ ⇔╕∆⁹ 

Local Route 

Subnet ꜡כꜟꜟ◌כ♩─IP▪♪꜠☻╩ ⇔╕∆⁹ 

Subnet Mask ꜡כꜟꜟ◌כ♩─Ⱡ♇♩ⱴ☻◒╩ ⇔╕∆⁹ 

Client Subnet 

Name ╩ OpenVPN ◒ꜝ▬▪fi♩ ─ ≤⇔≡ ⇔╕∆⁹ 

Subnet OpenVPN◒ꜝ▬▪fi♩─◘ⱩⱠ♇♩╩ ⇔╕∆⁹ 

Subnet Mask OpenVPN◒ꜝ▬▪fi♩─◘ⱩⱠ♇♩Ⱡ♇♩ⱴ☻◒╩ ⇔≡ↄ∞↕™⁹ 

 3-4-6-12 OpenVPN ◘כⱣכ─Ɽꜝⱷכ♃ 

 

 
3.4.6.8  Certifications  

OpenVPN ◘כⱣ⁸כOpenVPN ◒ꜝ▬▪fi♩⁸╕√│ IPsec ◘כⱣכ≤⇔≡ ∆

╢ ⁸ ♃▬ⱪ⌐ ∂≡⁸↓─Ɑכ☺≢ ⌂ ▬╩ꜟ▬□ⱨכ◐┘╟⅔

fiⱳכ♩/◄◒☻ⱳ⁹∆╕⅝≢⅜≥↓╢∆♩כ 

 3-4-6-15 
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 3-4-6-16 

 3-4-6-17 

 

 
3.4.6.9  WireGuard 

WireGuard│⁸ ⌐◦fiⱪꜟ≢№╡⌂⅜╠ ≢ ⌂VPN≢№╡⁸ ─

╩ ⇔≡™╕∆⁹WireGuard│UDPⱪ꜡♩◖ꜟ╩ ⇔≡♩ꜝⱨ▫♇◒╩

⇔╕∆⁹ 
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3-4-6-18 
 

WireGuard 

Item Description  

Enable 
WireGuard ▬fi♃כⱨ▼כ☻╩ ⌐⇔╕∆⁹  3 ≈─ WireGuard ▬

fi♃כⱨ▼כ☻⅜ ↕╣╕∆⁹ 

Interface WireGuard▬fi♃כⱨ▼כ☻ ╩ ⇔╕∆⁹ 

Customized Private Key 
↓─WireGuard▬fi♃כⱨ▼כ☻─ ╩◌☻♃ⱴ▬☼∆╢⅛≥℮⅛

╩ ⇔╕∆⁹ ⌐⇔√ ⁸◒ꜝ▬▪fi♩│↓─ꜟכ♃כ⅜ ⇔

√ ╩ ⇔╕∆⁹ 

Public Key ⌐╟∫≡ ↕╣√ ╩ ⇔╕∆⁹ 

IP Address ꜡כ◌ꜟ IP▪♪꜠☻≤Ⱡ♇♩ⱴ☻◒╩ ⇔╕∆⁹
10.8.0.2/24 

Listening Port 
WireGuardⱤ◔♇♩─ ⌐ ∆╢ⱳכ♩╩ ⇔╕∆⁹ ⌂╢

WireGuard▬fi♃כⱨ▼כ☻≢│ⱳכ♩ ╩ ∆╢ ⅜№╡╕

∆⁹ 

 
DNS 

↓─WireGuard▬fi♃כⱨ▼כ☻─DNS◘כⱣכ▪♪꜠☻╩ ⇔╕

∆⁹ │כ♃כꜟ⁸≥╢∆⌐╕╕─ Ⱡ♇♩꞉כ◒▬fi♃כⱨ▼כ

☻ WAN⁸☿ꜟꜝכ⌂≥ ─DNS◘כⱣכ▪♪꜠☻╩ ⇔╕∆⁹ 

 
MTU 

↓─WireGuard▬fi♃כⱨ▼כ☻─ MTU ╩ ⇔╕

∆⁹ │כ♃כꜟ⁸≥╢∆⌐╕╕─ Ⱡ♇♩꞉כ◒▬fi♃כⱨ▼כ

☻ WAN⁸☿ꜟꜝכ⌂≥ ─MTU╩ ⇔╕∆⁹ 

Peer Table 
₈+₉╩◒ꜞ♇◒∆╢≤⁸↓─WireGuard▬fi♃כⱨ▼כ☻─WireGuard

Ⱨ▪╩ ≢⅝╕∆⁹1≈─WireGuard▬fi♃כⱨ▼כ☻⌐│ 20 ─

Ⱨ▪╩ ≢⅝╕∆⁹ 

 3-4-6-13 WireGuard Ɽꜝⱷכ♃ 

 

 

 3-4-6-19 
 

WireGuard-Peer 

Item Description  

Peer WireGuard Ⱨ▪ ╩ ⇔╕∆⁹↓─ │⁸↓─ WireGuard ◒ꜝ▬▪

fi♩ ≢ ≢№╢ ⅜№╡╕∆⁹ 
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Public Key WireGuard Ⱨ▪◘כⱣכ/◒ꜝ▬▪fi♩─ ╩ ⇔╕∆⁹ 

 
Allowed IP 

WireGuardⱧ▪─LANⱠ♇♩꞉כ◒─ ─IP▪♪꜠☻≤Ⱡ♇♩ⱴ☻◒╩ ⇔

╕∆⁹ 192.168.1.0/24 

1 ≈─ WireGuard Ⱨ▪⌐ ⇔≡⁸  8 ≈─  IP ▪♪꜠☻⌐ ≢⅝╕∆⁹ 

Route Allowed IP ↕╣√IP▪♪꜠☻─ ╩◓fi▫♥כꜟ ∆╢ ╩ ╕√│ ⌐

⇔╕∆⁹ 

Preshared Key 
╩ ⇔╕∆⁹↓─▬fi♃כⱨ▼כ☻≤Ⱨ▪▬fi♃כⱨ▼כ☻─

⌐ ∂ ╩ ∆╢ ⅜№╡╕∆⁹ 

Endpoint Address WireGuard Ⱨ▪◘כⱣכ/◒ꜝ▬▪fi♩─ IP ▪♪꜠☻╕√│♪ⱷ▬fi ╩ ⇔

╕∆⁹ 

Endpoint Port WireGuard Ⱨ▪◘כⱣכ/◒ꜝ▬▪fi♩─ ⱳכ♩╩ ⇔╕∆⁹ 

Keepalive Interval 
⅜ ↕╣√ ⁸↓─WireGuard▬fi♃כⱨ▼כ☻│ ⌐Ɫכ♩ⱦכ

♩Ɽ◔♇♩╩ ⇔⁸ ╩ ⇔╕∆⁹0│ ╩ ⇔╕∆⁹ 

 

3.4.7 HTTP Proxy 

 3-4-6-13 WireGuard-Peer Ɽꜝⱷכ♃ 

▫♥ꜞꜙ◐☿⁸│▬▼►♩כ◕ ─ ≢ ─ IP ▪♪꜠☻╩ ⇔⌂⅜╠⁸HTTP 

ⱪ꜡◐◦◘כⱣכ⌐ ⇔≡ ─▬fi♃כⱠ♇♩◘▬♩≤ ∆╢↓≤⅜≢⅝╕

∆⁹ 

 3-4-7-1 
 

HTTP Proxy 

Item Description  

Enable HTTP ⱪ꜡◐◦ ╩ ╕√│ ⌐⇔╕∆⁹ 

Proxy Sever Address ꜞ◒◄☻♩╩ ∆╢ⱪ꜡◐◦◘כⱣכ─▪♪꜠☻ IP/♪ⱷ▬fi ╩

⇔╕∆⁹ 

Port ꜞ◒◄☻♩╩ ∆╢ⱪ꜡◐◦◘כⱣכ─ⱳכ♩╩ ⇔╕∆⁹ 

Detection Cycle 
HTTP ⱪ꜡◐◦◘כⱣכ┼─ ⅜ⱨ▼▬ꜟ⇔√ ─ ╩ ⇔

╕∆⁹ 

 
 

Proxy Exception 

ⱪ꜡◐◦◘כⱣכ┼─ ⅜ⱨ▼▬ꜟ⇔√ ─♩ꜝⱨ▫♇◒⸗כ♪╩

⇔≡ↄ∞↕™  

Direct Connection: ⱪ꜡◐◦╩ ∑∏⁸ ┼כⱣכ◘ ♩ꜝⱨ▫♇◒

╩ ⇔╕∆⁹ 

Traffic Interception: ⱪ꜡◐◦◘כⱣכ≤─ ⅜ ∆╢╕≢♩ꜝⱨ▫♇◒

╩▬fi♃כ☿ⱪ♩⇔╕∆⁹ 

Status 
כⱣכ◘◦◐꜡ⱪ≥▬▼►♩כ◕ ─ ╩ ⇔╕∆⁹ 

 3-4-7-1 HTTP ⱪ꜡◐◦Ɽꜝⱷכ♃ 



109 

 

 Wavecrest 

3.5 System 

↓─☿◒◦ꜛfi≢│⁸ ▪◌►fi♩⁸▪◒☿☻◘כⱦ☻⁸◦☻♥ⱶ ⁸ ꜚ

כ◙כ ⁸SNMP⁸▬ⱬfi♩▪ꜝכⱶ⌂≥─ ─ ⌐≈™≡ ⇔

╕∆⁹ 

 
3.5.1 General Settings 

3.5.1.1  General 

⌐│⁸◦☻♥ⱶ ⅜≤⌂ ⱦ☻⁸HTTPSכ◘☻☿◒▪⁸ ╕╣╕∆⁹ 

 3-5-1-1 
 

General 

Item Description  Default 

System 

Hostname ꜚכ◙כ ▬▼►♩כ◕─ ⁹ ─ │▪ꜟⱨ□ⱬ♇♩

≢ ╕╢ ⅜№╡╕∆⁹ 

GATEWAY 

Web 

LoginTimeout (s) 

♃▬ⱶ▪►♩⅜ ⇔√ ⁸ ꜡◓▬fi⅜ ≤⌂╡╕

∆⁹ 100 3600⁹ 1800 

Access Service 

Port ◘כⱦ☻─ⱳכ♩ ╩ ⇔╕∆⁹ 1 65535⁹ -- 

HTTP 
↓─○ⱪ◦ꜛfi╩ HTTP│כ◙כꜚ⁸≥╢∆⌐ ≢♦Ᵽ▬

╩fi⇔⁸Web▬◓꜡ꜟ◌כ꜡⌐☻ ∂≡▪◒☿☻⅔╟┘ ⅜

≤⌂╡╕∆⁹ 

80 

 
HTTPS 

↓─○ⱪ◦ꜛfi╩ HTTPS│כ◙כꜚ⁸≥╢∆ ≢

Ᵽ▬☻⌐꜡◓▬fi⇔⁸Web♦╠⅛♩כ⸗ꜞ┘╟⅔ꜟ◌כ꜡

≢▪◒☿☻⅔╟┘ ∆╢↓≤⅜ ≤⌂╡╕∆⁹ 

 
443 

TELNET ꜚכ⸗ꜞ┘╟⅔ꜟ◌כ꜡⁸│כ◙כ♩⅛╠♦Ᵽ▬☻⌐꜡◓▬fi

⇔⁸ 

23 
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 TELNET ╩ fi▬◓꜡╠⅛♩כ⸗ꜞ┘╟⅔ꜟ◌כ꜡≡⇔

⇔⁸○ⱪ◦ꜛfi╩ ⁸Web ≢▪◒☿☻⅔╟┘

∆╢↓≤⅜≢⅝╕∆⁹ 

 

SSH 
↓─○ⱪ◦ꜛfi╩ כ◙כꜚ⁸≥╢∆ │SSH ≢♦

Ᵽ▬☻⌐꜡כ⸗ꜞ┘╟⅔ꜟ◌כ♩⅛╠꜡◓▬fi∆╢↓≤

⅜ ≤⌂╡╕∆⁹ 

22 

HTTPS Certificates  

 
 
Certificate 

"Browse"Ⱳ♃fi╩◒ꜞ♇◒⇔⁸PC ─ ⱨ□▬ꜟ╩

⇔√ ⁸"Import"Ⱳ♃fi╩◒ꜞ♇◒⇔≡ⱨ□▬ꜟ╩◕כ♩►

▼▬⌐▪♇ⱪ꜡⁹∆╕⇔♪כ"Export"Ⱳ♃fi╩◒ꜞ♇◒∆╢

≤⁸ⱨ□▬ꜟ⅜PC⌐◄◒☻ⱳ⁹∆╕╣↕♩כ"Delete"Ⱳ♃fi╩

◒ꜞ♇◒∆╢≤⁸ⱨ□▬ꜟ⅜ ↕╣╕∆⁹ 

 
 

-- 

 
 

Key 

"Browse"Ⱳ♃fi╩◒ꜞ♇◒⇔⁸PC ╩ꜟ▬□ⱨכ◐─ ⇔

√ ⁸"Import"Ⱳ♃fi╩◒ꜞ♇◒∆╢≤⁸ⱨ□▬ꜟ⅜◕כ♩

►▼▬⌐▪♇ⱪ꜡⁹∆╕╣↕♪כ"Export"Ⱳ♃fi╩◒ꜞ♇◒

∆╢≤⁸ⱨ□▬ꜟ⅜PC⌐◄◒☻ⱳ⁹∆╕╣↕♩כ 

"Delete"Ⱳ♃fi╩◒ꜞ♇◒∆╢≤⁸ⱨ□▬ꜟ⅜ ↕╣╕∆⁹ 

 
 

-- 

 3-5-1-1 Ɽꜝⱷכ♃ 

 

3.5.1.2  System Time 

↓─☿◒◦ꜛfi≢│⁸♃▬ⱶ♂כfi╛ ♃▬ⱪ╩ ╗◦☻♥ⱶ ─

⌐≈™≡ ⇔╕∆⁹ 

Note: to ensure that the gateway runs with  vjg"eqttgev"vkog."kvҲu"tgeqoogpfgf"vjcv"{qw"

set the system time when configuring the gateway.  

 3-5-1-2 
 

System Time 

Item Description  

Current Time ─◦☻♥ⱶ ╩ ⇔╕∆⁹ 

Time Zone ♪꜡♇ⱪ♄►fiꜞ☻♩╩◒ꜞ♇◒⇔≡⁸↔ ─♃▬ⱶ♂כfi╩

⇔≡ↄ∞↕™⁹ 

 

 
Sync Type 

♪꜡♇ⱪ♄►fiꜞ☻♩╩◒ꜞ♇◒⇔≡⁸ ─ ╩⅔ ┘

ↄ∞↕™⁹ 

Sync with Browser: Ⱪꜝ►◙≤ ╩ ⇔╕∆⁹ 

Sync with NTP Server: NTP◘כⱣכ≤ ╩ ⇔╕∆⁹ 

Set up Manually: ≢ ╩ ⇔╕∆⁹ 

Sync with NTP Server 

NTP Server Address NTP◘כⱣכ─▪♪꜠☻ ♪ⱷ▬fi /IP ╩ ⇔╕∆⁹ 

Enable NTP Server 
♅▼♇◒ ⁸Ⱡ♇♩꞉כ◒ ─ NTP ◒ꜝ▬▪fi♩│◕כ♩►▼▬

≤─ ╩ ≢⅝╕∆⁹ 
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 3-5-1-2 ◦☻♥ⱶ Ɽꜝⱷכ♃ 

 

 

 

3.5.1.3  SMTP 

SMTP Simple Mail Transfer Protocol│⁸ ⱷכꜟ─ ⌐ ↕╣╢ 

TCP/IP ⱪ꜡♩◖ꜟ≢∆⁹↓─☿◒◦ꜛfi≢│⁸ ⱷכꜟ ─ ⌐≈

™≡ ⇔╕∆⁹ 

 3-5-1-3 
 

SMTP 

Item Description  

SMTP Client Settings  

Enable SMTP◒ꜝ▬▪fi♩ ╩ ╕√│ ⌐⇔╕∆⁹ 

Email Address ─ⱷכꜟ▪♪꜠☻╩ ⇔≡ↄ∞↕™⁹ 

Username ─ⱷכ◙כꜚꜟכ ╩ ⇔≡ↄ∞↕™⁹ 

Password ─ⱷכꜟⱤ☻꞉כ♪╩ ⇔≡ↄ∞↕™⁹ 

SMTP Server Address SMTP◘כⱣכ─♪ⱷ▬fi ╩ ⇔≡ↄ∞↕™⁹ 

Port SMTP ◘כⱣכ─ⱳכ♩ ╩ ⇔≡ↄ∞↕™⁹ 1

65535⁹ 

Enable TLS TLS ╩ ╕√│ ⌐⇔╕∆⁹ 

 3-5-1-3 SMTP  

 

 
Related Topics 

▬ⱬfi♩  

 

 

3.5.1.4  Phone 

─ │⁸ /SMS ♩ꜞ●כ⅔╟┘▬ⱬfi♩─ SMS ▪ꜝכⱶ⌐ ⇔╕∆⁹↓╣│⁸

╩ ⅎ√◕כ♩►▼▬⌐─╖ ↕╣╕∆⁹ 
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 3-5-1-4 
 

Phone 

Item Description  

Phone Number List 

Name ◓ꜟכⱪ ╩ ⇔╕∆⁹ 

Number 
╩ ⇔≡ↄ∞↕™⁹ ⁸⅔╟┘₈+₉≤₈-₉─ ⅜ ≢

∆⁹ ─ │₈;₉≢ ╢↓≤⅜≢⅝╕∆⁹ 

 3-5-1-4  

 

 

Related Topic 

○fi♦ⱴfi♪  

 

 

3.5.1.5  Email 

ⱷכꜟ ⌐│⁸▬ⱬfi♩─ⱷכꜝ▪ꜟכ♩⅜ ╕╣╕∆⁹ 

 3-5-1-5 
 

Email 

Item Description  

Email List 

Name ⱷכꜟ◓ꜟכⱪ─ ╩ ⇔≡ↄ∞↕™⁹ 

Email Address 
ⱷכꜟ▪♪꜠☻╩ ⇔≡ↄ∞↕™⁹ ─ⱷ₉;₈│☻꜠♪▪ꜟכ≢

╢↓≤⅜≢⅝╕∆⁹ 

 3-5-1-5 ⱷכꜟ  

 

 
 

3.5.2 User Management 

3.5.2.1  Account  

↓↓≢│⁸ ─꜡◓▬fiꜚכ◙כ ≤Ɽ☻꞉כ♪╩ ≢⅝╕∆⁹ 
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Note: it is strongly recommended that you modify them for the sake of security.  

 3-5-2-1 
 

Account  

Item Description  

Username 
כ◙כꜚ™⇔ ╩ ⇔≡ↄ∞↕™⁹a-z⁸0-9⁸"_"⁸"-" ⌂

≥─ ╩ ≢⅝╕∆⁹ ─ │ ≢│™↑╕∑╪⁹ 

Old Password ─Ɽ☻꞉כ♪╩ ⇔≡ↄ∞↕™⁹ 

 
New Password 

─ ─ASCII ╩ ╗ ⇔™Ɽ☻꞉כ♪╩ ⇔≡

ↄ∞↕™⁹Ɽ☻꞉כ♪│ ⌂ↄ≤╙1 ─ ≤1

─ ╩ ╖⁸5 31 ─ ↕≢№╢ ⅜№╡╕∆⁹ 

Confirm New Password ⇔™Ɽ☻꞉כ♪╩ ⇔≡ↄ∞↕™⁹ 

 

3.5.2.2  User Management 

 3-5-2-1 ▪◌►fi♩  

↓─☿◒◦ꜛfi≢│⁸ ─♩fi►◌▪כ◙כꜚ

⌐≈™≡ ⇔╕∆⁹ ─כ◙כꜚ ⌐│⁸ ╖ ╡

≤ ╖ ╡/ ⅝ ╖⅜ ╕╣╕∆⁹ 

 3-5-2-2 
 

User Management 

Item Description  

Username 
כ◙כꜚ™⇔ ╩ ⇔≡ↄ∞↕™⁹a-z⁸0-9⁸"_"⁸"-" ⌂≥─ ╩

≢⅝╕∆⁹ ─ │ ≢│™↑╕∑╪⁹ 

 
Password 

Ɽ☻꞉⁸│♪כ ╩ ↄ ─ASCII ≢ ⇔≡ↄ∞↕™⁹Ɽ☻꞉כ

♪⌐│ ⌂ↄ≤╙1 ≤1≈─ ╩ ╘⁸5 31 ─ ↕≢№╢ ⅜

№╡╕∆⁹ 

Permission ꜚכ◙כ ╩"Read-Only"╕√│"Read-write"⅛╠⅔ ┘ↄ∞↕™⁹ 
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 - ╖ ╡ ↓─꜠ⱬꜟ─ꜚכ◕⁸│כ◙כ♩►▼▬─ ╩

∆╢─╖ ≢∆⁹ 

- ╖ ⅝: ↓─꜠ⱬꜟ≢│⁸ꜚכ◕│כ◙כ♩►▼▬─ ╩ ⅔╟

┘ ≢⅝╕∆⁹ 

 3-5-2-2 ꜚ כ◙כ  

 

 
3.5.2.3  HTTP API Management 

↓─☿◒◦ꜛfi≢│⁸HTTP API ▪◌►fi♩ ─ ⌐≈™≡ ⇔╕∆⁹ 

 3-5-2-3 
 

User Management 

Item Description  

Type 
Web GUI ▪◌►fi♩≤ ∂ HTTP API ▪◌►fi♩ ╩ ∆╢⅛⁸ ⇔

√▪◌►fi♩╩ ⇔≡ↄ∞↕™⁹ 

 
Username 

─▪◌►fi♩ ≤ ⌂╢ כ◙כꜚ™⇔ ╩↔ ↄ∞↕™⁹a-z⁸0-9⁸

"_"⁸"-" ⌂≥─ ╩ ≢⅝╕∆⁹ ─ │ ≢│≢⅝╕∑╪⁹ 

Password Ɽ☻꞉⁸│♪כ ╩ ↄ ─ASCII ╩ ╘≡ ⇔≡ↄ∞↕™⁹ 

Advanced 

Password 
─Ɽ☻꞉כ♪╩ ⇔⁸₈Transform ╩◒ꜞ♇◒∆╢≤⁸HTTP API ꜡ ◓▬

fi ─ ↕╣√Ɽ☻꞉כ♪⅜ ↕╣╕∆⁹ 

 3-5-2-3 HTTP API  

 

 
 

3.5.3 SNMP 

SNMP │⁸Ⱡ♇♩꞉כ◒ ─√╘─Ⱡ♇♩꞉כ◒ ≢ ↄ ↕╣≡™╕∆⁹

SNMP │⁸ ◦☻♥ⱶ ─ ≢ ╩♃כ♦ ⇔╕∆⁹◦☻♥ⱶ│⁸

◦☻♥ⱶ─ ≤ ╩ ∆╢ ⱬכ☻ (MIB) ≢ ↕╣≡™╕∆⁹↓╣

╠─ │⁸ ▪ⱪꜞ◔כ◦ꜛfi⌐╟∫≡ꜞ⸗כ♩≢ ∆╢↓≤⅜≢⅝╕∆⁹ 

Ⱡ♇♩꞉כ◒ ⌐⅔↑╢SNMP─ ≢│⁸NMS⅔╟┘SNMP ⱪ꜡◓ꜝⱶ╩

ⱴⱠכꜗ☺כ ≢ ∆╢ ⅜№╡╕∆⁹ 

NMS⅛╠─◒◄ꜞ╩ ∆╢√╘─ │ ─ ╡≢∆  

1. SNMP ╩ ⌐⇔╕∆⁹ 

2. MIBⱨ□▬ꜟ╩♄►fi꜡⁸⇔♪כNMS⌐꜡⁹∆╕⇔♪כ 

3. MIBⱦꜙכ╩ ⇔╕∆⁹ 

4. VCAM╩ ⇔╕∆⁹ 

https://en.wikipedia.org/wiki/Network_monitoring
https://en.wikipedia.org/wiki/Management_information_base
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3.5.3.1  SNMP 

UG67│SNMPv1⁸SNMPv2c⁸SNMPv3Ᵽכ☺ꜛfi╩ ⇔≡⅔╡╕∆⁹SNMPv1⅔╟

┘SNMPv2c│◖Ⱶꜙ♬♥▫ ╩ ⇔≡⅔╡╕∆⁹SNMPv3│ꜚכ◙כ ≤Ɽ

☻꞉כ♪⌐╟╢ ╩ ⇔≡⅔╡╕∆⁹ 

 

 3-5-3-1 
 

SNMP Settings 

Item Description  

Enable SNMP ╩ ╕√│ ⌐⇔╕∆⁹ 

Port 
SNMP─ꜞ☻♬fi◓ⱳכ♩╩ ⇔╕∆⁹ 1 65535⁹ 

♦ⱨ◊ꜟ♩─ⱳ⁹∆≢ 161 │♩כ 

System Name ◕כ♩►▼▬╩ ∆◦☻♥ⱶ ╩↔ ↄ∞↕™⁹ 

SNMP Version SNMP Ᵽכ☺ꜛfi╩ ⇔≡ↄ∞↕™⁹SNMP v1/v2c/v3 ⌐ ⇔

≡™╕∆⁹ 

Location Information ╩ ⇔≡ↄ∞↕™⁹ 

Contact Information ╩ ⇔≡ↄ∞↕™⁹ 

 3-5-3-1 SNMP Ɽꜝⱷכ♃ 

 

 
 

3.5.3.2  MIB View 

↓─☿◒◦ꜛfi≢│⁸○Ⱪ☺▼◒♩─ MIB ⱦꜙכ─ ⌐≈™≡ ⇔╕∆⁹ 
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 3-5-3-2 
 

MIB View 

Item Description  

View Name MIB ⱦꜙכ─ ╩ ⇔╕∆⁹ 

View Filter "Included"≤"Excluded"⅛╠ ⇔≡ↄ∞↕™⁹ 

View OID OID ╩ ⇔≡ↄ∞↕™⁹ 

Included ↕╣√MIBⱡכ♪ ─∆═≡─ⱡ⁹∆╕⅝≢ꜞ◄◒╩♪כ 

Excluded ↕╣√ MIB ⱡכ♪╩ ↄ∆═≡─ⱡ⁹∆╕⅝≢ꜞ◄◒╩♪כ 

 3-5-3-2 MIB ⱦꜙכ─Ɽꜝⱷכ♃ 

 

 
 

3.5.3.3  VACM 

↓─☿◒◦ꜛfi≢│⁸VCAM Ɽꜝⱷכ♃─ ⌐≈™≡ ⇔╕∆⁹ 
 

 3-5-3-3 
 

VACM 

Item Description  

SNMP v1 & v2 User List 

Community ◖Ⱶꜙ♬♥▫ ╩ ⇔╕∆⁹ 

Permission "Read-Only"≤"Read-Write"⅛╠ ⇔≡ↄ∞↕™⁹ 

MIB View MIB ⱦꜙ⁸╠⅛♩☻ꜞכ ╩ ∆╢ MIB ⱦꜙכ╩ ⇔≡ↄ∞↕™⁹ 

Network MIB ⱦꜙכ⌐▪◒☿☻∆╢ Ⱡ♇♩꞉כ◒─ IP ▪♪꜠☻⅔╟┘ⱦ♇♩ ⁹ 

Read-Write  ↕╣√ MIB ⱡכ♪─ │⁸ ╖ ╡≤ ⅝ ╖≢∆⁹ 

Read-Only ↕╣√MIBⱡכ♪─ │ ╖ ╡ ≢∆⁹ 

SNMP v3 User List 

Group Name SNMPv3 ◓ꜟכⱪ─ ╩ ⇔╕∆⁹ 
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Security Level ₈ ⌂⇔/ ₉⁸₈ №╡/ ₉⁸" Auth/Priv"⅛╠ ⇔≡ↄ∞↕™⁹ 

Read-Only View 
MIB ⱦꜙ⁸╠⅛♩☻ꜞכ ╩"Read-Only"⌐ ∆╢ MIB ⱦꜙכ╩ ⇔≡ↄ∞↕™⁹ 

Read-Write View 
MIB ⱦꜙ⁸╠⅛♩☻ꜞכ ╩"Read-write"⌐ ∆╢ MIB ⱦꜙכ╩ ⇔≡ↄ∞↕™⁹ 

Inform View MIB ⱦꜙ⁸╠⅛♩☻ꜞכ ╩"Inform"⌐ ∆╢ MIB ⱦꜙכ╩ ⇔≡ↄ∞↕™⁹ 

 3-5-3-3 VACM Ɽꜝⱷכ♃ 

 

 
3.5.3.4  Trap 

↓─☿◒◦ꜛfi≢│⁸SNMP ♩ꜝ♇ⱪ⌐╟╢Ⱡ♇♩꞉כ◒ ╩ ⌐∆╢ ⌐≈™≡ ⇔╕

∆⁹ 

 3-5-3-4 
 

SNMP Trap 

Item Description  

Enable SNMP♩ꜝ♇ⱪ ╩ ╕√│ ⌐⇔╕∆⁹ 

SNMP Version SNMP─Ᵽכ☺ꜛfi╩ ⇔╕∆⁹SNMP v1/v2c/v3⌐ ⇔≡

⅔╡╕∆⁹ 

Server Address NMS ─ IP ▪♪꜠☻╕√│♪ⱷ▬fi ╩↔ ↄ∞↕™⁹ 

Port 
UDPⱳכ♩╩ ⇔≡ↄ∞↕™⁹ⱳכ♩ │1 65535≢

∆⁹♦ⱨ◊ꜟ♩─ⱳ⁹∆≢162│♩כ 

Name 
SNMP v1/v2c ╩↔ ─ ⱪכꜟ◓│ ╩↔ ↄ∞↕

™⁹SNMP v3 ╩↔ ─ כ◙כꜚ│ ╩↔ ↄ∞↕

™⁹ 

Auth/Priv Mode 
"NoAuth & No Priv"⁸₈ ה╡№ ₉⁸"Auth & Priv"⅛╠

⇔≡ↄ∞↕™⁹ 

 

3.5.3.5  MIB 

 3-5-3-4 ♩ꜝ♇ⱪⱤꜝⱷכ♃ 

↓─☿◒◦ꜛfi≢│⁸MIB ⱨ□▬ꜟ─♄►fi꜡כ♪ ⌐≈™≡ ⇔╕∆⁹ 
 

 3-5-3-5 
 

MIB 

Item Description  
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MIB File ⌂MIBⱨ□▬ꜟ╩⅔ ┘ↄ∞↕™⁹ 

Download "Download"Ⱳ♃fi╩◒ꜞ♇◒⇔≡⁸MIBⱨ□▬ꜟ╩PC⌐♄►fi꜡כ

♪⇔≡ↄ∞↕™⁹ 

 3-5-3-5 MIB ♄►fi꜡כ♪ 

 

 
 

3.5.4 Device Management 

3.5.4.1  Auto  

כ◙כꜚ │⁸Milesight ⱪꜝ♇♩ⱨ◊כⱶ⅛╠ ⱪ꜡ⱨ□▬ꜟ╩◌☻♃ⱴ▬

☼⇔⁸ ∆╢↓≤⅜≢⅝╕∆⁹ ⱪ꜡ⱦ☺ꜛ♬fi◓⅜ ↕╣⁸♦Ᵽ▬☻

⅜▬fi♃כⱠ♇♩⌐ ↕╣≡™╢ ⁸♦Ᵽ▬☻│ⱪ꜡ⱨ□▬ꜟ╩ ⇔⁸

╩ ™╕∆⁹↓─ │⁸♦Ᵽ▬☻⅜Milesight ⱪꜝ♇♩ⱨ◊כⱶ┼─

╩ ⇔≡™⌂™ ≢╙ ⇔╕∆⁹ 

 

 

 

 

 

 

 

 

 

 
3.5.4.2  Management Platform  

↓─Ɑ⁸│≢☺כ♦Ᵽ▬☻╩DeviceHub╕√│Milesight ⱪꜝ♇♩ⱨ◊כⱶ⌐

╩▬▼►♩כ◕⁸⇔ ⌐ ∆╢↓≤⅜ ≢∆⁹ 

 
 3-5-5-1 
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Management Platform  

Item Description  

Enable ◕כ♩►▼▬╩ ⱪꜝ♇♩ⱨ◊כⱶ⌐ ∆╢⅛≥℮⅛╩ ⇔

╕∆⁹ 

Platform Type 
Milesight DeviceHub 1.0⁸Milesight DeviceHub 2.0⁸╕√│ Milesight 

Development Platform │○ⱪ◦ꜛfi≤⌂╡╕∆⁹ 

Status 
≥▬▼►♩כ◕ ⱪꜝ♇♩ⱨ◊כⱶ ─ ╩ ⇔╕∆⁹ 

DeviceHub 1.0 

Activation ServerAddress 

 
DeviceHub ─ IP ▪♪꜠☻╕√│♪ⱷ▬fi⁹ 

DeviceHubManagement 

Address 

 

♦Ᵽ▬☻⅜♦Ᵽ▬☻ⱢⱩ⌐ ∆╢√╘─URL▪♪꜠☻≢∆⁹

http://220.82.63.79:8080/acs⁹ 

Activation Method 
⌐כⱣכ◘ DeviceHub ╩▬▼►♩כ◕ ∆╢√╘─▪◒♥▫ⱬכ◦

ꜛfi ╩ ⇔≡ↄ∞↕™⁹○ⱪ◦ꜛfi│"By Authentication ID"≤"By 

ID"≢∆⁹ 

Authentication Code DeviceHub⅛╠ ↕╣√ ╩♪כ◖ ⇔≡ↄ∞↕™⁹ 

ID 
╖─DeviceHub▪◌►fi♩ ⱷכꜟ▪♪꜠☻ ≤Ɽ☻꞉כ♪╩

⇔≡ↄ∞↕™⁹ 
Password 

DeviceHub 2.0 

Server Address DeviceHub ─ IP ▪♪꜠☻╕√│♪ⱷ▬fi ⁹ 
 

 

3.5.5 Events 

 3-5-5-1 

▬ⱬfi♩ │⁸ ─◦☻♥ⱶ▬ⱬfi♩⅜ ⇔√ ⌐⁸Eⱷכꜝ▪≢ꜟכ♩╩ ∆╢↓≤

⅜ ≢∆⁹ 

3.5.5.1  Events 

↓─Ɑכꜝ▪⁸│≢☺כⱶⱷ♇☿כ☺╩ ∆╢↓≤⅜≢⅝╕∆⁹ 

 3-5-6-1 

 
Events 
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Item Description  

Mark as Read ⇔√▬ⱬfi♩▪ꜝכⱶ╩ ≤⇔≡ⱴ⁹∆╕⇔◒כ 

Delete ⇔√▬ⱬfi♩▪ꜝכⱶ╩ ⇔╕∆⁹ 

Mark All as Read ∆═≡─▬ⱬfi♩▪ꜝכⱶ╩ ≤⇔≡ⱴ⁹∆╕⇔◒כ 

Delete All Alarms ∆═≡─▬ⱬfi♩▪ꜝכⱶ╩ ⇔╕∆⁹ 

Status ▬ⱬfi♩▪ꜝכⱶ─ ╖ ╩☻♃כ♥☻╡ ⇔╕∆⁹ 

Type ▪ꜝכⱶ ≤⌂╢▬ⱬfi♩─ ╩ ⇔╕∆⁹ 

Time ▪ꜝכⱶ ╩ ⇔╕∆⁹ 

Message ▪ꜝכⱶ─ ╩ ⇔╕∆⁹ 

 

3.5.5.2  Events Settings 

 3-5-6-1 ▬ⱬfi♩Ɽꜝⱷכ♃ 

↓─☿◒◦ꜛfi≢│⁸ ∆╢▬ⱬfi♩─ ≤⁸ ⅜ ⇔√ ⌐ⱷ

SMS┘╟⅔ꜟכ ╩ ↑ ╢⅛≥℮⅛╩ ≢⅝╕∆⁹  

 3-5-6-2 
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Event Settings 

Item Description  

Enable "Events Settings"╩ ⌐∆╢⌐│⁸♅▼♇◒╩ ╣≡ↄ∞↕™⁹ 

Phone for Notification 
SMS▪ꜝכⱶ╩ ∆╢ ╩ⱪכꜟ◓ ⇔≡ↄ∞↕™⁹ 

Email for Notification 
ⱷכꜝ▪ꜟכⱶ╩ ∆╢ⱷכꜟ◓ꜟכⱪ╩ ⇔≡ↄ∞↕™⁹ 

Events ◕כ♩►▼▬⅜ ⇔≡™╢▬ⱬfi♩─ ≢∆⁹ 

Record 
↓─○ⱪ◦ꜛfi⌐♅▼♇◒╩ ╣╢≤⁸▬ⱬfi♩▪ꜝכⱶ─

⅜"Event"Ɑכ☺⌐ ↕╣╕∆⁹ 

Email 
↓─○ⱪ◦ꜛfi⌐♅▼♇◒╩ ╣╢≤⁸▬ⱬfi♩▪ꜝכⱶ─

⅜ⱷכꜟ≢ ↕╣╕∆⁹ 

Email Setting 
◒ꜞ♇◒∆╢≤⁸"Email"Ɑ⁸╣↕♩◒꜠▬♄ꜞ⌐☺כⱷכꜟ◓ꜟכⱪ

╩ ≢⅝╕∆⁹ 

SMS 
↓─○ⱪ◦ꜛfi⌐♅▼♇◒╩ ╣╢≤⁸▬ⱬfi♩▪ꜝכⱶ─

⅜SMS≢ ↕╣╕∆⁹ 

SMS Setting 
◒ꜞ♇◒∆╢≤⁸"Phone"Ɑכ☺⌐ ⇔⁸ ╩♩☻ꜞⱪכꜟ◓

≢⅝╕∆⁹ 

 3-5-6-2 ▬ⱬfi♩Ɽꜝⱷכ♃ 

Related Topics  

ⱷכꜟ   

 

 

 

3.6 Maintenance 

↓─☿◒◦ꜛfi≢│⁸◦☻♥ⱶ─ⱷfi♥♫fi☻♠כꜟ≤ ⌐≈™≡ ⇔╕∆⁹ 

3.6.1 Tools 

♩ꜝⱩꜟ◦ꜙכ♥▫fi◓♠⁸│⌐ꜟכping ⅔╟┘ traceroute ⅜ ╕╣╕∆⁹ 

3.6.1.1  Ping 

Ping♠⁸│ꜟכ Ⱡ♇♩꞉כ◒┼─ping╩ ∆╢√╘⌐ ↕╣≡™╕∆⁹ 

 3-6-1-1 
 

PING 

Item Description  

Host ◕כ♩►▼▬⅛╠ Ⱡ♇♩꞉כ◒┼Ping╩

⇔╕∆⁹ 

 3-6-1-1 IP Ping Ɽꜝⱷכ♃ 
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3.6.1.2  Traceroute 

⌐◓fi▫♥כꜙ◦ꜟfi◓ⱨ▼▬ꜟ─♩ꜝⱩ▫♥כꜟ◒כ⁸Ⱡ♇♩꞉│ꜟכ♠♩כꜟ☻כ꜠♩

↕╣╕∆⁹ 

 3-6-1-2 
 

Traceroute 

Item Description  

Host ≤⌂╢ ⱱ☻♩─▪♪꜠☻≢∆⁹ 

 ♃כⱤꜝⱷ♩כꜟ☻כ꜠♩ 3-6-1-2 

 

 
3.6.1.3  Packet Analyzer 

Ɽ◔♇♩▪♫ꜝ▬◙│⁸ ⌂╢▬fi♃כⱨ▼כ☻─Ɽ◔♇♩╩◐ꜗⱪ♅ꜗ∆╢√╘⌐

↕╣╕∆⁹ 
 

3-6-1-3 
 

Packet Analyzer 

Item Description  

Ethernet Interface Ɽ◔♇♩╩◐ꜗⱪ♅ꜗ∆╢▬fi♃כⱨ▼כ☻╩ ⇔≡ↄ∞↕™⁹ 

IP Address ꜟכ♃כ⅜◐ꜗⱪ♅ꜗ∆╢IP▪♪꜠☻╩ ⇔≡ↄ∞↕™⁹ 

Port ꜟכ♃כ⅜◐ꜗⱪ♅ꜗ∆╢ⱳכ♩╩ ⇔≡ↄ∞↕™⁹ 

Advanced ☻♬♇ⱨ□─ꜟכꜟ╩ ⇔╕∆⁹ⱨ◊כⱴ♇♩│ tcpdump ≢∆⁹ 

 3-6-1-3 Ɽ◔♇♩▪♫ꜝ▬◙─Ɽꜝⱷכ♃ 

 

 
3.6.1.4  Qxdmlog 

↓─☿◒◦ꜛfi≢│⁸QXDM ♠כꜟ╩ ─ꜟכꜙ☺⸗כꜝꜟ☿≡⇔ ꜡◓╩ ∆╢↓≤⅜

≢⅝╕∆⁹ 
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 3-6-1-4 

 

 
 

3.6.2 Schedule 

↓─☿◒◦ꜛfi≢│⁸◕כ♩►▼▬≢─ ⌂ ─ ⌐≈™≡ ⇔╕∆⁹ 
 

 3-6-2-1 
 

Schedule 

Item Description  

Schedule 
─♩ⱬfi▬ꜟכꜙ☺◔☻ : 

╩▬▼►♩כ◕ : ⌐ ⇔╕∆⁹ 

Frequency ☻◔☺ꜙכꜟ╩ ∆╢ ╩ ⇔≡ↄ∞↕™⁹ 

 

3.6.3 Log 

 ♃כⱤꜝⱷꜟכꜙ☺◔☻ 3-6-2-1 

◦☻♥ⱶ꜡◓⌐│⁸◦☻♥ⱶ─ ╩ ∆ ⁸כꜝ◄⁸ ▬ⱬfi♩─

⅜ ╕╣≡™╕∆⁹꜡◓⌐ ╩♃כ♦╢╣╕ ∆╢↓≤≢⁸◦☻♥ⱶ╩♩ꜝ

Ⱪꜟ◦ꜙכ♥▫fi◓∆╢ ⁸│כ◙כꜚ╛ ─ ╛◦☻♥ⱶⱪ꜡☿☻⅜

╩⅛℮≤⅛╢™≡╣↕♪כ꜡⌐ כ◘◓꜡♩כ⸗ꜞ⁹∆╕⅝≢⅜≥↓╢∆

Ᵽכ─ ⅜  ⱶ꜡◓╩ Syslog Watcher♥☻◦─≡═∆│▬▼►♩כ◕⁸╡№≢

 ⁹∆╕⇔♪כ꜡ⱪ♇▪⌐כⱣכ◘◓꜡♩כ⸗ꜞ─≤⌂

 
3.6.3.1  System Log 

↓─☿◒◦ꜛfi≢│⁸꜡◓ⱨ□▬ꜟ─♄►fi꜡כ♪ ≤⁸Web ≢ ─꜡◓╩ ∆╢

⌐≈™≡ ⇔╕∆⁹ 
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 3-6-3-1 
 

System Log 

Item Description  

Download ꜡◓ⱨ□▬ꜟ╩♄►fi꜡⁹∆╕⇔♪כ 

View recent (lines) ◦☻♥ⱶ꜡◓─ ╩ ⇔╕∆⁹ 

Clear Log ─◦☻♥ⱶ꜡◓╩◒ꜞ▪⇔╕∆⁹ 

 3-6-3-1 ◦☻♥ⱶ꜡◓─Ɽꜝⱷכ♃ 

 

 
3.6.3.2  Log Settings 

↓─☿◒◦ꜛfi≢│⁸ꜞ⸗כ◘◓꜡♩כⱣכ꜡≥כ◌ꜟ꜡◓─ ╩ ⌐∆╢ ⌐≈™≡

⇔╕∆⁹ 

3-6-3-2 
 

Log Settings 

Item Description  



125 

 

 Wavecrest 

 

Remote Log Server 

Enable 
"Remote Log Server"╩ ◦─≡═∆│▬▼►♩כ◕⁸≥╢∆⌐

☻♥ⱶ꜡◓╩ꜞ⸗כ◘♩כⱣכ⌐ ⇔╕∆⁹ 

Syslog Server Address 
☻꜠♪▪─כⱣכ◘◓꜡ⱶ♥☻◦♩כ⸗ꜞ IP/♪ⱷ▬fi

╩↔ ↄ∞↕™⁹ 

Port ꜞ⸗כ♩◦☻♥ⱶ꜡◓◘כⱣכ─ⱳכ♩╩ ⇔≡ↄ∞↕™⁹ 

Local Log File 

Storage ꜚכ◙כ│꜡◓ⱨ□▬ꜟ╩ⱷ⸗ꜞ⌐ ∆╢↓≤⅜≢⅝╕∆⁹ 

Size ∆╢꜡◓ⱨ□▬ꜟ─◘▬☼╩ ⇔≡ↄ∞↕™⁹ 

Log Severity ─ꜞ☻♩│⁸syslog ⱪ꜡♩◖ꜟ⌐ ⇔≡™╕∆⁹ 

 3-6-3-2 ◦☻♥ⱶ꜡◓─Ɽꜝⱷכ♃ 

 

 
3.6.4 Upgrade 

↓─☿◒◦ꜛfi≢│⁸Web ≢◕כ♩►▼▬─ⱨ□כⱶ►▼▪╩▪♇ⱪ◓꜠כ

♪∆╢ ⌐≈™≡ ⇔╕∆⁹ ⁸ⱨ□כⱶ►▼▪─▪♇ⱪ◓꜠כ♪╩ ℮

│№╡╕∑╪⁹ 

↔ ⱨ□כⱶ►▼▪─▪♇ⱪ◓꜠כ♪ │⁸►▼ⱩⱭכ☺ ≢─ │ ⅔ ⅎↄ

∞↕™⁹ ╩ ℮≤▪♇ⱪ◓꜠כ♪⅜ ↕╣╢⅛⁸ ⌐╟∫≡│ ⅜ ∆╢

⅜№╡╕∆⁹ 

 

 3-6-4-1 
 

Upgrade 

Item Description  

Firmware Version ─ⱨ□כⱶ►▼▪Ᵽכ☺ꜛfi╩ ⇔╕∆⁹ 

Reset Configuration to 

Factory Default 
↓─○ⱪ◦ꜛfi╩ ∆╢≤⁸▪♇ⱪ◓꜠כ♪ ▼►♩כ◕⌐

▬│ ─♦ⱨ◊ꜟ♩ ⌐ꜞ☿♇♩↕╣╕∆⁹ 

Upgrade Firmware 
"Browse"Ⱳ♃fi╩◒ꜞ♇◒⇔≡ ⇔™ⱨ□כⱶ►▼▪ⱨ□▬ꜟ╩

⇔⁸"Upgrade"╩◒ꜞ♇◒∆╢≤ⱨ□כⱶ►▼▪⅜▪♇ⱪ◓꜠

 ⁹∆╕╣↕♪כ

 3-6-4-1 ▪♇ⱪ◓꜠כ♪Ɽꜝⱷכ♃ 

 

Related Configuration Example 

ⱨ□כⱶ►▼▪─▪♇ⱪ◓꜠כ♪ 

 

3.6.5 Backup and Restore 
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↓─☿◒◦ꜛfi≢│⁸◦☻♥ⱶ ─ ⌂Ᵽ♇◒▪♇ⱪ╩ⱨ□▬ꜟ⌐

∆╢ ⁸Ᵽ♇♅Ᵽ♇◒▪♇ⱪ─√╘⌐ ⌂ ─ ─╖╩ ∆╢

⁸ ⱨ□▬ꜟ╩◕כ♩►▼▬⌐ ∆╢ ⁸⅔╟┘ ─♦ⱨ◊

ꜟ♩⌐ꜞ☿♇♩∆╢ ⌐≈™≡ ⇔╕∆⁹ 

 

 3-6-5-1 
 

Backup and Restore 

Item Description  

Config File 
"Browse"Ⱳ♃fi╩◒ꜞ♇◒⇔≡ ⱨ□▬ꜟ╩ ⇔⁸∕─ "Import"Ⱳ♃fi

╩◒ꜞ♇◒⇔≡ ⱨ□▬ꜟ╩◕כ♩►▼▬⌐▪♇ⱪ꜡כ♪⇔≡ↄ∞↕™⁹ 

Full Backup ₈ⱨꜟⱣ♇◒▪♇ⱪ₉╩◒ꜞ♇◒∆╢≤⁸ ─ ⱨ□▬ꜟ╩PC⌐◄◒☻

ⱳ⁹∆╕⇔♩כ 

 
Batch Backup 

₈Ᵽ♇♅Ᵽ♇◒▪♇ⱪ₉╩◒ꜞ♇◒∆╢≤⁸Ɽ◔♇♩ⱨ◊꞉כ◕─כ♄כ♩

►▼▬ ID⁸∆═≡─ ╖ ╖ NS ⁸WAN ─  IP ▪♪꜠☻⁸WLAN 

כ◙כꜚ⁸ ⁸DeviceHub ◖⁸♪כ∆═≡─ APP ╩

ↄ⁸ ─ ╩◄◒☻ⱳ⁹∆╕⇔♩כ 

Reset 
"Reset"Ⱳ♃fi╩◒ꜞ♇◒∆╢≤⁸ ─♦ⱨ◊ꜟ♩ ⌐ꜞ☿♇♩↕

╣╕∆⁹ꜞ☿♇♩ ⅜ │▬▼►♩כ◕⁸≥╢∆ ⇔╕∆⁹ 

 3-6-5-1 Ᵽ♇◒▪♇ⱪ⅔╟┘ Ɽꜝⱷכ♃ 

 

 

Related Configuration Example 

─♦ⱨ◊ꜟ♩ ┼─  
 

 

3.6.6 Reboot 

↓─Ɑכ◕⁸│≢☺כ♩►▼▬╩ ⇔⁸꜡◓▬fiⱭכ☺⌐ ╢↓≤⅜≢⅝╕

∆⁹ ⇔™ ⅜ ╦╣╢↓≤╩ ╩▬▼►♩כ◕⁸╘√╢↑ ∆╢ ⌐

"Save"Ⱳ♃fi╩◒ꜞ♇◒∆╢↓≤╩ ↄ⅔ ╘™√⇔╕∆⁹ 
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 3-6-6-1 

 

3.7 APP 

3.7.1 Python 

Python │⁸∕─ ⌂ ≤ ⌐╟╡ ╩ ⇔≡™╢○Ⱪ☺▼◒♩

ⱪ꜡◓ꜝⱵfi◓ ≢∆⁹ 

Python│▬fi♃ⱪꜞ♃ ─♪כ◖⁸≡⇔≥ ╩ ∆╢ ╩ ⇔≡

⅔╡╕∆⁹ ─◒♇꜡Ⱪ♪כ◖⁸⌐ ╡⌐│ ↄ⌂│≢♪כ꞉כ◐╛

─▬fi♦fi♩╩ ™╢ ⅜ ≢⁸C++╛Java⌂≥─ ≤ ⇔≡⁸╟╡

⌂™ ≢ ╩ ≢⅝╢ ╩ ⅎ≡⅔╡╕∆⁹↓─ │⁸ ⅛╠

╕≢⁸ ⌂ⱪ꜡◓ꜝⱶ ╩ ≤∆╢ ╩ ⇔⁸∕─ ╩

⇔≡⅔╡╕∆⁹ 

╩Python│כ◙כꜚ ™≡ⱪ꜡◓ꜝⱶ─ⱪ꜡♩♃▬ⱪ╩ ⌐ ⇔⁸∕╣╩ⱪ꜡

◓ꜝⱶ─ ▬fi♃כⱨ▼כ☻≤⇔≡ ⇔√╡⁸╟╡ ⌂ ≢ ⅝ ⇔√

╡⁸ ↕╣√◒ꜝ☻ꜝ▬Ⱪꜝꜞ╩◌ⱪ☿ꜟ ⇔≡Python⅛╠ ┘ ∑╢╟℮⌐∆

╢↓≤⅜≢⅝╕∆⁹ 

☿◒◦ꜛfi≢│⁸App-manager⁸SDKⱣכ☺ꜛfi⁸ ─≤⌂☺כ꜠♩☻ ∆

╢ ╩ ∆╢ ⌐≈™≡ ⇔╕∆⁹╕√⁸App-manager─ ╩

⇔√╡⁸Python▪ⱪꜞⱤ♇◔כ☺╩↓↓⅛╠▬fiⱳכ♩⇔√╡∆╢↓≤╙ ≢∆⁹ 

 
3.7.1.1  Python 

 

 3-7-1-1 
 

Python 

Item Description  

AppManager Status 
AppManager ─ "Uninstalled"⁸"Running"⁸"Stopped"⌂≥ ╩

⇔╕∆⁹ 

SDK Version ▬fi☻♩כꜟ↕╣≡™╢ SDK ─Ᵽכ☺ꜛfi╩ ⇔╕∆⁹ 

http://searchcio-midmarket.techtarget.com/definition/syntax
http://searchsoa.techtarget.com/definition/object-oriented-programming
http://searchsoa.techtarget.com/definition/object-oriented-programming
https://en.wikipedia.org/wiki/Interpreted_language
https://en.wikipedia.org/wiki/Readability
https://en.wikipedia.org/wiki/Code_block
https://en.wikipedia.org/wiki/Whitespace_character
https://en.wikipedia.org/wiki/Whitespace_character
https://en.wikipedia.org/wiki/Java_(programming_language)
https://en.wikipedia.org/wiki/Source_lines_of_code
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SDK Path SDK ─▬fi☻♩כꜟ Ɽ☻╩ ⇔╕∆⁹ 

Available Storage SDK╩▬fi☻♩כꜟ∆╢√╘─ ╩☺כ꜠♩☻⌂ ⇔

≡ↄ∞↕™⁹ 

SDK Upload Python SDK╩▪♇ⱪ꜡כ♪⇔≡▬fi☻♩⁹∆╕⇔ꜟכ 

Uninstall SDK╩▪fi▬fi☻♩⁹∆╕⇔ꜟכ 

View AppManager ≢ ↕╣≡™╢▪ⱪꜞ◔כ◦ꜛfi─☻♥כ♃☻

╩ ⇔╕∆⁹ 

 3-7-1-1 Python Ɽꜝⱷכ♃ 

 

 
 

3.7.1.2  App Manager Configuration  
 

 3-7-1-2 
 

AppManager  Configuration  

Item Description  

 
Enable 

Python AppManager╩ ⌐⇔√ ☺כ₈Python₉►▼ⱩⱭ│כ◙כꜚ⁸

─"Python"Ⱳ♃fi╩◒ꜞ♇◒∆╢↓≤≢⁸AppManager⌐╟∫≡ ↕

╣≡™╢▪ⱪꜞ◔כ◦ꜛfi─ ╩ ≢⅝╕∆⁹ 

App Management 

ID ▬fiⱳכ♩↕╣√▪ⱪꜞ─ID╩ ⇔╕∆⁹ 

App Command ▬fiⱳכ♩↕╣√▪ⱪꜞ◔כ◦ꜛfi─ ╩ ⇔╕∆⁹ 

Logfile Size(MB) ꜚכ◙כ ─꜡◓ⱨ□▬ꜟ◘▬☼⁹ 1 50⁹ 

Uninstall ▪ⱪꜞ╩▪fi▬fi☻♩⁹∆╕⇔ꜟכ 

App Status 

App Name ▬fiⱳכ♩↕╣√▪ⱪꜞ─ ╩ ⇔╕∆⁹ 

App Version ▬fiⱳכ♩↕╣√▪ⱪꜞ─Ᵽכ☺ꜛfi╩ ⇔╕∆⁹ 

SDK Version ▬fiⱳכ♩↕╣√▪ⱪꜞ⅜ ≠™≡™╢SDK─Ᵽכ☺ꜛfi╩ ⇔╕

∆⁹ 

 

3.7.1.3  Python App 

 3-7-1-2 APP ⱴⱠכꜗ☺כ─Ɽꜝⱷכ♃ 
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 3-7-1-3 
 

Python APP 

Item Description  

App Package ▪ⱪꜞⱤ♇◔כ☺╩ ⇔⁸▬fiⱳכ♩⇔≡ↄ∞↕™⁹ 

App Name ╩▬fiⱳכ♩∆╢▪ⱪꜞ╩ ⇔≡ↄ∞↕™⁹ 

App Configuration ⱨ□▬ꜟ╩ ⇔⁸▬fiⱳכ♩⇔≡ↄ∞↕™⁹ 

Debug File ☻◒ꜞⱪ♩ⱨ□▬ꜟ╩◄◒☻ⱳ⁹∆╕⇔♩כ 

Debug Script ♦Ᵽ♇◓ ─Python☻◒ꜞⱪ♩╩ ⇔⁸▬fiⱳכ♩⇔≡

ↄ∞↕™⁹ 

 3-7-1-3 APP Ɽꜝⱷכ♃ 

 

 
3.7.2 Node-RED 

Node-RED │⁸⸗ⱡ─▬fi♃כⱠ♇♩ IoT ─ ≤⇔≡⁸Ɫכ♪►▼▪♦Ᵽ▬

☻⁸API⁸○fiꜝ▬fi◘כⱦ☻╩ ⌐ⱪ꜡◓ꜝⱵfi◓⅔╟┘ ∆╢√╘─ⱨ

─☻כⱬכ꜡ ♦◄כ꜡ⱨ─☻כ⁹Node-RED │⁸►▼ⱩⱩꜝ►◙ⱬ∆≢ꜟכ♠

▫♃╩ ⇔≡⅔╡⁸Ɽ꜠♇♩ ─ ™ⱡכ♪╩ ⇔≡⁸ⱨ꜡כ╩ ⌐

∆╢↓≤⅜≢⅝╕∆⁹ ⌂●▬♄fi☻⅔╟┘♪◐ꜙⱷfi♩⌐≈™≡│⁸Node-

RED ►▼Ⱪ◘▬♩╩↔ ↄ∞↕™⁹ 

  

https://nodered.org/
https://nodered.org/
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3.7.2.1  Node-RED 

 

 
 

 3-7-2-1 
 

Node-RED 

Item Description  

Enable Node-RED ╩ ⌐⇔╕∆⁹ 

Launch ◒ꜞ♇◒∆╢≤⁸Node-RED ─ Web GUI ╩ ⇔╕∆⁹ 

SSL Access 
HTTPS◘כⱦ☻ ≢─╖Node-RED─Web GUI⌐▪◒☿☻≢⅝╢╟

℮⌐⇔╕∆⁹ 

Node-RED Version 
Node-RED ─Ᵽכ☺ꜛfi╩ ⇔╕∆⁹Node-RED ─Ᵽכ☺ꜛfi│⁸

√⇔♪כ꜠◓ⱪ♇▪╩▬▼►♩כ◕ ⌐─╖ ≢∆⁹ 

Node Library Version ⱡכ♪ꜝ▬Ⱪꜝꜞ─Ᵽכ☺ꜛfi╩ ⇔╕∆⁹ 

Upgrade Node Library ꜝ▬ⱩꜝꜞⱤ♇◔כ☺╩▬fiⱳכ♩⇔≡ⱡכ♪ꜝ▬Ⱪꜝꜞ╩▪♇

ⱪ◓꜠⁹∆╕⇔♪כ 

All Flows Export ∆═≡─ⱨ꜡כ╩JSON ─ⱨ□▬ꜟ≤⇔≡◄◒☻ⱳכ♩⇔╕

∆⁹ 

Restore FactoryDefault 

 
Node-RED ─∆═≡─ⱨ꜡כ♦כ♃╩ ⇔╕∆⁹ 

 3-7-2-1 Node-RED Ɽꜝⱷכ♃ 

 

 

Milesight │⁸◕כ♩►▼▬─▬fi♃כⱨ▼כ☻╩ ∆╢√╘─◌☻♃ⱴ▬☼↕╣√ⱡכ♪ꜝ

▬Ⱪꜝꜞ╩ ⇔≡⅔╡╕∆⁹ 
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 3-7-2-2 
 

Node Library 

Node Description  

LoRa Input 
╩♩♇◔LoRaWAN® Ɽ ╠⅛▬▼►♩כ◕ ⇔╕∆⁹↓╣│⁸Ⱡ♇♩꞉

⅜כⱣכ◘◒כ ⌐⌂∫≡™╢ ⌐─╖ ⇔╕∆⁹ 

LoRa Output LoRaWAN®ⱡכ♪┼♄►fiꜞfi◒◖ⱴfi♪╩ ⇔╕∆⁹ 

Device Filter 
♦Ᵽ▬☻ EUI ⌐╟╡⁸1 ≈ ─ ─ LoRaWAN®  ⱡכ♦─♪כ♃╩ⱨ▫

ꜟ♃ꜞfi◓⇔╕∆⁹ 

 
GW Info 

 

╩♩ⱬfi▬─▬▼►♩כ◕ ⇔╕∆⁹↓╣⌐│⁸[General> >] > [ ≢▬ⱬ

fi♩ ⅜ ⌐⌂∫≡™╢↓≤╩ ∆╢ ⅜№╡╕∆⁹ 

 
Email Output 

ⱷכꜟ╩ ⇔╕∆⁹STMP○ⱪ◦ꜛfi╩₈◕כ♩►▼▬≤ ∂₉⌐

↕╣√ ⁸System > General Settings > SMTP SMTPⱭכ☺≢SMTP◒ꜝ

▬▪fi♩ ╩ ℮ ⅜№╡╕∆⁹ 

SMS Input 
SMSⱷ♇☿כ☺╩ ⇔╕∆⁹↓╣│ ⅜ ↕╣≡™╢ ─

╖ ⇔╕∆⁹ 

SMS Output 
SMSⱷ♇☿כ☺╩ ⅜כꜝꜟ☿⁸│╣↓⁹∆╕⇔ ↕╣≡™╢

⌐─╖ ⇔╕∆⁹ 

 3-7-2-2 ⱡכ♪ꜝ▬ⱩꜝꜞⱤꜝⱷכ♃ 

 

 
Related Configuration Example 

Node-RED 
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Chapter 4 Application Examples 

4.1 Restore Factory Defaults 

Method 1: 

►▼Ⱪ▬fi♃כⱨ▼כ☻⌐꜡◓▬fi⇔⁸Maintenance >₉⌐ ╖╕∆⁹₈ ₉Ⱳ♃fi╩◒

ꜞ♇◒∆╢≤⁸ ─♦ⱨ◊ꜟ♩ ⌐ꜞ☿♇♩∆╢⅛≥℮⅛╩ ∆╢ⱷ♇

⅜☺כ☿ ↕╣╕∆⁹∕─ ⁸BackupⱲ♃fi╩◒ꜞ♇◒⇔≡ↄ∞↕™⁹ 

∕─ │▬▼►♩כ◕⁸ ⇔⁸ ∟⌐ ─ ⌐ ↕╣╕∆⁹ 

 

SYSꜝ fiⱪ⅜ ⇔√╕╕─ ⌐⌂╡⁸꜡◓▬fiⱭכ☺⅜ ↕╣╢╕≢

⅔ ∟ↄ∞↕™⁹↓╣⌐╟╡⁸◕כ♩►▼▬⅜ ⌐ ⌐ꜞ☿♇

♩↕╣√↓≤╩ ≢⅝╕∆⁹ 

 

Related Topic 

┼─  

 

 

Method 2: 

╩Ⱳ♃fi♩♇☿ꜞ─▬▼►♩כ◕ ≈↑⁸SYS LED ⅜ ∆╢╕≢ 5 ꜞ☿♇

♩Ⱳ♃fi╩ ⇔ ↑≡ↄ∞↕™⁹ 
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4.2 Firmware Upgrade 

╢╣↕♪כ꜠◓ⱶ►▼▪╩▪♇ⱪכ□ⱨ─▬▼►♩כ◕ ⌐⁸╕∏Milesight♥

◒♬◌ꜟ◘ⱳכ♩╕≢↔ ™√∞ↄ↓≤╩⅔ ▬▼►♩כ◕⁹∆╕⇔√™╘

─ⱨ□כⱶ►▼▪ⱨ□▬ꜟ─ │₈.bin₉≢∆⁹ 

ⱨ□כⱶ►▼▪ⱨ□▬ꜟ╩ ⁸ ─ ⌐ ∫≡▪♇ⱪ◓꜠כ♪╩ ⇔≡ↄ∞↕™⁹ 

1. ₈ⱷfi♥♫fi☻ > ▪♇ⱪ◓꜠₉♪כ⌐ ⇔╕∆⁹ 

2. "Browse"╩◒ꜞ♇◒⇔⁸PC ⅛╠ ⇔™ⱨ□כⱶ►▼▪ⱨ□▬ꜟ╩ ⇔≡ↄ∞↕™⁹ 

3. "Upgrade"╩◒ꜞ♇◒∆╢≤⁸◕כ♩►▼▬⅜ⱨ□כⱶ►▼▪ⱨ□▬ꜟ─ ⇔

↕╩ ⇔╕∆⁹ ⅜⌂↑╣┌⁸ⱨ□כⱶ►▼▪⅜◕כ♩►▼▬⌐▬fiⱳכ

♩↕╣⁸▪♇ⱪ◓꜠כ♪⅜ ↕╣╕∆⁹ 

4. ▪♇ⱪ◓꜠כ♪ ⁸Ⱪꜝ►◙⅛╠◕כ♩►▼▬─Web GUI╩ ⅝⁸▪♇ⱪ◓꜠כ♪⅜

⌐ ⇔√⅛≥℮⅛╩↔ ↄ∞↕™⁹ 

Before opening, it is suggested to clean the caches of browser.  

 

 
 

Related Topic 

▪♇ⱪ◓꜠כ♪ 
 

 

4.3 Network Connection  

◒כ⁸Ⱡ♇♩꞉│▬▼►♩כ◕ ╩ ∆╢√╘─ ─ ╩ ⇔≡™╕∆⁹ 

4.3.1 Ethernet Connection 

1. "Network > Interface > Port"Ɑכ☺⌐ ⇔⁸ ♃▬ⱪ╩ כⱠ♇♩ⱳ◘כ▬≡⇔

♩─ ╩ ∫≡ↄ∞↕™⁹"Save & Apply"╩◒ꜞ♇◒∆╢≤ ⅜ ⌐⌂╡╕∆⁹ 
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Note: ▬כ◘Ⱡ♇♩ⱳכ♩─IP▪♪꜠☻ ⌐IP ⅜ ⇔√ │⁸╕∏

WLAN─◘ⱩⱠ♇♩╩ ⇔≡ↄ∞↕™⁹ 

 

 
─≤⌂ⱶ♦⸗╛כ♃כꜟ⁸╩♩כⱠ♇♩ⱳ◘כ▬─▬▼►♩כ◕ .2 ⌐ ⇔≡ↄ∞↕™⁹ 

3. "Maintenance > Tools > Ping"⌐ ⇔⁸Ⱡ♇♩꞉כ◒ ╩ ⇔≡ↄ∞↕™⁹ 
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Related Topic 

ⱳכ♩  
 

 

4.3.2 Cellular Connection (Cellular Version Only)  

1. "Network > Interface > Cellular > Cellular Setting"⌐ ⇔⁸SIM ◌כ♪─ ⌂☿

כꜝꜟ ╩ ⇔≡ↄ∞↕™⁹"Save"⅔╟┘"Apply"╩◒ꜞ♇◒∆╢≤ ⅜

⌐⌂╡╕∆⁹ 

 

2. "Status > Cellular"⌐ ⇔⁸ ─ ╩ ⇔≡ↄ∞↕™⁹

"Connected"≤ ↕╣≡™╢ ⁸SIM ◌כ♪─♄▬ꜘꜟ▪♇ⱪ│ ⌐ ⇔

≡™╕∆⁹ 
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Related Topic   

─  

─  

 

 

4.4 Wi-Fi Application Example 

4.4.1 AP Mode 

Application Example  

UG67╩AP≤⇔≡ ─╠⅛☻▬Ᵽ♦╛כ◙כꜚ⁸⇔ ╩ ⇔╕∆⁹ 

Configuration Steps  

1. ₈Ⱡ♇♩꞉כ◒  ▬fi♃כⱨ▼כ☻  WLAN₉⌐ ⇔⁸ ─ ╡ Ɽꜝⱷכ♃╩

⇔≡ↄ∞↕™⁹ 
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∆═≡─ ⅜ ⇔╕⇔√╠⁸"Save"Ⱳ♃fi≤"Apply"Ⱳ♃fi╩◒ꜞ♇◒⇔≡ↄ∞↕™⁹ 
 

2. ☻ⱴכ♩ⱨ◊fi╩ ⌐♩ⱳ▬fi☻☿◒▪─▬▼►♩כ◕≡⇔ ⇔≡ↄ∞↕™⁹

₈Status > WLAN₉⌐ ∆╢≤⁸AP─ ⅔╟┘ ─◒ꜝ▬▪fi♩/ꜚכ◙כ

╩ ≢⅝╕∆⁹ 

 
 

 
4.4.2 Client Mode 

Application Example  
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UG67╩Wi-Fi◒ꜝ▬▪fi♩≤⇔≡ ⇔⁸▪◒☿☻ⱳ▬fi♩⌐ ⇔≡▬fi♃כⱠ♇♩⌐▪◒

☿☻⇔╕∆⁹ 

Configuration Steps  

1. Network > Interface > Port  ⱳכ♩Ɑכ☺⌐ ⇔⁸ ♃▬ⱪ╩₈Static IP ₉⌐

╩☻꜠♪▪IP─♩כⱠ♇♩WANⱳ◘כ▬⁸⇔ ⇔≡ↄ∞↕™⁹ 

2. PC╩UG67─ETHⱳכ♩⌐ ⁸╕√│PoE▬fi☺▼◒♃כ ≢ ⇔≡ↄ∞↕™⁹ 

3. ◖fiⱧꜙכ♃כ⌐IP▪♪꜠☻╩ ≢ ╡ ≡╕∆⁹Windows 10◦☻♥ⱶ╩ ⌐ ™

√⇔╕∆  

 
4. ►▼ⱩⱩꜝ►◙╩ ╩☻꜠♪▪IP─♩כⱠ♇♩ⱳ◘כ▬⁸⅝ ⇔≡►▼ⱩGUI

⌐▪◒☿☻⇔≡ↄ∞↕™⁹ 

5. Network > WLAN ⌐ ⇔⁸₈ ╩◒ꜞ♇◒⇔≡WiFi▪◒☿☻ⱳ▬fi♩╩ ⇔╕∆⁹ 
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6. ▪◒☿☻ⱳ▬fi♩╩ ⇔⁸₈Join Network₉╩◒ꜞ♇◒⇔√ ⁸▪◒☿☻ⱳ

▬fi♩─Ɽ☻꞉כ♪╩ ⇔≡ↄ∞↕™⁹ 

 

∆═≡─ ⅜ ⇔╕⇔√╠⁸₈Save ⅔╟┘₈Apply Ⱳ♃fi╩◒ꜞ♇◒⇔≡ↄ∞↕™⁹ 
 

7. Status> WLAN ⌐ ⇔⁸◒ꜝ▬▪fi♩─ ╩↔ ↄ∞↕™⁹ 
 

8. Network > WAN ⌐ ⇔⁸wlan0 ╩ⱷ▬fi▬fi♃כⱨ▼כ☻⌐ ╡ ⅎ≡ↄ∞

⅝≢☻☿◒▪⌐◒כWi-Fi ≢Ⱡ♇♩꞉ ⅜▬▼►♩כ◕⁸≢≥↓╢∆℮⧵⁹™↕

╢╟℮⌐⌂╡╕∆⁹ 
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Related Topic  

WLAN   

WLAN☻♥כ♃☻ 

 

 

4.5 Packet Forwarder Configuration  

UG67◕⁸│⌐▬▼►♩כSemtech⁸Basic station⁸Chirpstack⌂≥⁸ ─Ɽ◔♇♩

ⱨ◊꞉כ♄כ⅜▬fi☻♩⁹∆╕™≡╣↕ꜟכ כⱠ♇♩꞉⅜▬▼►♩כ◕⁸⌐

◒⌐ ↕╣≡™╢↓≤╩↔ ↄ∞↕™⁹ 

1. Packet Forwarder > ⌐ ⇔≡ↄ∞↕™⁹ 

2. ₈  ₉╩◒ꜞ♇◒⇔⁸ ⇔™Ⱡ♇♩꞉כ◘◒כⱣכ╩ ⇔╕∆⁹Ⱡ♇♩꞉

כⱣכ◘◒כ ╩ ╩כⱣכ◘─↓⁸⇔ ⌐⇔≡ↄ∞↕™⁹ 
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3. Packet Forwarder > Radio Ɑכ☺⌐ ⇔⁸ ≤♅ꜗⱠꜟ╩ ⇔╕

│ꜟⱠꜗ♅─כⱣכ◘◒כⱠ♇♩꞉≥▬▼►♩כ◕⁹∆ ≢№╢ ⅜№╡╕∆⁹ 

 

4. Ⱡ♇♩꞉כ◘◒כⱣכⱭכ◕≢☺כ♩►▼▬╩ ⇔≡ↄ∞↕™⁹Ⱡ♇♩꞉כ

כⱣכ◘◒ ─ ⌐≈™≡│⁸Milesight IoT ⱳכ♃ꜟ╩↔ ↄ∞↕™⁹ 

 
4.6 Network Server Configuration  

≡⇔≥כⱣכ◘◒כLoRaWAN®Ⱡ♇♩꞉│▬▼►♩כ◕ ⇔⁸LoRaWAN®◄fi

♪♦Ᵽ▬☻─♦כ♃╩ ה ⇔⁸ ₁⌂◦☻♥ⱶ≤─ ⌂ ╩ ⇔╕

∆⁹ 

 
4.6.1 Connect to Milesight IoT Cloud  

1. Packet Forwarder Ɑכ☺⌐ ⇔⁸ ╖ ╖Ⱡ♇♩꞉כ◘◒כⱣכ╩ ⌐⇔≡ↄ∞↕™⁹ 

https://support.milesight-iot.com/
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2. Packet Forwarder > Radio Ɑכ☺⌐ ⇔⁸ ≤♅ꜗfiⱠꜟ╩

⇔≡ↄ∞↕™⁹◕כ♩►▼▬≤◄fi♪♦Ᵽ▬☻─♅ꜗfiⱠꜟ│ ≢№╢ ⅜№╡

╕∆⁹ 

 
3. Network Server > General Ɑכ☺⌐ ⇔⁸Ⱡ♇♩꞉כ◘◒כⱣכ≤"Cloud Mode"

╩ ⌐⇔√ ⁸₈Milesight IoT Cloud₉⸗כ♪╩ ⇔≡ↄ∞↕™⁹ 
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4. Milesight IoT Cloud⌐꜡◓▬fi⇔≡ↄ∞↕™⁹∕─ ⁸₈My Ɑכ☺⌐ ⇔⁸

₈+ ♦Ᵽ▬☻₉╩◒ꜞ♇◒⇔≡⁸SN ⌐Milesight IoT Cloud╩▬▼►♩כ◕≢

⇔≡ↄ∞↕™⁹◕כ♩►▼▬│"Gateway"ⱷ♬ꜙכ ⌐ ↕╣╕∆⁹ 

Milesight IoT Cloud│▬▼►♩כ◕ .5 ≢○fiꜝ▬fi ≤⌂╡╕∆⁹ 

 
 

 
4.6.2 Add End Devices 

1. Packet Forwarder > General Ɑכ☺⌐ ⇔⁸ ╖ ╖NS╩ ⌐⇔≡ↄ∞↕™⁹ 
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2. Packet Forwarder > Radio Ɑכ☺⌐ ⇔⁸ ≤♅ꜗfiⱠꜟ╩

⇔≡ↄ∞↕™⁹◕כ♩►▼▬≤◄fi♪♦Ᵽ▬☻─♅ꜗfiⱠꜟ│ ≢№╢ ⅜№╡

╕∆⁹ 

 
3. Network > Ɑכ☺⌐ ⇔⁸Ⱡ♇♩꞉כ◘◒כⱣכ╩ ⌐⇔≡ↄ∞↕™⁹ 

 

4. Network Server Ɑכ☺⌐ ⇔⁸▪ⱪꜞ◔כ◦ꜛfi╩ ⇔≡ↄ∞↕™⁹ 
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5. Network Server > Device ♦Ᵽ▬☻Ɑכ☺⌐ ⇔⁸₈Add ╩◒ꜞ♇◒⇔≡

LoRaWAN®ⱡכ♪♦Ᵽ▬☻╩ ⇔≡ↄ∞↕™⁹╕√⁸Bulk Import ╩◒ꜞ♇◒∆╢≤⁸

♥fiⱪ꜠כ♩╩ ⇔≡♦Ᵽ▬☻╩ ≢ ∆╢↓≤╙ ≢∆⁹ 

6. ◄fi♪♦Ᵽ▬☻─ ╩ ⇔⁸Save&Apply╩◒ꜞ♇◒⇔≡ↄ∞↕™⁹ │

◄fi♪♦Ᵽ▬☻─ Ɑכ☺╕√│ⱷכ◌כ─ⱴ♬ꜙ▪ꜟ≢↔ ™√∞↑╕∆⁹

Milesight◄fi♪♦Ᵽ▬☻─♦ⱨ◊ꜟ♩ │ ─ ╡≢∆  

 ̧ ♦Ᵽ▬☻ EUI ♦Ᵽ▬☻ ⌐ ↕╣≡™╕∆⁹ 

 ̧ ♦Ᵽ▬☻ⱪ꜡ⱨ□▬ꜟ  OTAA ♃▬ⱪⱨ□▬ꜟ 

 ̧ Ɑ▬꜡כ◖♪כ♦♇◒ ⸗♦ꜟ╩ ⇔≡ↄ∞↕™ⱳכ♩ 85 

 ̧ ▪ⱪꜞ◔כ◦ꜛfi◐כ ♦ⱨ◊ꜟ♩ ╩ ⇔≡ↄ∞↕™⁹ꜝfi♄ⱶ◐כ╩

∆╢ │⁸◌☻♃ⱶ ╩ ⇔≡ↄ∞↕™⁹ 

 ̧ ♃▬ⱶ▪►♩ ♦Ᵽ▬☻⅜○fiꜝ▬fi/○ⱨꜝ▬fi─ ╩ ∆╢╕≢─ ≢∆⁹ 
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7. Network Server > Ɑכ☺⌐ ⇔⁸↓─♦Ᵽ▬☻⅛╠─▪♇ⱪꜞfi◒⅜№╢⅛≥℮⅛╩↔ ↄ

∞↕™⁹ 

Details ╩◒ꜞ♇◒∆╢≤⁸Ɽ◔♇♩─ ♪כ◖♦≥ ╩ ≢⅝╕∆⁹ 


















